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Introduction
This document describes what the Cisco Aggregator Server is and how it works when the Secure Email Gateway polls the Cisco Aggregator Server (aggregator.cisco.com port 443) every 30 minutes for Web Interaction Tracking data.
What is the Cisco Aggregator Server and how does it work?
The Secure Email Gateway polls the Cisco Aggregator Server (aggregator.cisco.com port 443) every 30 minutes for Web Interaction Tracking data. If enabled in the Outbreak and Filtering features, the Web Interaction Tracking report shows this data:
Note: For the Web Interaction Details to show up, ensure to select Incoming Mail Policies > Outbreak Filters in order to configure an Outbreak filter and enable message modification and URL rewriting. Configure a content filter with the Redirect to Cisco Security Proxy action.
Configure the Cisco Aggregator Server
> aggregatorconfig
Choose the operation you want to perform:
- EDIT - Edit aggregator configuration
- CLUSTERSET - Set how aggregator is configured in a cluster.
- CLUSTERSHOW - Display how aggregator is configured in a cluster.
[]> edit
Edit aggregator address:
[aggregator.cisco.com]>
Successfully changed aggregator address to : aggregator.cisco.com
How to Enable Web Interaction Tracking
You can enable Web Interaction Tracking via two different feature configurations.
Outbreak Filters
Via the GUI:
Via the CLI:
> outbreakconfig
Outbreak Filters: Disabled
Choose the operation you want to perform:
- SETUP - Change Outbreak Filters settings.
- CLUSTERSET - Set how the Outbreak Filters are configured in a cluster.
- CLUSTERSHOW - Display how the Outbreak Filters are configured in a cluster.
[]> setup
Outbreak Filters: Disabled
Would you like to use Outbreak Filters? [Y]>
Outbreak Filters enabled.
Outbreak Filter alerts are sent when Outbreak rules cross the threshold (go above or back down below), meaning that new messages of certain types could be
quarantined or will no longer be quarantined, respectively.
Would you like to receive Outbreak Filter alerts? [N]> Y
What is the largest size message Outbreak Filters should scan?
[524288]>
Do you want to use adaptive rules to compute the threat level of messages? [N]> Y
Logging of URLs is currently disabled.
Do you wish to enable logging of URL's? [N]> Y
Logging of URLs has been enabled.
Web Interaction Tracking is currently disabled.
Do you wish to enable Web Interaction Tracking? [N]> Y
Web Interaction Tracking is enabled.
The Outbreak Filters feature is now globally enabled on the system. You must use the 'policyconfig' command in the CLI or the Email Security Manager in
the GUI to enable Outbreak Filters for the desired Incoming and Outgoing Mail Policies.
URL Filtering
Via the GUI:
Via the CLI:
> websecurityconfig
Enable URL Filtering? [N]> Y
Do you wish to enable Web Interaction Tracking? [N]> Y
Web Interaction Tracking is enabled.
Do you want to add URLs to the allowed list using a URL list? [N]>
Web Interaction Tracking
Important facts:
If you use Security Management Appliance (SMA) for centralized reporting:
Cloud Connector Logging
In more recent versions of AsyncOS, the Secure Email Gateway now supports Cloud Connector Logs, a new log subscription that contains Web Interaction Tracking from the Cisco Aggregator Server. This was added to help troubleshoot Web Interaction Tracking if issues occur.
Via the GUI:
Via the CLI:
>logconfig
Currently configured logs:
Log Name Log Type Retrieval Interval
---------------------------------------------------------------------------------
1. LDAP_Debug LDAP Debug Logs Manual Download None
2. audit_logs Audit Logs Manual Download None
3. cloud_connector Cloud Connector Logs Manual Download None
Troubleshoot
Issue
Unable to Connect to the Cisco Aggregator Server.
Solution
443 | TCP | Out | aggregator.cisco.com | Access to the Cisco Aggregator server. |
Issue
Unable to retrieve web interaction tracking information from the Cisco Aggregator Server.
Solution
443 | TCP | Out | aggregator.cisco.com | Access to the Cisco Aggregator server. |
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