Collecting KDF Logsfor Secure Client on
Windows and MacOS
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This document describes how to collect KDF logs and other important troubleshooting logs on Windows
and MacOS.

Windows and MacOS FLAGS

DNS Related (When OpenDNS isinvolved): 0x20801FF

Web flow (SWG) proxy and DNS Rel ated:|0x70C01FF

ZTA 0x400080152

Colleting KDF Logs, Wireshark and DART Bundle

Note: When you submit the results, always let the TAC Team know what settings were used and be
open to changing as TAC requires.

Windows

Open a CMD with admin privileges and run the next command:

"%ProgramFiTles(x86)%\Cisco\Cisco Secure Client\acsocktool.exe" -sdf [FLAG]

» Download DebugView from Sysinternal to capture the KDF log
* Run DebugView as administrator and enabl e the next menu options:
» Click on Capture


https://learn.microsoft.com/en-us/sysinternals/downloads/debugview

- Checkmark capture Kernel

- Checkmark Enable Verbose Kernel Output
» Options

- Checkmark cClock Time

- Checkmark show Milliseconds
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» Restart the client service viaadmin prompt:

net stop csc_vpnagent & net start csc_vpnagent

e |f net stop csc_vpnagent & & net start csc_vpnagent does not work, restart Cisco Secure Client Service from
services.msc
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e Start Wireshark Capture

» Select al the interfaces, and start the packet capture
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* Reproduce the issue, and save KDF Logs and Wireshark Capture, then follow the steps to capture DART Bundle
* Open the Cisco Secure Client Diagnostics & Reporting Tool (DART) With administrator privileges



i~ @ Apps  Documents  Web  Settings  People

s

Best match

Cisco Secure Client Diagnostics
P and Reporting Tool

{ o 8 Run as administrator

. B2 Open file location 0 Sec
Folders

» Click on custom
- Include system Information Extensive and Network Connectivity Test

Sllent
Cisco Secure Client - DART x

-~ System Information (extensive)
i Active Connections Information

@ Route Information

(@ Interface Configuration

i~ (@ Network Connectivity Test
i~ ESvstem logs

- @ Appication logs

Note: Collect all thelogs, KDF Logs, Wireshark Capture and DART Bundle to the TAC Case.

» To stop the KDF logging on Windows use the next command:

"%ProgramFiles(x86)%\Cisco\Cisco Secure Client\acsocktool.exe" -cdf

MacOS

Open terminal and follow the next command chain to enable KDF Logging on MacOS:

® Stop Service



sudo "/opt/cisco/secureclient/bin/Cisco Secure Client - AnyConnect VPN Service.app/Contents/Mac0S/Cisco
* EnableFlag

echo debug=[Flag Value] | sudo tee /opt/cisco/secureclient/kdf/acsock.cfg
® Start Service

open -a "/opt/cisco/secureclient/bin/Cisco Secure Client - AnyConnect VPN Service.app"

e Start Wireshark Capture

» Select all the interfaces, and start the packet capture
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» Reproduce the issue, and save KDF Logs and wireshark Capture, then follow the steps to capture DART Bundle
* Open the Cisco Secure Client - DART



+

Cisco Secure Client - DART

» Checkmark the next options:
> Include Legacy - Cisco AnyConnect Secure Mobility Client Logs
> Include System Logs

e Click Run

@ Cisco Secure Client - DART

Welcome to the Diagnostic and Reporting Tool (DART).

DART iz a tool that helps to bundle the appropriate log files and
diagnostic infermation that can be used for analyzing and debugging the
Cisco Secure Client.

N
CISCO
Bundle Options:
Enable Bundle Encryption

Encryption Pagsword

Additional Log Options:

Include Legacy - Cisco AnyConnect Secure Mobility Client Logs

Include System Logs

Note: Collect al thelogs, KDF Logs, Wireshark Capture and DART Bundle to the TAC Case.

Related I nfor mation



e Cisco Technical Support & Downloads
» Cisco Secure Access Help Center
» Cisco SASE Design Guide



https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html

