Configure Cert Matching for Secure Client Auth
on FTD via FDM
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This document describes how to set up Cisco Secure Client with SSL on FTD viaFDM using certificate
matching for authentication.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:



* Cisco Firepower Device Manager (FDM) Virtual
» Firewall Threat Defense (FTD) Virtual
* VPN Authentication Flow

Components Used

» Cisco Firepower Device Manager Virtual 7.2.8
» Cisco Firewall Threat Defense Virtual 7.2.8

» Cisco SecureClient 5.1.4.74
» Profile Editor (Windows) 5.1.4.74

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

CertificateMatch is afeature that allows administrators to configure criteria that the client must use to select
aclient certificate for authentication with the VPN server. This configuration is specified in the client
profile, which isan XML file that can be managed using the Profile Editor or manually edited. The
CertificateMatch feature can be used to enhance the security of VPN connections by ensuring that only a
certificate with specific attributes is used for the VPN connection.

This document describes how to authenticate the Cisco Secure Client using the common name from an SSL
certificate.

These certificates contain a common name within them, which is used for authorization purposes.

CA: ftd-ra-ca-common-name

Engineer VPN Client Certificate: vpnEngineerClientCN
Manager VPN Client Certificate: vpnManagerClientCN
Server Certificate: 192.168.1.200

Network Diagram

This image shows the topology that is used for the example of this document.
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Configurations

Configuration in FDM

Step 1. Configure FTD Interface

Navigate to Device > I nterfaces > View All I nterfaces, configure inside and outside interface for FTD in

I nterfaces tab.
For GigabitEthernet0/0,

+ Name: outside
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) - s S
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FTD Interface

Step 2. Confirm Cisco Secure Client License

Navigate to Device > Smart License > View Configuration, confirm the Cisco Secure Client licensein RA

VPN Licenseitem.

[+ Firewall Device Manager 8% o

Monitoring Poicies Obijects Device: finepower

SUBSCRIPTION LICENSES INCLUDED

This License allows you to perform intrusion detection and prevention and file control. You
must have this Bcense to apply intresion policies in acoess rules. You also must hawve this
icense to apply file policies that control files based on file type.

Includes: T Intrusion Policy

URL License

This license allows you 1o control web access based on URL categories and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filker web
traffic based on category and reputation,

Includes: URL Reputation

Secure Client License

Step 3. Add Address Pool

® @ i e ¥ Sl sECURE

This license lets you perform malware defense. You must have this license to apply file polcies
that detect and block malware in files transmitted over your network.

Includes: Oy File Palicy

RA VPN License Type VPN OMLY ~ DASABLE

@

Pleasa select the license type that you purchased to enable remote access VPN, Note that
Secure Firewall device manager does not support any of the advanced features covered by the
Apex license

Includes: FRA-VEN




Navigate to Objects > Networks, click + button.
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Monitoring Policles Objects Dovico: firepower e : Administraree 9o SECURE

Object Types  + Network Objects and Groups
T Networks 7 objects Y Filter + n
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Add Address Pool
Input necessary information to add a new IPv4 address pool. click OK button.
» Name: ftd-cert-match-pool

* Type: Range
* IPRange: 172.16.1.150-172.16.1.160

Add Network Object

Name
fid -cert-match-poaol
Description
L
Type
O Network () Host () FQDN

IF Range

172.16.1.1580-172.16.1.16D

Detail of IPv4 Address Pool



Step 4. Create Secure Client Profile

Download and install the Secure Client Profile Editor from Cisco Software site. Navigate to Server Ligt,
click Add button. Input necessary information to add a Server List Entry and click OK button.

» Display Name: cert-match
» FQDN or IP Address: 192.168.1.200
* Primary Protocol: SSL

File He
\:_-:’l\lmr - 1 ServerList
L EEn0es (Pal . titled
Preferences (Part 2% 3 G
L} E-dt{urm SHI;‘iE‘ ]
2 ate
3 C;L‘if;gme M;'{'c'ﬁ'iﬁq Hostname  Host Addr... User Group  Backup Ser... SCEP Mobile Sett... Certificate ...

i Certificate Enrollment

Mote: it Is highly recommended that at least one server be de{ln

Server List Entry
Server Load Balandng Servers SCEP Mobile Certificate Pinning

Primary Server Connedtion Information

I Display Name (required) cert-match I I Primary Protocol 550 . ]

FODNorIPA... User Group

192.168.1.200 !

Group URL

192.168.1.200

Backup Servers

Host Address Add

0K Cancel

Server List Entry

Navigate to Certificate Matching, click Add button. Input necessary information to add a Distinguished
Name Entry and click OK button.

* Name: CN

 Pattern: vpnEngineerClientCN
» Operator: Equal


https://software.cisco.com/download/home/286330811/type

Note: Check the MatchCase option in this document.



ﬁ Cisco Secure Client Profile Editor - VPN

File Help
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Edit...
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Distinguished Name Entry

Save the secure client profile to local computer and confirm the details of profile.

viCertificateMatch:
¥ iDist inguishediama?
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Secure Client Profile
Step 5. Upload Secure Client Profileto FDM

Navigate to Objects > Secure Client Profile, click CREATE SECURE CLIENT PROFILE button.
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@ O H Adminisirator csco SECURE

Object Types Secure Client Profiles

D Networks
5

Start by creating the first Secure Cilent profile object
/CREATE SECURE CLIENT PROFILE

& Secure Client Profil...

B 1

Create Secure Client Profile

Input necessary information to add a secure client profile and click OK button.

» Name: secureClientProfile
» Secure Client Profile: secureClientProfilexml (upload from local computer)

Add Secure Client Profile

MName

secureClientProfile

Descriplion

Secure Client Profile

LFLOAD ] sacuraCheniProdile xmil

CANCEL

Add Secure Client Profile



Step 6. Add Group Policy
Navigate to Device > Remote Access VPN > View Configuration > Group Poalicies, click + button.

E : admn BT
Q&A@ OQ i .. v uEsecure

| R . Maonitoring Policies Objects

Device Summary

Group Policies

o i n
. : Dt SR s SPUIT TUNNILING v SPLIT TUNNILNG STCUR CLIENT PROFLES ALTHONE

1 DMGrpPolicy Allow all traffic Adlow all traffic

Add Group Policy

Input necessary information to add a group policy and click OK button.

» Name: ftd-cert-match-grp
» Secure Client profiles: secureClientProfile

Add Group Policy .
O, Search for atiribute Marme

fid-cert=-rnatch=-gre
Basic

Session Settings

Advanced
DS Sereer
Address Assignment

sElect DiNS Groun s

Split Tunneling

Sacura Cllent Bannér Text for Authenticaled Chents

Traffic Filters Secure Client profiles
Windows Browsar Proxy
TF

cwee. |

Details of Group Policy
Step 7. Add FTD Certificate

Navigate to Objects > Certificates, click Add Internal Certificate from + item.



+ Certificates

121 objects T Fiter

N OMAME TYPE

' AAA-Certificate-Services Trusted CA Certificate Add Trataed CA Certificat
2 ACCVRALZY Trusted CA Certificate
3 Actalis-Authentication-Root-GA Trusted CA Certificate
4 AffirmTrust-Commarcial Trusted CA Certificate
5 AffirmTrust-Networking Trusted CA Certificate
& AffirmTrust-Promium Trusted CA Certificate
7 AffirmTrust-Premium-ECC Trusted CA Certificate
& Amazon-Root-CA-1 Trusted CA Cortificate
% Amazon-Root-CA-2 Trusted CA Cerificate

10 Amazon-Root-CA-3 Trusted CA Certificate

11 DefaultintermnalCertificate Internal Certificate

12 DefaultWebserverCortificate Internal Certificate

Add Internal Certificate
Click Upload Certificate and Key.

Choose the type of internal certificate you want

1O Creale

B Upload Certificate and Eay
Create a certificate from existing files
PEM and DER files are supponed.

{8} Seli-Signed Certilicate

Create a new certificate that is signed
by the devicea.

Upload Certificate and Key

Input necessary information for FTD certificate, import a certificate and a certificate key from local
computer and then Click OK button.

* Name: ftd-vpn-cert
» Validation Usage for Special Services. SSL Server



Add Internal Certificate

Name

ftd-vpn-cer

Cartificate

te cartificate, of ER, PEM Upload Certificate

== w=sBEGIN CERTIFICATE=====
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Certificate Key

----=BEGIN RSA PRIVATE KEY-----
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CANCEL

Details of Internal Certificate

Step 8. Add CAtoFTD

Navigate to Objects > Certificates, click Add Trusted CA Certificate from + item.
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& UALs

2  AAA-Certificate-Services Trusted CA Certificate
3 ACCVRAIZ1 Trusted CA Certificate
& Identity Sources 4 Actalis-Authentication-Root-CA Trusted CA Certificate
1 Users 5 AffirmTrust-Commercial Trusted CA Certificate
ﬁ. = 6 AffirmTrust-Metworking Trusted CA Certificate
7 AffirmTrust-Premium Trusted CA Certificate

B Secre

Add Trusted CA Certificate

Input necessary information for CA, import a certificate from local computer.

» Name: ftdvpn-ca-cert
 Validation Usage for Special Services. SSL Client

Add Trusted CA Certificate

Mame

ftdvpn-ca-cert

Cartificate frd-ra-ca.on
' TR T r chioase a file (DER. PEM. CRT CER Olan. 1L L |
w== o= BEGIN CERTIFICATE====- -
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Skip CA Centificate Check
Validation Usage for Special Services
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Details of Trusted CA Certificate
Step 9. Add Remote Access VPN Connection Profile

Navigate to Device > Remote Access VPN > View Configuration > Connection Profiles, click CREATE
CONNECTION PROFILE button.

[ Firewall Dewvice Manager - 0

gl Monitoring Policles Objects

+ = . admin el - -
20O : 5 secu
@ G . N Administrator eisco SECURI

RAVPN

Connection Profiles

@8 Group Policies

GROUP POLICY

B sAML Server

[ |

Add Remote Access VPN Connection Profile

Input necessary information for connection profile and click Next button.

» Connection Profile Name: ftd-cert-match-vpn
» Authentication Type: Client Certificate Only

» Username From Certificate: Map specific field
e Primary Field: CN (Common Name)

» Secondary Field: OU (Organizational Unit)

* |Pv4 Address Pools: ftd-cert-match-pool
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Authantication Typs

Ciient Certificate Only

Usernarme from Certificate
!.J' THoD Spocie T
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CN (Commaon Name) > QU (Onganisational Unit) v

() Use entire DN (distinguished name) as username
¥ Advanced

Authorization Server Accounting Server

Pigase select A Please seloct

Client Address Pool Assignment

IPv4 Address Pool IPvE Address Pool

+

+

DHCP Servers
+

Details of VPN Connection Profile
Input necessary information for group policy and click Next button.

» View Group Policy: ftd-cert-match-grp
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Remote User Experience

View Group Policy
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Palicy Group Brief Details
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Select Group Policy

Select Certificate of Device | dentity, Outside I nterface, Secure Client Package for VPN connection.

* Certificate of Device ldentity: ftd-vpn-cert
» Outside Interface: outside (GigabitEthernet0/0)
» Secure Client Package: cisco-secure-client-win-5.1.4.74-webdeploy-k9.pkg



Note: Disabled NAT Exempt feature in this document.
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Global Settings

These settings control the basic functioning of the conne:

s to any of these options

apply to all ¢ jon profiles; you cannot config n different profiles
Certificate of Device Identity Dutside Interface
fd-vpn-cent (Vafidation Ufsge: S5L Se... ~ outside (GigabitEthernet0/0) =
Fully-gualified Domain Narme for the Outside Interface Part

443

Access Gontrol for VPN Traffic
De VPH

Bypass Access Control policy for decrypted traffic (sysept permit-vpn)

NAT Exempt

@

Secure Client Package

Packages

UPLOAD PACKAGE »
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Details of Global Settings
Step 10. Confirm Summary for Connection Profile

Confirm the information entered for VPN connection and click FINISH button.



STEP 1: CONMECTION AND CLIENT CONFIGURATION

Primary Identity Scurce
Authentication Type

Primary identity Source
Fallback Local dentity Source
Usernamse foom Certificate.
Primasy Fiaid

Secondary Field

W) Adwanced

Autharization Server

Accounting Server
Client Addness Pool Assignment

WPvd Address Pool
W6 Address Pool
DHCP Servers

Giroup Policy Name
Banner + DNS Senver

DHS Server

Barner toxt for sutherticated clents

Session Settings

Mazimum Connection Time | Alen interval
Bdie Tameout [ Alert interval
Simultansous Login per User

Split Tunneling

i Sgilit Tunneding

P Split Tunnaling

Secure Client
Secure Clent Profiles
Cartificate of Device kdentity
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Confirm Summary for Connection Profile
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Confirm the VPN connection settingsin the FTD CLI after deployment from the FDM.
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// Defines IP of interface

interface GigabitEthernet0/0

speed auto

nameif outside

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.1.200 255.255.255.0

// Defines a pool of addresses
ip local pool ftd-cert-match-pool 172.16.1.150-172.16.1.160

// Defines Trustpoint for Server Certificate
crypto ca trustpoint ftd-vpn-cert

enrollment terminal

keypair ftd-vpn-cert

crl configure

// Server Certificate

crypto ca certificate chain ftdvpn-ca-cert

certificate ca 5242a02e0db6f7fd

3082036¢ 30820254 a0030201 02020852 42a02e0d b6f7fd30 0d06092a 8648867

// Defines Trustpoint for CA

crypto ca trustpoint ftdvpn-ca-cert
enrollment terminal
validation-usage ss1-client

crl configure

// CA

crypto ca certificate chain ftdvpn-ca-cert

certificate ca 5242a02e0db6f7fd

3082036¢ 30820254 a0030201 02020852 42a02e0d b6f7fd30 0d06092a 8648867

// Configures the FTD to allow Cisco Secure Client connections and the valid Cisco Secure Client images
webvpn

enable outside

http-headers

hsts-server

enable

max-age 31536000

include-sub-domains

no preload

hsts-client

enable

X-content-type-options

X-Xss-protection

content-security-policy

anyconnect image diskO:/anyconnpkgs/cisco-secure-client-win-5.1.4.74-webdeploy-k9.pkg 2
anyconnect profiles secureClientProfile disk0:/anyconncprofs/secureClientProfile.xml
anyconnect enable

tunnel-group-list enable

cache

disable

error-recovery disable

// Configures the group-policy to allow SSL connections



group-policy ftd-cert-match-grp internal
group-policy ftd-cert-match-grp attributes
dhcp-network-scope none
vpn-simultaneous-Togins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ss1-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-dns none

split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify

vlan none

address-pools none
ipv6-address-pools none

webvpn

anyconnect ss1 dtls none

anyconnect mtu 1406

anyconnect ss1 keepalive none
anyconnect ss1 rekey time none
anyconnect ss1 rekey method none
anyconnect dpd-interval client none
anyconnect dpd-interval gateway nhone
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect modules none

anyconnect profiles value secureClientProfile type user
anyconnect ss1 df-bit-ignore disable
always-on-vpn profile-setting

// Configures the tunnel-group to use the certificate authentication
tunnel-group ftd-cert-match-vpn type remote-access

tunnel-group ftd-cert-match-vpn general-attributes

address-pool ftd-cert-match-pool

default-group-policy ftd-cert-match-grp

tunnel-group ftd-cert-match-vpn webvpn-attributes

authentication certificate

group-alias ftd-cert-match-vpn enable

Confirm in VPN Client
Step 1. Copy Secure Client Profileto VPN Client

Copy secure client profile to engineer VPN client and manager VPN client.



Note: The directory of secure client profile in Windows computer : C:\ProgramData\Cisco\Cisco
Secure Client\VPN\Profile

. = | Profile
m Home Share View
<« dh » ThisPC » Local Disk (C:) » ProgramData » Cisco » Cisco SecureClient » VPN » Profile w O
Mame Date modified Type Size
# Quick access
MygmtTun L . 32024 20615 File folder
I Deskiop g ] _
¥ Downloads 2| secureClientProfile 4 10:4 4
= Documents

Step 2. Confirm Client Certificate

In engineer VPN client, navigate to Certificates - Current User > Personal > Certificates, check the client
certificate used for authentication.



EEM Action \iew Favgrtes Window Help
o amoO/cE HM

@ Comsclel - [Consele Root\Cenificates - Current User\ Pessanal Cenificates)

[ Certificates - Current User

; ?.Ju'pninguwﬂchcﬂlchl frd-ra-ca-common-name
w | Personal

Certificates
ia g It orites

Confirm Certificate for Engineer VPN Client

Expiration Date
6182005

Intended Purposes  Friendly Name
Client Authentication  vpnEngineerClie

Double click the client certificate, navigate to Details, check the detail of Subject.

* Subject: CN = vpnEngineerClientCN
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Digital Signature, Key Endpheér ...
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Details of Engineer Client Certificate

In manager VPN client, navigate to Certificates - Current User > Personal > Certificates, check the client
certificate used for authentication.
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Confirm Certificate for Manager VPN Client

Issued By
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Expiration [late
S920235

Intended Purposes
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Double click the client certificate, navigate to Details, check the detail of Subject.

» Subject: CN = vpnManagerClientCN

Actiong

Certificates
Mlore Actions
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General Detads  Cersficaton Path

Field Walue
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Details of Manager Client Certificate

Step 3. Confirm CA



In both engineer VPN client and manager VPN client, navigate to Certificates- Current User > Trusted
Root Certification Authorities > Certificates, check the CA used for authentication.

* Issued By: ftd-ra-ca-common-name
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Step 1. Initiate VPN Connection

In engineer VPN client, initiate the Cisco Secure Client connection. No need to input the username and
password, the VPN connected successfully.

[« ' < | (9 Cisce Secure Client | cert-match x

AnyConnect VPR @ Your chert certfcate wil be used for authenboation

Your cher fcate vill be used for muthen ach
four clent certficate sustheribeaton Gresp | Mkt = “I

e Lematch

VPN connection succeeded for Engineer VPN Client

In manager VPN client, initiate the Cisco Secure Client connection. the VPN connected failed due to
certificate validation failure.

& iy ' © Cisco Secure Client b4

AnyConnect VPR
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VPN Connection Failed for Manager VPN Client
Step 2. Confirm VPN Sessionsin FTD CLI

Run  show vpn-sessiondb detail anyconnect command in FTD (Lina) CLI to confirm the VPN sessions of engineer.

firepower# show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detailed

Username : vpnEngineerClientCN Index : 32

Assigned IP : 172.16.1.150 Public IP : 192.168.1.11

Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384

Bytes Tx : 14718 Bytes Rx : 12919

Pkts Tx : 2 Pkts Rx : 51

Pkts Tx Drop : 0 Pkts Rx Drop : O

Group Policy : ftd-cert-match-grp Tunnel Group : ftd-cert-match-vpn
Login Time : 05:42:03 UTC Tue Jul 2 2024

Duration : Oh:00m:11s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : 00000000000200006683932b

Security Grp : none Tunnel Zone : 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 32.1

PubTlic IP : 192.168.1.11

Encryption : none Hashing : none

TCP Src Port : 50170 TCP Dst Port : 443

Auth Mode : Certificate

IdTle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : win

Client OS Ver: 10.0.17763

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.4.74
Bytes Tx : 7359 Bytes Rx : 0

Pkts Tx : 1 Pkts Rx : 0O

Pkts Tx Drop : 0 Pkts Rx Drop : O

SSL-Tunnel:

Tunnel ID : 32.2

Assigned IP : 172.16.1.150 Public IP : 192.168.1.11
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA384
Encapsulation: TLSv1l.2 TCP Src Port : 50177

TCP Dst Port : 443 Auth Mode : Certificate

IdTe Time Out: 30 Minutes Idle TO Left : 30 Minutes
Client OS : Windows

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.4.74
Bytes Tx : 7359 Bytes Rx : 12919

Pkts Tx : 1 Pkts Rx : 51

Pkts Tx Drop : 0 Pkts Rx Drop : O



Troubleshoot

Y ou can expect to find information about VPN authentication in the debug syslog of Linaengine and in the
DART file on Windows computer.

Thisis an example of debug logs in the Linaengine during VPN connection from engineer client.

Jul 02 2024 04:16:03:
Jul 02 2024 04:16:03:
Jul 02 2024 04:16:04:
Jul 02 2024 04:16:09:

%FTD-7-717029:
%FTD-6-717022:
%FTD-6-113009:
%FTD-6-725002:

Related | nfor mation

Identified client certificate within certificate chain. serial num
Certificate was successfully validated. serial number: 7AF1C78ADCC
AAA retrieved default group policy (ftd-cert-match-grp) for user =
Device completed SSL handshake with client outside:192.168.1.11/50

Configure FDM On-Box Management Service for Firepower 2100

Configure Remote Access VPN on FTD Managed by FDM

Configure and Verify Syslog in Firepower Device Manager
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https://www.cisco.com/c/en/us/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html

