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This document describes how to configure Secure Access Network Tunnel Group with Network Address
Trandation.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

Cisco Firewall Management Center
Cisco Secure Firewall Threat Defence
Cisco Secure Access

Cisco Adaptive Security Appliance
Network Address Translation

Policy Based Routing

Packet Captures on Firewall



Components Used

The information in this document is based on:

Cisco Firewall Management Center 7.10
Cisco Secure Firewall Threat Defence 7.10
Cisco Secure Access

Cisco Adaptive Security Appliance 9.22
Cisco Routers

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

Cisco Secure Access delivers cloud-native Secure Service Edge capabilities including Secure Internet
Access (SIA) and Secure Private Access (SPA). For organizations extending private application access to
remote users without backhauling all traffic through a datacenter, Secure Access uses | Psec Network Tunnel
Groups (NTGs) to create encrypted tunnel s between on-premises network devices — such as Cisco Firewall
Threat Defense (FTD) ,Adaptive Security Appliance (ASA), — and Cisco Secure Access cloud Points-of-
Presence (PoPs).

This document details how to establish a route-based | Psec tunnel using IKEv2 between Cisco FTD , ASA
and Cisco Secure Access, enabling Network Address Tranglation (NAT) on Secure Access and Policy-
Based Routing (PBR) on the FTD and ASA to steer only private-access-bound traffic into the tunnel.
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Network Topology

Configure

Secure Access and Secure Firewall Thread Defense - Dynamic (BGP) route-based
VPN with PBR

Configure Network Tunnel Group on Secure Access

1. Login to Secure Access dashboard Secure Access
2. Navigate to Connect > Network Connections > Network Tunnel Groups and click on +Add to
configure the Network Tunnel Group

‘duth: Secure Access 7 Q  Jaikishan Yadav

[Network Connections] & Route Summarization ]

Manage the connections that allow user traffic to reach private resources on your network. For information about these options, see Help

s
Connector Groups Network Tunnel Groups Meraki Sites FTDs

Network Tunnel Groups o o

iy 0 0 0

Disconmected O warning 4 Connected &

Network Tunnel Groups

= A natwork tunnal group provides a framework for establishing tunnal redundancy and high
availibility. Connect tunnels to the hubs within a netwark tunnel group to securely control
user access to the Internet and private resources. Help ©f

Secure Access - Network Tunnel Groups

3. Configure Network Tunnel Group - General Settings

» Configure Tunnel Group Name,Region and Device Type
e Click Next


https://login.sse.cisco.com/

+ Network Tunnel Groups
Add a Network Tunnel Group
Add a network tunnel group to Secure Access and enable secure network connections to

the internet and private resources. Select one of your organization's available network
devices to establish this network tunnel group connection. Help ©7

I General Settings

Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure Access, and choose the
device type this tunnal group will use.

@ General Settings

2 Tunnel ID and Passphrase
Tunnel Group Name

3) Routing [ Fro-Bor
Reglon
4 Datafor Tunnel Set
2 forunn P [ US (Pacific Morthwest) e J
Device Type
[ FTD - ]

< Cancel m

Secure Access - Network Tunnel Groups General Settings

4. Configure Tunnel ID and Passphrase.

» Configure the Tunnel ID and Passphrase.
* Click on Next

& MNetwork Tunnel Groups
Add a Network Tunnel Group

Add a network tunnel group o Secure Access and enable secure network connections to
the internet and private resources. Select one of your organization's available
devices to establish this network tunnel group connection. Help ©f

@ Tunnel ID and Passphrase
General Settings
Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group,

@ Tunnel ID and Passphrase | Tunnel ID Format
(®) Email IP Address
3 Routing
Tunnel I
4  Data for Tunnel Setup [ Trdbgpvpn ] @< org=<hub>.558.cisco.com
Passphrase
[ SRiiassaaiassiaiinisatnss Show |

The passphrase must be betwean 16 and 64 characters long. It must include at least one upper case letter, one lower case latter, one number, and cannot include
any special characters,

Confirm Passphrase
[ cevernerernerenieninane show |

Secure Access - Network Tunnel Groups |D and Passphrase

5. Configure Routing

» Configure Device AS Number



* Click Save

@ Tunnel ID and Passphrase
Internet Protocel Versien Setting for Routing

@ Routing [_j Enable IPv6 Routing in addition to IPv4
IPva is enabled by default.

4 Data for Tunnel Setup Routing option

Static routing

Use this option to manually add IP address ranges for this tunnel group.
(@) Dynamic routing

Use this option when you have a BGP peer for your on - premise router.

Device AS Number

Advanced Settings ~

[) Multihop BGP
Selact this option to enable the ability for BGP peers to establish a connection
{hop) when not directly connected.

[} override BGP route summarization
By default, advertised routes are summarized using the configured summary
subnets in the Route Summarization page. Select this option to override route
summarization.

[ Block default route advertisement
Select to block the advertisement of the default route.

< Cancel

Secure Access - Network Tunnel Groups Routing

6. Save Network Tunnel Group Configuration

& Network Tunnel Groups

Add a Netwerk Tunnel Group

Add a network tunnal group to Sacure Accass and enable secure network connactions to
the Internet and private resources, Select one of your organization's avallable network
devices to astablish this network tunnel group connection. Help o7

Data for Tunnel Setup

@ General Settings
Review and save the following information for use when setting up your network tunnel devices. This is the only time that your passphrase is

displayed.
@ Tunnel ID and Passphrase
Primary Tunnel ID: fidbgpvpni@
@ Routing N
Primary Data Center IP Address: 44228138150 O 2603:5004:73:20ex01 O
: ftdb
@ Data for Tunnel Setup Secondary Tunnel 1D GRPVRNE
Secondary Data Center IP Address: 523520156 O 2603:500413:20c:100 O
Passphrase:

Download G5V
: £

Secure Access - Network Tunnel Groups

Configure Dynamic Route-based | Psec VPN on Secure Firewall Threat Defense (FTD) with PBR



1. Login to Firewall Management Center (FMC)

2. Configure Virtual Tunnel Interface VTI

» Navigate to Devices > Device Management

gl Firewall Management Center

CISCO  Devices / Device Management

— Devices = X

Monitor

IDevice Management I v Upgrade

Insights & Reports >
Template Management Threat Defense Upgrade

2% Events& Logs >
Flatform Settings Chassis Upgrade
Manage FlexConfig

1 Policies > Certificates

- Objects
| .E Devices I

Secure Firewall Management - Dashboard

— Show less

» Click on Pencil icon next to device and navigate to I nterface section
» Click on Add interfaces and select Virtual Tunnel Interface

almln,  Firewall Management Center

(11 e Secure Firewall Interfaces

i iR Fhaell T e e Dl T e
Monitar
- Device Inline Sets Routing DHCP VTEP
p. Insights & Reports »
2 Events &Logs » EEUEoy Virtusl Tunnats L Search by name [ Sync Interface ]l Add Interfaces + I

Sub Imerisce

Mans
o] Interface Logical Mame  Type Security Zones  MAC Address (Active/Stand... IP Addross Path Monit.. Virtl Redundant interface
Policios * Bridge Group Interface
@ Managementtio managemarnt Physical Dicabled Global
[ ] Objects Virtual Tunnel Intérface
m GigabiERhemet/D oulside Physical oulside 192168112/ 24 (Static), Disabled Global Loopback Interface
mn Devices »
[@ sigabitEthemeto insige Physical  insige 10.10.10:1/24{Statie); Disabled Glopa VNI Interface

&' Secure Connections
[ GigabitEthemaet0/2 Physical Disabiled
& Integrations

Physical Disabled


https://docs.manage.security.cisco.com/cdfmc/t_create_vti_tunnel.html

Secure Firewall Management - FTD VTI Configuration

» Configure VTI

Add Virtual Tunnel Interface ®@

General Path Monitoring

Tunnel Type

@ Static O Dynamic

Name:*

[ VTI-1 ]

Enabled

Description:

" Virtual Tunnel interface for

Security Zone:

wii w

, r

Priority:

0 (0 - 65535)

, r

Propagate Security Group Tag:

Virtual Tunnel interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for
the VT

Tunnel |D:*

[ 1 ] (0 - 10413)




Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for
the VTI.

Tunnel |D:*

[ 1 ] (0 -10413)

Tunnel Source:*

[ GigabitEthernet0/0 (outside) v ] [ 182.168.1.12 v ]

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPvE addresses accordingly.

IPsec Tunnel Mode:*

@® ipva () pve

IP Address:*
(® Configure IP [ 169.254.21/30 ] i |
O Borrow IP (IP unnumbered) = Select Interface w -~

Cancel m

Secure Firewall Management - FTD VTI Configuration
» Configure VTI-2 aswell for secondary |Psec VPN with Secure Access

FTD :

Cisco Secure Firewall Threat Defense for VMware

Device Interfaces Inline Sets Routing DHCP VTEP

Interfaces | Virtual Tunnels 0, Search by name ] [ Syne Interface ] [ Add Interfaces ~ ]
Interface Logical Mame Type Security Zones  MAC Address (Active/Stand... IP Address Path Menit..,  Virtual Router
[iManagernenwFO management Physical Disabled Global Q<
E GigabitEthernetd/0 outside Physical  outside 192.168.1.12/24(Static); Disabled Glabal &

& Tunnelt VTI-1 Tl wii 169.254.2.1/30(Static); Disabled Global £ 0
@ Tennel2 VTI-2 VTl vii 169.254.2.5/30(Static); Disabled Global 2|

GigabitEthernetd/1 inside Physical  inside 10.10.10.1/24(Static); Disabled Global &



Secure Firewall Management - FTD VTI Configuration

3. Navigate to Secure Connections > Site-to-Site VPN & SD-WAN and click on Add to confiure the VPN

enter
VPN & SD-WAN

= Secure Connections =

Q) Search

D

® Q@ @ | aomin -

Lastupaes: 006 1 (Y (T E
.’.~JJ Refresh

Monitar
ISqu‘!O'SiIE‘ WPN & SD-WAN w I
I Insights & Reports >
Remole Access VPN
2 Events & Logs »
Dynarmie Ascess Policy
Marage
Policies
%= objects
am Dovices »
. Mo VPN topolegies ane configured. Create a VPN Topology,
& Secure Connections
A Integrations 3

Secure Firewall Management - FTD VPN Configuration

» Create VPN topology

Create VPN Topology

Topology Name *

[ SecureAccess-VPN-Primary

VPN Type
New P N
(O) sD-WAN Topology (® Route-Based VPN () Policy-Based VPN
M and sed on 5in
- ! rotactad networks A\ 57SE Topology cannot
-. I’ I - ) be selected because
Select VPN Topology Cisco Umbrella
Select VPN Topology Select VPN Topology @ ‘FECTW’: Is not
configured.
@ O @ Hub and Spoke @ Prerequisites
@ @ Peer to Peer @
Prerequisites C' Refresh
\, A

Secure Firewall Management - FTD VPN Configuration

Cancel Create

» From step 6 of the Configure Network Tunnel Group on Secure Access, obtain the tunnel IDs and
IP addresses for the primary and secondary data centers.

* Click on Endpoints



Under Node A, click on Device and select your FTD device

» Click on Virtual Tunnel Interface and select the first VTI interface created in the previous step

» Click on Send Local Identity to Peers option and select Email 1D, enter the primary tunnel ID (from
"Save Network Tunnel Group Configuration” under the Configure Network Tunnel Group on Secure
Access)

* Under Node B, click on Device and select Extranet

 Click on Device Name and give it aname

» Click on Endpoint IP Addresses and enter the Secure Access Primary and Secondary 1P Addresses
separated by a comma (from " Save Network Tunnel Group Configuration” under the Configure
Network Tunnel Group on Secure Access)

» Click on Add Backup VTI

* Click on Virtual Tunnel Interface and select the second VTI interface created in the previous step

» Click on Send Local Identity to Peers option and select Email 1D, enter the secondary tunnel ID (from
"Save Network Tunnel Group Configuration” under the Configure Network Tunnel Group on Secure
Access)

* Click on Save

Edit VPN Topology ®

Topology Name:*

[ SecureAccess-VPN-Primary J

Network Topology:

| Point to Point

IKE Version:* (] IKEV1 IKEv2

Endpoints IKE IPsec Advanced
Node A Node B
Device:* Device:*
[ FTD v ] [ Extranet v ]
Virtual Tunnel Interface:* Device Name*:
[ VTI-1 (IP: 169.254.2.1) v ] -+ [ Secure Access J
Tunnel Source: outside (IP: 192.168.1.12)Edit VTI Endpoint IP Address*:
D Tunnel Source IP is Private [ 44.228138150,52.35.201.56 ]

Send Local Identity to Peers

Local Identity Configuration:*
[ Email ID v

ftdbgpvpn(

Secure FTD - VPN Endpoint Configuration



Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Point to Point

IKE Version:* [ IKEV1 IKEv2

Endpoints IKE IPsec Advanced

Backup VTI: Remove

Virtual Tunnel Interface:*

[ VTI-2 (IP: 169.254.2.5) v ] +

Tunnel Source: outside (IP: 192.168.1.12)Edit VTI
D Tunnel Source IP is Private

Send Local Identity to Peers

Local Identity Configuration:*

[ Email ID ~ ]
[ tdbgpvpn@ 22-
Additional D

Configuration

Route traffic to the VTI . Routing Policy
Permit VPN traffic - AC Policv

Secure FTD - VPN Endpoint Configuration

» Configure IKEV2 Settings as per Supported | Psec Parameters
» Select Policiesas Umbrella-AES-GCM-256
» Select Authentication Type as Pre-Shared Manual Key



https://securitydocs.cisco.com/docs/csa/olh/120435.dita

Edit VPN Topology ®

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Point to Point

IKE Version:* [ IKEv1 IKEv2

Endpoints IKE IPsec Advanced

IKEv2 Settings

N
Policies™® | mbrella-AES-GCM-256 &

Authentication Type: [ Pre-shared Manual Key v ]

Confirm Key:* [

C] Enforce hex-based pre-shared key only

Secure FTD - VPN IKE Settings

» Configure IPsec settings
» Select IKEV2 I Psec Proposals as Umbrella AES-GCM-256
* Enable PFS as select Modulus Group as 20



Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Point to Point |

IKE Version:* ) IKEv1 IKEv2

Endpoints IKE IPsec Advanced

Transform Sets: |KEv1IPsec Proposals  IKEv2 IPsec Proposals* &

tunnel_aes256_sha Umbrella-AES-GCM-...

C] Enable Security Association (SA) Strength Enforcement

Enable Perfect Forward Secrecy

Modulus Group: [ 20 v

Secure FTD - VPN | Psec Settings

» Advanced Settings
* Click Save

Cancel



Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary J

Network Topology:

| Point to Point

IKE Version:*

Endpoints

IPsec

Tunnel

[:] IKEv1 IKEv2

IKE

IPsec Advanced

IKE Keepalive:

Threshold:

Retry Interval:

Identity Sent to Peers

Peer Identity Validation

Secure FTD - VPN Advanced Settings

FTD Policy Based Routing

®

[ Enable v
|{ 10 | Seconds (Ra
|l. 2 | Seconds

: | autoOrDN

- ‘ Do not check

In traditional routing, packets are routed based on the destination | P address. Changing the routing of
specific traffic in a destination-based routing system is difficult. Policy Based Routing (PBR) extends and
complements the mechanisms provided by routing protocols, giving you more control over routing.

PBR allows you to set the | P precedence. It aso allows you to specify a path for certain traffic, such as
priority traffic over ahigh-cost link. With PBR, you can define routing that is based on criteria other than
destination network such as source port, destination address, destination port, protocol, applications, or a
combination of these objects. For more information, refer Policy Based Routing

1. Configure Access List

» Navigate to Objects > Access List > Extended
* Click on Add Extended AccessList


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/routing-policy-based.html

abln  Firewall Management Center

Deplay P Q@ @ sdmin

€I5C0  Objects

ALK Sarvar

Monitor w  Access List

. Extended
Insights & Reports >
Service Access
2 Events&logs » Standard Mame Value Override
¥ Address Pools
e Application Filters
1 Policies » A3 Path
BFD Template
Cipher Suite List
i Devices > > Community List

DHCP IPvE Poot

Secure FTD - Extended Access List

* Givethe AccessList Name
* Definethe Action

» Allow. - Traffic defined will be sent to | Psec tunnel

» Block - Traffic will be bypassed from IPsec Tunnel

* Rule will be matched based on Sequence Number (Lower to higher)
» Click on Add

* Click Save

Add Extended Access List Entry ®

Action:

l Allow v ]
Logging:

[ Default w ]
Log Level:

Log Interval:

Sec.

MNetwork Port B Application B Users @ Security Group Tag

Available Metworks - Source Networks (1) Destination Networks (0)

a1 101040 ® ] 0bj_101010.0 | any

0bj10.10.10.0

Add to Destination

Cancel m

Secure FTD - Extended Access List



@

New Extended Access List Object

Name
| Par
Enitries (1)
Sequence Action Source Source Port Destination Destination Port Application Users SGT
1 B alew  obj10.10.10.0

Displaying1-1of 1rows < < Page| 1 of 1

[_‘. Allow Overrides

Cancel Save

Secure FTD - Extended Access List

2. Configure Policy Based Routing

» Navigate to Devices > Device Management > FTD > Routing

abli,  Firewall Management Center * Q@ @

admin

FTD [ Ganco |

ecure Firewall Threat Defense for Viware

€I5C0 v Secure Il Routing

Moritor

= Device  Interfaces  Inkine Sots DHCP  VTEP
Insights & Reports »

Virtual Router Properties

-~
Events & Logs ’ i
Manage Virtual Routers r8 The Batic datails of this virtusl router
Glabal VRF Hamae:
Mansge .
) Policies 3 Virtual Router Properties
Description
ECMP
% Objects
BFD
’ - oy
OSPFV3 s shal
Secure Connections ¥
E EIGRP Available Interfaces Selected interfaces
&  mtegrations » L
Policy Basad Routing
v BGP
A, Troubleshooting 3 v
- Ardeinietratine i 1Py

Secure FTD - Policy Based Routing

» Click on Add
» Select Ingress Interface - Ingress interface for the subnet we defined in the Access List



Add Policy Based Route ®

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface *

[ inside X w

Match Criteria and Egress Interface m

Specify forward action for chosen match criteria.

There are no forward-actions defined yet. Start by defining the first one.

Cancel

Secure FTD - Policy Based Routing

» Define Match Criteria and Egress Interface

» Click on Add

» Select the Match ACL

» Select Send to as |P address

* Add Next hop IP address. - VTIs interface | P addresses are. 169.254.2.130 and.
169.254.2.5/30. So, the next hop I P addresses for VTI -1 and VTI-2 would be 169.254.2.2 and.
169.254.2.6 respectively

» Click on Save



Add Forwarding Actions ®

Match ACL: *
Send To: *

IPv4 Addresses:
IPv6 Addresses:
Don't Fragment:

D Default Interface

{PBR v J +
[IP Address v ]
[ 169.254.2.2169.254.2.6 J
[ For example, 2007:db8::, 2002:db8::12 ]
[None ~ J

IPv4 settings IPv6 settings
Recursive: { For example, 192.168.0.1 ]

Default:

[ peer Addrass

[ For example, 192.168.0.1, 10.10.10.1

—

Secure FTD - Policy Based Routing

FTD

Cisco Secure Firewall Threat Defense for VMware

Device  Interfaces  Inline Sets  Routing DHCP  VTEP

Manage Virtual Routers

| Global w

Virtual Router Properties
ECMP

BFD

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

w BGP

Policy Based Routing
Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

Configure Interface Priority m

Ingress Interfaces Match criteria and forward action
inside N o O
PBR 169.254.2.2
169.254.2.6

Secure FTD - Policy Based Routing

ConfigureBGP on FTD

1. Enable BGP



» Navigate to Devices > Device Management > FTD > Routing > General Settings> BGP
» Enable BGP and add the AS number ( FTD local AS number)
* Click Save

irew a L (=] Ce| (=] #
.::|I.=.é|;. Firewall Management Center QL search Deior > D[-D ® ke

Secure Firewall Routing

Monitor

L Device  Interfaces  InlineSets  Routing DHCP  VTEP
Insights & Repaorts S
Enatis BGP

& Events & Logs

Manage Virtual Routers A5 Murbar
(G | &so1 ]
siobal 1
Msnage . -
Palicios Virtual Rauter Propartios Override BOP genesal settings router-id address
ECMP Router Id
%= Objects . Automatic -
‘am Devices » 0SPF P Address®
OSPFY3
Secure Connections »
& et EIGRP
s General ? Neighbor Timers

3  integrations

Secure FTD - BGP Routing

* Navigateto BGP > | Pv4

2. Add BGP Neighbor - Secure Access BGP peers are 169.254.0.5 and. 169.254.0.9



Add Neighbor ®

IP Address* Enabled address

[ 169.254.0.5) ] () As override

Remote AS* C] Shutdown administratively
[ 64512 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

(1o I )

Update Source:
[ )

Filtering Routes Routes Timers Advanced Migration

(O] Enable Authentication
Enable Encryption
0 v

Password
Confirm Password

D Send Community attribute to this neighbor
D Use itself as next hop for this neighbor
(C) pisable Connection Verification

O Allow connections with neighbor that is not directly connected

@ Limited number of TTL hops to neighbor
TTL Hops

[ 254 ]

(1-254)

D Use TCP path MTU discovery

TCP Transport Mode

Secure FTD - BGP Routing




FTD

Cisco Secure Firewall Threat Defense for Vidware

Device  Interfaces  Inline Sets  Routing DHCP  VTEP

Enable 1Pva: @ AS Number 85010
Manage Virtual Routers
Global v

Meighbor Add Aggregate Address Filtering Networks

Virtual Router Properties
ECMP
BFD Address 1 Family

You have unsaved changes m m

Redistribution Route Injection

Remote Private AS Number Description

OSPF 169.254.0.5 54512 Enabled
QSFRS 169.254.0.9 54512 Enabled
EIGRP

RIF

Policy Based Routing
w BGP

1Pvd

Secure FTD - BGP Routing

&0
eu

3. Add the Networks - Networks that needs to be advertised to Secure Access

» Click OK

Add Networks

Netwaork*

[ 0bj 103030.0

Secure FTD - BGP Routing

» Save and Deploy the changes

Verify Tunnel Status

On Secure Access




' Secure Access * @ [ 9 Jaikishan Yadav

Natwark Tunnel Groups
FTD-BGP

# Edit Configuration
Dutails for the Auto VPN tunnels added to this group are sted including which tunnel hub it is a membeer of,

.
Home
Summary Seelogs
@ S Connected
Experience
gt Reglon U3 (Pacific Nortrraest) Routing Type Drynamic Routing (BGR] Rowte summary subnets (0
Device Type FID Device BOP AS 65010
b Last Status Update  Jun 08, 2026 353 AM Poer [Secure Access) BGP AS B451E
Connect BOP Peer [Secure Access) IP Addresses 189254 0.9, 166.254.0.8, 2a04-edcdbic 723 bET0000/120
Multinop BOP Addresses -
= Multihop TTL - View advanced sattings
Resources
(] Primary Tunnel Hub Sealogs Secondary Tunnel Hub Seelogs
Secure 0 HubUp & HubUp
] 1 1
Active Tunneis & Active Tunnels ©
Tunnel Growp 10 Rdbgpvpngs Tunnel Growp 10 fimbgpvpng
Q Data Center ssa-usw-2-11 Duta Center ssg-usw-2-1-0
1P Address 44, 3ER RS0 2H0FS004 13- e 1 P Addrass S2.015.001.58 260350040 30c 10

Secure FTD - |Psec Tunnel Satus

OnFMC

alalie  Firewall Ma nter

cisco ite VPH & SD-WAN

Last Updated: 11:56 PM m HAT Exemptions m
Refresh
L

Monétor
! Insights & Reports »
Topology Hame VPH Type Netwark Topalagy Tunnel Status Distribution IKEwl  IKEv2
& Events&logs »
v Securedccess VPN Route Baged (VTI) Point-to-Point T o
Manege Hode A Hode B
U Palicies »
Dovice VPH interface VTiinterface Device VPH interface WTlinterface
®s  Objects
Extranat 44228138150 (44,228, FTD outside (192.168112) VT 169.254.21)
um Devices > o R — FTD outside (192166112} VT2 1169.254.2.5)

[ &' Secure Connections

%  Intogrations Viewing 1-2 of 2

Secure FMC - |Psec Tunnel Satus

Configure Static Route-based 1Psec VPN on Adaptive Security Appliance (ASA) with
PBR

VPN Configuration on Secure Access

1. Login to Secure Access dashboard Secure Access
2. Navigate to Connect > Network Connections > Network Tunnel Groups and click on +Add to
configure the Network Tunnel Group


https://login.sse.cisco.com/

QA ssadshan Yedav

|Network Connections |

Mannge the connections that siow war tailic 1 reach privaln f30UrEEs on your natwork, For information abeut these cptens, pee Halp

Groups : ur P | Moraki Sites  FTDs

Network Tunnel Groups &z

Briconnected O Warning 4 Gonnected §

Netwark Tunnel Groups

A natwork tunnel group provides a framewori for extablishing tunnel redundancy and high
avdiibility. Gonnect tunnets 10 the huts within a netwerk funnel grous o securely control
usar SCoess b0 the Antermed and private resources, Help C

1 " v 1t v | 3 Tunnsl Greups

Secure Access - Network Tunnel Groups
3. Configure Network Tunnel Group - General Settings

» Configure Tunnel Group Name,Region and Device Type
e Click Next

« MNetwork Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your organization's available network
devices to establish this network tunnel group connection. Help &

Insights
General Settings
@ General Settings 9
* Give your network tunnel group a geod meaningful name, choose a region through which it will connect to Secure Access,
Connect and choose the device type this tunnel group will use.
2 Tunnel ID and Passphrase
= Tunnel Group Name
— ” ~
3 Routing ASA-NAT |
' Region
4 Datafor Tunnel Setup Pacifl
Sacura | US (Pacific Northwest) v |
Device Type
L1 r
Maritar | ASA - |
Q
< Cancel m
IFvestigate

Secure Access - Network Tunnel Groups General Settings

4. Configure Tunnel 1D and Passphrase.

» Configure the Tunnel ID and Passphrase.
* Click on Next



4 Netwaork Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
e the internet and private resources. Select one of your organization's available network
devices to establish this network tunnel group connection, Help 7

Home
o
Experienc
T:w'm e @ Gentesl Seukigs Tunnel ID and Passphrase
Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.
5.
b @ Turnel 1D and Passphrase Tunnel ID Format
Connect
2 ol (®) Email IP Address
out
= ng
Resources Tunnel ID
4 Datafor Tunnel Setup [ asahomevpn ] @<org=<hubs sse.cisco.com
|
Sacure Passphrase
[ 5 Sh,,..,]
L The h must be bet 16 and 64 ch s long, It must include at least one upper case letter, one lower case letter, one
Monitor number, and cannot include any special characters.
Q Confirm Passphrase
(e [[ sesssininssnnsnuness Show ]l

do

Admin

Secure Access - Network Tunnel Groups

5. Enable Network Address Trandlation (NAT)

+ Matwork Tusnal Groups

Add a Netwerk Tunnel Group
® Add a network b ind ensbile 1 ons 1o
Hama this imtermet and privats resources. Select ane of your ceganization's available network:
dvicas igh Ehis natwerk i, Halp
@
Fr—
Insigres
@ e Routing cptions and network overlaps.
» Configure routing aptions far this wnnel group.
Connact
@ Ml 10 ] Pciiplorini Iﬂ Network Address Transiation [MAT)
= Select to add NAT mapping configurations that resolve overlapging subnet IP addvess ranges, inclisging netwarks with conflicting IP address spaces.
Resowress (%) Routing .
1 4 Data for Tunnel Setup Site + Secure Accoss 0 Al source P addiesses ransiate to Secure Access = Sie O
Feom Sourcs HAT range: Source NAT a
2 Agd a destination mapping o enable this rule
Morizar Translate 1o Secuns Accuss NAT
aubnet
o
AR Destination MAT Mappings
L Dirgetion (0 Original CIDR Tramalated CIDA
s
ot (i ]
33 Configure full bi-directional granular control ination [P address
it + Add Mapgings
Betrsto internet Protacel Version Setting for Routing
o

Enable IPv8 Reuting in addition te IPyd

- e

Secure Access - Network Tunnel Groups NAT Settings

6. Add Destination NAT Mapping

Flow 1 - Router 1 to Router 2 ( Site to Secure Access)



Flow 2 - Router 2 to Router 1 ( Secure Access to Site)

+= Metwork Tunnel Groups
Add a Netwerk Tunnel Group

Arid 2 Petwark tunnal group to Secury Accoss ind enabile secure natwerk coneeelions 1o
Homa tha IFAOMNOL ANC PV NEECUICES. SHNCT ane of your crganization's mvalatia network
Gevices o establish this networi tunnel group connection. Help (5

|:_/3| i Saniigs Routing options and network overlaps

Select to add NAT mapping configurations that rescive everlapping subnet IP address ranges, including netwarks with cenflicting [P address spaces.

Secure Access & Site

Suares NAT o

Add a destination mapping to enable this e

iiginal CIDR Translated CIDR

& Configure routing options for this unnel group.
Conmect o
|7} Tunndl 1D sndt Passphrass I8 Network Address Translation (MAT)
-
A o Roustin
B o Sowrce Mappings
i 4 Data for Tunnel Setup Site & Secure Access (0 ANl source P acdresses ransiate to
= Soures NAT ange:
a
Mol Saciire Aceats NAT
Q
St Destination NAT Mappings
Mame Direction (0
> ASA-To-FTD » St - Secure Aocess
e
Wetifiews

# Add Mappings

Intérnet Protecsl Viersiaon Setting for Reuting

Enable IFv Rowting in addition to iPvd

Secure Access - Network Tunnel Groups NAT Settings

W0HI0902/32 | 182188 0102/92

Rerws par page | 30 ~

Caution: When NAT is enabled, BGP is not possible . Also, configure static VPN on Customer

Edge devices as well

p Tip: Always remember to ping atransated IP .

Trandated IP goesin Trandated CIDR and Real IP goesin Original CIDR



Metwork Tunnel Groups

Add a Network Tunnel Group

A & network tunnel group tn Securs Arcess and enable secure netwerk connections to
the internet and private resaurces. Seleet one of your organization’s avaisble network
devicos to establizh this netwark tunnal group connaction. Help =

—~
k\./,l Goneral Settings

() Tunnet 1D and Passphrase
() Routing

4 Data for Tunnel Setup

Routing options and network overlaps

Configure routing options for this tunnel group.

MNetwork Address Translation (NAT)
Select to add MAT mapping cenfigurations that resolve everlapping subnet IP address ranges, including networks with cenflicting IP address spaces.

Source Mappings
Site & Secure Access All source [P addresses ranslate 1o Secure Access + Site All source IP addresses ranslate 1o
Sounca NAT range: Source NAT range:

Transiate to Secure Access NAT Transiate to Secure Access NAT
Dostination NAT Mappings
Mame Direction Original CIOR “Translated CIDR
ASA-To-FTD She = Secure Access 10.10.10.102/32 192.168.10.102/32
FTD-To-ASA Socure Access - SAe 10.10.10.101/32 172.16.10.101/32

Rows per page

+ Add Mappings

Internet Protocol Version Setting for Routing

Cancel

Secure Access - Network Tunnel Groups NAT Settings

Click on Save

a0 []

—
Back m
Sl

p Tip: For traffic going from 'Site A' to 'Site B', from CNHE-1 point of view direction is'Site->

SecureAccess

For traffic going from 'site B' to 'site A", from CNHE-1 point of view direction is'SecureAccess

-> Site

VPN Configuration on ASA

1. Loginto ASA CLI, enter enable mode and verify basic | P connectivity towards the internet

ASA#ship

System IP Addresses:

Interface Name | P address Subnet mask M ethod
GigabitEthernet0/0 outside 192.168.1.40 255.255.255.0 manual
GigabitEthernet0/1 inside 10.10.10.1 255.255.255.0 manual

Current |P Addresses;

Interface Name | P address Subnet mask M ethod
GigabitEthernet0/0 outside 192.168.1.40 255.255.255.0 manual
GigabitEthernet0/1 inside 10.10.10.1 255.255.255.0 manual

ASA# ping 8.8.8.8



Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 20/28/30 ms
ASA#

2. Configure IKEv2 policy and enable IKEv2 on the outside interface

crypto ikev2 policy 10
encryption aes-gcm-256
integrity null

group 19

lifetime seconds 86400
crypto ikev2 enable outside

3. Configure IPSec proposal

crypto ipsec ikev2 ipsec-proposal |psec-Proposal-primary
protocol esp encryption aes-gcm-256

4. Configure |Psec profile

crypto ipsec profile csa-profile-primary
set ikev2 ipsec-proposal | psec-Proposal-primary
set ikev2 local-identity email-id <primary tunnel-id>

5. Configure Group Policy, and enable IKEv2 protocol under attribute.

group-policy csa-policy-primary internal
group-policy csa-policy-primary attributes
vpn-tunnel-protocol ikev2

6. Configure Tunnel Group.

tunnel-group 44.228.138.150 type ipsec-12l

tunnel-group 44.228.138.150 general -attributes
default-group-policy csa-policy-primary

tunnel-group 44.228.138.150 ipsec-attributes

ikev2 remote-authentication pre-shared-key <pre-shared-key>
ikev2 local-authentication pre-shared-key <pre-shared-key>

7. Configure Virtual Tunnel Interface (VTI)

» Nameif can beif your choice
» |Paddress assigned to VTImust not over lapwith any other interface on the ASA



» Tunne sourcemustbe the outside interface of the firewall
e Tunnd destinationmustbe the Data Center |P address

interface Tunnel 1

nameif VTI-1

ip address 169.254.2.1 255.255.255.252

tunnel source interface outside

tunnel destination 44.228.138.150

tunnel mode ipsec ipv4

tunnel protection ipsec profile csa-profile-primary

8. Configure routing in way that, traffic to the mapped |P address or subnet is routed inside the VTI
interface. Next hop needs to by IP within range of VTI.

route VTI-10.0.0.0 0.0.0.0 169.254.2.2 5. ( for internet based, RAVPN pool or CGNAT traffic
or

route VTI-1172.16.10.101 255.255.255.255 169.254.2.2 5

Policy Based Routing

1. Access List
access-list PBR extended permit ip 10.10.10.0 255.255.255.0 any
2. Route-map

route-map RM-CSA permit 10
match ip address PBR
set ip next-hop 169.254.2.2 169.254.2.6

3. Apply Route-map on ingress interface

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.10.1 255.255.255.0
policy-route route-map RM-CSA

Verify



Tradfic Initiated from RouterZ to Router 1

Traffic Inisiated from Router 1o Rouber 2

il TP ———
E 1 Becus hoeess
- ~
. : Site -8
] NAT Erbaled .~ FeglonA feglon B ]
10.10.10.024 oA oA
4& LT Tas % """"""""""""" % VX, —t ﬂ—
.‘_‘/ : TR Intarconneet cnnk- 8 ' o
2 = L2
Fouter -1 -
X Router -2
8 10.90.10.401
CeEEEEEsEm e 10.10,10,102

RealiP - 10.10.10.001
Mapped 1P 172.16.10.101

SrcIP - 10.10.10.101

Dwestinaiion IP. 192,168.10.102

SreIP - 100100255024
Destination P, 10.10.10.001

Src P - 100.96.0.0M6
Diestinaiion IP. 192,168,10.102

Src P - 10.10.10.102
Destination IP. 172.16,10,101

Router interface and GW reachability status

Routerl#show ip
Interface

GigabitEthernetl
GigabitEthernet2
GigabitEthernet3
GigabitEthernet9
Routerl#ping

interface

brief
IP-Address
192.168.1.181
16.18.18. 181
unassigned
unassigned

18.18.18.1

Type escape sequence to abort.

Sending 5,

rate

is 188 percent

(5/5),

Routerli#iping 192.168.18. 182
Type escape sequence to abort.
sending 5, 188-byte ICMP Echos to

Success rate

Routerl#

is 188 percent

(5/5)

Packet capture on ASA (Local FW)

.

OR?
YES
YES
YES

YES

188-byte ICMP Echos to 18.18.18.

192.168. 18. 182,

round

Sec P - 100.95.0.016
Destinaiion IP. 152.168.10.102

Src P - 10.00.10.102
Dwstination [P, 172.16,10.101

Method
NURAM
NURAM
NURAM
unset

Status
down
up

1, timeout is 2

administratively
administratively

tiMeout

Raad IP - 10.10.10.102
Mapeed P 192 164.10.102

SrciP - 100.96.0.016
Destination IF, 10.10.10.102

SrciP - 10.10.10.102
Dwstination WP, 172.16.10.101

Protocol
domn

up

down
down

down
down

seconds:

round-trip min‘avgsmax = 17172 ms

is 2 seconds:

trip minsavgrmax = 287-211/223 ms




capture

capin type raw-data trace interface inside [Capturing - 1388 bytes]
icmp any any

tunnel type raw-data trace interface vti-1 [Capturing - 138@ bytes]
icmp any any

asp type asp-drop all [Capturing - @ bytes]

icmp any any

ASA# ter pag 20
ASA# sh cap capin

18 packets captured

1: 18:56:45.924244 18.18.1€.181 > 192.168.10.182 request
2: 18:56:45.231143 192.168.10.102 > 10.16.10.101 reply
3: 18:56:45.232478 16.190.10.181 > 192.168.1@.182 request
4: 18:56:45.441856 192.168.108.102 > 10.10.10.181 reply
5: 18:56:45.443122 16.190.10.181 > 192.168.1@.182 request
6: 18:56:45.652477 192.168.108.102 > 10.10.10.181 reply
7: 18:56:45.653423 19.19.10.181 > 192.168.10.182 reguest
8: 18:56:45.875397 192.168.108.102 > 10.10.10.181 reply
9: 18:56:45.876458 19.19.10.181 > 192.168.1@.182 reguest
1@: 18:56:46.882301 192.168.108.102 > 10.10.10.181 reply

18 packets shown

ASA# sh cap tunnel

18 packets captured

1: 18:56:45.924458 16.19.10.191 > 192.168.10.182 request
2: 18:56:45.230914 192.168.10.102 > 10.16.18.101 reply
3: 18:56:45.232516 16.19.10.191 > 192.168.10.182 request
4: 18:56:45.441795 192.168.10.102 > 10.16.18.101 reply
5: 18:56:45.443153 16.19.10.1981 > 192.168.10.182 reguest
6: 10:56:45.652432 192.168.10.182 > 10.16.10.1081 reply
7: 18:56:45.653454 16.198.10.181 > 192.168.10.182 reguest
8: 108:56:45.875351 192.168.10.162 > 18.16.18.1081 reply
9: 18:56:45.876480 16.19.10.1981 > 192.168.16.182 request
19: 18:56:46.0882248 192.168.10.162 > 18.16.16.1081 reply
18 packets shown

Packet Capture on FTD (Remote FW)



ftd# sh capture

capture vti type raw-data trace interface VTI-1 include-decrypted [Capturing - 1389 bytes]
match icmp any any

capture capin type raw-data interface inside [Capturing - 13808 bytes]
match icmp any any

capture asp type asp—drop all [Capturing - @ bytes]
match icmp any any

ftd# sh cap vti

18 packets captured

« 122292 188.96.2.8 = 10.10.168.182 H request

« 124856 19.19.18.1682 = 188.96.2.8 : reply

« 329557 108.96.2.0 > 10.108.18.162 H request

.338442 10.10.108.1682 = 180.96.2.0 H reply

. 546327 106.96.2.8 > 10.108.10.162 H request

« 547186 10.10.16.182 = 180.96.2.0 H reply

« 152036 188.96.2.8 = 10.10.168.182 H request

« 752814 10.10.108.182 = 180.96.2.0 : reply

1B6:41.967891 108.96.2.0 > 10.10.18.182 H request
18: 16:86:41.968581 10.10.108.182 = 180.96.2.0 H reply

18 packets shown

ftd# sh cap capin

1:
2:
3:
4:
- H
['H
T7:
8:
9:

18 packets captured

:41.123299 188.96.2.8 = 10.10.168.182 z request
- 124825 10.10.16.182 = 180.96.2.0 H reply
« 330008 188.96.2.8 = 10.10.168.182 H request
« 338396 10.10.108.182 = 180.96.2.0 H reply
.534GE88 188.96.2.0 > 10.10.18.182 H request
547098 10.10.108.182 = 180.96.2.0 : reply
« 152448 188.96.2.8 = 10.10.168.182 H request
« 152783 10.10.16.182 = 100.96.2.0 H reply
1B6:41.968242 188.96.2.8 = 10.10.108.182 H request
18: 16:06:41.968486 10.10.18.1682 = 100.96.2.0 H reply
18 packets shown

W0 = LN g L B

Test 2. - Router 2 ---> Router 1 ping test

RouterZ2#sh ip int br

Interface IP-Address OR? Method Status Protocol
GigabitEthermetl unassigned YES NURAM administratively down down
GigabitEthernet?2 16.10.18. 1682 YES NURAM up (T§1]
GigabitEthernet3 unassigned YES NURAM administratively down down
RouterZ#ping 168.108.18.1

Type escape sequence to abort.

Sending 5, 188-byte ICMP Echos to 18.18.18.1, timeout is 2 seconds:

treed

buccess rate is 188 percent (5/5), round-trip min‘avg/Mmax = 17172 ms

FTD Packet Capture (Local FW)



capture

vti type raw-data trace interface VTI-1 include—decrypted [Capturing — 1388 bytes]
icmp any any

capin type raw-data interface inside [Capturing - 138@ bytes]

icmp any any

asp type asp-drop all [Capturing - @ bytes]

icmp any any

ftd# sh cap wti
18 packets captured

:11:45.622458 18.18.18.182 = 172. s H request
t11:45.823825 172.16.18.181 > 18. . H reply
:11:45.825762 18.18.18.182 = 172, . z request
:11:46. 045667 172.16.18.181 > 1. . : reply
:11:46.046857 18.18.18.182 = 172. . H request
:11:46.252321 172.16.18.181 = 18. . z reply
:11:46.253572 18.18.18.182 = 172. . H request
:11:46.453883 172.16.18.181 > 18. . : reply
:11:46.454764 18.18.18.182 = 172. s H request
18: :11:46.664119 172.16.18.181 > 18. . : reply
18 packets shown
ftd# sh cap capin

1:
2:
EH
4:
H
G6:
7:
8:
9:

18 packets captured

: 16:11:45.622883 16.18.18.182 = 172. . H request

: 16:11:45.823886 172.16.18.181 > 18. . : reply

: 16:11:45.825442 18.18.18.182 = 172. s H request

: 16:11:46.045697 172.16.18.181 > 18. . H reply

: 16:11:46.046582 18.18.18.182 = 172, . z request

: 16:11:46.252352 172.16.18.181 > 1. . : reply

: 16:11:46.253313 18.18.18.182 = 172. . H request

: 16:11:46.453849 172.16.18.181 = 18. . z reply
454596 18.18.18.182 = 172. . H request
. 664158 172.16.18.181 > 18. . : reply

ASA packet capture (Remote FW)



ASA# sh capture

capture

match icmp any any

capture

match icmp any any

capture

match icmp any any
ASA%# sh cap capin

18 packets captured

1:
2:
3:
4z
5:
B
7
i
9:
1@:

11:08:30.288391
11:98:38.289123
11:88:30.504566
11:88:30.584963
11:08:30.710992
11:98:38.711404
11:88:38.917112
11:88:30.917482
11:88:31.128243
11:98:31.128648

18 packets shown
ASA# sh cap tunnel

18 packets captured

1:
2:
3:
4:
5
B
rH
I H
q:
1@:

11:08:30.287964
11:08:30.289322
11:98:38.584585
11:08:30.585009
11:088:36.710961
11:08:30.711434
11:98:38.917066
11:88:38.917417
11:88:31.128197
11:88:31.128685

18 packets shown

asp type asp-drop all [Capturing - @ bytesl

180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195
180.163.255.195 > 18.18.10.181
18.18.1@.181 > 104.1083.255.195
180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195
180.163.255.195 > 18.18.10.181
18.18.1@.181 > 104.1083.255.195
180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195

180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195
180.1683.255.195 > 18.10.10.101
10.10.18.181 > 108.183.255.195
180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195
180.1683.255.195 > 18.10.10.101
10.10.18.181 > 108.183.255.195
180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195

capin type raw-data trace interface inside [Capturing - 13@@ bytes]

tunnel type raw-data trace interface vti-1 [Capturing - 1380 bytes]

reguest
reply
reqguest
reply
reguest
reply
reqguest
reply
reguest
reply

request
reply
regquest
reply
request
reply
regquest
reply
request
reply




