ZTNA Enrollment Failure- IDP config for
Organisation cannot be found.
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Users are unable to enroll in Zero Trust Network Access and experience Single Sign-On failures. The
enrollment process fails with the specific error message:

IDP config for Organisation OrgID cannot be found.

Environment

» Secure Access
» Recent changes: |dentity and group configuration modifications in Secure Access

 Authentication method: SAML configuration

Resolution

“IDP config for Organisation OrglD cannot be found” occurs when the tenant (Orgl D) does not have an
Identity Provider configuration mapped for authentication.

The steps outline the resolution process:
Check SSO Authentication

Access Cisco Secure Access Dashboard.



Navigate to Connect - User and groups. Click Configuration Management.

Under SSO Authentication tab make sure we have it configured.

Follow https://securitydocs.cisco.com/docs/csa/olh/118914.dita on how to configure.

SSO authentication Manage and configure SSO authentication, by selecting either SAML or OIDC authentication, and a supported IdP.

SWG, Zero Trust (Browser-based and Client-based)
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Validate ZTNA Enrollment

After recreating the SSO Authentcation, test the ZTNA enrollment process to confirm that users can
successfully enroll and access Zero Trust Access as expected.

Cause

The root cause of thisissue was the inadvertent removal or corruption of the SSO authentication method
configuration during recent user and group changesin Secure Access.

When the SAML configuration is missing or improperly configured, the system cannot locate the Identity
Provider configuration for the specific organization, resulting in the "IDP config for Organisation cannot be
found" error during ZTNA enrollment attempts.
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