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This document describes how to enable context sharing between Cisco Secure Access and Cisco I dentity
Services Engine

Requirements

Cisco recommends that you know these topics:

» Cisco Secure Access—A cloud-based security service edge (SSE) solution that provides zero-trust
network access to alow usersto easily connect to the internet and private applications from any
device.

* Cisco Identity Service Engine (ISE) Version 3.4 Patch 5.

* Cisco Security Cloud Control—A unified management solution for your Security Cloud products and
identity. Security Cloud Control isincluded with Secure Access.

Background

This integration enables the automated creation of reliable tunnels from Catalyst SD-WAN branches to
Cisco Secure Access, facilitating the seamless exchange of VPN-1D/name and SGT context.

Cisco Identity Services Engine (ISE) remains the central authority for SGT configuration and management.
Any updates performed in | SE are automatically synchronized with Cisco Secure Access. If an SGT is
deleted, existing rules that reference it remain active to ensure that traffic matching continues as expected.

We are currently offering limited availability for SGT mappings, which extends support to include SGT
destination objects within your security rules. Additionally, support for building SASE tunnels that carry
SGT from Meraki and Cisco Secure Firewall is coming soon

Use Case:

SGT Name Space Based Policy:



As a Security Admin, Kit wants to enforce contiguous micro segmentation using SGT from onprem | SE for
SSE Private aswell as Internet Bound traffic.Ability to import SGT to apply policies.

Security # 0
Cloud o

Secure Access

Components Used

The information in this document is based on:

* |dentity Service Engine (ISE) Version 3.4 Patch 5
» Secure Access
» Cisco Security Cloud

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Context Sharing Configuration Overview

» Connect ISE to Clsco Security Cloud

* Connect Cisco Secure Accessto ISE

Configure

This guide breaks up the overall configuration into the these main steps:



1. Connect Cisco I SE to Cisco Security Cloud
2. Connect Cisco Secure access to Cisco |SE
3. Security Group Tagsin Cisco Secure Access

Before you begin

» Ensurethat you have installed and activated the Advantage license in your Cisco |SE deployment.

» The DNA Cloud agent creates an outbound HTTPS connection to Cisco DNA Cloud. Therefore, you
must configure Cisco I SE proxy settings if the your network uses a proxy to reach the internet. To
configure proxy settings in Cisco I SE, navigate to Administration > System > Settings > Proxy

» Ensurethat port 443 is open for outbound connection from Cisco | SE to Cisco pxGrid Cloud portal. If
firewall or proxy settings are configured, ensure that the these URL s are not blocked:

https://dna.cisco.com

https://security.cisco.com/

Stepl:Enable Pxgrid Cloud on I SE

1 Navigate to ISE GUI.

2 Click on Administration - Deployment.
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3 Click on the Node and scroll down to the bottom.

Enter ISE Deployment Name

Select the Region as US West 2 which is the only region supported as of now.

Check both checkboxes and click Register.
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/4, pxGrid Cloud can be enabled only after registering your Cisco ISE to your
Cisco DNA Portal account.
ISE deployment name

ise-test

Description (optional)

A

Select a region where you want to register your device. Application should also be
available in the same region.

Region

us-west-2 ~

Check the checkboxes below to register this ISE if you concur with the statements.
n I have read and acknowledge the Cisco Privacy Statement.

n 1 agree that offers are governed by Cisco EULA and | am an authorized agent of my
company. Cisco's End User License Agreement.

Register

4Y ou will see a Pop up with Auto filled Activation Code.Click Next,
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5 ISE will show connected to Pxgrid Cloud.

e ldentity Services Engine Administration / System

P’ Bookmarks Deployment Licensing Certificates Legging Maintenance Upgrade & Rollback Health Checks

Ensbis Profling Sarvice
BT Dashboard ik USIESEs

I Context Visibility ] Enable Threat Centric NAC Service
X Operations » Enable SXP Service
‘ Paolicy

Enable Device Admin Service
4. Administration

Enable Passive Identity Service
Al Work Centers

- .. pxﬁnd

Interactive Help
B Enabie puGrid Cloud

To enable pxGrid Cloud application, please go to the Integration Catalog.

Cisco DNA Portal account
T ——————

ISE deploymant namo
Ise-test

Description

Deregister

6 Click Integration Catalog link from Step 5.

Under Available Integrations - Click Cisco Security Cloud

Status
El Connected

Registered region
us-west-2

Mode
Active
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7 Under App Configuration Click New Instance and click Activate



App configuration

Application status
& Inactive

Instance 0]

() Existing instances (8 New instance
Data scope

Select at least 1 data scope for this application to consume.

Adaptive Network Control (ANC) Configuration
Provides ANC configuration details such as policy name, action type, status, and
MAC address.

Echo Service
Provides a way for the app to check the health of the integration.

Mobile Device Management (MDM)
Provides endpoint details including model, manufacturer, type, compliance, and MAC
address.

Profiler Configuration
Provides ISE profiling policy device details such as ID and name.

RADIUS Authentication Failures
Provides RADIUS protocol failure details such as failure reason, username, NAS NAD
details, authentication details, framed IP address attributes, MAC address, and
calling station ID.

Session Directory
Provides details on session and user group objects which include authenticated user
context, wired and wireless connection type information, posture status, endpoint
profile device, Security Group Tag (SGT), and username.

TrustSec
Covers TrustSec, TrustSec Configuration, and TrustSec SXP topics which include
SGACL, SGT. and SGT bindina information.

Copy the One-time Password asit will be used on Cisco Secure Access.



One-time Password
Generated

Log into your account on the App page and use
this one-time password to add an instance.
Authenticated with App account 7

One-time password

L [O L
4

OK

Step2: Integrate Cisco Secure Accesswith | SE

1. Login to security.cisco.com.
2. Select the Cisco Secure Access ORG
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3 Click on Platform Management - Platform Integrations
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Mo integration modules. Configuie an inlegration module



4 Click on Add Integration Module

' Security Cloud Control

»
- Integrations
T Organization
Organization - ) My Integrations Integration Hub
amarora
o,
Home ) . .
Cisco integrations
T, Unlock the full potential of your cybersecurity ecosystem with easy-to-use integ
streamline operations, and strengthen your overall security posture.
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Metwork security
Platfarm services ISE integration streamlines SGT deployment, enabling
. (1‘:;'[1'=III'II'_' netwark segmentation and more Er':l:l'.lh'lr
M Favorites >

access control.

Identity Intelligence >

? Platform Management >

5 Click Start
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6 Click Connect

— Integrations » ISE integration

Identity Service Engine (ISE)
._ Qrganizaticn
Organization -

&
amaroraz .
Overview
2 Home 1 .. . B . - -
dentity Service Engine enables e oint access control and netwark device a stration for enterprises.
How to setup integration Integration advantages Compatible products
¥ Al Defense Identity Service Engine
= (ISE) Configure the ISE device
0 Secure Access
Activate pxGrid Cloud
,, This step requires cradentials for identity Service Engine (ISE) and the DNA Portal.
M Favorites > Log in to Identity Serviee Engine (ISE) > Administration > puGrid Services = Cllant Managemant = puGrid Cloud
Connection, and click “Connect”. To complete the connection an OTP is required. You need to register |SE as a new
@, Identity Intelligence > product in the DNA Portal to obtain an OTP.
l O platform Management > 1.1 Obtain the OTP:

a. Register ISE as a new product by logging into DNA Portal > Left-top menu > Products and Applications > and
click the "Preduct” buttan at the top of the page. In the Product registration drawer add a unique name for your
ISE device, select "ISE™ under type and click the "Register” button.

b, An OTP token will be ganerated. Copy it and go back to the ISE dashboard, then paste the OTP to astablish the
connection

1.2 Enable pxGrid Cloud services to allow proper data flow:

a, Navigate to Client Management > puGrid Policy, and select the following pxGrid Services: Echo Service,
TrustSec SXP, MOM, TrustSec Configuration, TrustSec, Profile Configuration, ANC Configuration, Radius
Failure, User Defined netwerk, and Session Directory.

b. Go to Administration > Settings > Deployment and click on the configured ISE device. Ensure that pxGrid toggle
and the "Enable pxGrid Cloud™ checkbox are enabled.

Configure the ISE - Security Cloud Control Connector
o Activate Security Cloud in the DNA Portal

a. Log in 1o the DNA Partal and under "My applications® select "Cisco Security Cloud®, Click the "Add” button, then
click the link "Create a new ong” 10 generate an OTP,
b. Save the OTP to use it in the Step 3.




7. Enter Integraiton module name and OTP from Cisco ISE and Click Save

‘enee Security Cloud Contral @ £ amit Arora
Integrations ¥ ISE integration 3 Add new integration
Add New Integration
&> Dranizason
Organization -
e Integration details How to setup Integration *
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s/ Al Defense
Integration module name * 0
3 Securs Access i
@ cxa-ise

Authosization token (OTF) * @

M Favorites Show

identity intelligence

Platfodm Managemant Cancel

8 Once click Save we will see Waiting for Activation Status.
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9 Loginto ISE and navigate to Administration - Deployment. Click on the node with pxgrid personna -
click on Integration cloud under Pxgrid Connection.

Under App configuration - select the | SE instance created on Security Cloud Control and click Activate
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B3 Adaptive Network Control [ANC) Configuration
Provides ANC conliguration detalls such as policy name, action type, status, and
MAC address.

10 Application Statusis now connected.



App configuration

Application status
& Connected

Instance (@
cea-ige

Data scope

Select at least 1 data scope for this application to consume,

Adaptive Network Control (ANC) Conflguration
Provides ANC configuration detalls such az palicy name, action type, status, and
MAC address,

Echo Service
Provides a way for the app to check the health of the integration.

Mobile Device Management (MDM)
Provides endpoint details including model, manufacturer, type, compliance, and MAC
address.

Prafiler Configuration
Provides |SE profiling policy device details such as 1D and name,

RADIUS Authentication Faillures

Provides RADIUS protocol fallure details such as failure reason, username, NAS NAD
detalls, authentication detalls, framed IP address attributes, MAC address, and
calling station 10.

Session Directory

Provides details on session and user group objects which include authenticated user
context, wired and wireless connection type information, pesture status, endpeint
profila device, Security Group Tag [SGT), and usernama.

TrusiSec
Cowers TrustSec, TrustSec Configuration, and TrusiSec SXP tepics which include
SGACL, SGT, and SGT binding information.

User Defined Networks (UDN)
Allows a user to define their network.

Services Engine

Administration / Integration Catalog

[ Te— Integration Catalog
2%  Dashboard

Activated integrations
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OfficeSpace Software Employee Presence
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11 Login to Security Cloud control - security.cisco.com

&

pxGrid Cloud Damo

e Y )

Welcome (o Cisco pxGrid Cloud's Demo
Application! The purpose of this is to guide you
through the setup process for connecting an.,

Mare datalls

Under Platform Management - Platform Integrations We can see Integration Status as Active
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Integrations
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I D
As of: May 11, 2026, 52 PM O Add Integration Module
o
Madule name Irtegratson Created Status
caa-ise Ay identity Service Engine (ISE May 12, 2026 by O Active
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Platform Mansgement o

Verify Security Group Tag:

Login to Cisco Secure Access. Navigate to Resources - Security Group Tags.



wluile Secure Access
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bl Secure Access

Security Group Tags

Security Group Tags [SGT) specify the privileges of a traffic source within a trusted network. When you
o~ enable an ldentity Services Engine integration, SGTs become available for use in access rules. Help 7

Home

“ test]| D 39 total

Lo
Experianca
Insights Name Tag
= test] 17
Connect

Information required for Cisco TAC

| SE:
How to Collect ISE Support Bundle with following components set to Debug Level on the ISE Node with
Pxgrid Personna.:

pxgrid

Infrastructure

ERS

hermes component at debug level.

SCC:

Enterprise ID: in the URL of security.cisco.com

a2 security.cisco.comfintegrations/main/my-integrations?enterpriseld=/I—

Integration ID.
Start HAR Capture


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/214153-collect-support-bundle-on-cisco-identity.html
https://www.cisco.com/c/en/us/support/docs/security/umbrella/224759-generate-a-har-file-to-capture-browser.html

Login to Security.cisco.com
Navigate to Platform Management - Platform Integrations

Search for integrations?page api call and in response tab you will find an Integrations ID.
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