Provision Usersand Groupsto Secure Accessvia
OKTA

Contents

Introduction
Prerequisites
Requirements
Components Used
Backaround I nformation
Configure
Configure Cisco Secure Access
Configure Provisioning in OKTA
Verify
Verity in Cisco Secure Access
Verity in OKTA

Related Information

| ntroduction

This document describes how to provision user groups from OKTA to Cisco Secure Access.
Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» Cisco Secure Access
« OKTA

Components Used

This document is not restricted to specific software and hardware versions.

* Cisco Secure Access Dashboard
« OKTA



The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background Information

Cisco Secure Access supports the provisioning of users and groups from OKTA.

This provisioning enables Secure Access to maintain a directory of users authorized to:

» Enroll in Zero Trust Access (ZTA).
» Connect to VPNaaS.
» Apply identity-based policies to Umbrella Roaming users.

Note: This document focuses specifically on the provisioning of users and groups from OKTA.
The configuration of EntraID or other Identity Providers (IdP) for ZTA enrollment, VPNaaS
authentication, or specific Umbrella Roaming settings is outside the scope of this guide.

Configure

Configure Cisco Secure Access

In order to begin the provisioning process, you must first configure the directory integration within the Cisco
Secure Access dashboard. This step generates the necessary credentials and configuration parameters
required to establish a secure connection with OKTA.

1. Signin to the Cisco Secur e Access Dashboard.


https://login.sse.cisco.com/
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2. Navigate to Connect > Users, Groups and Endpoint Devices.
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= Users, Groups, and Endpoint Devices
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4. Click Integrate Directory.
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5. Under Provision Method click Identity Provider.
» |dP directory name: OKTA Integration.
* Choose Identity Provider: OKTA.
* Click Next.
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To add users 1o Secure ACCess, provision users through one of Secure ACcess's supported methods. Help
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Select a provisioning methed to add users to Secure Access.
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6. Click Generate Token. Save the gener ated token and the provisioning URL, then click Done.
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To provision users 10 Secure Access, you must authenticate 1o your identity provider (IdP). Generate a token and then use it and the listed provisioning URL 1o provision users throwgh your kP, Help o2
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Once generated, copy and save this authentication token. It is required when configuring your IR,

A\ For security reasons, your token will only be displayed once.
For future referencs, copy this 1oken and keap it in a safe place
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Provisioning URL

Copy and save this provisioning URL. It ks required when configuring your IdP.
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Configure Provisioningin OKTA

Once you have generated your credentials in the Cisco Secure Access dashboard, you must configure the
provisioning settings within your OKTA tenant to enable the synchronization of users and groups.

1. Signinto OKTA.

okta
Enter your Okta organization URL
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https://login.okta.com/

2. Navigate to Applications > Browser App Catalog.
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3. Select Cisco User M anagement Connector app.
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4. Click Add Integration.
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5. Click Done.

=1 Add Cisco User Management Connector

o General Settings

General settings- Required

Appiication label Cisco User Management Connector

This label displays under the app on your home page

Application Visibility Do not display application icon to users

Cancel | Done |

Add App

6. Click Provisioning > Configure API Integration.
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Integration

Clsco User Management for Secure Access: Configuration Guide

Provisioning Certification: Okta Verified
This provisioning integration is partner-built by Cisco

Contact partner support: umbrella-support@cisco.com

Provisioning is not enabled

Enable provisioning to autormnate Cisco User Management
Connector user account creation, deactivation, and updates.

I [ Configure API Integration

Configure API Integration

7. Click Enable API Integration and enter the Based URL and API Tokensaved from step #6 of the
Secure Access Configuration. Click Test API Credentials and then Save.



Settings

Integration
Clsco User Management for Secure Access: Configuration Guide

Provisioning Certification: Qkta Verified
This provisioning integration is partner-built by Cisco
Contact partner support: umbrella-support@cisco.com

Cancel

Cisco User Management Connector was verified successfully!

I @ Enable API integration

Enter your Cisco User Management Connector credentials to enable user import and provisioning features.

Base URL https:/fapi.sse.cisco.com/identity/v2/scim

APl Token

Import Groups

| [ Test API Credentials ] |
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8. Navigate to Provisioning > To App. Enable the options Create Users, Update User Attributes and
Deactivate Users, click Save.
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Settings
To App
To Okta okta =
Integration
L Cancel
Provisioning to App
Create Users Enable
Creates or links a user in Cisco User Management Connector when assigning the app to a user in Okta.
The default username used to create accounts is set to Okta username.
Update User Attributes Enable I
Okta updates a user's attributes in Cisco User Management Connector when the app is assigned. Future
attribute changes made to the Okta user profile will automatically overwrite the corresponding attribute
value in Cisco User Management Connector.
Deactivate Users Enable
Deactivates a user's Cisco User Management Connector account when it is unassigned in Okta or their
Okta account is deactivated. Accounts can be reactivated if the app is reassigned to a user in Okta.
Save I
Provision to App

Note: Verify that you select these attributes for synchronization to Secure Access. Secure
Access only lists the Display name and Username attributes for users, not the Given name
and Family name attributes: Username, Given name, Family, name, Display name, Email

(Optional) Add an objectGUID Attribute and Create the User Profile Mapping. If you need
to import the objectGUID attribute for users, add a new attribute and map the attributes in the

profile mapping.

9. In order to add people/groups, click Assignments > Assign > Assign to People/Assign to Groups.


https://securitydocs.cisco.com/docs/csa/olh/119456.dita
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10. Select the groups/people you want to provision to Secure Access and click Assign and then Done.
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Verify

Verity in Cisco Secure Access

» Navigate to Connect > Users, Groups and Endpoint Devices.
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¢ Click Users.

Users, Groups, and Endpoint Devices

Provision and manage the authentication of users, groups, and endpoint devices, for access control purposes. Help 7
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Manage your organization’s users and their devices connections and enrollments. To add users, go to Configuration management > Integrate directories

At any time, you can disconnect or unenroll a user’s device. Help (7
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