Configure Universal ZTNA for Private Resource
Access on Secure Access
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Useful Commands:

| ntroduction

In this document we will cover the configuration for Private Resource Access via Universal ZTNA with
different traffic paths.

Prerequisites

Following configuration must be completed prior to Universal ZTNA configuration

 |dentity Provider on Cisco Secure Access

» Enroll Devicesin Zero Trust Access Using Certificates
» Configure Tunnels with Cisco Secure Firewall

» Remote Access Virtual Private Network

» Resource Connector on Secure Access



https://securitydocs.cisco.com/docs/csa/olh/118756.dita
https://www.cisco.com/c/en/us/support/docs/security/secure-access/225387-configure-secure-access-ztna-auto.html
https://securitydocs.cisco.com/docs/csa/olh/120415.dita
https://securitydocs.cisco.com/docs/csa/olh/121277.dita
https://securitydocs.cisco.com/docs/csa/olh/120696.dita

» FTD onboarding on Security Cloud Control
» Hybrid ZTNA feature flag should be enabled for respective Secure Access Tenant , contact Cisco
TAC to enable the flag

Requirements

Cisco recommends that you have knowledge of these topics:

IPsec VPN configuration on Cisco Secure Access and Firewall Threat Defense
Identity Provide (IdP) - User Provisioning from Active Directory

Remote VPN configuration on Cisco Secure Access

Resource Connector Deployment on Cisco Secure Access

ZTA Certificate based Enrollment

Certificate - OpenSSL , CSR generation , Certificate Templates etc.

Components Used

The information in this document is based on these software and hardware versions:

Cisco Secure Firewall Threat Defense ( Version 7.7.10)
Cisco Secure Firepower Management Center ( Version 7.7.10)
Cisco Secure Client (ZTA Version 5.1.10.1720)

Windows 11

Windows 2019 Server - Certificate Authority

Resource Connector on ESXi

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

About Universal ZTNA

Universal zero trust network access (UZTNA) enables administrators to specifically allow access to interna
network resources according to user identity (including user trust and posture), and without granting access
to the entire network as with RA-VPN. uZTNA enables administrators to secure internal resources and
applications for both remote and on-premises users.

Because uZTNA does not assume that access granted to one application implicitly authorizes access to other
applications, the network attack surface is reduced.

Secure Access evaluates the access policy. Any access control policies deployed to devices from the Secure


https://www.cisco.com/c/en/us/support/docs/security/secure-access/225406-configure-secure-access-for-universal.html

Firewall Management Center are ignored.

Traffic proxying, aswell asIPS, file, and malware policy enforcement, is performed on the Firepower
Threat Defense (FTD).
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1- Client interrogates local Interface for Network configuration

2- Client searchesfor TLS Beacon

3- If condition matches — Local Enforcement

4- |f condition does not match — Cloud Enforcement

When we configure the resource with "Cloud or Loca Enforcement” and associate the TND rule with FTD ,
what it actually does isthe set of intercept rules that gets sent to the client will include the TND rule
evaluation. So, that client will be told by cloud to evaluate the TND rule. When we send the connect, we put
the result of that TND - network fingerprint evaluation in HTTP header so, that will tell the proxy whether
we are on-perm or on untrusted network and then the proxy uses that information and redirect the traffic
accordingly. In case the fingerprint matches , Zproxy tells the client to redirect the traffic to FTD and if the
fingerprint doesn't match it redirects the traffic to the cloud. Refer Configure Zero Trust Network Access
with Trusted Network Detection

Typesfor Enfor cement

» Local Enforcement path: Firewall Enfor cement
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1. User Requests App, client captures and resolves request to ephemeral IP (localhost range)


https://www.cisco.com/c/en/us/support/docs/security/secure-access/225407-configure-zero-trust-network-access.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/225407-configure-zero-trust-network-access.html

2. Authentication Control traffic is sent to Secure Access Cloud for policy evaluation

3. Cloud returns redirect to FTD for data plan enforcement (if policy alows)

4. Traffic steered to firewall configured headend (interface)

5. Policy defined in cloud is enforced (IPS, Maware, Decryption) using local proxy data plane

6. Event logged and duplicate shipped to cloud for consistent reporting

7. Firewall does DNS resolution on local network to route resource traffic (if allowed)

8. Firewall builds connection to resource(new connection built to resource) as the firewall behaves as a
TCP proxy

* Cloud Enforcement path : OFF Network
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1. User Requests App, client captures and resolves request to ephemeral |P (Ilocalhost range)

2. Traffic istransported to Zero Trust Proxy in Secure Access

3. TCP connection is proxied and built to the mapped resource connector, Policy is enforced on traffic
4. Gateway establishes connection to resource connector

5. Resource connector resolves resource IP

6. Local DNS responds with resource |P

7. Resource connector establishes connection to resource

Use Cases

Case1l: Consistent and Optimized ZTNA for userswhen on premise
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» Secure Access and Firewall both are configured to protect the application.

 |f the user is remote, then they will go to Secure Access for policy evaluation and inspection.

* If the user is Internal/On premises then they will go to the firewall for private traffic inspection.

» On premise user can still go to Secure for authentication and evaluation just the Datapath traffic goes
to the Firewall and inspected as per the policy configuration.

» Theinternal user accessing the application through the firewall has a performance advantage as it
avoids the traffic going to cloud and then backhauling to the datacenter

Case 2: Private Inspection for Sensitive applications
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» Certain critical applications can be configured to always be accessed through the firewall.

» The app data traffic does not need to go to cloud. Example, there might be sensitive data application
like source code, which customer doesn't want to go to cloud.

* In such scenarios, both remote and on-perm user traffic always goes through the firewall and gets
inspected. However, again, in this scenario, authentication and policy evaluation is aways happening
in the cloud, only the data part traffic goes through the firewall.

Architectural Components
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Security Cloud Control (SCC) isthe primary manager for uZTNA solution. uZTNA isthe first feature to
be built on top of SCC.

In SCC , we have two micro-application Secure Access and Firewall. Once, SCC is provisioned and the
required feature flags are enabled, we will be able to see these micro-applications on the |eft side of the SCC
panel.

Secure Client: In Secure Client we will have to enable Zero Trust Access Module ( ZTNA ) we need to
enroll into ZTNA module to be able to access the applications.

Firewall Threat Defense : FTD protecting these applications. FTD runsaZT proxy which is also known as
H20 ( same as the proxy runsin Secure Access Cloud)

Now when a user (e.g KIT) configures a private resource and policy on Secure Access micro-application,
this configuration will be pushed to Firewall micro-application in SCC. Firewall application understands the
internals of FTD , FTD configuration, how to deploy and manage the configuration on FTD. So, Firewall
app validates this configuration, and it invokes the FMC APIs to push the configuration to FMC and then
eventually get it deployed on FTD. FTD can have an auto deployment option enabled so that Admins (e.g
Nick) don't have to do manual deployment.

1. When auser (e.g Lee) tries to access an application, secure client connects to Secure Access using mTLS
channel. Secure Access authenticates the user using the client device certificate. It then evaluates the
authorization, posture and other policies that are configured for that user and for that application.



2. Secure Access |if it finally finds that the application is being protected by Firewall then it generates an
auth token , which tells the firewall that thisis aready authenticated and authorized. The auth token is
encrypted, signed by Secure Access

3. Secure Access redirects the Secure client towards FTD aong with the auth token.

4. Secure Client establishes another connectionto FTD |, it isa HTTP2 connection over mTLS channel. It
sends a CONNECT request for the application being accessed along with the Token.

5. FTD now validates the Token, if the Token is validated successfully then the user is allowed to access that
application. FTD then sends the acknowledgment back to the Secure Client

Packet Flow

Universal ZTNA detailed packet flow
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1. User attempts to access an application through a web browser or a native application.

2. The Secure Client intercepts the connection and identifies it as a user trying to access a Private Resource.

3. The Secure Client establishes amTL S connection to Secure Access, requesting access to the
application.Secure Access checks the Universal ZTNA policies and posture profiles for compliance.lf
everything is fine, Secure Access generates an Access Token containing essential information such as user
details, application details, and IPS/File policy.



4. The Access Token is encrypted and signed by Secure Access. Secure Access then redirects the Secure
Client along with the token to the FTD.

5. When packet reaches the Lina Datapath, the SNI checker intercepts the connection and verifiesif

the Server Name (SNI Extension) in the Client Hello matches the Proxy FQDN configured on the device.If
SNI matches, connection is directed to ZProxy. If SNI does not match, the connection is directed to other
features which can coexist with Universal ZTNA.

For Example : VPN, Captive Portal or Clientless ZTNA. ZProxy, which supports MASQUE over HTTP/2
protocol will be running on the FTD as a Non-Lina Process on dedicated cores. The communication between
Linaand ZProxy utilizesthe NLP Tap Interface, for handling data traffic.The destination IP of the
connection is translated to the TAP interface IP by the SNI checker.

6. When the ZProxy receives the mTLS Tunnel Connection from Secure Client, it verifies the Client Device
Certificate sent by Secure Client. It also verifies the Access Token sent with the APP Connect. Thereisa
Zero MQ channel between Linaand ZProxy. It is primarily used to exchange control messages. ZProxy uses
this channel for FQDN resolution of Private resources by communicating with Lina.

Zero MQ Channél is al'so used to propogate information present in the access token to Lina.(Example :
Rule ID, Policy ID etc) Linareceives the access token information and storesit in a metadata db.

7. Once the control messages are exchanged, ZProxy initiates a new connection towards the private
resource. This can be TCP or UDP. Linathen performs a metadata db lookup for this app connection. If the
metadata is not found, Connection is dropped

8. Since the app connection is originating from ZProxy, it will have an Internal 1P (example:169.251.1.2) as
Source IP. Thiswill be trandated to the FTD egressinterface | P, before sending it out. Lina then marks
Universal Zero Trust flows for Snort inspection only if aFile or IPS policy is present in the access
token.The Rule ID obtained from the access token is passed to Snort in the connection metadata.

9. Universal Zero Trust rules and corresponding File and IPS policy mappings are pushed to the FTD viathe
FMC. The Zero Trust plugin in Snort will load these rules during initialization.Linawill mark the Universal
Zero Trust stream flows for Snort inspection only if aFile or IPS policy is mentioned in the access token
obtained from Secure Access for accessing that Private Resource.

Rule 1D obtained from the access token is passed to Snort via Conn Meta. For all Universal Zero Trust
stream flows, the Zero Trust plugin in Snort will perform arule lookup for the rule ID obtained from the
Conn Meta. If arule match isfound, the flow will be allowed, and the IPS and File policies specific to that
rule will be applied to the flow. If no rule match isfound, the Zero Trust plugin in Snort will block the flow.

Configure

Network Diagram
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Test Cases

Test Casel : Remote User - Cloud Enforcement

In this test case, we will be accessing a private resource over Network Tunnel Group via Cloud
Enforcement. In this case both policy evaluation and application data will be intercepted by Secure Access
viaZTA module. Thisisatraditional flow where private application can we accessed from ZTA enrolled
client via Network Tunnel Group or Resource Connector

Private/Cloud Apps
AUthN +AuthZ
» S IPSec VPN :
~ Secure Access  Hin _ %
ZTA Client /P Data CNHE DC Firewall AD.csa.local
Remote Users 10.10.10.20
jay@csa.local

Universal ZTA - Test case topology

Step 1 - Define a Private Resour ce on Secur e Access



Configure a private resource to be accessible via Zero Trust Access (ZTA) enrolled device with cloud
enforcement

1. Navigate to Resour ces > Destinations > Private Resour ces > Click on +Add
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2. For Private Resour ce Name, enter a meaningful name for the resource. For Description, we recommend
that you provide information such as the purpose of the resource or the name of the resource owner.

& Private Resources
Add a Private Resource

Private Resources are applications, networks, or subnets that your erganization controls access to. You must configure private reso

Help o

urces in order to choose them as destinations when creating access rules,
General

Private Resource Name

AD-Server

Deascription [optional)

Active Directory server

3. Enter the FQDN of the private resource you want to access . We can aso define the IP address of the
private resource . For more information see Add a Private Resource

4. Select theinternal DNS server to resolve the domain


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

Private resource address

Define how the private resource will connect to applications through Secure Access,

] + Protocol & Port

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPvE, CIDR] © Protocal Port / Ranges
[ ad.csalocal ] [TCP- RDP e ] [ Any
Remove

Intarnally reachable address (FQDN, Wildcard FQDN, IPv4, IPvE, CIDR] © Protocal Port / Ranges
[ 10101020 ] [ TCP - ROP v ] [ Any

] + Protocol & Port

Remove +IP Address/FQDMN

B use internal DNS server to resclve the domain

Internal DNS Server

[PlivaleDNS (10:1010.20)

3

PrivateDNS (10.10.10.20) .

Secure Access - Private Resource Configuration

5. Select Endpoint Connection Methods

Endpoint Connection Methods

Specify the ways user endpoints can reach this resounce. Later, sccess rules will determine which users and devices can access the resource.

Branch Connections

Alow users and devices am the netwark, such as pinters or kkasks, to connect ta this rescunce i aliowed by access rules

B Zero-trust connections

Al endpoints 1o connect Lo this resowces Trom cutside your network without requiring a VPN connection. Help 7

@D crem-vased connoction

Allow connections from endpoints that have the Secure Client installed. Enable this option for maximum control gver endpeint security requirements (posture).

Enforcemant points

Cloud-ority

Clead of Leeal [Universal Zero Trust
ACcess)

Lozal-only

Caneal

Enforcement point for Remote and Local Users

Remate uses
2 Secure Access
Cloud
wia Intarnat
Userina
trusted network
Mm

Secure Access - Private Resource Configuration

6. Click Save

Step 2 - Create Private Access Rule

Private Resource

)] -

Configure a private access on Secure Access to be access by Universal ZTA enrolled users . For more




information see Private Access Rule

1. Navigate to Secure > Access Policy

[ Rule Defaults and Glabal Settings
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Secure Access - Access Policy Configuration

2. Click Add Rule, and then choose Private Access.
At the top of the ruleis asummary that describes the configured components of your rule.

Access Policy [ Rule Defaults and Global Settings

Internet access rules apply to traffic to public internet sites from devices that are on your network or that your
organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help ()

v Add Rule -~

Contral and secure access o resources and

by rule

2 Rules applications that cannot be accessed by the
general public.
L]0 Rule name Access Action Sources Destinations Securif
- Internet Access
1 BlockPage-TEST Internet @ Black Any Generative A_.. &

Control and secure access to public
destinations from within your network and
1| from managed devices

0O 0|0

2 RAVPN-Allow Internet @ Allerw Any AD Users Any

Rows pernage[mo ~ | =20l 2 [1]

Secure Access - Access Policy Configuration

3. Add aRule Name


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

Add AD-RDP-Allow

Create a rule to control and secure access to specified private applications and other
destinations on your network. For an end-to-end guide to completing prerequisites and
configuring a rule, see Help 3

@) Ruleis enabled

Summary

Sources @

Any Allow
Rule name Ruile order
[ AD-RDP-Allow ] [ 1
° Specify Access
Specify which users and endpoints can access which resources. Help [
Action
@ Allow @ Block
Allow specified traffic if security requirements Block specified traffic.
i
From To

Secure Access - Access Policy Configuration

4. Select the rule action and select source and destination

Rule name

Rule order

[ AD-RDP-Allow

o Specify Access

Specify which users and endpoints can access which resources. Help £

Action

) Allow ) Block
Allow specified raffic if security requirements Block specified traffic.
Ace et

From

Specily ene of mors Sources.

AD Users «Any AD Users =

Secure Access - Access Policy Configuration

5. Configure Endpoint Requirements

Te

Specify one or more destinations,

Private Resources « AD-Server X

Logging is enabled Edit

Destinations

Any private destination



Endpoint Requirements

For zero-trust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help 2

Q Zero-Trust Client-based Posture Profile  pule Defaults

Requirements for end-user devices on which the Cisco Secure Client is installed.

Profile: None | Requirements: None b

Private Resources: AD-Server

For Branch connections:
Endpoint device posture is not evaluated for endpoints connecting to thesa resources from a branch network.

User Authentication Requirements

(T) Zere Trust Access: User Authentication Interval  Rule Dafaults (D bisabled

Frequency with which end users verify their identity, in order to connect to any private resource using client-based zero trust access.
When disabled, users are not prompted to re-authenticate to the network. Help 3

(2) Configure Security

Configure security requirements that must be met before traffic is allowed. Help 3

Cancel |

Secure Access - Access Policy Configuration

6. Configure Security

() Specify Access

Specify which users and endpoints can access which resources. Help €

Configure Security
Configure sacurity requirements that must be met before traffic is allowed. Help .

Intrusion Pravention (IPS)  Rule Defaults (I visabled

Traffic that matches this rule will not be inspected by the intrusion prevention system. Help .7

Security Profile  Rule Defauits

The following security settings will apply to traffic that matches this rule. Help .7

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled v

Cancel

Secure Access - Access Policy Configuration

7. Click on Save
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Secure Access - Access Policy Configuration

Step - 3 Add Private Resourcetothe ZTA Profile

If you are using a custom ZTA profile then you need to add the respective private resource to the ZTA

profile

1. Navigate to Connect > End User Connectivity > Zero Trust Accessand Click on +ZTA Profile

= End User Connectivity [ & cisco securo cilont | [ manage sarvers
End user connectivity lets you define how your crganization's traffic is steered from
P endpoints o Secure Access of Io the internet. Help (5
Wema Zero Trust Access  Virtual Private Network  Internet Security
8
e Enroliment methods
ingights Belore users can ACCess reSOUrCes using client-based Zero Trust Access, their endpoint devices must be enrolled,
Manage enrcilment methods for your ceganization hare. Help CF
% 3
Lad Windows and macOS devices enell uting: 550 Authantication ~ Certificates
Connect
Andisid 5nd 05 duniees sansll uing SS90 Authanticstion shly
=
RAesowces
Zero Trust Access Profiles @ Manage Trusted Hetworks (SR T 20 T
1
. Manage Pero Trust Access (ZTA) prafises, which allow you to add users and groups to unique traffic steering configurations for client-based ZTA connections. Help (7
Seture
I Name Secure Private Access SecureInternet Access Users & Groups Last Used
A
Monitor
a '=‘|... ®|
Ivestigate T:L ' E
do
Adimin No ZTNA profiles created.
Werkfiows

Secure Access - ZTA Profile

2. Add the Private Resource



& End User Connectivity

Create profile
® For cl Zero Trust A add i which a 561 of users and groups can be steared, Help 8
Hame
ZTA profile name Priority Traffic Steering Limits ©
‘e [ zmasrotie J [ cument pame - 08 Sk Androld 10k macOSWindows 100k
Experience
Ingights
i
- Secure Private Access
° Securo Private Access
O Destinations Add the private destinations and private resources ta which a set of users and groups can be stearnd. Help I
= 2 Secure Internel Access Traffic Steering  Options
Resmroes

3 Usars and Groups

v o

Seture
Private Rescurce
= Destinations & Private Resources Destinations  Modified
] Addd private are
[riatis © zpc.sseciscotest 1 Feb 22, 2023 for chent-based Zem Trust Access,
=. Add Destination
Q Acid that are not configs
L a5 [private resources that uses traffic can
access during Zero Trust Access,
do
Agiminy
g

Secure Access - ZTA Profile

Add private resources
Belect private resources that are configured Tor client-based Zere Trust ACCess, You can 209 up 10 100 private rescurces ot a time,
[Private Resource

AD-Server @ » ]

O LAB-InsideNetwork (10.10:10.0/24, taciab com)
[ LAB Management (152.168.1.0/24)

[ DHS-Mgma (1921881.20)

O InteenalDNS (10100020, 192.168.1.20)

B AD-Sorver (10101020, ad.csalocal)

O Router-1 (101010407, reuter.tackst.local)

[ Rowter2 (101090302, router2.csadocal)

Secure Access - ZTA Profile

3. Add Users and Groups



# End User Connectivity

Create profile
. For client-based Zero Trust Access connections, add the destinations to which a set of users and groups can be steered. Help
Home
ZTA profile name Priority Traffie Steering Limits ©
@ | TraProfme |- Currem profile N i05 5k Android 10k macOS/Windows 100k
Expotience
naights
s Users and Groups
P . @ Secure Private Access P
annec 2 Destinations Add a set of users and groups that will be steered to vanous destinations added to this ZTA profile
= @ Becure Internet Access
Users ©  Groups ©
Resowrces
o Users and Groups P
. = ) ===
L J
Secure
Name Email Type Users
a
\aritor
a el QT
restigate ~_ it
= il
s Mo users
Adimin
i
Workfiows
ZTA profile nama Priarity Traffic Steering Limits ©
ZTAPralile 1. Current profile - |

05 5k Andreid 10k macOS/Windows 100k

@ Secure Private Access

Users and Groups

2 Destinations Add a set of users and groups that will be steered to various destinations added to this ZTA profile

Secure Internet Access

Users

Groups O

o Users and Groups | [

Ermail Typa Psars

Jay (jayi@csa.local) IJay@gmail.com £ User - =

Secure Access - ZTA Profile

Rows per page

Note: It may take upto 15-20 minutes push and sync the configuration to the client for the assigned

Private Resource

Step - 4 Verify accessto the Private Resour ce



1. Access the Private Resource

Access the PR using FQDN

%) Remote Desktop Connection = x

Remote Desktop
~>¢ Connection

Computer: ad.csalocal

Uszername: csa‘jay

You will be asked for credentials when you connect.

'\r Show O ptions Connect Help

== Windows Security g 9 Cisco Secure Client = *

Enter your credentials

'F‘.eady to connect.

These credentials will be used to connect to ad.csa.local. | Connect

jay
Password Zero Trust Access:
Zero Trust Access is active,
Passwaord
csaljay

f_] Remember me
Ll Umbrella:

Umbrella is inactive,

. Service Unavailable.
Maore choices

OK Cancel
o @ e

Secure Access - PR Testing

Access the PR using | P address



¥} Remote Desktop Connection = 4

Remote Desktop
Connection

Computer: 10.10.10.20

Username: csa‘jay

You will be asked for credentials when you connect.

C, Showe Optio... Connect Help

@ Windows security w | 69 Cisco Secure Client = X

Enter your credentials Ready to connect.

These credentials will be used to connect to 10.10.10.20. |

jay
Password Zero Trust Access:
Zero Trust Access is active.
Password
csakjay

| | Remember me
::] Umbrella:

Umbrella is inactive.

Service Unavailable,

Mare choices

0K Cancel

& @ -l

Secure Access - PR Testing

2. Verify with the Activity Search events

Activity Search \=) =/ B LasT 24 HOURS ¥
Schadule Expert CSV

G, Search by domain, identity, or URL Advanced = CLEAR Saved Searches - # Customize Columns ZTA Client-based ~
IPADDRESS  10.10.10.20 X RESPONSE  Allowed X Restore to default layout ~

Q, Search filters 3Total () Viewing activity from Jan 11, 2026 4:4% AM 10 Jan 12, 2026 4:49 AM Page: 1 ~ Resultsperpage: 50 ~ 1-30f3
Response Salact Al Request Source Rule Identity @ Destination Destination IP Destination Port  Action ResourcefApplica >
M © Alowed
B i # Advanced L jay(ay@esatocal) L jay ay@csalocal) adcsalocal  101010.20:3388 3389 ® Alowed  AD-Server

oCk
L jay (jay@ecsalocal) L jay (ay@csalocall ad.csalocal  101010.20:3389 3389 © Allowed  AD-Server

Identity Type Salact Al L jay (ay@csalocall L jay (jay@csalocal) adcsalocal  101010.20:3389 3389 © Allowed  AD-Server

Secure Access - Activity Search



Activity Search

@, Search by domain, identity, or URL

Advanced

e A P

Secure Access - Activity Search

CLEAR

Saved Searches »

®

Schedule  Export CSW

@@ Customize Columns

W LasT 24 HoOURS 7

ZTA Client-based ~

P ADDRESS  10.10.10.20 X PORT 3389 X Restore to previous state ~
Q Search fiers 3 Total () Viewing activity from Jan 11, 2026 4:53 AM to Jan 12, 2026 4:53 AM Event Details w
Page: 1 ~ Resuitsperpage: 50 - 1-30of3 Identity
Response Salect All
A jay (jay@csalocal)
@ Mlowed £ Advanced Request Source Action Destination Dastination IP Destination >
[] @ Blocked Wint
L jay jay@csalocal) @ Allowed  ad.esadocal  101010.20:3389 3389 . Rule Hame
AD-RDP-Allow
Identity Type Salect All ZTA CLIENT-8 L jay (ay@csalocal) @ Allowed adesalocal  101010.20:3389 3389 ..
RessurcafApplieation
(] & ADUsers L jay jay@csalocal) @ Alowed  adcsalocal  101010.20:3388 3389 * AD-Server
] as AD Groups
) 9400w ey
[ @ SAML Users u e
Trusted Network
No Match
Enforced By Select All
Enforcement Point
Secue Access Cloud Secure Access Cloud
O FD
Destination
[ Umbreta Cloy ad.csalocal
Destination IP
10.10.10.20
Page: 1 ~  Results per page: 50 « 1-30f3
Secure Access - Activity Search
" (T ™y
Activity Search B (L) asrzenoms -
Schedule  Export CSV
Q, Search by domain, identity, or URL Advanced = CLEAR Saved Searches BB Customize Columns ZTA Client-based ~
IPADDRESS  10.10.10.20 X Restore to default layout =
&, Search fifters | 9 Total & Wiowing acthvity from Jan 11, 2026 551 AM ta Jan 12, 2026 5:51 AM Page: 1 ~  Results per page: 50 = 1-90l8
Response Sedect All Roquest Source Action Bostination Destination i# Destination Port  Resour Zowo Trust o8 3
::‘;‘w‘m @ e L jay(ay@csatocal) @ Allowed  10010.20  101010.20:3389 3389 AD-Sorver Defauit ZTA Prafilc AD-ROP-Allow L win o
EXETITED L jaylay@csalocal)  © Alewsd  100000.20  10001020:3388 3385 AD-Sorver Default ZTA Profile AD-ROP-Allow L win
Identity Type sencran LRI L jay(ay@ecsalocal) @ Alowed  adesalecal  101010.20:3388 3366 AD-Sarver Cisfault 2TA Prafile AD-ROP-Allow L+ win
L AD Users EXTITT L ey llay@esalocal) @ Alowed  101000.20  101010.20:3388 3380 AD-Sarver Cafault ZTA Prafile AD-RDP-Allow s win



Activity Search

Q, Search by domain, Identity, or URL

Advanced ~

CLEAR

Saved Searches ~

BB Customize Columns

=4

- = B LasT 24 HOURS ™
Schedule Export CSV

ZTA Client-based -

1P ADDRESS: 10.10.10.20 = Restore to default layout =
o, Search fiers 8 Taotal &) Viewing activity from Jan 11, 2026 5:51 AM to Jan 12, 2026 551 AM  Page: 1~ Resultsperpage: S50 ~ 1 -9cof8 Event Details *
Response Y 1 Soun At Dosti . Destination [P = Action
Select Al i) r 2 ] P
© Allowed © agvanced
s L joy (jay@esalocal) @ Alowed 10101020  101010.20:3389 3288 AD-Sarver Block Reason
@ Blocked
L joy (ey@esalocal) @ Allowed 10107020  I0I000.20:3389 3388 AD-Sarver
Connection Mathod
Identity Type Select Al AL joy (isy@esslocal) @ Allowed  sd.csaloesl  101010.20:3339 3380 AD-Sarver ZTA Client-based
4 AD Users ZTA CLIENT-BASED L jay ay@esalocall @ Alowed 10101020  104070.20:3339 3380 AD-Sarver Time
@ AD Groups Jan 12, 2026 5:51 AM
1 AD Devices L jay llay@esalocall @ Mowed  adcsalocsl  100U0.20:3389 3380 AD-Sarver
D saML Users L joy ay@csalocal) @ Allowed  ad.csalocal  101010.20:3389 3388 AD-Server Access details
AL jay lay@esalocall @ Alowed  ad.csalocal  101010.30:3389 3388 AD-Server dontity
Enforced By Select Al ) L jay (jay@csalocal)
A oy ay@esalocal) @ Allowed  ad.csalocal  101040.20:3389 3388 AD-Sarvar
Secura Access Cloud Winl
FTD A oy ay@esalocal) @ Allowed  adicsalocal  1010U0.20:3389 3366 AD-Sarvar
Rule Name
Urmibreda Cloud -
AD-RDP-Allow
Resource/ Application
AD-Server
Zero Trust Accass Profile
Default ZTA Profile
Trusted Network
No Match
Enforcement Paint
Secure Access Cloud
Destination
10.1010.20
Destination IP
Events  Troubleshooting
) Destination Port/ICMP Code 3380 =
w 3 4 7 events
SourcoPort/  Destination -
Time Event Type Action Reason Sourco IF Destination IF 1CMP Type Port [ IGMP... Wil Application Access Control Rule L
> 0TE-01-12 00:51:24 4 Connection Fastpath 130.112.20.48 10.10.0.20 17674 [ tcp 3389/ tcp #
> 2026-01-12 Q05120 4 Connection Fastpath 100012.20.48 10.1090.20 ATV { top 3389/ tcp ¢
> 2026-01-12 00:51:156 % Connection Fastpath 100.112.20.48 10.30.10.20 63N2 ) tcp 3380 tcp *
> 1026-01-12 00:48:24 4 Connaction Fastpath 1001122048 10.3000.20 50756 | tcp 3389/ tcp *
3 2028-01-1200:42:34 5 Connection Fastpath 100127218 10.10:10.20 60848 | tep 3380 ) tep :
> H026-01-12 001520 4 Connaction Fastpath 1B0N2 3216 10.1010.20 40880 | icp 3386 top *
> 2026-01-12 001245 5 Connection Fasipath WONZ726 10.0010.20 44262 [ 1cp 3389 | top ¢

FMC Connection Events

Test Case 2 - Remote User - Local Enforcement

Accessing a Private Resource via Loca enforcement , in this type of enforcement policy evaluation happens
on Secure Access but the application data stayslocal to FTD. For example, aZTA enrolled client or user
connected to home network and trying to access a private resource which is behind FTD inside interface .



Secure Access

IPsec
Private/Cloud Apps
ZTA Client Inside
Remote User App Dat 10.10.10.1 _|
jay@csa.local a
router1.csa.local
10.10.10.101

Universal ZTA - Test case topology

Step 1 - Define a Private Resour ce on Secur e Access

Configure a private resource to be accessible via Zero Trust Access (ZTA) enrolled device with cloud
enforcement

1. Navigate to Resour ces > Destinations > Private Resour ces > Click on +Add

‘theh Security Cloud Control ] ! P h H @@ o O Jaikishan Yadav -~ 533

= Resources

Organization ks, Of subnets thal yous organization controls access to. You must configure a privale resource if you plan Lo allow end users 1o connect to this fesource using zero-trust
* Sources and destinations

Chsco-jaiyaday *
Intarnal Matwarks
rce Groups
= Platform menu Hetwork Devices
Secure Access Registered Networks
Roaming Devices
R g Last 24 Hours
Haome Service Account Exception .

& Expovioncelnsights > Security Group Tags | | ~ || M v | s Private Rescurces + Add

SDWAN Sarvice VPN IDs

Connect 3
-
Network and Service Objects *  Private Resource Group Connection Method ~ Connector Groups  Accessed by Rules Total Requests.
[ | Secure 3 Destinations = Clent-based ZTA = o a o

Imernet and Saas Resources

Q Monstor » .
Frivate Resource L Chant-based ZTA 1 o 2 o

o Admin 2
Settings

AR Servers Coni-based ZTA - ] 2 0

DM Servers

Secure Access - Private Resource Configuration



2. For Private Resour ce Name, enter a meaningful name for the resource. For Description, we recommend
that you provide information such as the purpose of the resource or the name of the resource owner.

Private Resources
Add a Private Resource

Private Resources are applications, netwarks, of subnets that your organizatian controls access 10, You must configure private resounces in arder 1o choose them as destinations when creating actess rules. Help

General

Private Resource Hame

Routerl

DBescription {optional

Raiiter] PR for UZTHA westing

3. Enter the FQDN of the private resource you want to access . We can also define the I P address of the
private resource . For more information see Add a Private Resource

4. Select theinternal DNS server to resolve the domain

Private resource address

Define how the peivate resource will connect to appications through Secure Access.

Intermally reéachable address (FODN, Wildeard FODN, IPv4, IPvE, CIDR) © Protocal Part | Ranges

rauter] esabocal Any TCP 22 + Protocol & Port
Remave
Internalty reachable address (FRON, Wildcard FODN, Ped, 1Pvé, CIDR) © Pratocol Port [ Ranges

10301001 Any TCP 2 + Protocol & Paort

Remave +IP Address/FODN

Usa internsl DNS sarver to resolve the demain PrivateDINS (10.10.00.20)

Internal DMS Server

PrivateDNS (100010.20)

5. Select Endpoint Connection Methods

6. Select FTD as Local enforcement points


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

Endpoint Connection Methods

Specify the ways user endpeints can reach this resource. Later, scoess rules will detrming which wsers and devices can access the nesource.

Branch Connections

Allw users and devices on the network, such as printers or kiosks, 1o connect ta this resource i allowed by access rules.

B Zere tnust conmectiang

Allw endpoints to connect 10 this resource from culskie you network without requiring a VPN connection. Help o
@) Client-based connaction

Allrw eonnaetions Trom encpoints Ehat hava Eha Socura CRent instalied, Enable this cpticn Tor maximum contiel ower or
Enforcamant points.

Cloud-anly
=S Enforeament point for Remate User

Cloud or Local {Universal Zoro Trust Remote user Local Firawall Private Resource
Acewsa) o~
Local-only visinternet
- . =21 =
Local enforcement points
FMCF... . .
Enforcemant point for Local user
N0 trusted netwerk Usir in & trusted Local Firewall Privité Rescurce
cted Firewaly.
twork
e
-

wia local natwork
o -

Internal remate addresses are visible on end-user devices. If you want an address 1o be hidden, use an extemal address.
_| Change the remately niachabie acdnsses

Cancal

() 23

Secure Access - Private Resource Configuration

Note: Depending on the type of enrollment you select , this change will automatically associate the
PR to the FTD and will trigger a policy deployment

7. Click Save
Step 2 - Create Private Access Rule

Configure a private access on Secure Access to be access by Universal ZTA enrolled users . For more
information see Private Access Rule

1. Navigate to Secure > Access Policy


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

&>  Organization
Cisco-jaiyadav >

Platform menu

Secure Ac

Data Loss Prevention Palicy

[ Rule Defaults and Glabal Settings

Add Rule ~

Profiles

Endpaint Pastine Profdes
4 Home .
'\ ExperienceInsights > Sacuty Frof

scurity Froflles Access Action Sources Destinations Security Hits Status
& Connect ¥ App Risk Profiles
= Resources H Tow Privats =) Allorer Any AD Users AD-Server i 82 -]

Santings

Privale (=) Al Any AD Users Esa e

% Monitor 3 Notification Pages
i " Do Not Deerypt Lists 5-Allow Private @ A Any AD U IntemaliNs. .
‘o Admin 3 2 Allorw ny sers

Cedtificates

Secure Access - Private Resource Configuration

2. Click Add Rule, and then choose Private Access.
At the top of the ruleis asummary that describes the configured components of your rule.

Access Policy

Internet access rules apply to traffic to public internet sites from devices that are on your netwaork or that your

organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help &

——— u] | - Oblects « | [ = Setting

5

[ Rule Defaults and Global Settings ]

Add Rul

Private Access
3 Rules Control and secure access to resources and
applications that cannot be accessed by the
; general public.
_] L 1] Rule namea Accass Action Sources Destinations Security
— - Internet Access
L J 1 AD-RDP-Allow Private = Allow Any AD Usors AD=Server Control and secure access to public
= _ destinations from within your network and
a 2 BlockPage-TEST Internet @ Biock Any Genorative A... & from managed devices
_J 3 RAVPN-Allow Intormet @ alow Any AD Users Ary 4.2k -]
Rows per page | 100 ~ 1-3of 3 B

Secure Access - Access Poalicy Configuration

3. Add aRule Name



Add Router1-SSH

Create a rule 1o control and secure sccess to specified private applications and other
destinations on your network, For an d guide ta completing prerequisites and
configuing a rule, see Help 7

@D Rule is enabled Logging is enabled Edit
Summary -~

Sources @ Destinations

KD Users « Amy AD Users. Allow e Any private destination

Rube name (T Rule order

((Rowor-ss IE )

o Specify Access
Specity which users and endpoints can access which resources. Help O
Action

@ Allow @ Block

Aligw specified tratfic if security reguirements are met. Block specified traffic.

Secure Access - Access Policy Configuration

4. Select the rule action and select source and destination

Rule name {0 Rule onder

[m...:en-ssu |1 - J

o Specify Access
Specify which users and endpokits can access which rescunces. Halp o

Aetion

@ Allow @ Block

Al spacified tralic if security requiraments ane mat Block ipecified traffic.

From To
Spacify ane of mor sources. Specify ore of more destinations.
AD Users -Any AD Users = @ Private Resowces «Router] @

Secure Access - Access Policy Configuration

5. Configure Endpoint Requirements



Endpeint Requirements
For zero-1rust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help C

[] Zero-Trust Client-based Posture Profile  Rule Defautts
Requiramants for and-user devices on which the Ciszo Secure Client is installed,
~  Praofils: Mona | Requiremants: Moo

Private Resources: Router-1

For Branch connections:
ﬂ Endipaint dendce posture is not evaluated for endpoints connecting to these resources from a branch network.

User Authentication Requirements

() Zero Trust Access: User Authentication Interval  Rule Defasits.

Frequency with which end users verily their identity, in order to connect to any private resource using client-based zero trust access,

When disabled, users are not prompted to re-authenticate 10 the netwerk, Help

C"mw|

@ Configure Security
Canfigirs SHCUrity FqUENTBNLS hAL Mt ba mat bafars raific i slowsd, Help

Cancel

Secure Access - Access Policy Configuration

6. Configure Security

() Specify Access

Specify which users and endpoints can access which resources. Help .

Configure Security
Configure sacurity requirements that must be met before traffic is allowed. Help .

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention system. Help 7

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule. Help .7

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled

Cancel

Secure Access - Access Policy Configuration

7. Click on Save

(I visabled




Access Policy

S —
FRube Defaults and Global Settings

public internet sites
o use

roem d
d di

your Intenal natwe o first rule In the s

() [ 2o Fule name Accoss Aetion Sources Dastinations Saocurity Hits. Status
1 Boiter] -S5H Brivaty @ Allgw Any AD Usérs Houter] @ - -] |
2 AD-RDP-Allow Privata @ Anow Any AD Usors A-Server @ : -]
3 BlockPage-TEST et @ Bleck Any Gemerative A.. @ 88k [ ]
& RAVPH-Allow et & Angw Any AD Users Ay il s a
Raws per page | 100 1-dcfd < E] »

Secure Access - Access Policy Configuration

Step 3 - Verify the association of PR on the FTD

1. Navigate to Connect > Network Connections > FTDs

laikishan Yadav +

Connect

&3  Organization e . affic to reach private nesources on your network. For information about these options, see Help
ssentials

7o plom

Users, Groups, and Endpoint
Securs Access Devices

Cisca-jaiyadav 3

Ds

Platform menu

End User Connectivily

o 1
Forwardar

2 Home DNS Forwarders waming & . —

& Experience Insights

& Connect

™ Resources ¥ sework for stablishing tunnel redendancy and high
3 Within & matwork tnnel Group to Sacurely con tro

Il Secure » resources. Help o

a ¥ 1 i
& Monitor : e w | 2 Tunnel Groups m

Secure Access - PR Verification

2. Clickonthe FTD > View resources associated tothisFTD



FMC_FTD

Network Connections
Manage tha connections that aliow user traffic 10 reach private rescurces on your Fay ".l
matwork, For 8 companson of natwork connactivity optians, ses H.b(: FI lomn‘
Connector Groups Network Tunnel Groups FTDs Duvice FODN P p—— ]
Auto deployment Tes
Vsymend L UZTA Configuration status

0 Synced  Last synced o 31 Dec 2025, 31 251 AMUTC

FTDs configured for Universal Zero Trust Access

An FTID acts a5 an on-premise proxy 1o Secure Access cloud for private access traffic, Configure FTDs a3 Secure Access proudes to enable Universal Zore Trust Access to Impeove end-us Assigned Trusted Network
exporience and ensure cansistent security controls for wsors independent of whene thay ane connecting from Heilp cf

[ Q0 Search by FTD name ] [ FMC Name v J [ Configuration s1atus v J 1£TDs Truriad nebwork Lot
LAN 1 DMS Servers
FTD Hame Version FMG UZTA Configuration status Assocls  [Delaut tnsted retwork]
ere e o T () e
Davice FGON: £t local
Trusted network:
Associated Resources 1

RESOURCES ASSOCIATED BY STATUS

Status

@ Synced 1

memlmmﬂmlhlnm |

Associste Resources

Secure Access - PR Verification

Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network
LAN

[ Q. Search by resource name ] [ Configuration status v ] 1 Resources Associate Resources

Resource name Status

Router1 @ Synced

Close

Secure Access - PR Verification



3. Click close

4. Verify the status, Associated Resource and Configuration should be in Synced state

MNetwork Connections

twork connectivity options, see Help o

Connector Groups  Network Tunnel Groups ~ FTDs:
1 Synced (-]

FTDs configured for Universal Zero Trust Access

FTD Nama Varahon FMC UZTA Configuration status

Assocls

FRC_FTD vID00 FMC |$~'-w-=-d |
Device FQDN L 1

Trusted network: LAY

5. Verify the configuration has been pushed to FTD
Loginto FTD cli and navigate to LINA mode

# show running-config object application

FMC_FTD

Firewall Details

Device FADN
izt deplaymant

UZTA Configuration status

© Synced  Laat wynced at 11

Assigned Trusted Network
Trusted network Hetworks
LAN 1ONS Sarvers

DAt tnstted Retwe
Edit assignment + Trusted network [
Associated Resources

REFOURCES ASSOCIATED BY STATUS

Status

& Synced 1

View resources assockated to this FTD

Associate Resources



Step - 4 Add Private Resourcetothe ZTA Profile

1. Navigate to Connect > End User Connectivity > Zero Trust Access and click 3 dotsto edit ZTA

profile

0

Eaperinca
e

End User Connectivity

End user connectivity lets you define how your anganization's traffic is steened from

ondpoints (o Secure Access of to the intemet. Help

Zero Trust Access  Virtual Private Metwork
Enrollment methods

Intarnat Security

Befare Lsers £an ACCESS fesoUrces using client-based Zero Trust Access, their endpoint devices must be enrolied.
Manage enrollment methods Tof your organization here. Help I3

Windows and mac0%S devices enroll using: | S50 Authentication | Certificates

Andiokd and KOS deniei aiol uikhg S50 Authantication aaly.

Zero Trust Access Profiles

Manage Fedo Trust Access (ZTA) profiles, which allow you to add users and groups to unique traffic steering configurations for client-based ITA connactions. Help O

& Manage Trusted Metworks + ZTA Profile

Use ZTA for all destinations.
2 Destinations. R 1 Users
1 AProfi 0 Exceptio Jan 25, 2026
TR Trusted Networks Disabled m![:: ki b 0 Groups "

Secure Access - ZTA Profile

2. Add the Private Resource

Experience
Insights

-
Connect

=

Resouroes

Secure

Manitor

nvestigate

Y

Adimin

 End User Connectivity

Create profile
For Zero Trust A , add the to which a st of users and groups can be steored. Help I8
ZTA profile name Prigrity Traffic Steering Limits O
ETAFSafns | | 1 curment ot 105 Sk Android 10k macOS/Windows 100k
Secure Private Access
o Sscurs Private Accass
O Destinations Acd the private destinations and private resources ta which a sat of usars and groups can be stearad, Help (i
2 Secure Internet Access Traffic Steering Options
3 Useds and Groups
€ Search by destinatian + Destinations ~
Privats Resource
Destinations & Private Resources Destinations  Modified
Add private that are 4
1 Fab 22,2023 for chent-based Zero Trust Access.

Secure Access - ZTA Profile

© “zpesseciscotes

Add Destination

Add destinations that are not configured
a5 private respurces that user trafflc can
access during Zero Trust Access,




Add private resources

Saleet private rescurces that ase con figuned for cliont-based Zaro Trest AScess. You can sod up to 10 private resowses o1 & tima.

Router-1 % 0] .]

LAB-InsideNetwork (10.10.10.0/24, tackab.com)
LAB Management (182 168,10/24)

DNS-MgmE (1621681.20)

IntemnalDNS (101001020, 192 168.1.20)
AD-Servar [101010.20, ad.csa.lccal)

Reuter-1 (V0.0,1010, routerl taclab. local)

Routar? (1010100102, reuter eea loeal)

Secure Access - ZTA Profile

3. Add Users and Groups

- © End User Connectivity
Create profile
&= For Zero Trust Access add the 10 which a 5ot of users and groups can be steered. Help &
Home
ZTA profile name Priarity Traffie Steering Limits 0
r
la [zmpeeme | (1 comentprome I05 Sk Android 10k macOSWindows 100k
Experiense
Insights
&
@ Users and Groups
2 Destinaticns Add a et of users and groups that wil be steered to various destinations added to this ZTA peafile
- Becure Internet Access
= @ Users 0  Groups 0
Resowoes —

e Users and Groups: |

Name Email Type Users

Secure Access - ZTA Profile



ZTA profile name Prigrity Traffic Steering Limits

ZTAPrafile 1. Current prafile

05 Sk Andreid 10k macOS/Windows 100k
> Users and Groups
;_.f/' Socure Private Access ¢
2 Destinat Add a set of users and groups that will be steered to various destinations added to this ZTA profile
() Secure Internet Access
Users 1 Groups @
o Users and Groups
——
|t Users and Groups
Narme Emadl Type Users
lay (jay@csa.local) lay@gmall.com £ User

Rews per page [ 1g . |
|

Step - 5 Verify accessto the Private Resour ce

1. Verify the remote user can resolve FTD FQDN

PS C:\Users\jay> ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time=1lms TTL=255
Reply from 192.168.1.12: bytes=32 time=1lms TTL=255

Ping statistics for 192.168.1.12:

Packets: Sent = 3, Received = 3, Lost = ® (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = lms, Average = Oms
Control-C
PS C:\Users\jay> nslookup ftd.csa.local
Server: UnKnown
Address: 192.168.1.20

Name : ftd.csa.local
Addresses: 192.168.1.12




2. Verify FTD can reach to private resource using FQDN

3. Test the SSH connection to the Private Resource

Access the PR using FQDN

=

Category:

—J- Session
Logaing

—J- Terminal
Keyboard
Bell
Features

—I- Window
Appearance
Behaviour
Translation

+- Selection

Colours

=I- Connection
Data
Proucy

+- S5H

Serial
Telnet
Rlogin
SUPDUP

Ahot

Heln

€8 Cisco Secure Client - *
Basic options for your PUTTY session AnyConnect VPH:
Specify the destination you want to connect to Ready to connect,
Hast Name (or IP address) Port
router] csa local 22 Cormect
Connection type:
©55H () Seral () Other: Telnet e

Zero Trust Access:

Load. save or delete & stored session Zero Trust Access is active.

Saved Sessions

Default Settings Load

Save
Umbrella:

Delote Umbrella is inactive.

Profile is missing.

q::use window on exit:
(O Mways (O Never ) Only on clean exit

1o MO ol

Onen Cancel —




@ routerl.csalocal - PuTTY = (m] X

AnyConnect VPN:
Ready to connect.

S - Auto Select Nearest Loca tion I

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Usmbredla is inactive.
Profie is missing.

+ HO) = |

Access the PR using I P address

#R PuTTY Configuration ? X
Category:
-+ Session Basic options for your PuTTY session - AnyConnect VPN
I I_.ogrlging Specify the destination you want to connect to Ready to connect.
—J- Termina )
Ke o Haost Name (or IP address) Port
yboa N S - Auto Select Nearest Location ik Connect
Bell 10.10.10.101] 22
Features Connection type:
- Wedkra O5sSH (O Seral (O)Other:  Telnet ~
rppea_rance Zero Trust Access:
Behaviour Load, save or delete a stored session N
Tranatalion ) Zero Trust Access is active.
Saved Sessions
+- Selection
Colours
- Connection Default Settings Load
Data
Prouxy Save
+- S5H Umbrella:
. Delete —
Serial Umbrela is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP C_Iose window on exit:
(O Mways (O Never ) Only on clean exit
Bhira Halm | Nnan ] Cancal




4. Verify Secure Access Activity Search logs

Activity Search

smiocal X RESPONST

TA CLENT-BASED L jay (jay@osatocal) L jay ay

frosalocal]  rowterlosaloca

Uay@csatocall L jay (ayfcsatocall  routerlosaloca

Uaymosatocal)

L jay (jay@osatocal]l  routerlcsalocs

{ay@salocal)

L jay (ay@<satocall  rowberlosalocs

Zero Trust Access:

Zero Trust Access is active.

Default ZTA Profile

Deefauilt ZTA Profile

Default ZTA Profile

Default ZTA Profile

Umbrella:
Umbrela is inactive.
Profile is missing.

Event Details

Allgwed
Router]-55H
Router!
Routerl-55M
Routerl-S5H

Jan 10, 2026 5:55 PM

Access details

L jay (jay@csa.local)

Wil

Routeri-85H

Router]

t ZTA Profile




Secure Access - Activity Search

Activity Search

wADCRESS  10.10.10.101

Enfaresdd By

Socum Accows Cloud
Fio
Umiyrsta Cinud

x

Advanc

BESPONEE  Alowed N

7 Totsl

e

)} Viewng scovey ¥am Jun B, 2900 &

L jory apiesa ocall
B e ocall
oy Gr@cna focall
oy tpep@eadocall
o e kocal)
4 juy Gam@enatocall

1y Gap@sa local

Secure Access - Activity Search

TTetal O

Wherwing sctity free

Fequest

ZTA CLIENT-BASID
ZTA CLENT-RASED

ZTA CLIENT-BASID
ZTACLIENT-BASID

oy ljay@cra local)
oy ay@ceadocal]
i iay@eralocal)
o jay@eralocal)
lay (jay@posa.iocal)
oy ay@ceaiozall L

oy (jay@osalocal

cLEAE

08 Pl 0 Jue 00, 200660

L jay (ey@esaloea  D0I030901

L ey Gay@osaleral  WI090101

L jay lap@osatocall  rosteriosalocal
L joy Qup@osalosal)  HLIOADAT
L jay fey@esalecs W00
L jay ley@esalecs)  rowseriosalos
L oy GeyGosalocal 101030101

Roste Iemtity @ Destination
4 jay ay@csalocall 104010401 miainamE: X2
A jay (ay@csatocall 104010001 e 22
A oy ayBesatocal)  roterlcanlocal 10101090122

Secure Access - Activity Search

L jay (ay@ciatocal) 100010001 0101090022 22
L jay fay@esatocal) 102010901 LALEER -]
w ay@csalocal)  rovterlesalocal 100000022 22
¥ (ay@esaltocal) 104010007 iz 22

5. Verify FMC connection events

Dastination Port

0003 22

L=

Destination Co

B

AEowed R
Amowed R
prs—

Page:

emal P

Coefaum ITA Prafile

ot ITA Prafile
Coetauli TTA Profile
Coatault ITA Profile
ot ITA Prafile
ot ITA Profile

Ciefaum ZTA Prafile

Rosulis por page: 50 =
ExternatiP

Actian

Aowed

Asowed

Saved Searches ~

Router-BEH
Raiitirt-BEH
Rauter]-85H
Bouter]-S5H
Bauter-SEH
Bauter-BEH

Rauter]-55H

1-Tol?

Categaries

Adowed

Aowed

Awed

Schedus

W LasT 24 MoURS T
Eaport £5W

B Customize Cobumns ZTé Cllent-based ~

Restone 1o defaul? layout = | Save Search +

Ruseits por page: 50 * 1

Tol 7

win 10028100 7 us TEINISHNE
win 10.0 26000 782 us RIS
u n30150028
us 150128
win 10026100 462 us 7035000
win 100261007462 us TeIIseNe
us EINISANE
Event Details b
Action
Allowed

Block Reason

Con

ZTA Cllent-based

Jan 10, 1036

Access detalls

Idantiny

L jay (jay@ecsalocal)
Winl

Router]

Trust A

Dafsult ZTA Profila

Metwetk

Mo Match

mation 1P

101000001

Events

Monitor

Troubieshoutieg

* Dastination P jo00I0 x4

Retresn
a4 (%0 )(® B events # GoLive
IF msighsfMepses
SearsaPorti  Dastination
| T Events bilom : Time Event Type Acsien Reassn SeurcelP oy o I Ascen Accsn ]
P 20601015823 5 Commection B Abow Zem Tnust Flow 189.354 11 A2 e 22 (a8 f e
. > 2036091018898 & Comnecien B Asow Zero Trusi Flow 1893541130 1210800 T2 vep 23 fssh) { bop
T Polchs > * 2060310128528 % Comnection 0 asow Zer Tust Flow 189.3541188 ol 50425 /tcp 22 G top
3 3036011018448 5 Comneciion 0 wow Zara Trust Flow 183.2541138 1210800 30400 22 fuad e
%= objects
* 0260310128026 % Comnection 0 Asow e Tust Flow 169.3581194 LR 22 foa f o
w Devicos s » 2036-0310 124700 8 asow o Trsst Fow 181850001 220 e

&' SscursConmsetions 0

Inegrmians »




Test Case 3 - Local User - Local Enforcement

Accessing a Private Resource via Loca enforcement as alocal user, in this type of enforcement policy
evaluation happens on Secure Access but the application data stays local to FTD. For example, aZTA
enrolled client or user connected to home network and trying to access a private resource which is behind
FTD inside interface . If the private resource is behind DMZ or any other interface of the FTD then we

would have to create a access rule on the FTD to permit the traffic between Client IP or network and Private
Resource.

Secure Access

|Psec

N = Toinsfde
ZTA Client =~ .10 )
~ 1oy Inside

10.10.10.30 P ——
A ~ 10.10.10.1 .
Local User PP Daty .x
jay@csa.local

router2.csa.local
10.10.10.102

Private/Cloud Apps

Step 1 - Define a Private Resour ce on Secur e Access

Configure a private resource to be accessible via Zero Trust Access (ZTA) enrolled device with cloud
enforcement

1. Navigate to Resour ces > Destinations > Private Resour ces > Click on +Add



"tithe Security Cloud Control

Resources

&> Crpseization ks, of subnets that your organization controls access Lo. You must configure a private rescurce if you plan Lo allow end users 1o coNnect 1o this fesounce uting 2ero-trust
Cisco-jaiyaday Sources and destinations
isco-jaly
Internal Matworks

rce Groups

= Platfarm menu Hetwork Devices

pgistered Metwarks

Last 24 Hours
Service Account Exception

» Security Group Tags v ) v | 5 Private Resources ey
SDWAN Service VPN IDs

Network and Service Objects *  Private Resource Group Connection Method  Connector Groups  Accessedby  Rules Total Requests

Destinations Cleni-based ZTA ] 2 <

Il secure

Imernet and Saas Resources

@ Monitor 2
Private Resource a | % Chent-based ZTA 1 o 2 o

o Admin

Settings
AbA Servers . Cham-based ZTA = 0 2 [}

DNS Servers

2. For Private Resour ce Name, enter a meaningful name for the resource. For Description, we recommend
that you provide information such as the purpose of the resource or the name of the resource owner.

 Brivate Rawsarcrs
Add a Private Resource

General

Private Resource Nams

Router?

Dascription |opticns
Rsuitar2 PR for UZTHA testing

3. Enter the FQDN of the private resource you want to access . We can also define the I P address of the
private resource . For more information see Add a Private Resource

4. Select the internal DNS server to resolve the domain

Private resource address

Drafing hove the private resorse wil connect to sppications treough Securs Accass

Ismally reachabls ssdrsss. (FODN, Widcard FOON, IPve, 1PVE, CIDR) Pratoesd Port [ Ranges

routerd.csn ozl Ay TOR v | [ 22 + Protocel & Pon
Remave
Intsmally reachable sedress: (FODN, Wiktcard FOON, IPve, 1PVE, CIDR) Protocsd Port [ Ranges

WI0I0002 Aoy TCR v | [ 22 + Protocel & Pont

Remave  + 1P AddrassTOON

B Use internal DNS serves 1o fesshve the domain Pritalinids 101030 361

Wtirnal BHS Server

FrivaneONS [10.1000.20)


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

5. Select Endpoint Connection Methods

6. Select FTD as Local enforcement points

Endpoint Connection Methods

Specify the ways user endpeints can reach this resource. Later, acoess rules will determine which wsers and devices can access the resource.

Branch Connections

% and devices on the network, such as printers or kiosks, to connect ta this resource Hf allowed by sccess rukes

Toe-tnst conneetians

ulside your network without requiring 3 VPN connaction. Help

@) Client-based connection

Enforcement points

Cioud-anty "
Enforcement point for Remote User
Cloud or Local (Universal Fena Trust Fram .
#33)
Lotal-on Iy

Local enforcemant points

FMC_F.. .
e Enforcement peint for Local user

Usser in a trusted

network

o

Local Firewall

e

Local Firewall

y
D

Internal remate sddresses are visible on end-user devices. f you want an sddress 1o be hidden, use an extemal sddross.

Change the remotoly rachable sodresses

Cancel

rivaite Resource

=) -

Note: Depending on the type of enrollment you select , this change will automatically associate the

PR to the FTD and will trigger a policy deployment

7. Click Save

Step 2 - Create Private Access Rule

Configure a private access on Secure Access to be access by Universal ZTA enrolled users . For more

information see Private Access Rule

1. Navigate to Secure > Access Policy


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

= Secure *®

4> Organization

Poli
Cisco-jaiyada ¥ i
Accoss Policy s

BAAREI Al Data Lass Prevention Policy

Secure Access

Rule Defaults and Global Settings

Add Rule ~

Prafiles
. Endpoint Posture Profiles
i
@ Experience Insighis » Security Profi
el Al Access Action Sources Destinations Security Hits Status
& Connect L App Risk Profiles
™= Resources * law Private &) Allow Aty AD Users AD-Sarrar & az -]
m——
Threat Categories +
wt Lalmgoria Privaty = Anow Anry AD Users ESKI = - ]
2 Monitor » Notification Pages
o Admin ) O'Hot Decryzt Lins 5-Allow Private @ Avow Arry AD Users Interraons 3 [

Cartificates

Secure Access - Access Policy Configuration

2. Click Add Rule, and then choose Private Access.

At the top of the ruleis asummary that describes the configured components of your rule.

Access Policy

Internet ACcess rules apply 1o traffic o public intemnet sites from devices thal are on your netwark of that yaur

erganizatien manages. Private access rules apply to users and devices accessing applicaticns and other resources on

your internal network. Secure Access applies the first rule in the list that matches traffic. Help I

r - ~
Search by rule name [ = Intent « - O

[ Rule Defaults and Global Settings ]

Add Rule ~

Private Access.

4 Rules Control and secure access 1o resources and
applications that cannot be accassed by tha
general public,

[_] [ Xo] Rule name Access Action Sources Destinations Security
- | Internet Access
O 1 Routerl-SSH Erieata @ Allow Lot ol L 4 Contrel and secure access 1o public
_ destinations from within your network and
r_] 2 AD-RDP-Allow Private @ Allow Any AD Users AD-Server & from managed devices
L_] 3 BlockPage-TEST Intermat @ Block Ay Generative A, & 698 ]
O a RAVPN-Allow Intemnet @ Allow Any AD Users Any a5 4.2k -]

Secure Access - Access Policy Configuration

3. Add aRule Name

Rows perpage | 100 ~ | 1-40f4



Add Router2-SSH-Allow

Create a rule to control and secure access to specified private applications and other
destinations on your network. For an end-lo-end guide to completing prerequisites and
configuring a rule, see Help

@D Rule is enabled

-~ Summary

Sources @

AD Users » Any AD Users Allow
Rule nama (0 Rule ordar
[nwterz-SSH-Alluw ] [ 1 . ]

@ specify Access
Specily which users and endpoinis can access which rescurces, Help C
Action

@ Allow @ Block
Alow specified traffic if security requirements ane Black specifiad traffic.
L

Secure Access - Access Policy Configuration

4. Select the rule action and select source and destination

Rule name (0 Rule order

[Roul:elz-SSH-Alrow J [ 1

o Specify Access
Specify which users and endpoints can access which rescurces, Help 3

Actlon

@ Allow @ Block

Allow specified raffic if security requirements are Block specified raffic.
mat.
From To
Specify one or mone sources Spexcify one or mare destinations
AD Ugers s Any AD Usars: = ® Private Resources sRouter? *

Secure Access - Access Policy Configuration

5. Configure Endpoint Requirements

Destinations

Private Resources
» Rbiitard

Logging is enabled Edit



Endpoint Requirements
Far 2efo-trust connections, if endpeints do not mest the specified requinements, this rule will not mateh the waffic. Help

[) Zero-Trust Cliem-based Posture Profile  pue Defauits
Requirements for end-user devices on which the Clsco Secure Cllent s Installed,
~  Profile: None | Reguirements: None

Private Resowces: Router?

For Branch connections:
[h Endpsint daviee postur is net avaheated for andpoints Connecting 16 thase ieiowroes from & brarch nelwork

User Authentication Requirements

G—} Zero Trust Access: User lication Interval

Freguency with which end users verify their identity, in order to connect to any private resource using clieni-based zero trust access.

‘Whaen disabled, users are not prompted to re-authenticate to the network. Help ©'

D visabled

Configure Security
Coaligune securly fequiements that must be met bilse yatle it slowed. Holp

Secure Access - Access Policy Configuration

6. Configure Security

() Specify Access

Specify which users and endpoints can access which resources. Help .

Configure Security

Configure sacurity requirements that must be met before traffic is allowed. Help .

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention system. Help 7

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule. Help .7

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled

Cancel

Secure Access - Access Policy Configuration

7. Click on Save

(I visabled

Save



Access Policy

Internet access rules apply to traffic to public internet sites from devie
organization manages., Private access rules apph

Mt @ ON YOUr NElWork of that your
o users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help CF

[ Rule Defaults and Global Settings l

Add Rule ~

|: #O Rule name Access Action Sources Destinations Security Hits Status
: I F 1 Router2-55H-Allow Private @ Allew Ary AD Usars Router2 @ - [] I

O 2 Router!-55H Private @ Allow Ay AD Users — i) - )

O 3 AD-RDP-Allow Privats @ Allow Any AD Usars AD-Sarver @ 40 ]

C 4 BlockPage-TEST internet @ Block Any Gonerative A... & 608 -]

[ 5 RAVPN-Allow internet @ Alow Ay AD Users Amy 4.3k [

Secure Access - Access Policy Configuration

Step 3 - Verify the association of PR on the FTD

1. Navigate to connect > Network Connections > FTDs

Rows per page | 100 ~ | 1-50f 5

Connect

Grganization affic to reach private resources on your network, For information about these options, see Help
* P Essentials
Cisco-jaiyaday 3 .

Wsars, Groups, and Endgaint
Secure Access Devices

Ds

Platform menu

End Usar Connectivity

o 1
Forwander
“  Homo DNS Forwarders Warning & & 10d @
& Experience Insights
Resources » sework for establishing tunmel redendancy and high
& within a network tenned group to securely contro
Il secure » resources. Help 0

- >
&  Monitor w | 2 Tunnel Groups

Secure Access - PR Verification

2. Click onthe FTD > View resources associated to this FTD

laikishan Yadav «



Network Connections

Manage the connections that allow user traffic 1o reach private resources on your
network. For a comparisen of netwerk connectivity options, see Help Cf

Connector Groups  Metwork Tunnel Groups ~ FTDs

1 Synced -]

FTDs configured for Universal Zero Trust Accass

An FTD acts as an an-premise proxy to Secure Access cloud for private access traffic. Configure FTDs as Secure Access proxies to enable Universal
toimprove end-user experience and ensure consistent security controls for users independent of whare they are connecting from Help

| 1 Search by FTD name ] [ FMC Mame - ] [ Configuration status ~ | 1FTDs
FTD Name Wersion FMC UZTA Canfiguration status
FMC_FTD vi0.0.0 FMC © Synced

Device FQDM: loeal
Trusted network: !

Secure Access - PR Verification

Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network

LAN

Q) Search by resource name

I | Configuration status v~ | 2 Resources

Resource name

Status

FMC_FTD X
Firewall Details ~
Device FQDN frd.csa.local [a]
Auto doplayment <os
UZTA Configuration status -~
@ Synced  Last synced at 12 Jan 2026, ot §:20 AM UTC
Assigned Trusted Network ~
Trusted network
LAN 1DNS Sarvers
[Dedauit trusted network)
Associated Resources 2 o~

RESOURCES ASSOCIATED BY STATUS

Status

@ Synced

I View resources associated to this FTD I

Associate Resources

Router1

Router2

& Synced

@ synced



Secure Access - PR Verification

3. Click close

4. Verify the status, Associated Resource and Configuration should be in Synced state

q FMC_FTD
Network Connections -
Manage the connections that allow user traffic to reach private resources on your " o
metwork. For a comparison of network connectivity options, see Help ¢ Firawal Datalls
Connector Groups Network Tunnel Groups FTDs Device FADN frd.cs
Aute doplaymant Yo
1 synced - UZTA Configuration status

° Synced Lastsynced at 12 Jan 2026, at 6:29 AM UTC
FTDs configured for Universal Zero Trust Access

An FTD acls as an on-premise proxy to Secure Access cloud for private access waffic. Configure FTDs as Secure Access proxies to enable Universal Assignnd Trusted Netwerk
to improve end-user experience and ensure consistent security eontrels for users independent of where they are connecting from Help 7

% Search by FTD name FMC Mame v || configuration status - ] 1FTDs Trusted netwark Hetworks
d i LAN 1 DNS Servers.
FTD Hame Version FMC UZTA Configuration status [Dafautt trusted natwork)
FMC_FTD vic.0.0 FMC | © synced | + Trusted network (7
Devige FQDMN: £t local

Trusted network:
Associated Resources

RESOURCES ASSOCIATED BY STATUS

[Status

@ Synced 2

Wiew resources associated to this FTD

Associate Resources

Secure Access - PR Verification
5. Verify the configuration has been pushed to FTD
Loginto FTD cli and navigate to LINA mode

# show running-config object application



Step - 4 Configure™ Manage Trusted Networksor ZTA Settings'

Navigate to Connect > End User Connectivity > Zero Trust Access > ZTA Settings and configure
Trusted Networks

Edit Trusted Networks

Trussed Hetwors hama

Critwon DS Domains

Step -5 Add Private Resourcetothe ZTA Profile

1. Navigate to Connect > End User Connectivity > Zero Trust Access and click 3 dotsto edit ZTA
profile



I

EndUsart_:_onnectlvlty (& cisco Securs cient | [(Manag G

End user i Yo ization's traffic i steaned from

& ondpoints 1o Secure Acciss of to the intamat. Help I
Homa Zero Trust Access  Virtual Private Network Internet Security
at
Enroliment methods
Expariancs
Insighry Before users Can ACCEsE resources using cient-based Zero Trust Access, thelr endpoint devices must be ennolied.
Manage enrellment methods faf your aiganization hene. Help O
" ‘Windows and macCS devices enroll using: | S50 Authentication  Certificates
Connect
Andiold and K05 devices aniol uiing 550 Aushentication soly,
=
Resources
Zero Trust Access Proies =
0
. Manage Zero Trust Access (ZTAD profiles, which allow you to add users and groups to unique traffic steering i hons for b ZTA ions. Help &'
e L] Hame Secure Private Access Secure internet Access Users & Groups Last Used
w
Use ZTA for ail destinations
Montor 2 Destinaticns ) 1 Usars.
i 1 ZTAProfile O Exceptions Jan 25, 2028
Trusted Metworks Disabled Trusted Ne Disat 0 Groups
Q & Edit
Irroatigata
O Delete

Secure Access - ZTA Profile

2. Add the Private Resource

€ End User Connectivity

Create profile

® For client-based Zero Trust Access connections, add the destinations to which a set of users and groups can be steered. Help
Home
ZTA prafile name Priority Traffic Steering Limits ©
e [zrapeene J [ cument pame 3| 0% Sk Android 10k macOSWindows 100k
Expevience
Inaighis
5
- Secy vate Access
o Secure Privite Access re Pr
© Destinations. Add the private destinations and private resources ta which a set of users and groups can be steered, Help
= 2 Secure Intermel Access Traffic Steering  Options
Resources

3 Wsers and Groups

v (Fommion )

Sezure
Private Resource
Destinations & Private Resources Destinations  Modified
0 Add private that are config
- © “zpc.sseciscotest 1 Feb 22, 2023 for chient-based Zen Trust Access.
Add Destination
Q ol that are not configs
Imtigule as [private resources that user traffic can
access during Zero Trust Access,
o
Admia

Secure Access - ZTA Profile



Add prlvate resources
Select private resources that are configured for client-based Zeo Trust Access. You can add up 1o 100 private resources at a time,

Private Résource
' AD-Server X Router-1 % Resuter2 @ A

O Lag (10.30.10.,0/24, taclab.
0 LAB Management [192168.1.0/24)

O DNS-Mgmt (1921681.20)

O ImemalDNS (1010.10.20, 192.168:1,20)
@ AD-Servar (1010.10.20, ad.c3a Jocal)

@ Router-1 (101010101, reutarl.taciab bacal)

@ RouterZ (1000002, router? caakocal)

Secure Access - ZTA Profile

3. Add Users and Groups

=  End User Connectivity
Create profile
E= For Zero Trust Access add the 1o which a set of users and groups can be sisered. Help CF
Home
2TA profile name Priarity Traffic Steering Limits ©
m
la l ZTAProfie ] [ 1 Durat profie i0S Sk Android 10k  macOS/Windows 100k
Experience
Insights
"
@ Users and Groups
2 Destinations Add @ sat of users and groups that wil be steered te various destinations added to this ZTA peafile
- Secure Internet Access
= @ Users B Groups O
Retowrces

e Users and Groups: | —

Name Email Type Users
e
T
Ansritor
o
Iwestigate
do Mo users
presy
+ Users and Groups
-8



ZTA profile name [Priority

ZTAPrafile 1. Current prafile

@' Secure Private Access Usors and Groups

Traffic Steering Limits ©

05 Sk Andreid 10k macOS/Windows 100k

2 Destinations Add a set of users and groups that will be steered to various destinations added to this ZTA profile

Secure Internet Access

Users 1 Groups @
o Users and Groups |
MHame Email Type Users
lay (jay@csa.local) Jay@gmall.com 2 User

Secure Access - ZTA Profile

Step - 6 Verify accessto the Private Resource

1. Verify the Network Fingerprint for ZTA TND

=]

Rows per page



@ Cisco Secure Client

asco  Oecure Client

General

Status Overview

AnyConnect VPN

Zero Trust Access

Umbrella

| Collect diagnostic information for all
installed components,

Diagnostics

Secure Access - PR Testing

Zero Trust Access

Statistics Advanced Configuration Message History

TCP Flows: 611
Allowed UDP Flows: 48
Allowed TCP Flows: 597
Blocked UDP Flows: 111
Blocked TCP Flows: 14
Authenticated UDP Flows: 0
Authenticated TCP Flows: 0
Proxy Configurations:
Secure Private Access Active
Secure Internet Access Active
Network Fingerprints:
LAN Matched

2. Verify the remote user can resolve FTD FQDN




C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [10.10.10.1] with 32 bytes of data:
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10 bytes=32 time=1ms TTL=255

o2
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1:

bytes=32 time=1ms TTL=255

Ping statistics for 10.10.10.1:

Packets: Sent = U, Received = U, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = lms, Average = lms

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 10.10.10.20

Name: ftd.csa.local
Addresses: 10.10.10.1

3. Verify FTD can reach to private resource using FQDN

4. Test the SSH connection to the Private Resource

Access the PR using FQDN



#8 PuTTY Configuration ? X

Category:
=J- Session Basic options for your PUTTY session AnyConnect VPN:
z LOQ?‘"Q Specify the destination you want to connect to On a trusted network.
= al
s Host Name (or IP address) Port
Keyboard
Bell router2 csa local| 22
Features Connection type:
e O5sH OSeid (OOther: Telnet
rppea.rance Zero Trust Access:
Behaviour Load, save or delete a stored session R
Translation Zero Trust Access is active,
Saved Sessions
+- Selection
Colours - -
= Connection Default Settings Load
Data
Praxy Save
+ S5H Umbrella:
Senal Delete Umbrella is inactive.
Telnet L | Profile is missing.
Rlogin
SUPDUP C!ose window on exit:
JAways (O Never © Only on clean exit
: — alialn
Aheu tt Heln [ Onen | Cancel a @ —

@ Cisco Secure Client k

AnyConnect VPN:
On a trusted network.

6, By @

Connect

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.

Profile is missing.

Access the PR using I P address




@ ® Cisco Secure Client b - X

Category
=] Session Basic options for your PuTTY session AnyConnect VPN:
- Loglging Specify the destination you want to connect to On 2 trusted network.
smina Host Name (or IP address) Port
Keyboard | | Connect
10.10.10.102 22
Bell
Features Connection type:
= | W
S O5SH (OSeial (OOther Telnet
HpposEnce Zero Trust Access:
Behaviour Load. save or delete a stored session —_
; Zero Trust Access is active.
Translation Saved Sessions
+- Selection
Colours
Connection Default Settings Load
Data
Proxy Save
4 SSH Umbrella:
Serial Delete Umbrella is inactive,
Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit
() Always () Never © Only on clean exit
N0 £
YR [T Plran Pl s

€ Cisco Secure Client - X

AnyConnect VPN:
On a trusted network.

'y %

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.,
Profile ks missing.

5. Verify Secure Access Activity Serach logs
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Secure Access - Activity Search

6. Verify FMC connection events

[
L SaLh
Inakghts L Beports
SewcaPart]  Desnation
= tien aton  MccessCoatroibul  Access -
(@ smmaie * e R .
Ll B4V [ p ™
— o 4y o
Potiche oA 2A7eR | wp 1o
oA 29 [ p FTD
Dbject
e S04 1ep )
- O - IT08N 1ep o
o e e o
&' Becuss Connaction
o smea3 ics o
& egratiens oA 58027 g o
o Tpedi e
o 20023 1 8e5
A Tridsestamtin
- J8x1 wp
o Adminiatration o 2270 [ wep i) [ F
oA 08 en Tin (e o1
B~ sax it
P i b
o a7 (305 FT
o w083 1en o1
oA MBI Hian) e

FMC Connection Events

Test Case4 - Local and Remote User - Local or Cloud Enforcement with TND

In this case the type of enforcement depend on the user location, if the user is Local or behind atrusted FTD
zone ( inside, DMZ etc.) then the enforcement would be Local ( Test case 3). SImilarly, if the user is remote
then the enforcement would be Cloud ( Test Case 1). User location will be decided based on Network
Fingerprint or TND setting, if the network fingerprint matches then the local of the user would be Local and
if it isnot a match then the user local would be considered as Remote .
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Universal ZTA - Test Case Topology

Step 1 - Define a Private Resour ce on Secur e Access

.I
router3.csa.local
10.10.10.103

Configure a private resource to be accessible via Zero Trust Access (ZTA) enrolled device with cloud

enforcement

1. Navigate to Resour ces > Destinations > Private Resour ces > Click on +Add

sl Saeurity Cloud Control

= Resources

Crganizat
4. Lrewmien Sources and destinations

Cisco-jalyaday ¥
Internal Metwarks
rce Groups
= s Hetwark Devices
Secure Access Registered Metwarks
Roaming Devices
o~
l=m Service Account Exception
& Experioncelnsights 5 Secwity Group Tags | | w | |

. ; SDWAN Service VPN IDs
& onnec
"

T A @@ 0 2, Jaikishan Yadav -~ 333

ks, of subnets that your organization eontrols Secess to. You must configure & private resourcs if you plan 1o allow &nd users 1o ConnEet 1o this Fesoures using Tero-Trust

Destinations

Netwark and Service Objects ¥ Privats Resource Gmup

il secure
Inernet and Saas Resources

a  Monitor » i
Privats Resaurce o

& Admin >
Settings
AR Servers

- Caunritae DNS Servers

Secure Access - Private Resource Configuration

| Last 24 Hours
Connection Methad Connector Groups Accessed by Rules Total Requests.
Chent-based ZTA - L] 2 4]
Chent-based ZTA 1 o 2 o
Clan-based ZTA = o 2 o



2. For Private Resour ce Name, enter a meaningful name for the resource. For Description, we recommend
that you provide information such as the purpose of the resource or the name of the resource owner.

+ Private Resources
Add a Private Resource

Private Rescurces are applications, networks, or subnets that your organization contrels aceess to. You must cenfigure private resources in erder to choose them as destinations when creating access rules. Halp 7

General

Private Resource Name

i Router3 J

Description [optional)

Router 3 for uZTNA Testing

Secure Access - Private Resource Configuration

3. Enter the FQDN of the private resource you want to access . We can also define the I P address of the
private resource . For more information see Add a Private Resource

4. Select the DNS server to resolve the domain

Private resource address

Define how the private resource will eennect to applications through Secure Access.

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPvE, CIDR) @ Protocel Part [ Ranges
l router3.csalocal | | any TCP w | [ 22 + Protocol & Port
Remove
Internally reachable address (FQDN, Wildcard FQDN, IPvd, IPvE, CIDR) @ Protocol Port [ Ranges
192.188.1.103 Any TCP v 29 J + Protocol & Port
J L J
Remove
Internally reachable address (FQDN, Wildcard FQDN, IPvd, IPvE, CIDR) @ Protocel Port [ Ranges
[ 101010103 Any TCP v | [ 22 + Protocol & Port

Remove + IP Address/FQDN

Use internal DNS server to resolve the domain LabDNS (Y92.168.1.20, 10.10.10.20

Secure Access - Private Resource Configuration

5. Select Endpoint Connection Methods

6. Select FTD as Local enforcement points


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

Endpoint Connection Methods

Specify the ways wser endpoints can reach this resource. Later, access rules will determine which users and devices can access the resource.

Branch Connections

Allow users and devices on the network, Such as printers or kKiosks, to connect Lo this resource il allowed by Sccess rules.

Zoro-1rust connections

Allgw endpaints 16 cannect to this resouce from oulside your network withoul requiring a VPN connection, Help

@) client-based connection
Allow connections from endpeints that have the Secure Client installed. Enable this option for maximum cenirel over endpoint security requirements (posture).

Enforcement paints

Cloug-only
Enforcement point for Remote User
Clowd or Local {Universal Zere Trust Remote user Secure Access Cloud Private Resource
Access)
wia Internet
Local enfareament polnts m -
HFMQ_F...X Search by FTD n, ]
| FMC_FTD (ftd.csalocal] ' .
WIT e TETTOTCET aT T SETCTeT TTEWaTS. Enforcement point for Local user

User in a trusted Local Firewall Frivate Resource
network

Loeal-only @

[
via local network
jo2] =

(o) (2

Secure Access - Private Resource Configuration

Sdect RC if the Private Resource is accessible over RC |, otherwise leave it blank if the Private Resourceis
accessible over Network Tunnel Group (IPsec Tunnel).

Resource Connector Groups

Secure Access can forward Zero Trust Access Uraffic to this privale resource using resource conneclars, @
Faor more information, see Help (7

Resgource Connector Groups (optional) @
RC-EEXI X o.g. My Server Graup w

Choose a connector group in the same data center, branch
office, or securily zane s the resource, ©

Secure Access - Private Resource Configuration

Note: Depending on the type of enrollment you select , this change will automatically associate the
PR to the FTD and will trigger a policy deployment

7. Click Save
Step 2 - Create Private Access Rule

Configure a private access on Secure Access to be access by Universal ZTA enrolled users . For more




information see Private Access Rule

1. Navigate to Secure > Access Policy

Jaikishan Yadav -

= Secure = Rule Defaults and Global Settings

4> Organization

Poli
Cisco-jaiyada ¥ i
Accoss Policy s

Platform menu

Data Loss Prevention Policy

Secure Access tent t - tE Add Rule ~

Profiles

Endpoint Pasture Profiles

Security Profiles

& Home

@ Experience Insighis S

Access Action Sources Destinations Security Hits Status
& Connect App Risk Profies
= Resources > low Frivate @ Ailow Aty AD Users AD-Serear @ 92 [-]
m——
Threat Categories -
S s Privat & Anow Aty AD Users ESXI & - -]

o Moniter ) Notification Pages

o Admin > Do Mot Decrypt Lists 5-Allow Private @ anow Ay AD Users. [Ere— o . o

Cartificates

Secure Access - Access Policy Configuration

2. Click Add Rule, and then choose Private Access.
At the top of the ruleis asummary that describes the configured components of your rule.

Access Policy [ Ruto Betauits and 6lobal Settings |

access rules apply to ratfic 1o public
arganization ma
Your intemal net

g applications and o
ek Secure Access applies the first rube in the 31 that matehes traffic. Help

rESOUICes on

Private Accoss
7 Rules Control and secure access 1o resources and
applications that cannot be accessed by the
genaral public,
[_, L 30 Rule narme: Access Action Sources Destinations Security
y - Internat Access
-RDR- o =
O 1 AD-RDP-Allow Private & Anew Lo Ll : Control and secure access 1o public
) ~ - | destinations from within your network and
J 2 Router1-SSH Private @ amow Any AD Users Bowter-1 L5 from managed devices
(W] 3 RouterZ-55H-Allow Private @ aneow Arvy AD Users Router? il
O 4 Cursor Intornat ® Aiow oy ay@esa Cursor-tast 587 ®
O 5 AlBlock Insermat @ Bwock fay ay@ess—. Gonarative A... i 5 -]
O 6 Internet-Allow Internat 2 Amew Any Arry @ 1536k [-]
] 7 RAVPH-Allow Internat @ Anow Any AD Users Amy PDas 781 (-]
Rows perpage | 100 ~ | 17017 1
L ) L

Secure Access - Access Policy Configuration

3. Add aRule Name


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

Add Router3-SSH-Allow

Create a rule to contral and secure access 1o specified private applications and cther
destinations on your netwerk. For an end d guide to completing isites and
configuring a rule, see Help (3

@D Rule is enabled Legging is enabled Edit

# Summary

Sources Destinations

Any Allow N eI Any private destination
Fule name @ Rule order
[ Routors-ssi-asom NE ]

° Specify Access
Spacify which users and andpaints can acoess which resources. Help CF
Actlon

@) Allow () Block

Alaw specified braMic if security requinements are mel. Block specified tralfic.

Secure Access - Access Poalicy Configuration

4. Select the rule action and select source and destination

Rute name (& Rule order
[ Router3-S5H-Alaw ] (e -]

@ specify Access
Spacify which uters 5nd endpoints can soceid which revources. Help O3
Action

@ Allow @ Block

Alcow specified tralfic § secuity requirersents are met. Block specified trathc.

From To
Specily ona of mere towcns Spepaify anha of mare destinations
AD Users »Any AD Users @ Private Resources «Roulerd (O]

AND

Secure Access - Access Policy Configuration

5. Configure Endpoint Requirements



Endpaint Requiremants

For zero-1rust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help C

] Zaro-Trust Cllent-based Posture Prafile  pue Defautts
Requirements for end-user devices on which the Cisce Secure Clant Is installed.
“  Profde: Nene | Requirements: None

Private Resowees: Routerd

Fit Beaneh connetions:
[2ly Endpoint device posture is nat evaluated for endpoints connecting to these resources from a branch netwark.

User Authentication Requirements

(D Zaro Trust Access:; User Authentication Interval  Rule Defaults

Frequency with which end users varify their identity, in erder to connect to any private resounce using client-based zero trust access,
When disabled, users are not prompled to re-authenticate to the netwark. Help I3

(D visabled

@ Configure Security

Conligune SECUTY NGSremEntS R4 MUS! be ma batons tratlie i slowed. Help O

Cancel

Secure Access - Access Policy Configuration

6. Configure Security

(©) Specify Access

Specily whith usérs and endpoints can 8coess which resources. Help

o Configure Security

Gonfigure sacurity requirements that must be met before traffic is aslowed. Help

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention system. Help 3

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled

Cancel

Secure Access - Access Policy Configuration

7. Click on Save

(I Dpisabled

Save



Access Policy [ Rule Defaults and Glabal Settings

Internet access rules apply tc
organization manages. Private s

ur network or that your
ione and other resources on
fic. Halp 2

[ Yo] Rusle name Access Action Sources Destinations Security Hits Status
1 Router3-SSH-Allow Privats = Mlow Any AD Usars Routard oL - o e |
O 2 AD-RDP-Albow Private @ Alow Ay AD Users AD-Sarver o
O 3 Router]-SSH Private © Allow Any AD Usars Routor-1 ®
4 Router2-SSH-Allow Privata = Allow Any AD Usors Routor? ol 0 a
5 Cursor Eteersel = Allow iy Uap@ess... Curscr-tast (=l Ta 587 -]
[ Al Block Iiteerset @ Block iy Gay@esa... Generative A.., 5 -]
L ? Intarnet-Allow Intermet @ Aiow Any any Lila 1548 e
O 8 RAVPH-Allow Bternet ) Aliow Any AD Usars Any B0 761 e
Fiows per page 100 ~ 8ol E]

Secure Access - Access Policy Configuration

Step 3 - Verify the association of PR on the FTD

1. Navigate to connect > Network Connections > FTDs

aikishan Yadav -

Connect bt

&> Organization e . affic to reach private resources on your network, For information about these options, see Help
ssentials

Cisco-jaiyaday 3
B ploem

Platform manu Usars, Groups, and Endpaint

Secure Access Devices

End Usar Connectivity

DN F rd ® L
rwarder
% Home i Warning fi Conmected &
& Experience Insights
Resources » sework for establishing tunmel redendancy and high
& within a network tenned group to securely contro
Il secure » resources. Help 0

A Monitor >

w 2 Tunnel Groups m

Secure Access - PR Verification

2. Click onthe FTD > View resources associated to thisFTD



=a. Local

Network Connections

FMC_FTD

2 Halp

Firewall Details
Connector Groups Netwark Tunnel Groups FTDs Dovics FQDH
Alite Saplaymant
1 5yr e e UZTA Configuration status
@ syncing
FTDs configured for Universal Zero Trust Access

Assigned Trusted Network

B Configuration changes are being processed

Trusted network Hetworks

LAN 1045 Domains 1 DNS Servers

Edit assignment | + Trusted network [T

FTD Momo Version FMC UZTA Configuration status Assoelat
Associated Resources
FMC_FTD vinoo FMC @ Syncing 3
Device FODN.
Trusted network:

RESOURCES ASSOCIATED BY STATUS

Status

© Synced

Wiew resources associated to this FTD

Assaciate Resources ]



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255

Ping statistics for 192.168.1.12:

Packets: Sent = U, Received = U, Lost = ® (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1lms, Average = Bms

C:\Users\jay>

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 192.168.1.20

Name : ftd.csa.local
Addresses: 192.168.1.12




Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network
LAN

(Q Search by resource name | | Configuration status v | 3 Resources Associate Resources
Resource name Status
Router-1 @® Synced
Router2 @® Synced
Router3 @® Synced

Secure Access - PR Verification

3. Click close

4. Verify the status, Associated Resource and Configuration should be in Synced state



Network Connections

s00 Help

Connector Groups  Metwork Tunnel Groups  FTDs

1 synced -]

FTDs configured for Universal Zero Trust Access

FTD Name Varslon FMc UZTA Configuration status.

Assoclat

FMC_FTD V10,00 FMC | @ Syneed |
Device FQDN: !

Trusied naiwark

5. Verify the configuration has been pushed to FTD

Loginto FTD cli and navigate to LINA mode

# show running-config object application

3

FMC_FTD

Firewall Datails

Davico FODN

Auto deployment

UZTA Configuration status

© Symewd  Luit synce

Assigned Trusted Network

Trusted network Networks

LAN 1 DMS Domain
[ Edit assignment | 4 Trusted network ¢

Associated Resources

RESOURCES ASSOCIATED BY STATUS

Status

8 Synced 3

Visw rescurces asseciated to this FTD

Associate Resources

1 ONS Serners



Step - 4 Configure or verify " Manage Trusted Networksor ZTA Settings'

Navigate to Connect > End User Connectivity > Zero Trust Access > ZTA Settings and configure
Trusted Networks

Edit Trusted Networks

 Help €
ated Hataror Hame
n
= et
= (B Phieat s
wa -
[
s e 1esled dk O 0 et
Croason ous Domain
- m—— [ —
[— DS Barvens
o O Barven 10102 Bamzas Crtarce

Step - 5 Add Private Resourcetothe ZTA Profile

1. Navigate to Connect > End User Connectivity > Zero Trust Access and click 3 dotsto edit ZTA

profile

[ & Clsco Securs Client ] [ Manage servers

End User Connectivity
= zation's traffic is steered from
Zero Trust Access  Virtual Private Network  Internet Security
Enroliment methods
st Acc ndpeint ™
¢ Help O
g 550 Authentication  Cortificates
Zero Trust Access Profiles & Manage Trusted Hetworks ] + ZTh Profiie
Manage Zero Trust Access (ZTA) profiles, which allow you 10 add users and groups 1o unique traffic steering configur for e sed ZTA connections. Help &
" Name Secure Private Access Socure Internet Access Users & Groups Last Used
5 Gasiatior Use ZTA far all gostinatians —
" 2 it 0 Except e 5 203
1 ZTAProfile Tiisind Hetworka Dabied 0 Exceptions g Jan 25, 2026

2. Add the Private Resource

Trusted Metworks Disabled



& End User Connectivity

Create profile
® For cl Zero Trust A add i which a 561 of users and groups can be steared, Help 8
Hame
ZTA profile name Priority Traffic Steering Limits ©
‘e [ zmasrotie J [ cument pame - 08 Sk Androld 10k macOSWindows 100k
Experience
Ingights
i
- Secure Private Access
° Securo Private Access
O Destinations Add the private destinations and private resources ta which a set of users and groups can be stearnd. Help I
= 2 Secure Internel Access Traffic Steering  Options
Resmroes

3 Usars and Groups

v o

Seture
Private Rescurce
= Destinations & Private Resources Destinations  Modified
] Addd private are
[riatis © zpc.sseciscotest 1 Feb 22, 2023 for chent-based Zem Trust Access,
=. Add Destination
Q Acid that are not configs
L a5 [private resources that uses traffic can
access during Zero Trust Access,
do
Agiminy
g

Secure Access - ZTA Profile

Add private resources
Select privale resouwrces that are configured for client-based Zero Trust Access. You can add up to 100 private resources at a time.

Private Resource
AD-Servar 3 DNS-Mgmt = Router2 =

O LAB-InsideNetwork {1010.10.0/24, taclab.com)
O InternaiDHS (10.10.10.20, 182.1681,20)
AD-Server (10.00.10.20, ad.csa.local)

LAB Management (1921661.0/24]

Router2 (101010102, router2.csa.local)

Router-1 (101010101, routerl.csa local)

a
(]
@ DNS-Mgmt (192.1681.20/32)
a
-]
-]

Router3 (101010103, 1921681103, router3.csa.local)

Secure Access - ZTA Profile

3. Add Users and Groups



# End User Conneciivity

Create profile

For client-based Zero Trust Access connections, add the destinations to which a set of users and groups can be steered. Help

Home
ZTA profile name Priority Traffie Steering Limits ©

ZThPraie J [ 1. Curremt prodile - i0S Sk Android 10k  macOS/Windows 100k

Experience
Inaights

& Users and Groups

. Secure Private Access
I Destinatiens Add a et of users and groups that will be steered to various destinations added to this ZTA profile

Becure Internet Access
<= @ Users 0  Groups 0

© viers ana croums |

Secure
Name Email Type

Secure Access - ZTA Profile

ZTA profile name [Priarity Traffic Steering Limits ©

[ zramratite ] [1- Current proflie - {08 Sk Android 10k macOS/Windows 100k

Users and Groups
Add a set of users and groups that will be steered 1o various destinations added to this ZTA profile

)

@ Secure Private Access
2 Destinations

@ Secure Internet Access
Users 1 Groups @

e' Users and Groups |

[ Q Search
Marme Email Typa Usars
Jay lleyi@csa.local) Jay@gmail.com 8 User =]

Rews per page

Secure Access - ZTA Profile

Step - 6 Verify accessto the Private Resource

When the user isLocal



1. Verify the Network Fingerprint for ZTA TND, it should match if the user is Local and Secure Private
Access should be Active

@ Cisco Secure Client —

NIIr .
asco  Oecure Client

General Zero Trust Access
Statistics Advanced Configuration Message History

Status Overview

AnyConnect VPN TCP Flows: 611
Allowed UDP Flows: 48
Zero Trust Access Allowed TCP Flows: 597
Blocked UDP Flows: 111
Umbrella Blocked TCP Flows: 14
Authenticated UDP Flows: 0
Authenticated TCP Flows: 0
Proxy Configurations: A
Secure Private Access Active
Secure Internet Access Active
Network Fingerprints: ~
LAN Matched
l Collect diagnostic information for al
installed components,
Diagnostics

Secure Access - PR Testing

2. Verify the remote user can resolve FTD FQDN



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [10.10.10.1] with 32 bytes of data:
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10 bytes=32 time=1ms TTL=255

o2
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1:

bytes=32 time=1ms TTL=255

Ping statistics for 10.10.10.1:

Packets: Sent = U, Received = U, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = lms, Average = lms

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 10.10.10.20

Name: ftd.csa.local
Addresses: 10.10.10.1

3. Verify FTD can reach to private resource using FQDN

4. Test the SSH connection to the Private Resource

Access the PR using FQDN



@ PuTTY Configuration ?
Category:
Session Basic options for your PuTTY session AnyConnect VPN:
. L.oglglng Specify the destination you want to connect to On a trusted network.
=- Terminal
Host Name (or IP address) Port
Keyboard Connect
Bel router3 csa Jocall 22
Features Connection type:
Voindow O5SH  (OSeidl (Other Telnet
Appearance
Zero Trust Access:
Behaviour Load, save or delete a stored session Zero Trust A "
‘ero Trust Access is active.
Transjémn Saved Sessions
+- Selection
Colours
=- Connection Default Settings Load
Data
Proxy Save
+-55H Del Umbrella:
Senial S Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit:
) Aways () Never © Only on clean exit
Ahendt Heln Onen . Cancel

@2 @ Cisco Secure Client - X

AnyConnect VPN:

On a trusted network.

Connect

Zero Trust Access:
Zero Trust Access is active.,

Umbrella:
Umbrella is inactive.

Profile is missing.

Access the PR using I P address



#R PuTTY Configuration

Category:
Session
Logging
=1 Terminal
Keyboard
Bell
Features
Window
Appearance
Behaviour
Translation
- Selection
Colours
Connection
Data
Prouxy
+- SSH
Senal
Telnet
Rlogin
SUPDUP

Alb-.a Ll

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
10.10.10.103 2
Connection type:

©O5SH (O Serial (O Other Telnet

Load, save or delete a stored session b

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:
() Always _) Never © Only on clean exit

[ . Fmmm

5. Verify Secure Access Activity Serach logs

AnyConnect VPN:
On a trusted network.

Zero Trust Access:

Zero Trust Access is active.

Connect

Umbrella:
Umbrella is inactive.
Profile is missing.

@ Cisco Secure Client

AnyConnect VPN

On a trusted network.

i O
cisco

Zero Trust Access:

Zero Trust Access is active.

Umbrella:
Umbrella is inactive.

Profile is missing.




Activity Search

Advanced =

DOMAN  roulnr3.csaloce X

by damain, ide CLEAR

AToial () Viewig sciiity iam Feb 22, 2006 Bo81 A w Feb 23, 028 241 AM
Raquest Ruteantity @ Destinatin®  Destination Port  Astion
- EETETTR L jaylay@osaiocal] L jay(ay@esalecal)  rowterd.osalocal 2
L jwyOsy@csalocs) L fay Jay@esakical)  routardceslocal
Idantity Type Select A1 ZTA CLENT-BASED L juy Gay@e esl] Ly (ey@esaiscal)  reansrd.caslocsl 72 Adrwed
L AD Users ETETTE L ylay@esaiocal] L jay(ay@esalecal)  mwterd.cealocal Eed Asowed
s AD Groups
AD Devices
D SAML Users
Activity Search
[ ruress RS o ana
RESPONSE  Alownd X
B /Tl O oem Fais 22, 2005 A1 AM 10 Fob 23, 2025 641 AM Page: 1 =
Response Select AN Fequest Houres Rk el
Aowed § Asvanced
B 2 oy ogesasocsd ey
Biociknd L
2 iy targcsnsocan & for Gargesaiocs
Ientity Typs Setet A L jay Gay@esatoral) L Jay Usy@esalocal)
AL AD Usees AL jay Gay@osatocal) 4 jay (aygesalocal)
@ AD Groups
AD Davicos L ey Gay@esaloes) i
B SAML Usors P a— i
L joy Gay@canlocsl) i
Enforced By Select &
PRpe— 1
Secure Access Cloud
10 L oy ayocsasoan 1
Urmiorella Cloud
ZTA CLENT-BASED L oy Gaycsatocsl) L
& joy GarGosatocat i
L oy tayesatocst L
P —— i
L joy Usyeratocal 1
L jay Gay@esalocal) L juy ap@esalocal)
L jay Gay@esalocal) Ly (awiesalocal)
4 juy Gay@esatocal) L juy (up@esaliocal)
AL jay Gay@esatocal) L juy Gay@esaiocan)

Secure Access - Activity Search

6. Verify FMC connection events

Saved Searches ~

ResouwcsiApplcation

ccens Profis

Fouterd ITAProfile

ITAPrafile
R ITAPrulile
Fouterd ZTAProlile

Saved Searches ~

Fosults por page: 50 = 1

Destration

routerd.ceabocal
rowterd.csalocal
rowterd.cealooal

rowterd.csalocal

01010102 0000
LUELELELE] LLELELETS
nInI01e2 01001

LUELELELE] LLELELELS
LURLRIREH 0A0I0I0E:
mouter2cealocal 10109010
routerzcsalocal 100090102

routerd.cealocal

mouteri.ceatacal

routard.cealocal

routerZ.osalocal  DIOIDI0EE
LURLELRL ] 00002
LUELELELE] 010002
router2csalocsl  1DI0IDI0E

Deestination i

i

- 2ol 26

33

2

2

"
]

32 2

]

Schadsle

= W LasT 2amouRs ~
Export C5V

[ Customize Columns

ZTA Cliant-based »

Restore to default 1

Riesults per page:

Pl Hama

FRiowterd- S5H-Allow
Rowtord:$5H-Aow L

Fosustisrd- SEH- Al

Foawtord- $5H-ABow

Schedule

W LasT 24 HOLRS
Export 5V

B Customize Columns ZTA Chent=based -

Restors to default layout ~

Event Details

neection Mathod

ZTA Clgnt-pased

Felo 23, 2026 6:40 AM

Access details

o
L jay (ay@esalocal)
ITHA Cilont

Fuber N

.

Rowterd-55H-Allow

FT0% FMC_FTD

Des
routerd.csa.local

Events  Troubleshooting
- i Destination IP 105313103 +
. ua L] v 4 gvents
£ msights & Repors :
SourcePort  Destination .

-

S Eventadloga * Time Action Reason Source IP Destination P froimy Pact J Kk Wb Application Access Conired Rule i

» 2026-02-3 0140054 0 Allew Tore Trust Flow 160.2541194 109010403 ATETT [rep 22 faak) [ 1ep

= 3 2026-02-23 014007 0 Asow Tero Trust Flow 160.2541190 109010403 T2081 1 22 60k 1ep

1) Policies r » 2026-02-23 0140241 8 Akw Zere Trust Flow 168.2541188 101010103 57951/ tcp 22 {s3h) [ tep

. »  2026-02-23 014033 % Conmwection B Amow Zeno Trust Flow 168.2541.198 108010103 SR873 | 1op 22 issh) [ tep

i Cojects

FMC Connection Events



When the user is Remote
1. Verfiy the Network Fingerprint for ZTA TND, it should unmatch if the user is remote

@ Cisco Secure Client

' l ' ] ' .
aela’ Secure Client

General Zero Trust Access

. Statisics Advanced Configuration Message History
Status Overview

AnyConnect VPN TCP Flows:

Allowed UDP Flows:
Zero Trust Access Allowed TCP Flows:
Blocked UDP Flows:
Blocked TCP Flows:
Authenticated UDP Flows:
Authenticated TCP Flows:

Umbrella

Proxy Configurations:
Secure Private Access Active
Secure Internet Access Active
Network Fingerprints:
LAN Unmatched

Collect diagnostic information for all
installed components.

Diagnostics

Secure Access - PR Testing

2. Verify the remote user can resolve FTD FQDN



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255

Ping statistics for 192.168.1.12:
Packets: Sent = U, Received = U, Lost = ® (0% loss),
Approximate round trip times in milli-seconds:

Minimum =

C:\Users\jay>

Bms, Maximum =

C:\Users\jay>nslookup ftd.csa.local

Server:
Address:

Name :
Addresses:

AD.csa.local
192.168.1.20

ftd.csa.local
192.168.1.12

3. Test the SSH connection to the Private Resource

Access the PR using FQDN

@ PuTTY Configuration

lms, Average

Bms

Category:
Session Basic options for your PuTTY session AnyConnect VPN:
. L.oglglng Specify the destination you want to connect to On a trusted network.
=- Terminal
| P
Keyboard Host Name (or IP address) ort
Bel router3.csa locall 22
Features Connection type:
WAL A - -~
Window O5SH  (OSeidl (OOther Telnet
Appearance z Trust A
ero Trust Access:
Behaviour Load, save or delete a stored session Zero Trust A "
‘ero Trust Access is active.
Transj?t'on Saved Sessions
+- Selection
Colours
=- Connection Default Settings Load
Data
Proxy Save
+-SSH Del Umbrella:
Serial S Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit:
() Aways () Never © Only on clean exit
Aheudt Heln Onen Cancel




Accessthe PR using | P address

="

Category:
= Session Basic options for your PuTTY session
T I_IDgllging Specify the destination you want to connect to
—J- Termina )
Keyboard Host Name (or IP address) F"\onrt
Bell 152.168.1.103 22
Features Connection type:
- Window O5SH  (OSeial ()Other: Telnet
Appearance
Behaviour Load, save or delete a stored session
Translgtlon Saved Sessions
+- Selection
Colours
=] Connection Default Settings Load
Data
Proxy Save
S5H
T . Delete
Serial
Telnet
Rlogin
SUPDUP C_Iose window on exit:
() Mways () Never © Only on clean exit

® Cisco Secure Client — b4

AnyConnect VPN

On a trusted network.

Connect

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.
Profile is missing.

€9 Cisco Secure Client - b4

1> M0

AnyConnect VPN:
On a trusted network.

| | Connect

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.

Profile is missing.

ailssal
cisco



#P 1921681103 - PuTTY - O X

AnyConnect VPN:

On a trusted WO

Zero Trust Access:
Zero Trust ACcess is active.

Umbrella:
Umnbrella i inactive.
Frofil is missing.

5. Verify Secure Access Activity Serach logs

Activity Search a

RESPOMSE  ASowes

Mdentity Type

Il

TTA CLENT BASED

|

T CLENT -BASED

|

T CLENT BASED

|

Activity Search Bl

BEARORE Alowed

Event Detalls X

Access detals

10100102




Troubleshoot

Useful Commands:

> show allocate-core profile

> show asp inspect-dp snort

> sh running-config universal-zero-trust
> show interfaceip brief

> debug universal-zero-trust zproxy 7
I'and then go to expert mode

#tail -f Ingfw/var/log/messages

# show conn all

# show nat detail

# show asp table socket



