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This document describes how to deploy a step by step Resource Connector in Azure.
Prerequisites

Gather required information and understand the

 Obtain the connector image.
- Y ou can download the image once and use it for any number of connectorsin any connector
group.
. If you use a previously downloaded image, ensure that the image is the latest version.
- For details, see Obtain the Connector Image.
» Copy the provisioning key for the specific connector group for which you deploy connectors.
See Provisioning Keys for Resource Connectors.

Requirements

Cisco recommends that you have knowledge of these topics:

Cisco Secure Access dashboard administrator access
Azure portal access

Cisco Secure Client
Windows machine with ZTA enrolled

Components Used


https://docs.sse.cisco.com/sse-user-guide/docs/obtain-connector-image
https://docs.sse.cisco.com/sse-user-guide/docs/provisioning-keys-for-resource-connectors

The information in this document is based on the test performed in a lab environment using the next
components:

 ZTNA Client

» Secure Access
e Azure

* Private Resource

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure

Configurationsin Secure Access

Login to Secur e Access Dashboard and navigate to Connect > Network Connections > Connector Groups
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* Specify the Connector Group Name and the Region
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Secure Access - Connector Groups configuration
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» Choose Microsoft Azure and use the scaling Calculator to determinate the resources needed
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Add a Connector Group

Resourca connecions ar depkyed in groups for redundancy and scalabiity. Add @
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For planeing purposes, etimate the maximum volume of traffic that conmecion in this
group must handle:
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Secure Access - Resource Connector Configuration review

 Leverage the DNs servers option to resolve specific domains through dedicated DNS servers. Thisis

Click save

considered a best practice for organizations with multiple internal domains.
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DMS server configured during connector deployment

(] Domains DNS Servers
Seture
a Domains and DNS Servers Manage DNS Servers O
Manibor
Q
o
Ade
Weericlizm
[ Cancel

Secure Access - Resource Connector Configuration

At this stage, ensure that you copy the provisioning Key. Y ou need it later in Azure during the Resource
Connector deployment to enable registration with your Secure Access Tenant.

Secure Access

Network Connections

Manage the connections that allow user traffic to reach private resources on your network. For information about these options, see Help 7

~~
Connector Groups MNetwork Tunnel Groups FTDs
FHome >
1l 2% MNextsteps
Exparence
sights Resource connectors deploved in a connector group will connect user traffic to all private
rasources assignad to the one or more CoNNBCtor groups is config
- the following steps to deploy connecters in the connecter groups and assign private
b resources 10 groups. Haip o
Connnct
- o Deploy your Connectors
=
Resources
Create connectors using the image provided by Cisco.
. [ =1 Connector Image for Microsoft Azure [ ]
Secure
« Each connector in a group must be able 1o connect to all of the resources assigned to the
A group.
+ All connectors in a group must use the same deployment environment, for example AWS or
R VMware.
= Deploy at least two connectons in each connector group for redundancy during connEctor
Q upgrades.

+ An image can be used for any connector group that uses the same enviranment.
» When you create each connector, you will associate it with a connector group using the
connector group's provisioning key from the table below.

e Connector Group Environment Provisioning Key
Asmin
Azura-RC Microzoft Azure srmmmssree Copy | - Regenerate Key expires on Fab 3, 2026 12:00 AM UTC
Workfiows
: 2 Confirm Connectors

3 Assign Private Resources to Connector Group

Secure Access - Resource Connector Configuration

Configurationsin Azure

Navigate to Azure portal and then navigate to the Microsoft Azure Marketplace and search for Cisco Secure

Access Resour ce Connector image:


https://portal.azure.com/

e e =

Home
Marketplace
Gat Started

0 Cisco Sequre Access Resource Connector X Publisher name : All >0 Product Type : All Publisher Type : All Operating System : Al 3 Pricing : All <
Service Providers

Azure benefit eligibl o} Az

Search with Al (] Azure benefit eligible only © [_] Azure services only
Management 4. New! Get Al-generated suggestions for 'cisco secure access resource connector’ |m x

Private Marketplace
Shawing 1 to 1 of 1 results for 'Cisco Secure Access Resource Connector’. Clear search
Private Offer Maragement

B
My Marketplace alusln
Ciseo Secure Access
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My sohutions. Cisco Systems, Inc.
Racently craated Wirbual Machine
Chseo Saure Acoess resourTe
Private plans. connectons securely forward
autharized remote user traffic to
; FESOUICES ON YOUT NEtwark uling
Categories Software plan starts 3t less than
$0.001/3 years
Infrastrisctune Services (1)
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Security (1) It
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Secure Access - Resour ce Connector Creation on Azure

» Choose the appropriate subscription and and Pian then click on Create

soft Azure 0 Search redources, services, and docs (G+/) I T Copilot -
Home * Marketplace

Cisco Secure Access Resource Connector #

Cisco Systems, inc.

= ™

A, Cisco Secure Access Resource Connector o add o avorites

CIsCD
Cigeo Systerns, Inc. | Virtwal Machane

B Azure benafit eligible

Subscription Plan
i . e Cisco Secure Acoess Resource Conne... | Start with a pre-set configuration ]

‘Want 1o deploy programmatically? Get started

Overview  Plans + Pricing Usage Informaticn + Support Ratings + Reviews

Cisco Secure Acoess protects your internal/private resources, user devices, and corporate reputation from malicicus and unwelcome activity, safeguarding both inbound and
mternet-bound traffic using a fuite of access and security controls.

Zero Trust Network Access to private/internal resources

To protect your private internal resources, Secure Acoess offers secure, granular Zero Trust Network Access to those resources.

Ry [ forward traffi ly to private internal resources

Resource connectors ane virtual machines deployed in your Azure environment that ferward remote user traffic to your applications without requiring epen inbound ports in
your firewsll, Resouree connectars simplify setting up Zero Trust Aceess without any need for complex netwark configurations.

More information
For more infarmation about Cisco Secure Access, see hitpsy/fwww.ciscos i products/security -access/indexhiml,
For more information about Secure Access options for connecting user traffic to private resources, see hittpss//cisco. fgo/ - 300R5ES ik ction-methods-

documentation

To deplay this resource connectar image, see https:/iwww.cisco.o Ire-3CORSS-TRS0UIC s

More products from Cisco Systems, Inc. See All

Secure Access - Resour ce Connector Creation on Azure

* Review the configuration for Disks, Networking and SSH public key



T

Home * Marketplace * Cisco Secure Access Resource Connector

Create avirtual machine ~ T  Help me create a v optimized for high availabilty  Help me cheose the right VM size for my warkload | Help me create  low cost Vi

Basies  Disks  Metworking  Management  Monitoring  Advanced  Tags  Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters of review each tab
for full custorization. Learn more o

Project details

Select the subscription to manage deployed resources and costs. Use resource groups |ike folders to organize and manage all
FOUT FeSOUTCes.

Subseription * (0 x-tac-5ipt-20-azure (Sxsecunty) e
Resource group* (0 (Mew) Jai-Azure-RG b
Create new

Instance details

Virtual machine name * @ l Azure-RC ../J

Region * (0 [ s west us v
Deploy te an Azure Extended Zone

Availability options No infrastructure redundancy reguired o

Security type (0 Trusted launch virtual machines ~

Configure security features

Image * & Cisco Secure Access Resource Connector - x84 Gen2 L
See all images | C

WM architecture (0 Armibd
(®) x4

O Aumsd is not supported with the selected image.

Run with Azure Spot discount (0 |:|
Size* (O Standard_Fds_v2 - 4 vepus, 8 GiB memary (§119.14) o
See all sizes

Enable Hibernation (0

0 Hibe

i Trusted launch and Confidential virtual




£ Search resources, services, and docs (G+/) I T Copilot -

Home > Cisco Secure Access Resource Connector »

create a \\‘"’tual machine - 'J Help me create a low cost VM Help ma create a WM optimized for high availability Help ma choose the right VM size for my workload
Run with Azure Spot discount (0 LJ
Size * (0 Standard_F4s_v2 - 4 vcpus, & Gik memaory ($119.14) ~
See all sizes

Enable Hibernation ()
“ Hibernate does not currently support Trusted launch and Confidential virtual
rmachines for Linux images. Learn more ©F

Administrator account

SSH public key
O password

Authentication type (0

o Azure now automatically generates an 55H key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way to connect te your

virtual rmachine.
Usernamne * (0 azureuser
S5H public key source Generate new key pair S
$5H Key Type (®) RSA SSH Farmat

(O £d25519 SSH Farmat
0 Ed25519 provides a fioed security level of no more than 128 bits for 256-bit key,

while RSA could offer better security with keys longer than 3072 bits,
Key pair name * Azure-RC_key ~

Inbound port rules

Select which virtual machine network ports are accessible from the public intemet. You can specify more limited or granular
network access on the Networking tab.,

Public inbound ports * (0

Select inbound ports

O A traffic from the internet will be blocked by default. You will be able to
«change inbound pert rules in the WM > Networking page.

Caution: Do not lose the private SSH key; otherwise, you cannot access the RC CLI and must re-
deploy it for troubleshooting.



Microsoft Azure O Search resources, services, and docs (G+./)

I v -

Home * Marketplace * Cisco Secure Access Resource Connector

Create a virtual machine - b  Helpme choose the right VM size for my workisad | Help me create a VM optimized for high availability

Basics  Disks  Metworking  Management  Monitoring  Advanced  Tags  Review + create

Azure VMs have ane operating system disk and a temparary disk for short-term storage. You can attach additional data disks,
The size of the VM determines the type of storage you can wse and the number of data disks allowed. Learn mere o

@ There is a charge for the underlying storage resaurces consumed by your virtual machine. Leam mane

VM disk encryption

Azure disk storage encryption automatically encrypts your data stored on Azure managed disks (05 and data disks) at rest by
default when persisting it to the cloud.

Encrypticn at host &

@ Encryption at host is not registered for the selected subscription. Leam mare ©

05 disk

5 disk size Image default (52 GiB) ~
5 disk type = Premium 550 (locally-redundant storage) W
Delete with VM n

Key management (O Platform-managed key '
Enable Ultra Disk compatibility & D

Data disks for Azure-RC

You can add and configure additional data disks for your virtual machine or attach existing disks, This WM also comes with a
temparary disk

LUN Mame Size (GiB)

Host eaching  Delete with v (0

Create and attach a new disk Attach an existing disk

~ Advanced

Help me create a low cost VA



Microsoft Azure

O Search resources, services, and docs (G+/)

Home * Marketplace * Cisco Secure Access Resource Connector

Create a virtual machine

Basics  Disks  MNetworking Management  Monitoring  Advanced  Tags  Review + create

Define network connectivity for your virteal machine by configuring network interface card (MIC) settings. You can control ports,
mbound and outbound connectivity with securty group rules, or place behind an existing load balanging solution,
Learn more

Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual network (0 (Mew) wnet-westus (Jai-Azure-RG) i

Edit virtual network

Subnet = (0 (Mew) snet-westus-1 A
Edit subnet 1722800 - 172.28.0.255 (256 addresses)

Publicip O {new) Azure-RC-ip f
Create new

0 Public IP addresses have a nominal charge. Estimate price ©7
) none

(®) Basic

O Advanced

NIC network security group ()

Public inbound ports * (D

Mone

O Allow selected ports

Select inbound ports Sele:

ﬂ All traffsc from the internet will be blocked by default. You will be able 1o
change int=ound port rules in the VM > Networking page.

Delete public I and NIC when VM is ﬂ
deteted (O

Enable accelerated networking ()
The selected image does not support accelerated networking.

Load balancing
You can place this virtual machine in the backend pool of an existing Azure load balancing solution. Leam mare o

(®) Mone

| = Previous || Mext : Management » |

Load balanging options &

Secure Access - Resour ce Connector Creation on Azure

M Holp me choose the right VM size for my workload | Help me create a VM optimized for high availability | Help me create a low cost VM

* Paste the Provisioning Key copied from Cisco Secure Access into the user data field

KEY=XXXXXXXXXXXXKKXKKKXXX



Microsoft Azure A2 Search resources, services, and docs (G+/)

Home > Marketplace » Cisco Secure Access Resource Connector

Create a virtual machine ~ MB  Help me choose the right VM size for my workload | Help me create a VM optimized for high availability | Help me create a low cost VM

Select a VM application to install

Custom data

Pass a script, configuration file, or other data into the virtual machine while it is being provisioned. The data will be saved on
the VM in a known location, Learn more about custom data for VMs &

Custom data

6 Your image must have a code to support consumption of custom data. If your
image supports cloud-init, custom-data will be processed by eloud-init.
User data

Pass a seript, configuration file, or other data that will be accessible to your applications throughout the lifetime of the virtual
machine, Don't use user data for storing your secrets or passwords, Learn more about user data for VMs o

Enable user data u

User data * | KEY="s00a0000000000000000000¢

Performance (NVMe)
Enable capabilities to enhance the performance of your resources.

Higher remote disk storage performance

with NviMe (O 0 The selected image and size are not supported for NVMe.
: :

pnored VM images and sizes ©
Host

Azure Dedicated Hosts allew you to provision and manage a physical server within eur data centers that are dedicated to your
Azure subscriptian, A dedicated host gives you assurance that only WMs frem your subscription are on the host, flexibility to

| < Previous ” Next : Tags » ] Review + create

Secure Access - Resour ce Connector Creation on Azure

» Review and click on create in order to proceed with the creation of your Resource Connector



Microsoft Azure £ Search resources, services, and docs (G+/) I T Copilot -

Home > Marketplace > Cisco Secure Access Resource Connector

Create a \tirtual machine & Halp ma creata a VM optimized for high availability Help me choosa the right WM size for my workload Help me create a low cost VM

@ validation passed

SUUSLIPUGN AR SIEN SV A LURE (LB LRTILY)
Resounce group [new) Jai-Azure-RG

Virtual machine name Azure-RC

Region West Us

Availability options Mo infrastructure redundancy required
Zone options Self-selected zone

Security type Trusted launch virtual machines
Enable secure boot Yes

Enable vTPM Yes

Integrity monitering Mo

Image Cisco Secure Access Resource Connector - Gen2
Wi architecture %64

Size Standard F4s v2 (4 vepus, B GiB memory)
Enable Hibernation MNe

Authentication type 55H public key

Username azureuser

SSH Key format Ed25519

Key pair name Azure-RC_key

Public inbound parts Nane

Azure Spat No

Disks

05 disk size Irnage default

O disk type Premium 550 LRS

Use managed disks Yes

Delete OS disk with VM Enabled

Ephemeral 06 disk No

MNetwaorking

Virtual network vnet-westus

Subnet snet-westus-1

Public IP [new) Azure-RC-ip

Amalnmntnd mat sl

i

Secure Access - Resour ce Connector Creation on Azure

» After you click create, an option to download the private key appears. Click on Download private key and
Create resource



Microsoft Azure

Hoeme » Marketplace » Cisco Secure Access Resource Connector »

Create a virtual machine -~ #  Help mecroate a VM optimized for high availability | Hedp me choose the right VM size for my workioad | Help me creata a low cost VM

Generate new key pair

@ An 55H kay pair contains both a public key and a
private key. Azure doesn't store the private key.
Ater the SSH kéy resource is ereated, you won't be
able to dewnlaad the private key sgain. Learn mone

Download private key and ereate resource

Return to create a virtual machine

Secure Access - Resource Connector Creation on Azure

Caution: Do not lose the private SSH key; otherwise, you cannot access the RC CLI and must re-
deploy it for troubleshooting.

 After that you can see the progress of yourResource Connector

Home *

& CreateVm-cisco.cisco-resource-connector-cisco-sec-20260119144612 | Overview = -
Deployment

£ Search i« B pelete & Concel (T Redeploy 4 Doweboad () Refresh

£ Dverdew -

y— «=« Deployment is in progress

- ana  DeployTent name: CroateVm-Cisco. oo -esounce-Canector-<isco.. Start time: 171972026, 30805 PM

= Ouputs Subscription: cx-tac-2spt-20-azure {cacurity) Corelation 1D mms:ﬁmmmms.
Resource group: Jai-Azure AG

& Template
~ Deployment details

Resounce Type Status Cperation details
@ Agure-RC Microsoft.Compute/virtualMachines Created Operation details
O arure-reT08 Migrotoft Netwark networkinterisoe oK Opeiation details
[ rh-intert, k- 15 Migrosodt oK Opseration details
@  Azure-RCAp Migresoft Network/pulblicipaddnesses oK Operation detaile
@  Aure-RC-rag i s oK Operation details

Secure Access - Resource Connector Deployment on Azure



» Then Navigate to Secure Access Dashboard in order to confirm the Resource Connector connection and

sucesfull deployment in your Secure Access Tenant
Click on connect > Network Connections > Connector Groups
Under the option 2 Confirm Connectors click on Confirm Connectors to end the deployment

Connector Groups Network Tunnel Groups FTDs

- 7 Nextsteps

Halg

o Degloy your Connectors

&
Ceonnmct
i Create connectors using the image pravided by Cice.
- -
= =1 Connector image for Microsoft Azure
Rnscuarce
« EaP CONMMSION 1 & group mast be akie 10 connect 1o all of the rescurces Ssignad 1o the
( o
+ All eonnictans in 8 geoup must s the same deplaymant envieament, Tor examphe AWS ar
V- Whbware.
+ Degloy a1 least twa connectons in each connector group for redundancy during conreclos
upgrades.
a « AN image £ B wEed 107 ANy CONMPEIOT GrOUp That USOS The 30 anVEeRment,
* Whan you you will associsie it with 8 conmecicr group using the

EOARBELST GiuDs Broviskoning ke Trom this Labh below,

Q
Connector Group Ervironment Prowiskaning Hey
Azune-RC Microsoft Azwe  seessseses Copy - Regenerse Koy expirns on Fob 3, 2026 12:00 AM UTC
o
Adderin o Confirm Connoctors

Deployed connecions will Sppear in (Fis Bl whien they CONERCL Secunt ACoES, You must
confirm that each connectar is expected before it can transmit tratfic.

Connectors to confirm
L] Connacter ID Connector Graup Secure Access Region Drigin IP Address Announced time Enable Rowoke

- “C.om Agune-RC US (Pacific Morthwet) . - Jar 19, 2026 810 PM UTC aO x Ruvaks

Secure Access - Resour ce Connector Confirmation

Now you are able to see your new Resource Connector deployed and connected in your Secure Access
tenant:

O Jsidshan Yedav

Netweork Connections

Manage thir Conmections thist sl wEor TaTfic 16 1each Prvite MSOUTCEE ON YOUT Ptwin, For informaticn about these aptions, 500 Help o

Connector Groups Netweork Tunnel Groups FTDs

£ Next steps

-
-
-~ 1 Assign Private Resources to Connector Group
1 Connector Groups | Las: 24 Hours
" associaled resources that are
c. Help
&
- e | r—" 2) 4 Commcon o 222
a Connector Group * Securs Access Region Status Connectors: Resources Requests Awerage CPU load
eviga
Azure-RE US (Pacific Morthwest) @ Cennectsd ] a L] o%
Microsoft Azure
o
. FedRamp-RC US (Pacific: Morthwost) © Coanected 1 0 o .
o eu ESHI
RE-ESXI US [Pacific Morthwest) @ Connectes 1 16 o o
Workfioa Vhtware ESHI ——.
RC-TEST US (Pacific: Morthwast) © Cenected 1 [ ] %
Vidtwade ESXI g

Secure Access - Resour ce Connector


https://dashboard.sse.cisco.com/

Verify

Accessing from theinbuild Bastion CL |

In Azure, access to your resource connector and click on Bastion:

* Authentication Type: ChOOSe SSH Private key from Local File
* Username. Y OU MUSt USE acadmin
* Local File: Choose the private key previusly downloaded

Microsoft Azure

£ Search resources, services, and docs (G+/)

I T Copilot -

Home > CreateVm-Cisco.Cisco-resource-connector-cisco-sec-20260122113614 | Overview > Azure-RC

< Azure-RC | Bastion

Virtual machine
Search
Overview
Activity log
Access control (LAM)

Tags

¥ @« 2 o f

Diagnose and solve problems

T Resource visualizer

" Connect
& Connect

¢ Networking
& Network settings
<p Load balancing

o Application security
groups.

E Metwork manager
w Settings

8 Disks

4

Azure Bastion protects your virtual machines by secure and seamless RDP & S5H connectivity without the need to
expose them through public IP addresses. Deploying will automatically create a Bastion host on a subnet in your virtual
network. Learn more o

Using Bastion: vnet-westus-bastion

Provisioning State: Succeeded

Please enter username and password to your virtual machine to connect using Bastion,

Authentication Type (0 S5H Private Key from Local File -

Local File (0 “Azure-RC_keypem”

~  Advanced

ﬂ Open in new browser tab



c O B = cdnba global.azure.com/2C.00

-3 Import bookmarks... b Quicker Backlog [ Training [ Tech Articles [ Work Links

[J Personal [ TC-EE Related [JLAB [ Secure-Access [ CSA-IFT [ Sed

em has been up and running

Accessing RC from MAC-OSterminal

Open the terminal and use ssh -i <private-key-file-path> acadmin@x.x.x.x.x in order to connector to your
resource connector.


mailto:acadmin@x.x.x.x.x

You have entered the Console Mode on this Resource Connector.
Type 'help' to get a list of supported commands.

Fellowing is the list of commands available

diagnostic Run a series of connectivity tests
help Provides the list of commands available
routeadd Allows (non-persistent) routes to be added with network and gateway
routedel Allows (non-persistent) added routes to be deleted with network
and gateway. This will not permit deletion of system created routes
routeshow Shows all the routes in the system
sshkey Manages SSH public keys for acadmin user (add, list, delete, clean)
stats Displays a series of statistics
tepdump Provides packet capture information on VM interface IP
techsupport Provides software version, VPN tunnel state, system monitoring
metrics, snapshot info and software logs
Shows the software version running in the WM

Description

|| Clears screen

|| Provides system time

|| Provides disk and partition usage

|| Shows memory that is free and used

|| Provides the list of commands previously executed
|| Shows cpu and disk utilization

|| Shows detailed CPU utilizatien

|| Shows all open network connections

|| Finds all DNS records for website

|| Confirms network connectivity

|| Reboots the VM

|| Traceroutes pathway using TCP

|| Traceroutes pathway using ICMP packets

|| Shows current time and how long the system has been up and running
|| Shows VM memory statistics

sl

tcptraceroute
traceroute
uptime

vmstat

Secure Access - Accessing Resource Connector command line
Accessing from Windows - Putty

In order to use the private key, you must convert the ssH private key from .pem t0 .ppk formart using puttygen:



B2 PuTTY Key Generator ? X
File Key Conversions Help

Key

Public key for pasting inte OpenSSH authorized_keys file:
ssh+sa

2

0

-

L . ) -

Key fingerprint: sshsa 3072 SHA256:+1SW+aCpYS8ktDRW /554 XEdCe25auuE3C/dAV4AzY

Key comment: imported-openssh-key

Key passphrase: I

Confirm passphrase: eeeeel

Actions

Generate a public/private key pair Generate
Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:

ORSA (O DSA (O ECDSA (O EdDSA (O SSH-1(RSA)
Number of bits in a generated key: 2048

» Savethe private key in .ppk format
 Launch putty application and navigate to SsH > Auth > Credentials and browse your SsH private key iN .ppk
format



% PuTTY Configuration ? X

- Keyboard Credentials to authenticate with
Publickey authentication

: i Features _ o

- Window Private key file for authentication:

Appearance C:\Users\jay\Desktop\SSH-Publickey p

Behaviour Certificate to use with the private key (optional):
Browse...

Plugin to provide authentication responses

Plugin command to run

About Help Open Cancel

» Navigate to sessonand put the |P address of the Resource Connector and click open

p Tip: username : acadmin passphrase : the passphrase configured while converting private key from
.pemto .ppk format




nd runni

Troubleshooting

In order to access to the troubleshooting command accesto .

Caution: Do not lose the private SSH key; otherwise, you cannot access the RC CLI and must re-
deploy it for troubleshooting.

Related | nfor mation

» Cisco Technical Support & Downloads
» Other Secure Access Docs



https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/security/secure-access/series.html

