Validate Secure Access Domain Bypass on Secure
Client
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Organizations using Cisco Secure Access often configure Bypass domains to allow specific websites, applications, ¢
Environment
* Cisco Secure Access with Roaming Security Modules along with Domain Bypass.

Resolution

When we configure a Domain with:

» Bypass Secur e access, the configuration is pushed to the client in the file alowlist.txt under C: > Program D
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@ Amit - Personal Name Date modified Type Size
tifi beacon-logs 1/15/2026 %:13 AM File folder
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1/15/2 113 AM File folder
@ Deskiop dumps 20
| Config,json 1/15/2026 %:13 AM JSON File
o + Downloads -
(U | Orginfo.json 1/15/2026 9:13 AM JSON File
o Documents .
|| PersistedNicDefaults json 1/15/2026 %:51 AM JSON File
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ol B Pictures | proxy_allowlistd 1/15/2026 %13 AM Text Document
& Music | ResolverV4-1-FFA405COFD53495B8A6D43...  1/15/2026 %13 AM CONF File
:;: & Videos [ sync-latest,json 1/15/2026 %:45 AM JSON File 25KB
el Umbrella | whitelist 1/15/2026 %:13 AM Test Document 2KB
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» Bypass SWG, the configuration is pushed to the client in the SWGConfig.json
file under C: > Program Data > Cisco > Cisco Secure Client > Umbrella> SWG:

&« 1 C J » -+ Cisco » CiscoSecureClient > Umbrella > SWG
*) New (0 )] & D] Tl sort = View (B Details
@ Amit - Personal Name Date modified Type
| _ SWGConfig.json 1/15/2026 9:22 AM JSON File 21 KB
&l Desktop

‘ || SWGState.json 1715 /2026 G-12 AM “OM File
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Note:
Sync Timer between Client and the cloud is approximately 25 min but if you want to override it you can rest:

Cause

The root cause of the issue was that the user checked the incorrect file for SWG Bypass.
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