Configure Umbrellafor Migration to Secure
Access and Security Cloud Control
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| ntroduction

This document describes how to migrate from Umbrellato Secure Access using Security Cloud Control
(SCO).

Background I nfor mation

Y ou are encouraged to migrate from Umbrellato Secure Access and required to use Security Cloud Control
to manage all their cloud security products as part of these changes. This allows you to have a single pane of
glass to manage their cloud security products which includes Cisco Secure Access.

Mutli-org and MSSP migration is out of scope of this article. For multi-org and M SSP migration, please
refer to Umbrella Multi-org Console Upgrade to Secure Access Manager Organization.

Prerequisites

e Current DNS or SIG Subscription
» Full Admin Accessto Umbrella
» Accessto Security Cloud Control


https://securitydocs.cisco.com/docs/secure-access/multi-org-umbrella-upgrade/168990.dita

Preparation Stages

1. Preparefor Migration

Ensure you have a DNS or SIG subscription on Umbrella:

1. Navigate to Admin > Licensing to verify. Upgrade to Secur e Access must appear at the top of the
page:

& dashboard.umbrella.comio/825 admirgicensing
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2. Make note of the org ID, in this example 8350166.
3. Select the Request I nvitation option on the licensing page.

A Important: The Request I nvitation button serves as an invitation to join the Umbrella tenant
for SCC. It does not generate aclaim code. A claim code is provided to you once your order for
Secure Access has been completed. Thisis part of the migration process to Secure Access.

N Note M igration isapaid service available only to customers who have purchased a Cisco

Secure Access subscription. The invitation can be requested only after purchasing the Secure
Access subscription.

% Note: If the Upgradeto Secure Accessis not present, ensure that the Umbrella packageis DNS
or SIG.

4. Assuming you place your order for Secure Access, wait 3—4 business days for an email with your

subscription claim code (after initiating the request invitation from your Umbrella Tenant). Example
email:



Welcome to Cisco Sm:u:ity Cloud

no-raply-security@cisco.com cno-reply-security@cisco.com

[ T T N iy ba claimed in Sacurity Cloud using claim code CWLG-
IR NH. Yoy will nedd & Security Cloud Sign On account 1o claim your subscription.

Raviiw tha products on this 8
of thesa prod
product support or Clsco Customer

To claim your subscripticon:

Sign In o secu oo with your Sacurity Clod

time signing in curity Chouwd 1 i N will =8 created for you
Baulomatcall ciate with the subscription. If your account ks ad with multipla
organizations, solect the desingd crganization fnom the Organization menu

Clhck Claim Subscription.

Em ur subscription claim code IR and follow the on-screen
nstructions fo review and claim your subscription,

For delaiied instrucsions on claiming your subscription, see the documentatiol

2. Loginto SCC using your Existing Cisco Login Credentials

1. Navigate to Security Cloud Control portal and log in with your Cisco login credentials.
% Note: The same Cisco login credentials used to access your Umbrella dashboard.

2. Select Create new organization (if you do not have an existing one).
3. Enter the new organization name in the New Or ganization name field.
4. Select the appropriate region from the Region deployment drop-down menu.

% Note: This must be the geographical region where your tenant would be deployed to.

Example:


https://security.cisco.com

Select Organization

| Craate few organization =

Mew organization name *

| Jaterosse

) character hmat
Reglon deployment
Europe

This selection sets the preferred region for all products and services in this
organization. Seea your Product's Privacy Data sheet on the Trust Portal to confirm
regional availability

5. Select Continue to complete the org creation.
3. Link Umbrella Orgto SCC and Claim Subscription

1. Select Claim subscription button to claim it with the codes provided from step 1 above.
2. Your Umbrellaorg ID must be seen in the Subscriptions page as well with the invitation to attach it
to SCC.

% Note: The Umbrellaorg ID must be the same as on your Umbrella Dashboard. Thisisimportant
for the migration and to ensure that both SCC and Umbrella have been linked.

Subscriptions e
F——
JakeaSSE

Invitations to attach exdsting preduct @ 1

= Home Clhoo Securs Access

Select Attach product to attach your Umbrella org to SCC.

When attached, you must see the Cisco Secur e Access as a product in the same page as shown on the
example here:



Subscriptions

8350166_secure-access Externally managed 0

Claim subscription

End date: — P
Product / Region Entitlements Status
Clsco Secure Access ‘} Global 0 -

3. Enter the claim code and select Next:

Claim Subscription

o Enter subscriplion claim coda Enter Subﬂrﬁﬂphﬂ'n CIﬂlm Cﬂdﬂ

Tor bargin, @nter your chaim code below and click Nesct, For detailed
Instructions please read cur decumentation (3.

Subscription claim code *

DibinhehinRebhiail - 7 RNH

{ Cancel

4. Select Attach existing instance from the Create new instance or attach existing drop-down menu:

Review products
(Z) Emer subscription claim eode Pr
To use an exdsting instance instead of creating a rew one, choose Altach existing
instamnce from the dropaown maeny for the product. Post- claim actions may also be
Ppparded] RO BDpdy BRrcRRd b S0 producT ingRaniE
Read documsniation for mone detalls [

a Resiew products
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eEegting
Cigco Secure Access DNS Advantage lmus:he:mnm; Instance
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5. Review the settings:
1. Ensure the (Existing instance) is part of the product name.

2. Set the region to the existing region of the attached Secure Access instance.

3. Select Claim move to move to the next page.
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4. Confirm the subscription claim.

A Claim subscription

Claiming this subscription will asscciate the subscription details, including
subscription ID and product licenses, with the JaleroSSE organization.

Cancel

5. After successful claim and provisioning, watch for a Subscriptions page showing all your
activated products:

Subscriptions

B Subscription successtully claimed, i

Products will appear in the navigation shortly, Once your products are fully activaled, you can dCoess them
from the left-hand navigation or the platform navigator at the top of the page. After activation, canfigure
your role-based access controls to ansure proper user parmissions.

Product and service activation status 1 "

Ciseo Secure Access DNS Advantage Start date 09/16/2025

B350166_secure-access Extemally managed (0

End date: —
Product Region Entitlemants Status
Clsco Secure ACcess Global o -

f8643562-d914-4582-a95d-49cf392c757d
End date: —

Product Reglon Entithemants Status

Cisco Security Cloud Control Firewall

Eurgpe 1 Activated
Management Base a .



4. Apply the Licenseto Secure Access I nstance

1. Select Action required option.

Product and service activation status 1

Cisco Secure Access DNS Advantage

2. Select Appy license.

Cisco Secure Access DNS

Advantage

Subscription ID ]
FET T
‘snolinoioliaiofmialeinls|

Apply Heense to an existing instance
Tha following Clsco Secure Access DNS Advantage
instances are associated with your Cisco Security

Cloud organization. Sedect an instance and click
Apply license.

() Cisco Secure Access  Extemaly managod
Instance ID 8350166

Verify Secure AccessLink to SCC

Start date 09/16/2025



Use this section to verify that your Secure Access tenant has been linked to SCC.

1. Product Activation Statusin Subscriptions

Verify that the Cisco Secure Access <L icense Type> product I nstance has been activated:

p————

End date: Sep 16, 2026

Product Region . Entitlemants . Status

Cisco Secure Access DNS Advantage  Global 50 @ Activated

2. Secure Accessin Product list

Secure Access must now be listed under Products aswell:

bl Security Cloud Control

& Organization
JaleroS5E »

£ Home

Products
¢ Firewall

[0 Secure Access

Platform services

m Favorites »
Security Devices
® .  Shared Objects

l 9 Pplatform Management >

Migrate from Umbrellato Secure Access



1. Log back into Umbrella with the same account as above.
2. Navigate to the new menu item Upgrade Manager .

L % dashboard umibrells.o B/#joverviewTencadedFilters =  TACITIyYWHOaW DU The TNEJTH YirxwY 2HZ CUyMily Gy UyMaNIbGVdGVERGFOZVIhbmdiSWRA...

© 55 Overview e

3. Inthe Upgrade Manager page, select Start under Enable Cisco Security Cloud Sign on.
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Upgrade to Secure Access
Upgrade your ofganization to Secure Access's next-genaration cloud-deliverad
Internet protections and access controls.
4



stlvar ],

asco  Upgrade Manager

Upgrade to Cisco Secure Access

This upgrade process involves migrating data and configurations to your new Secure Access organization.
The result is that all curment identity traffic is steered through Secure Access. No protections are lost. Help £

0/4 steps complate

o Prerequisites

Complete these steps before beginning the upgrade process. If you have previously completed a step, mark it

\
© %3

1. Enable Cisco Security Cloud Sign 2. Update VAs and AD connectors
on

Enable Security Cloud Sign On as your Update your virtual appliances and Active
authentication method. Directory Gonnectors to thair [atest versions.

(] Mark as done

4. Select ENABLE SAML under SAML Dashboard User Configuration to link your SCC as SAML
provider for dashboard login.



© ik Authentication e

Sot up singhe sign-on via SAML for Umbrelia dashboard users and check on the stabus of two-step verification for your account.

2 Prerequisite 1 : Enable Cisco Security Cloud Sign On

[ Ratum to Upgrade Manager I
Update your Umbreila SAML provider to Ciseo Security Cloud Sign On

SAML Dashboard User Configuration

d Cisco Umbrella suppons Seculity ASsertion Mankup Language of SAML for leins 10 the Umnbrella dachboand. This allows you o provida single sign=-on (S50) access 1o
Urnbrella uging enbérpeise identity providens Such &t Okla, Onelogin, AZune dnd Ping ldentity. SAML S50 s svalabhe 1o Al Ciscd Umbngis dashboard uers, Far rmong
nlormation, see Umbrelia's Help.

Smams @ Disabled
Prowider Mone

Two-Step Verification

a This indicates whether iwo-step verification (2FA) is enabled for your user account. If you wish to enatée this feature, navigate 1o Agmin » Accounts and expand the account
you'ne logged in as by ciicking on the account nama, then soloct Enabie to got started. For more infarmatian, see Umbnella's Help

Status & Enabipd

5. Test SAML configuration with the TEST CONFIGURATION option.

SAML Dashboand Ustr Conliguration

Werify Cisco Security Cloud Sign On
Using Clsoo Security Cloud Sign On a8 your SAML provider for Umbells reguires sl accounts in this ceganization fo aineady hav axisting Cisco Sacurity Cloud Sign On
accounts, and for thode SEcounts 19 hive the Clico Unbrella sop sisigred. You can crste Choo Security Cloud Sign On accounts and assign the Clco Limbneils apo a8

FEDA g -0, S urily CHSG. Com,
Please verify your Cisco Security Clowsd Sign On scoount by clicking e * Test Configuration” button Beliow.
TEST COMFHILRATION B
.

~——

CARGEL PRIVICUS

6. The login page of SCC must appear in a different pop-up window (ensure that pop-up blocker is
disabled). When prompted, log in with your SCC credentials.



CONMECTING TO CISCO UMBRELLA

Security Cloud Sign On

Ernadl

--------- Show

Multifactor authentication

Click on Finish or set up Google Authenticator as
an additional MFA option.

[ 2] Dugc 9 Ercoled

7. When the login has been verified, look for this confirmation message, at which point the SAML
portion is almost complete:

[ ] login.umbrella.com[sso_test_success

= login.umbrella.com/sso_test_suc

Success!

You have successfully configured your SAML provider. You may now close this modal,

8. Return to the SAML Dashboard User Configuration portion. Green bullet shows that the SAML



settings have been correctly configured. Select NEXT.

SAML Dashboard User Configuration

Verify Cisco Security Cloud Sign On

Using Cisco Security Cloud Sign On as your SAML provider for Umbrella requires all accounts in this organization to already have existing Clsco Security Cloud Sign On
accounts, and for those accounts to have the Cisco Umbrella app assigned. You can create Clsco Security Cloud Sign On accounts and assign the Clsco Umbrella app at
hmps:Isign-on. security.cisco, com,

Please verify your Cisco Security Cloud Sign On account by clicking the * Test Configuration” bution below.

TEST CONFIGURATION

@ Your SAML settings have been properly configured!

CANGEL PREVIOUS

9. Save and notify users of the changes.

SAML Dashboard User Configuration

Save and Notify
After clicking 'Save’, all users in your organization will be required to use the single sign-on service rather than a password, Umbrella will send an email to every
administrative user in the dashboard, stating thelr password has been removed from their account.

If you disable the single sign-on service in the future, all users in your dashboard will be emailed a link 10 reset their passwords and their old passwords are not
restored.

Block page bypass users wil no longer work once SAML is enabled. Instead, you must use codes for bypassing block pages. For more information, read here.

I PREVIOUS SAVE AND NOTIFY USERS

Two step verification with Umbrella is not available when SAML is enabled. Instead, use the two factor options available with your SSO provider.

10. SAML configuration completed:

SAML Dashboard User Configuration

d Cisco Umnbrella suppons Security Assertion Markup Language or SAML for logins to the Umbrella dashboard, This allows you (o provide single sign-on (S30) access to
Umbreilla using enterprise identity providers such as Okta, OneLogin, Azure and Ping ldentity. SAML 550 is available to all Cisco Umbrella dashboard users. For more
information, sae Umbrella's Help.

Status @ Enabled
Provider Cisco Security Clowd Sign On

DISABLE CONFIGURE

11. Upgrade to Secure Access by selecting Upgrade in the Start Upgrade section:



Prerequisites © 33 precequisites done.

Start Upgrade © Hot Started -
Chchnq uwmwwamwm mmmmm [wmwmmmhmfmwm Secune Access. Umboelia
CONtNWES 10 operath during this process and your crgantzation IS abways protectsd. Help ¢

e,

Upgrading to Secure Access

Gaonorabes 4 new Secun AcCoss crganization jonganization URL does not changs),
and coples DNS policiss and componants 10 Secund AcCeds policy nules.

/m

12. Allow the upgrade to continue:

Start Upgrade @ inProgress -

Clicking Upgrade generates your new Secure Access onganization (and dashboard) and coples your Umbrella configurations to Secure Access. Umbrella
continues to operate during this process and your organization s always protected. Help (5

~

Upgrading to Secune Access...

¥ou can exit and return 1o this page at any time. Changes are automatically saved,

13. When completed look for this page:



Start Upgrade ——» ODoe -~

Clicking Upgrade genarates yous new Secune Access onganization (and dashboard) and coples your Umbrslla configurations 1o Secure Access, Umbrella
continues 1o operale during this process and your onganization ks always protected. Help 3

Upgrade Success.

Your new Secure Access anganization has been successiully generated and ks now listed
in Umbrella's navigation menu. To review your new Secure Access deployment, click
Secure Access.

Umbrella DNS policles have been copled and converted to Secura Access policy rules. All
deployrnent and policy components, including identities (sources) and Admin sattings, ane
shared between Secure Access and Umbeella. Any changes to these shaned components
ane automatically updated in the other organization.

Application seltings and policy ane not shaned Detween the two dashboands, 50 changes
are not reflected between Secure Access and Umbredla.

Umibrella and Secure ACCESS are now running simulaneousty, but traffic is only steensd
theough Umbrella. Complete the upgrade process and redirect traffic 1o Secune Access.

View rules in Secure Access m

14. Redirect traffic to Secure Access:

Redirect Traffic © HotStarted .

Help .7
Redirect l_.'nurnrganlzaﬂm's ldEntlf‘.' traffic =0 that it s stesnad thmugh Secure Access. You must mﬂﬂuRIl‘,‘ galact which ||:|Eﬂ1|1‘5|' fraffic s upgrmjed to be stesnsd

theough Secure ACCESS.

]

Redirecting traffic to Secure Access

Upgrades traffic steering so that Identity (Source)
traffic is steered through Secure Access.

—

15. Confirmation of the redirection being completed. In the example only the network identity was
migrated from Umbrellato Secure Access.



Redirect Traffic to Secure Access
Salact which Umbralla Identities, upgrndud to sources in Securs Access, should have thedr traffic redirected to Secum ACCass.

Traffic redirected to Secure Access
To verify redirected traffic, in Secura Access review Activity Search logs.

Hetworks & Network devices Roaming computers
r Secure Access 1 0

50% Umbrella 0 0

16. Complete the upgrade and migration to Secure Access.

_/i\ Caution: This completely removes your Umbrellaorg and is not reversible so be sure all items
have been completely migrated before carrying out this step.

o Complete Upgrade and Close Umbrella © Heol Bearind
ol

I Urnbewiia fus Deen Buocessiuly UCQrIed S0 Bebectng A it Now DN EDesw TYTUGh Secuns Access. Thae il seg in the

PEate protens B 10 permanen sy st down Umbrela and cancel your Limbrella subacriphion. Mg (7

-

5 .\

I - |

17. When you select Close Umbr ella on thisimage, you lose access to your umbrellaorg as it gets
deleted.

Complete Upgrade and Close Umbrella

Are you sure you want 1o close your Umbrella account? Once closed,
all access to Umbeella is lost and cannot be recoverad.

| understand and wish to proceed

Cancel Close Umbrella



Verify Migration

1. Sign into Secure Access with your login credentials.
2. Navigate to Secure > Access Policy to display the migrated rules, as on the example here. The org ID
must be the same as in section Prepar e for Migration above.

(e} 2% dashboard.sse.cisco.comjo

el Sacure Access

Access Policy
Internet access rules apply to traffic to public internet sites from devices that are an your network or that your
5 arganization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help 3
Haoami
[ Search by rule name ] = Filters
o J
Caonnect
5 Rules
=
Resources D #{  Rulename Action Access Sources Destinations
| ! [_] i 3/3 DNS-only-poliey-1(U.. & Allow Intermet Any AD Group... +1 Glabal Allow...
Secure
] 2 2/3 DNS-only-policy-1(U.. & Block Internet Any AD Group... +1 Alcohol  +26
o,
Monitor
D 3 1/3 DNS-only-policy-1 D... = Allow Internat Any AD Group... +1 Any

Related I nfor mation

Umbrella Documentation

Secure Access Documentation

DNS Defense Upgrade Guide

Technical Support & Documentation - Cisco Systems



https://login.sse.cisco.com
https://securitydocs.cisco.com/umbrella-sub-landing-page
https://securitydocs.cisco.com/secure-access-sub-landing-page
https://securitydocs.cisco.com/docs/secure-access/dns-defense/umbrella-dns-upgrade/107696.dita
https://www.cisco.com/c/en/us/support/index.html

