Configure Secure Access ZTNA Auto Enrollment
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This document describes the required steps to configure the ZTNA for Certificate based auto enrollment.
Prerequisites
- Secure Client minimum version 5.1.9.x

- Trusted Platform Module (TPM) for Windows

- Secure Enclave coprocessor for Apple Devices
Requirements

Cisco recommends that you have knowledge of these topics:

» Cisco Secure Access
* Enroll Devicesin Zero Trust Access Using Certificate Guide Section

Components Used

The information in this document is based on these software and hardware versions:

* Windows 11 with TPM version 2.0

» Secure Client version 5.1.10.17 with ZTNA and DUO Module Enabled.
* Microsoft Active Directory 2022

» Opensd tool for certificcate generation

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Enabling Auto-Enrollment on Secure Access Dashboard

First step in enabling this feature is to enable the Secure Access Auto-enrollment feature which includes:
1. Navigate to Dashboard -> Connect -> End User Connectivity -> Zero Trust

2. Click on Manage option.


https://docs.sse.cisco.com/sse-user-guide/docs/zta-enroll-with-certificates

End User Connectivity [ & Cisco Secure Client ] [ Manage servers v ]

End user connectivity lets you define how your erganization's traffic is steered from
endpoints to Secure Access or to the internet. Halp o

Zero Trust Access Virtual Private Network Internet Security

Enrollment methods

Before users can access resources using client-based Zero Trust Access, their endpoint devices must be enrclled,
Manage enroliment methods for your organization here. Help (7

Windows and macOS devices enrcll using: 550 Authentication  Certificates

Andreld and 05 devices enroll using S50 Authentication only.

Default Profile

If no other ZTA profile is applied to traffic, the default profile applies. The default profile includes all traffic steering rules that are automatically created when private resources are enabled for client-
based zero trust access.

Name Private Resources Destination Lists Last Used

Default ZTA Profile 15 1 2025/06/10 &

3. Enable Use Certificates.
4. Upload CA Certificate by downloading it from your local Certificate Authority.
5. Download the Enrollment Configuration and place it in the the directories based on operating system.

- Windows: C:\ProgramData\Cisco\Cisco Secure Client\ZTA\enrollment_choices
- macOS: /opt/ciscol/secureclient/zta/enrolIment_choices

6. Make sure to save your settings once completed.

Windows and macOS devices

Use S50 Authentication
Enroliment requires user action.

1. Install Cisco Secure Client on user devices.
2. Give your users instructions for enrolling in Zero Trust Access.

Use Certificates
Enroliment accurs without user action.

1. Upload a CA Certificate if necessary

Al least one uploaded root certificate or certificate chain must be able to validate identity certificates on endpoint devices during zero trust enroliment and renewal,

CA Certificates

View 2 CA certificates (3 1, Upload a CA Certificate

2. Download the enroliment cenfiguration file

The file is regenerated each time a new CA certificate is uploaded.
Deploy this file to user devices.

ad | 774 _Enroll_Certjson

You can also download this configuration file and Cisco Secure Client from the Download Clsco Secure client page.
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Certificate Template and I nstallation

Secure Access require these mandatory Certificate Fields:



- Subject Alternative Name (SAN) to include the user RFC-822 complaint email address or User Principle
Name (UPN)

Example:

Option 1: RFC822-compliant email
email.1 = username@domain.local

Option 2: (alternative): UPN (Microsoft-specific)
otherName:1.3.6.1.4.1.311.20.2.3; UTF8:username@domain.local

In this example we are using the user certificate template in Microsoft AD to generate the certificate.
Step 1: Navigate to Microsoft AD and open Certificate Manager

Step 2: Open Run and enter Microsoft Management Console (mmc)

1 Run X

1 Typethe name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: [T v

0K Cancel Browse...

Step 3: Click on File then add/remove Snap-in
Step 4: Add certificate Templates

Step 5: Duplicate User Certificate
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Step 6: Configure the settings as described
1. New Template name: ztna-client-enroll under (General) tab.

2. Select (Supply in the request) in (Subject Name) tab.



Note: Thisinsure that the options provided by the openssl template such as Service Alternative

Name (SAN) are accepted

Step 7: Click on OK to save the new template

Step 8: Add the new Template to the AD template list by doing:

1. Run certsrv.msc

2. right click on Certificate Templates and select New -> certificate template to issue

3. Select your newly created template (ztna-client-enroll)
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Creating Certificate using Opensd

Step 1: Create san.cnf file with content

[ req ]

default_bits =
prompt =
default_md =
distinguished_name =
req_extensions =

[ dn ]

CcC =US

ST = Texas

L = Austin

0 = exampleusername
ou = IT

CN = exampleusername

[ reg_ext ]
subjectAltName =

2048

no
sha256
dn
reg_ext

@alt_names



[ aTt_names ]
# Option 1: RFC822-compliant email
email.l = user@domain.local

# Option 2 (alternative): UPN (Microsoft-specific)
#otherName:1.3.6.1.4.1.311.20.2.3;UTF8:user@domain.local

Step 2: create certificate using the template

openss1 genrsa -out user.key 2048
openss1 req -new -key user.key -out user.csr
openss1 req -new -key user.key -out user.csr -config san.cnf

Sign user certificate with CA ZTNA Template

Step 1: Copy the content of the file user.csr

Step 2: go to your local AD signing authority (https:http://<ip-address>/certsrv/)

Step 3: Click on Request a Certificate -> Advanced Certificate Request -> select ztna-client-enroll template

Saved Request:
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Base-64-encoded

Cartificate Template:
I zina-client-ennoll V_]

Additional Attributes:

Alttributes:

Submil >

Step 4: Download the certificate in Base64 format and install in the user personal trusted store certificate.

Step 5: Confirm the right information exists in the certificate


http://%3Cip-address%3E/certsrv/)
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ersonal store contains 3 certificates.
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Field value A

[Z]valid to Thursday, June 17, 2027 11:4...

[ |subject falasoul_sa, IT, falasoul, Austi...

[ ublic key RSA (2048 Bits)

[ |public key parameters 0500

11 Subject Alternative Name RFC822 Name =falasoul_sa@c...
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1| Authority Key Identifier KeyID=chd2c93bech9f630d3f. .
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Step 6: Restart your ZTNA Module for the enrollment to start

Verify

Use this section to confirm that your configuration works properly.

Copy to File...

T

Step 1: ZTNA Module message when configuring the enrollment choicesfile:

Zero Trust Access

Statstcs  Advanced  Configration  Message Mstory

Fero Trest Access Enrollmenits:

To urregister from the Zero Trust Acoess service, didk the Unenrol button. This will initiate the
process of LNNegRTErmng VOUS SC00UNT And remaving any A5500ated conSgurancn Hom e

SEMNCE.

This setling is managed by your administrator.

Step 2: After restarting the ZTNA Module for the first time you can see that you are auto-enrolled into
ZTNA



Zero Trust Access:
Zero Trust Access is active.

Step 3: Verify the right user showing up in activity search based on the SAN information
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Step 4: Confirm the right information exists in the certificate
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Troubleshoot
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This section provides information you can use to troubleshoot your configuration.

Step 1: Confirm the right information exists in the certificate and itsinstalled in the right certificate store.
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Step 2: Confirm that enrollment is not failing on certificate requirements using DART
Step 3: Confirm you are able to resolve your FTD outside interface properly if UZTNA is being used.

common error:

2025-06-16 05:44:45.609237 csc_zta_agent[0x00001638, 0x00000e58] T/ NetworkTransportStateTracker.cpp:1ll
2025-06-16 05:44:45.609237 csc_zta_agent[0x00001638, 0x00000e58] T/ AppSocketTransport.cpp:231 AppSocke
2025-06-16 05:44:45.609237 csc_zta_agent[0x00001638, 0x00000e58] T/ NetworkTransportStateTracker.cpp:1l
2025-06-16 05:44:45.609237 csc_zta_agent[0x00001638, 0x00000e58] I/ TcpTransport.cpp:114 TcpTransport::
2025-06-16 05:44:45.609237 csc_zta_agent[0x00001638, 0x00000e58] T/ NetworkTransportStateTracker.cpp:1l
2025-06-16 05:44:45.610238 csc_zta_agent[0x00001638, 0x00000e58] T/ TcpTransport.cpp:150 TcpTransport::
2025-06-16 05:44:45.610238 csc_zta_agent[0x00001638, 0x00000e58] E/ TcpTransport.cpp:166 TcpTransport::

Related I nfor mation

* Technical Support & Documentation - Cisco Systems



https://www.cisco.com/c/en/us/support/index.html

