Configure Machine Tunnel on Cisco Secure Access
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| ntroduction

This document describes how to configure Secure Access asthe VPN gateway and accept connections from
Secure Client through the VPN machine tunnel.
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Prerequisites

* Full Adminrolein Secure Access
e User |P Pool on Cisco Secure Access
» At least one User VPN profile configured on Cisco Secure Access

Requirements

It is recommended that you have knowledge of these topics:

e OpenSSL
» 509 Certificates

Components Used



The information in this document is based on these software and hardware versions:

Cisco Secure Access

Cisco Secure Client 5.1.10
Windows 11

Windows Server 2019 - CA

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

A Secure Access VPN machine tunnel ensures connectivity to the corporate network whenever the client
system is powered up, not just when a VPN connection is established by the end user. Y ou can perform
patch management on out-of -the-office endpoints, especially devices that are infrequently connected by the
user, viaVPN, to the office network. Endpoint OS login scripts that require corporate network connectivity
also benefit from this feature. For thistunnel to be created without user interaction, certificate-based
authentication is used.

The Secure Access machine tunnel alows administrators to have the Cisco Secure Client connected without
user intervention prior to when the user logs in. Secure Access machine tunnel istriggered when the
endpoint is off-premises and disconnected from a user-initiated VPN. The Secure Access VPN machine
tunnel is transparent to the end user and disconnects automatically when the user initiates VPN.

Working on Machine Tunnel

The Secure Client VPN agent service is automatically started upon system boot-up. The Secure Client VPN
agent uses the VPN profile to detect that the machine tunnel feature is enabled. If the machine tunnel feature
is enabled, the agent launches the management client application to initiate a machine tunnel connection.
The management client application uses the host entry from the VPN profile to initiate the connection. Then
the VPN tunnél is established as usual, with one exception: no software update is performed during a
machine tunnel connection since the machine tunnel is meant to be transparent to the user.

The user initiates a VPN tunnel viathe Secure Client, which triggers the machine tunnel termination. Upon
machine tunnel termination, the user tunnel establishment continues as usual. The user disconnects the VPN
tunnel, which triggers the automatic re-establishment of the machine tunnel.




0s User VPN Agent Management Client UI Client Downloader VPN Server

2. Launch Managesent Client

: }.‘Lb“l‘t(‘j\l‘sl‘m‘ -
Profils

b
|
v

6. Launch Downloader :

B. Send tunnel start paraseters

18. User logs in and initiates a VPN tunnel

ii. Wotify agent of wser tumnel coanection

15. Establish User Tumnel “

s the

tunnel T . . *
17. Launch MGMT Client to trigger MGMT . )
: Tunnel " 18, Establish Mamagesent
- Tonmel 35 abuve A
J L -— . (-

16, User disconmec

Limitations

User interaction is not supported.

Certificate-based authentication through Machine Certificate Store (Windows) is only supported.
Strict Server Certificate checking is enforced.

A private proxy is not supported.

A public proxy is not supported (ProxyNative value is supported on platforms where Native Proxy
settings are not retrieved from the browser).

Secure Client Customization Scripts are not supported

Configure

Method 1 - Configure Machine Tunnel with User: machine@sse.com

Step 1 - General Settings
Configure the general settings, including the domain and the protocol s the machine tunnel uses.
1. Navigate to Connect > End User Connectivity > Virtual Private Network.

2. Navigate to VPN Profiles and configure the settings for the machine tunnel.
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a. Click Settings, and choose M anage M achine Tunnel from the drop-down.
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o endpoints to Secune ACCess of 10 the intermnet. Help
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3. Enter the Default Domain.

4. The DNS Server mapped through the M anage Regions and | P Pools page is set as the default server.

Y ou can accept the default DNS server, choose another DNS server from the drop-down, or click + Add to
add anew DNS server pair. Selecting another DNS server or adding a new DNS server overwrites this
default server.

5. Select one IP pool per region from the | P Pools drop-down. VPN profiles must have at |east one IP pool
assigned in each region for avalid configuration.

6. Select the Tunnel Protocol that this machine tunnel use:

« TLSDTLS
* IPSec (IKEV2)
At least one protocol must be selected.

7. Optionally, check Include protocol to enforce client bypass protocol.

1. If the Client Bypass Protocol is enabled for an IP protocol and an address pool is not configured for that
protocol (in other words, no IP address for that protocol was assigned to client by the ASA), any IP traffic
using that protocol is not sent through the VPN tunnel. It is sent outside the tunnel.

2. If the Client Bypass Protocol is disabled, and an address pool is not configured for that protocol, the
client drops all traffic for that 1P protocol once the VPN tunnel is established.
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3. Click Next

Step 2 - Authentication for Machine Certificate

The machine tunnel is transparent to the end user and disconnects automatically when the user initiates a
VPN session. For this tunnel to be created without user interaction, certificate-based authentication is used

1. Choose CA certificates from the list or click Upload CA Certificates.

2. Select the certificate-based authentication fields. For more information, refer to: Certificate-Based
Authentication Fields.

N nat signed in. This allows for the mapping of
M. Help 3
= i Authentication for Machine Certificate
2 <) General settings i -
CA Certificates
-~ Authentication for Machine
Connect Certificate View 1 CA certificate ¢ % Upload CA Certificate
=
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Common Mame
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3. Click Next

Step 3 —Traffic Steering (Split Tunnel)

For Traffic Steering (Split Tunnél), you can configure a machine tunnel to maintain a full tunnel
connection to Secure Access, or configure it to use a split tunnel connection to direct traffic through the
VPN only if necessary. For more information, see Machine Tunnel traffic Steering.

1. Select the Tunndel M ode.

2. Depending on Tunnel Mode selection , you can Add Exceptions.

3. Select DNS Mode.

Machine tunnel
the system. Holp (5

Fa
() Generat settings Tunnel Mode
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L ) Authentication for Machine AN traffic is steered through the tunnel.
Cortificate -
=]

Traffic Steering (Split Tunnel) [
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Destinations sf

Destinations. Exclude Destinations Actions

4. Click Next.

Step 4 — Cisco Secure Client Configuration

Y ou can modify a subset of Cisco Secure Client settings based on the needs of a particular VPN machine
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tunnel. For more information, refer to: Secure Client Configuration.

1. Verify Maximum Transmission Unit, the largest size of the packet that can be sent in the VPN tunnel
without fragmentation.
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2. Client Settings, refer to the Machine Tunnel Client Settings for more information.
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3. Client Certificate Settings, select the options accordingly:

a. Windows Certificate Store Override: Allows an administrator to direct Secure Client to utilize
certificates in the Windows machine (Loca System) certificate store for client certificate
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authentication.

b. Automatic certificate selection: When multiple certificate authentication is configured on the secure
gateway.

c. Certificate Pinning: CA certificate used by the machine tunnel as a machine certificate to
authenticate devices.

d. Certificate Matching: If no certificate matching criteriais specified, Cisco Secure Client appliesthe
certificate matching rules:

I. Key Usage: Digital_Signature

ii. Extended Key Usage: Client Auth

e. Distinguished Name: Specifies distinguished names (DNs) for exact match criteriain choosing
acceptable client certificates. When adding multiple Distinguished Names, each certificate is checked
against al entries, and all must match.
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4. Assign the Machine Tunnel profileto aUser VPN profile, click Save and there is an option to select the
User VPN profiles.




5. Click Save.

Include Machine Tunnel

This machine tunnel has been seccessfully configured. Select the VPN profiles

that will include it
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6. Verify if the Machine Tunnel profileis attached to a User VPN profile.
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Step 5- Verify if the machine@sse.com User is Present in Cisco Secure Access

1. Navigate to Connect > Users,Groups, and Endpoint Devices > Users.
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= Users, Groups, and Endpoint Devices

Provision and manage the authentication of users, groups, and endpoint devices, for access control purposes. Help

-
Home Users Groups and Organizational Units 3 Endpoint Devices 4
@
Experience Users
Insights
Manage your organization’s users and their devices connections and enroliments. To add users, go to Configuration management » Integrate directories
t
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=
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2. If the machine@sse.com user is not present, then import manually. For more information, refer
to: Manual Users and Groups import

Step 6 - Generate a CA Signed Certificate for machine@sse.com

1. Generate a Certificate Signing request:

a. You can use any online CSR Generator software or an openssl CLI.

openssl req -newkey rsa: 2048 -nodes -keyout cert.key -out cert.csr

root@ftdl: /home/admin# openssl req -newkey rsa:2048 -nodes -keyout cert.key -out cert.csr
Generating a RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

what you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can Teave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:North Carolina

Locality Name (eg, city) []:RTP

Organization Name (eg, company) [Internet Widgits Pty Ltd]:TAC
organizational Unit Name (eg, section) []:CiscoTAC

Common Name (e.g. server FQDN or YOUR name) []:machine@sse.com

Email Address []:machine@sse.com

Please enter the following ‘extra' attributes

to be sent with your certificate request
A challenge password []:J}

2. Copy the CSR and generate a machine certificate.
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p Certificate

General petails Certification Path

[a Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer

Issued to: machine @sse.com

Issued by: csa-AD-CA

valid from 7/1/2025 to 7/1/2027

Install Certificate...  Issuer Statement




p Certificate

General Details Certification Path

Show: | <All> v
Field Value A
E [ssuer csa-AD-CA, csa, local
| )|valid from Tuesday, July 1, 2025 10:23:...
= Valid to Thursday, July 1, 2027 10:33:...
Subject machine @sse.com, machine@. .,
|-~ | Public key RSA (2048 Bits)
|~ |Public key parameters 0500
Subject Key Identifier f89bc7557ef7a0 1e08a43a3ea...
Jic| 81 itharity Kew Tdantifier KeulN=drfrdaRQe52150a5h5a 7
E = machine@sse.com
CN = machine @sse.com
OU =TAC
O = Cisco
L =RTP
S = North Carolina
C=US
Edit Properties... Copy to File...
OK

3. Convert the machine certificate into PK CS12 format by using the key and cert generated in previous
steps (Step 1 and Step 2) respectively:



openssl pkesl2 -export -out Machine.pl2 -in machine.crt -inkey cert.key

root@ftdl: /home/admin# openss] pkcsl2 -export -out Machine.pl2 -in machine.crt -inkey cert.key
Enter Export Password:

verifying - Enter Export Password:

root@ftdl: /home/admin#

Step 7 - Import the Machine Certificate on a Test Machine

1. Import the PK CS12 machine certificate under local or machine store:

| Console Root
~ ¥ Certificates (Local Computer)

~

w

WO W W W W W W W W W W W W W W W W W

| Personal
| Certificates
| Trusted Root Certification Autherities
| Certificates
| Enterprise Trust
_ Intermediate Certification Authorities
| Trusted Publishers
| Untrusted Certificates
_| Third-Party Root Certification Authoritis
| Trusted People
| Client Authentication Issuers
| Preview Build Roots
| Test Roots
1 €SIM Certification Authorities
| OEM eSIM Certification Authorities
“| Passpoint Trusted Roots
~| Remote Desktop
| Certificate Enroliment Requests
| Smart Card Trusted Roots
| Trusted Packaged App Installation Auth
| Trusted Devices
| Windows Live ID Token Issuer
| WindowsServerlpdateServices

Issued To

Expiration Date
77172028
77172027
¥/5/2025

Issued By
127.0.0.1
csa-AD-CA

227001
wmachine@sse.com
-—

a Certificate X

General Details Certification Path

A Certificate Information

This certificate is intended for the following purpose(s):
» Proves your identity to a remote computer

Issued to: machine @sse.com
Issued by: csa-AD-CA

valid from 7/1/2025 to 7/1/2027
T You have a private key that corresponds to this certificate,

Intended Purposes
Server Authenticati...
Client Authentication
Client Authentication

Friendly Name
duc-endpointhe
<None>
<None>

Step 8 - Connect to Machine Tunnel

1. Connect to aUser Tunnel, this triggers the machine xml profile to be downloaded.



® Cisco Secure Client | RAVPN-ISE - TLS - Auto Select.. X | @ Cisco Secure Client

@ Please enter your username and password. AnyConnect VPN:

Please enter your username and password.
Username: jay@csa.local ' a

Password: | RAVPN-ISE - TLS - Auto Select Ne Connect

‘ oK — m Zero Trust Access:

G J > - CiscoSecureClient > VPN > Profile > MgmtTun Search MgmtTun Q
Tl Sort -~ = View - wan ([ Details
Name Date modified Type Size
D AnyConnectProfile.xsd 6/6/2025 3:15 PM XSD File 100 KB
e VpnMgmtTunProfile 7/1/2025 12:00 PM Microsoft Edge H... 4KB
9 Cisco Secure Client - X

(A - PN-ISE - TLS - Auto Selact Nearest
pa Location.
RAVPN-ISE - TLS - Auto Select Me Disconnect
00:01:15 (3 Hours 58 Minutes Remaining) Pva

2. Verify Machine Tunnel Connectivity:



€9 Cisco Secure Client (release) —_ X

TInlr .
delst Secure Client

General Virtual Private Network (VPN)

Preferences Statistics Route Details Firewall Message History

Status Overview

AnyConnect VPN Connection Information »
State: Disconnected
Zero Trust Access Tunnel Mode (TPv4): Mot Available
Tunnel Mode (IPv6): Mot Available
Umbrella Dynamic Tunnel Exdusion: Mot Available
Dynamic Tunnel Indusion: Not Available
Duration: 00:00:00
N .
Management Connection State: Connected (en .55€, CiSC0.C0m) I
Address Information ~
Client (IPv4): Mot Available
Client (IPve): Mot Available
Server: Not Available
Bytes -
Collect diagnostic information for al p )rt _
installed components.
Diagnostics Reset Export Stats
Remote Access Log W LasT 24 HOURS ¥
&
MACHINE TUNNEL.  Machine_Tunnel_Profile X
CONNECTION EVENT
1 Evens Event Details b
Connecied
Disconnecied Drate & Time
Falled Uner Device Name  Conmecticn Event Evont Detais Public 1 Intornal i VPN Profile » Jul 1, 2025 7:56 PM
R A machine [machinefdsecom) & Connocted 10MS0127, Al Maching_ Tunnel_Prafile == ::it:‘:sm
MACHINE TUNNEL Page: 1 ~* Resumsperpage: 50 v  1-1of1 User
a Machine_Tunmel_Profie 4 machine tmaenlne@sae.cnml
OS5 TYPES AND VERSIONS

Windows 10.0.26100

SECURE CLIENT VERSIONS
5.1.10.233

Method 2 - Configure Machine Tunnel Using Endpoint Certificate

In this case for Primary Field to Authenticate, choose the certificate field that contains the device name
(computer name). Secure A ccess uses the device name as the machine tunnel identifier. The format of the
computer name must match the format of the chosen device identifier

Go through Step 1 through Step 4 for Machine Tunnel Configuration.




Step 5 - Configure AD Connector to Import Endpoints on the Cisco Secur e Access

For more information, refer to: On-Perm Active Directory Integration.

Users, Groups, and Endpoint Devices

Provision and manage the authentication of users, groups, and endpoint devices, for access control purposes. Help [

& configuration management

Users 8 Groups and Organizational Units 3 Endpoint Devicas 2
Endpoint Devices
Manage your endpoint device and AD device 15. To add new AD devices, go 1o i ion management > ies. Help 7
2 results
Name Device Type Auth Property Dirsctory Associated Rules
ISE.csa.local 0 AD Device ise.csa.local Active Directory Profile o
winl.csalocal L AD Device Winl.csalocal Active Directory Profile 4]

ROWS per page

Step 6 - Configure Endpoint Devices Authentication

1. Navigate to Connect > Users,Groups and Endpoint Devices.

2. Click on Configuration M anagement.

Users, Groups, and Endpoint Devices

Provision and manage the authentication of users, groups, and endpoint devices, for access control purposes. Help £
-~
Hesme Usars 10 Groups and Organizational Units 3 Endpoint Devices 4
-
Exparince Users
Manage your organization’s users and their devices connections and encoliments. To add users, go to Configuration management > integrate directories
¥
L At any time, you can disconnect of unennoll 3 users device. Help 7
Conmect
10 + results
=

& Configuration management

3. Under Configurations, click Edit Active Directory.

 Users and Groups

Configuration Management

=

Sedect how you want to connect users to Secure Access, Helplh
Configurations  Advanced Settings
Directories Add ubrs, Groupd and endpint devices 1o Secude Access thisugh & supperted 1P, Helpt? Integrate directarios
r Jay-IDP  azwe
Conmect
Manually Added
=
Active Directory & Edit
L]

Components
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4. Set Endpoint Devices Authentication Property to Hostname.

Endpoint Devices Authentication

Select the Authentication Property that will be used to authenticate AD endpoint devices when connected via RA-VPN. Help ¢

Authentication Property

| Hostname o ]

You must re=sync AD identities when you update
this Authentication Property.

e (3o (D

5. Click Save and restart AD Connector services on the servers where its installed

Step 7 - Generate and Import Endpoint Certificate
1. Generate CSR, open a CSR generator or the OpenSSL tool.
2. Generate a endpoint certificate from the CA.

3. Convert the .cert file into PK CS12 format.

4. Import the PKCS12 certificate in endpoint certificate store.

Ca. nzole Root lisued To ) Issued By Expiration Date  Intended Purposes | Certificate X
w ¥ Certificates (Local Computer) ‘5.113?'.0.0.1 127.00.1 TA/2028 Server Authenticati...
1 - Gener

v - p"‘é‘::ﬁ, ol umcciscomsseztinadeviceid:0ace... PROD Internal ZTNA Sub CA 1 8/5/2025 Client Authentication el Detals Certfication Path

d Cartifcabar) | B wint.csalocal cs3-AD-CA 2027 Client ation
w | Trusted Root Centification Authorties

| Cetificates f  Certificate Information
3 | Enterprise Trust

» [l Intermediate Certification Authorities his certificate is Intended for the followiag purpose(s):
] Trusted Publishers * Proves your identity to a remote computer
| Untrusted Certificates
Third-Party Roat Centification Authoritic
» | Trusted Pecple
3 | Chent Authentication lssuers
] Preview Build Roots
| Test Roots Issued toc  Winl.csadocal
| #SIM Certification Authorities
3 | DEM «SIM Certification Authorities
| Passpoint Trusted Roots
| Remote Desktop
» || Certificate Enroliment Requests Valid from 7/1/2025 te 7/1/2027
» Srnart Card Trusted Roots
» | Trusted Packaged App Installation Auth
| Trusted Devices

Issued by: csa-AD-CA

T You have a private key that cormesponds to this certificate.

1 Windows Live ID Token lssuer
WindowsSenerlpdateSenices




) Conscle Root Jssued To . Issued By Expiration Date  Intended Purposes 5 Certificate X
v i@ Certificates Local Computer) 127000 127.00.1 77172028 Server Authenticati... )
v (] Personal 2 deviesid0ace... PROD Internsl ZTMA Sub CA 1 8/5/2025 Clisnt Authentication | General Detads  Certification Path

| Centificates o
o = i Winl.csalocal -AD-CA /2T Client Authentication
v [ Trusted Root Centification Authorities B wint.csatocal == ! Show: | <Al> e

7 Cenificates
» ] Enterprise Trust
» 1 Intermediate Certification Authorities
3 ] Trusted Publishers
» [ Untrusted Certificates
3 ] Third-Party Root Centification Authoriti
» [ Trusted People
3 ] Chient Authentication lssuers
» ] Preview Build Roots ;
3 7 TestRoots Pl Bty Kiny Tekantifisr KT medfrdaBte Ba 1 50GTH S
» ] €5IM Certification Authorities = WinLoabal
>
>
2
>
>
>
>
>
>

] OEM &5IM Cestification Authornties = Win L.csa, local
-] Passpoint Trusted Roots -.YIQC

1 Remote Desktop =RTP

7 Certificate Enroliment Requests = North Caroling
“ Senart Card Trusted Roots =us

] Trusted Packaged App Installation Auth

1 Trusted Devices
| Windows Live ID Token lssuer EdtProperties... Copy o Fle...
-] WindowsServerUpdateSenvices

Step 8 - Connect to Machine Tunnel

1. Connect to aUser Tunnel, it triggers the download of the machine tunnel xml profile.

@ Cisco Secure Client | RAVPN-ISE - TLS - Auto Select.. X | @ Cisco Secure Client

Please enter your username and password. AnyConnect VPN:

Please enter your username and password.
Username: jay@csa.local Y pa

Password: | RAVPN-ISE - TLS - Auto Select Ne Connect

oK Cancel
m Zero Trust Access:
&) J > -+ CiscoSecureClient » VPN > Profile > MgmtTun Search MgmtTun Q
Tl Sort = View cen (I} Details
MName Date modified Type Size
D AnyConnectProfile.xsd 6/6/2025 3:15 PM XSD File 100 KB
e VpnMgmitTunProfile 7/1/2025 12:00 PM Microsoft Edge H... 4 KB
9 Cisco Secure Client - X

Connected to RAVPN-ISE - TLS - Auto Select Nearest
pa Location.
RAVPN-ISE - TLS - Auto Select Me Disconnect

00:01:15 (3 Hours 58 Minutes Remaining) Pva




2. Verify Machine Tunnel Connectivity:

€9 Cisco Secure Client (release)

at ], :
csco Oecure Client

General

Status Overview

AnyConnect VPN

Zero Trust Access

Umbrella

Collect diagnostic information for all
installed components.

Diagnostics

Remote Access Log

Ry -

MACHINE TUNNEL Machine_Tunnel_Profile

CONMNECTION EVENT
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Method 3 - Configure Machine Tunnel Using User Certificate

Inthiscasefor Primary Field to Authenticate, choose the certificate field that contains the user email or
UPN. Secure Access uses the email or UPN as the machine tunnel identifier. The format of the email or
UPN must match the format of the chosen device identifier



Go through Steps 1 through Step 4 for Machine Tunnel Configuration.

Step 5 - Configure AD Connector to Import Users on the Cisco Secur e Access

For more information, refer to: On-Perm Active Directory I ntegration.
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Step 6 - Configure Users Authentication

1. Navigate to Connect > Users, Groups and Endpoint Devices.

2. Click on Configuration Management.
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3. Under Configurations, click Edit Active Directory.
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4. Set Users Authentication Property to Email.

Users Authentication

Select the Authentication Property that will be used to authenticate AD Users.
Authentication Property

Email "

5. Click Save and restart the AD Connector Services on the servers where it isinstalled.

Step 7 - Generate and Import Endpoint Certificate
1. Generate the CSR, open a CSR generator or OpenSSL tool.
2. Generate a endpoint certificate from CA.

3. Convert the .cert file into PKCS12 format.

4. Import the PK CS12 certificate in endpoint certificate store.
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Step 8 - Connect to Machine Tunnel

1. Connect to aUser Tunnel, it triggers the download of the machine tunnel xml profile.
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2. Verify Machine Tunnel Connectivity:
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Troubleshoot

Extract the DART bundle and open the AnyConnectVPN logs and analyze for the error messages:

DARTBundle 0603 _1656.zip\Cisco Secure Client\AnyConnect VPN\Logs



