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| ntroduction

This document describes step by step how to configure RA VPN on Cisco Secure Access to authenticate
against Entra ID.

Prerequisites

Cisco recommends that you have knowledge of these topics:

» Knowledge using Azure/EntraID.
» Knowledge with Cisco Secure Access.

Requirements

These requirements must be fulfilled before proceeding further:

» Accessto your Cisco Secure Access Dashboard as Full Admin.
» Accessto Azure as Admin.
» User provisioning already completed to Cisco Secure Access.

Components Used

The information in this document is based on these software and hardware versions:

* Cisco Secure Access Dashboard.
* Microsoft Azure Portal.
 Cisco Secure Client AnyConnect VPN version 5.1.8.105

The information in this document was created from the devices in a specific lab environment. All of the


https://docs.sse.cisco.com/sse-user-guide/docs/configure-identity-providers

devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure

Azure Configuration

1. Login to the Cisco Secure Access dashboard and copy the VPN Global FQDN. We are using this FQDN
in the Azure Enterprise Application configuration.

Connect > End User Connectivity > Virtual Private Network > FQDN > Global

End User Connectivity

End user connectivity lets you define how your organization's traffic is steered from
endpoints to Secure Access or to the internet. Help 7

Zero Trust Virtual Private Network Internet Security

FQDN

Use the FQDN listed here to configure VPN access to Secure Access. Help 7

Global: VpN.sse.cisco.com Copy View Regional FQDN's

VPN Global FQDN

2. Loginto Azure and Create an Enterprise Application for the RA VPN authentication. Y ou can use the
predefined application named " Cisco Secure Firewall - Secure Client (formerly AnyConnect)
authentication”.

Home > Enterprise Applications > New Application > Cisco Secure Firewall - Secure Client
(formerly AnyConnect) authentication > Create



Cisco Secure Firewall - Secure Client (forme... X

PT" Got feedback?

Loge @

Create App in Azure

3. Rename the Application.
Properties> Name

Mame* (o)

Cisco Secure Firewall - Secure Client (formerly AnyConnect) auth...

Publisher (O Provisioning (D)

Cisco Systems, Inc. Automatic provisioning is not
supported

Single Sign-On Mode (O URL @

SAML-based Sign-on https.//www.cisco.com/go,/sec
urefirewall

Linked Sign-on

Read our step-by-step Cisco Secure Firewall - Secure Client (formerly
AnyConnect) authentication integration tutorial

Use Microsoft Entra ID to manage user access and enable single sign-
on with the Cisco Secure Firewall for Secure Client (formerly
AnyConnect) SAML authentication.



Save X Discard i Delete ﬂj Got feedback?

View and manage application settings for your organization. Editing properties like display information, user sign-in
settings, and user visibility settings requires Global Administrator, Cloud Application Administrator, Application
Administrator roles. Learn more.

If this application resides in your tenant, you can manage additional properties on the application registration.

Enabled for users to sign-in? &) [ Mo :ﬁl

Mame* (O | Cisco Secure Access RA VPN vy |
Homepage URL (O | https:/fwww.cisco.com/go/securefirewall Iy |
Logo @

Rename the Application

4. Within the Enterprise Application, assign the users allow to authenticate using the AnyConnect VPN.
Assign usersand groups > + Add user/group > Assign

Home > Enterprise applications | All applications > Cisco Secure Access RA VPN

2a Cisco Secure Access RA VPN | Users and groups

Enterprise Application

o i -+ Add user/group & 7 Edit assignment Remove assignment

=t

Cverview
(D The application will appear for assigned users within My Apps. Set 'visil

[—
[—

Deployment Flan

Diagnose and solve problems

< X

Assign users and groups to app-roles for your application here. To creat
Manage

i~

A~ First 200 shown, search all users & groups

iI' Properties

alh Owners Display name

& Roles and administrators

Mo application assignments found
&4 Users and groups

Users/Groups Assigned

5. Click on Single sign-on and configure the SAML parameters. Here we use the FQDN copied in step 1,
and also the VPN Profile name you are configuring in "Configuration Cisco Secure Access' later in step 2.

For example, if you VPN Global FQDN is examplel.vpn.sse.cisco.com and your Cisco Secure Access VPN
Profile name is VPN_Entral D, the values for (Entity 1D) and the Reply URL (Assertion Consumer Service
URL) are:



Identifier (Entity ID): https://examplel.vpn.sse.cisco.com/saml/sp/metadata/\VV PN_Entral D
Reply URL (Assertion Consumer Service URL):
https.//examplel.vpn.sse.cisco.com/+CSCOE+/saml/sp/acs?gname=VPN_EntralD

Identifier (Entity ID)* ©
The unique 10 that identifies your application to Microsoft Entra ID. This value must be unigue across all applications in your
Microsoft Entra tenant. The defauwlt identifier will be the audience of the SAML response for IDP-initiated 550

Default

https://example 1 vpn.sse.cisco.com/saml/sp/metadata/VPMN_EntralD \/| |:| @

Add identifier
Patterns: hitps://*YourCiscoServer.com/saml/sp/metadata/ TGTGroup

Reply URL (Assertion Consumer Service URL) * ©

The reply URL (s where the application expects to receive the guthentication token. This is also referred to as the Assertion
Consumer Service” (ACS) in SAML.

Index Default
https:/fexamplel.vpn.sse.cisco.com/+CSCOE+/saml/sp/acsTtgname=VPMN_Entrall ~/| | | |:| @
Add reply URL
Patterns: hitps://YOUR_CISCO_ANYCOMMNECT_FQDM/+CSCOE+/SAML/SP/ACS
SAML Parametersin Azure
6. Download the Federation Metadata XML.
SAML Certificates
Token signing certificate 2 Edi
Status Active
Thumbprint B319490352BE192FA8BCOC A4 ETE14BETFTOF1TE
E:qpiral:l-:]n 3EEF2028, 1715010 A
Motification Email
App Federation Metadata Url | hitps:/floginmicrosoftonline.com,T1414a41-5150... I
Certificate (2asedd) Crownload
Certificate [Raw) Download
Fedaratson Matadata XhL Drowenlcad

Verification certificates (optional)

& Edit
Rangyuined Mo
Active
Expired 0

Cisco Secure Access Configuration

1. Log in to your Cisco Secure Access dashboard, and add an |P Pool.


https://example1.vpn.sse.cisco.com/saml/sp/metadata/VPN_EntraID
https://example1.vpn.sse.cisco.com/+CSCOE+/saml/sp/acs?tgname=VPN_EntraID

Connect > End User Connectivity > Virtual Private Network > Add | P Pool

Region: Select the region where your RA VPN is going to be deployed.

Display name: The name for the VPN IP Pool.

DNS Server: Create or assign the DNS Server users are using for DNS resol ution once connected.

System I P Pool: Used by Secure Access for features like Radius Authentication, the Authentication Request
is sourced by an IP within this range.

IP Pool: Add anew IP Pool and specify the IPs users get once connected to the RA VPN.

Setup VPN profiles

Mo VPN profiles added. To configure VPN profiles, you must first
setup IP pools and then add profiles that map to users.Help

Add IP Pool

Add VPN Profile



Parameters

Edit this IP pool's parameters including its mapped region, DNS servers, and IP
addresses

Region

[ Canada (Central) (%) v ]

Display name

[ RA VPN ]
DNS Server
[ DNS (208.67.222.222) v ] -+ Add

(] DDNS Servers updates

System IP Pool ©®

17216.2.0/24

IP Pools

Add the IP pools this region will use. You can add a maximum of 25 IPV4 and 25

IPVE subnets per IP pool. Help 7
+ Add

Config of IP Pool - Part 1



< AddIP Pool

Add up to 25 subnets per protocol to this IP pool. The number of connections
available here is set by the number of subnets added to the System IP Pools field

IP Pool name

[ RA VPN Pool

IPv4 subnets @

17216.1.0/24

Config of IP Pool - Part 2
2. Add aVPN Profile.

Connect > End User Connectivity > Virtual Private Network >+ VPN Profile

General Settings



Note: Note: The name of the VPN Profile must match with the name you configured in
"Configuration Azure" in step 5. In this configuration guide we used VPN_EntralD so we are
configuring the same in Cisco Secure Access as VPN Profile name.

VPN Profile name: Name for this VPN Profile, visible in the dashboard only.

Display name: Name end users see on the 'Secure Client - Anyconnect' drop-down menu see when
connecting to this RA VPN Profile.
Default Domain: Domain users get once connected to the VPN.
DNS Servers: DNS Server the VPN users get once connected to the VPN.
Region Specified: Usesthe DNS server associated to the VPN |P Pool.
Custom Specified: Y ou can manually assign the DNS desired.
| P Pools: 1Ps the users get assigned once connected to the VPN.
Profile Settings. To include this VPN Profile for Machine Tunnel or to include regional FQDN so the end
user selects the Region they want to connect to (is subject to IP Pools deployed).
Protocols: Select the protocol you want your VPN Usersto use for the tunneling of the traffic.
Connect time posture (Optional): If required to do VPN Posture at the connect time. More information
here



https://docs.sse.cisco.com/sse-user-guide/docs/manage-machine-tunnels
https://docs.sse.cisco.com/sse-dns-guide/docs/vpn-posture-profiles

VPN Profile name

[ VPN_EntralD

1 General settings

VPN Profile config - Part 1

VPN Profile config - Part 2

General settings
Select and configure the network, protocol and posture that this VPN protile will use.Help [y

Display name

[ VPN - Lab ]

This name will be displayed in Cisco Secure Client application.

Default Domain

[ lab.local ]

DNS Servers @
@ Region Specified
View DNS servers mapped to regions

Custom Specified
DDNS Servers updates

IP Pools ®

Edit assigned IP pools

Profile Settings
Include machine tunnel for this profile () 4+ Add Machine Tunnel

D Include regional FQDN (1)

Protocol ©
TLS / DTLS

(] IPsec (IKEv2)

IP version mode @

(] ipve

Connect time posture (optional)

(Nore 2

Multiple VPN postures can be created in Posture.

Authentication, Authorization, and Accounting

Protocols: Select SAML.



Authentication with CA Certificates: In case you want to authenticate using an SSL Certificate and
authorize against an IdP SAML Provider.
Forcere-authentication: Forces are-authentication whenever aVVPN connection is made. Forced re-

authentication is based on Session Timeout. This could be subjected to the SAML 1dP settings (Azurein this
case).

Upload the XML file Federation Metadata XML file downloaded in "Configure Azure" in step 6.

Protocols

SAML

[) Authenticate with CA certificates
Select to use CA certificates to authenticate this VPN profile.

SAML Configuration
|:I External browser authentication

Forced re-authentication

(®) SAML Metadata XML Configuration

|i, 1. Download Service Provider XML file

This XML file contains metadata required to configure your 1dP.

Download service provider XML file ]

{50! 2.Generate IdP Security Metadata XML File
a. Upload the Service Provider XML file to your |dP.

b. From your IdP, create and download an |dP Security Metadata XML file.

T, 3.upload IdP security metadata XML file

@ File ‘Cisco Secure Access RA VPN.xml" uploaded. I Delete

SAML Config

Traffic Steering (Split Tunnel)

Tunnel Mode:

Connect to Secure Access: All traffic is sent thought the tunnel (Tunnel All).

Bypass Secure Access: Just specific traffic defined the in Exceptions section is tunneled (Split Tunnel).
DNS Mode:

Default DNS: All of the DNS queries move through the DNS servers which are defined by the VPN
Profile. In the case of a negative response, the DNS queries can also go to the DNS servers which are
configured on the physical adapter.

Tunnel All DNS: Tunnelsall DNS queries viathe VPN.

Split DNS: Just specific DNS queries move through the VPN profile, depending on the domains specified
below.



Traffic Steering (Split Tunnel)

Configure how VPN traffic traverses your network. Help 7

Tunnel Mode

Bypass Secure Access W |

All traffic is steered outside the tunnel.

35— O

WPN Internet

Add Exceptions
Destinations specified here will be steered INSIDE the tunnel.

Destinations Exclude Destinations
10.1.1.0/24 + Add
DNS Mode
Default DNS W

Traffic Seering Config

Cisco Secure Client Configuration

For the purpose of this guide, we are not configuring any of these advanced settings. Advanced features can
be configured here, for example: TND, Always-On, Certificate Matching, Local Lan Access, and so

on. Save the settings here.

Cisco Secure Client Configuration

Select various settings to configure how Cisco Secure Client operates.Help &

Session Settings 7 Client Settings 13 Client Certificate Settings 4 ¢t Download XML
‘ General 4 |
‘ Administrator Settings [ VS |

Advanced Settings

3. Your VPN Profile must look like this. Y ou can download and pre-deploy the xml profile to the end users
(under "C:\ProgramData\Cisco\Cisco Secure Client\VPN\Profile") to start using the VPN, or provide them
with the Profile URL to be entered in the Cisco Secure Client - AnyConnect VPN Ul.



Zore Trust ‘Virtual Privato Motwork Internet Security

FQDN Regions and IP Pools
Use the FODHM lished here 1o configure VPN access to Secure Access. Help k 0 Lo ad d edit IF Haip &

Regions mapped 1 Manage

Global: J Copy  View Reglonal FQDNs
WPH Hapdaad: ’ E ™ 3 Copy
VPN Prafiles
A VPN prof Hilp
e
Hane Display name General Authentication, Awthorization & Accounting  Traffic Steering Sacure Cliont Corfiguration  Profile URL Dowrlead XML &
VEN_EAtEsID VPN = Lab Labsocal SAM. Bypass Socume 13 Settings ssecls
11P Poats ACcoss co.comyVPN_Entr (3
TLE/DILS 1 Excapinis) slD

Global FQDN and Profile URL

Verify

At this point, your RA VPN configuration must be ready for testing.

Please notice that the first time the users connect, they need to be given the Profile URL address or pre-
deploy the xml profile in their PCs under " C:\ProgramData\Cisco\Cisco Secure Client\VPN\Profile", restart

the VPN service and they must see in the drop-down menu the option to connect to this VPN Profile.

In this example, we give the Profile URL address to the user for the first connection attempt.

Prior the first connection:

(% Cisco Secure Client — >

r-.\ AnyConnect VPN:

' Ready to connect,

| vpn.sse.dsco.com/VPM_Entrall] - | Connect

Prior VPN Connection

Enter your credentials and connect to the VPN:



(9 Cisco Secure Client - X

AnyConnect VPN:
' Connected to 79d5.vpn.sse.dsco.com/VPN_EntralD,

vpn.sse.dsco.com/VPN_En' Disconnect

00:00: 13 (3 Hours 59 Minutes Remaining) IPv4

Connected to VPN

After connecting the first time, from the drop-down menu, you must be able to see now the option to
connect to the"VPN - Lab" VPN Profile:

(9 Cisco Secure Client — -

r-.,. AnyConnect VPN:

' Ready to connect.

| VPN -Lab -TLS - Auto Select Nez | [ Connect

After the first VPN Connection

Check in the Remote Access Logs that the user was able to connect:

Monitor > Remote Access L og

User Device Hame Connection Event Event Details Public IPv4 Address Internal IPFv4 Address Internal IPv0 Address WPH Profil: Session Ty

L Josue & Connected 1721611 VPN_EntralD  TLS

Logsin Cisco Secure Access

Troubleshooting
Hereis described the basic troubleshooting that can be performed for some common issues:
Azure

In Azure make sure that the users have been assigned to the Enterprise Application created for the



authentication against Cisco Secure Access.
Home > Enterprise Applications > Cisco Secure Access RA VPN > Manage > Usersand Groups

Home > Enterprise applications | All applications > Cisco Secure Access RA VPN

2a Cisco Secure Access RA VPN | Users and groups

Enterprise Application
] i« ~+ Add user/group
8 Overview
(i) The application will appear for assigned users within My Apps. Set 'visil
]| Deployment Blan

7+ Diagnose and solve problems i o
Assign users and groups to app-roles for your application here. To creat

" Manage
" . O First 200 shown, search all users & groups
iI' Properties W
alt Owners Display name

ar. Roles and administrators
|:| . losue

&4 Users and groups

Verify assignment of users
Cisco Secure Access

In Cisco Secure Access, make sure you have provisioned the users that are allowed to connect via RA VPN,
and that also the users provisioned in Cisco Secure Access (under users, groups and endpoint devices) match
with the usersin Azure (the users assigned in the enterprise application).

Connect > Users, Groups, and Endpoint Devices

4l Sacure Access

Users, Groups, and Endpoint Devices

Provision and manage the authentication of users, groups, and endpoint devices, for access control purposes. Help 7

Home Users 7 Groups and Organizational Units 4 Endpoint Devices 2

Users

Manage your organization's users and their devices connactions and enroliments, To add users, go to Configuration management > Integrate directories

* Al any time, you can disconnect or unenroll a user's device. Help 7
Connect
L josue [ SOURCE W ] [ Directory 3 results
Resources Name Email Username Source Directory
a Josue josue@ josuedE azure Entra ID

Usersin Cisco Secure Access

Verify that the user has been provisioned with either the correct XML file on the PC, or that the user has



been given the Profile URL, as stated in the "Verify" step.

Connect > End User Connectivity > Virtual Private Network

VPN Profiles
A VPN profile s a configuration that provides your remate devices with the means 1 securely connect 1o your netwark thraugh a VPN, This configuration inclisdes optians for custom attributes and a machine funr Help
HNama Display nama Ganaral Authantication, Authorization & Accounting  Traffic Stearing Securs Client Configuration § Profile URL Download XML
VPH_Enirall VPN _EntralD lab. oeal Cartificates Eypass Secuie 13 Settings VPLSSE.CIS
11P Pools SAML Arcess co.comVPH_Entr (3
TLS/DTLS 1 Exception|s) alb

Profile URL and .xml profile



