Resolve Incomplete CTS Profileand SGACL
Download Failureson |OS XE Devices I ntegrated
With Cisco | SE
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| ssue

Y ou observe partial or incomplete Cisco TrustSec (CTS) profiles on network devices even when the CTS
server list and environment data are present. The network device fails to download Security Group Access
Control List (SGACL) Access Control Entries (ACES).

This issue affects deployments using Cisco |OS® X E network devices such as Catalyst 9000 series
switches, Wireless LAN Controllers (WLC), and routers with Identity Services Engine (1SE).

This error appears in the network device logs:

%CTS-2-AUTHZ_POLICY_SGACL_ACE_FAILED: Failed to download ACEs for SGACL '<ACLname>' for SGT='<SGTnumber:

Environment

ISE 3.5 patch 2

|SE 3.3 paich 8

ISE 3.2 patch 9

CTS environment

|OS-XE network devices like Cat9k, WL C and routers

Resolution



Option A: Upgrade | SE (Recommended)

To permanently resolve thisissue, upgrade Cisco | SE to afixed release where the Cisco Bug 1D
CSCws51319 isresolved.

* Fixed Releases:
e |SE 3.5 Patch 3 or newer
* |SE 3.3 Patch 9 or newer

¢ |SE 3.2 Patch 10 or newer

Option B: Manual Policy Refresh (Workaround)

If an upgrade is not immediately possible, you must manually trigger a policy refresh on the network device
whenever apolicy changeis madein ISE.

1. Accessthe CLI of the affected network device.

2 . Run this command to verify the CTS PAC status.

show cts pac

3. To verify the CTS environment data is present, run the command:

show cts environment data

4 . To check the current policy permissions, run:

show cts role-based permissions

5. Run the command to refresh the policy:

cts refresh policy


https://tools.cisco.com/bugsearch/bug/CSCws51319

6 . Wait afew minutes for the download to complete.

7 . Check the current policy condition and confirm if al the permissions are downloaded using this
command:

show cts role-based permissions

Cause

Thisissueisdueto Cisco Bug ID CSCws51319.
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