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| ntroduction

This document describes how to configure the Cisco | SE Workload Connector for VMware vCenter to
import workload context and enforce group-based segmentation.



Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» Cisco | SE administration

* VMware vCenter administration

 Cisco TrustSec concepts, including Security Group Tags (SGTs), SGT Exchange Protocol (SXP), and
pxGrid

Before you add a vCenter workload connection, confirm that these conditions are met.

Cisco | SE

« pxGridisenabled on at least one node in the deployment.

» SXPisenabled on at |east one node in the deployment.

VMware vCenter
» A vCenter account with Read Only permission is available. The connector performs read operations
only.

» The vCenter attributes or tags to be imported have been identified. This document uses the os attribute
asthe example.

Connectivity

* A stableinternet connection is available to Cisco I SE, as Cisco | SE can reach public.ecr.aws, which is
required by the Workload Connector feature. If aproxy server or firewall isin the path, permit HTTPS
(TCP port 443) traffic between Cisco ISE and this URL. If this URL is unreachable, the Workload
Connector does not function as intended.

» If aproxy isused for internet access and vCenter is deployed on-premises, configure a proxy bypass for
the vCenter IP address.

Certificates



* |If certificate validation is used, the FQDN or | P address entered for vCenter must match the Subject
Alternative Name (SAN) of the vCenter endpoint certificate.

» The vCenter root certificate must be available for import into the Cisco | SE Trusted Certificates store.

Components Used

The information in this document is based on these software and hardware versions:

 Cisco ldentity Services Engine (ISE), Release 3.4, used for the connector configuration and verification

procedures

 Cisco Identity Services Engine (ISE), Release 3.5 Patch 3, used for the Context Visibility procedure

only

* VMware vCenter Server 8.0 Update 3

Note: The Workload Connector Endpoints dashboard in Context Visibility requires Cisco I SE 3.5
Patch 3 or later, so the two images in that section were captured on that release. Every other
procedure and image in this document comes from Cisco | SE 3.4.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background Information

Modern data centers are dynamic. Virtual machines (VMs) are created, moved, and retired continuously,
and their | P addresses change with them. Security policiesthat rely on static |P addresses or subnets cannot
keep pace with this rate of change, which leaves gaps in both enforcement and visibility.

Cisco | SE addresses this problem through the Common Policy framework and its Workload Connectors. A
Workload Connector establishes a secure connection to a data center or cloud platform, imports the context
of the application workloads that run there, normalizes that context into SGTs, and shares the result with the
rest of the network so that policy can be written against it.

vCenter already describes every virtual machine through a set of attributes, such as the guest operating

system, the port group it attaches to, and its power state. VMware administrators extend that description
with custom tags that carry metadata such as environment, application tier, owner, or business unit. The
vCenter Workload Connector imports both, and converts them into SGTs. This delivers three outcomes:



* Poalicy isworkload-based. When aVVM moves or is re-addressed, the attribute-derived SGT stays with
it, SO segmentation continues to work without manual updates.

» Existing context isreused. Cisco | SE consumes the attributes and tags that vCenter already maintains,
SO no new classification schemeis required.

» Segmentation is consistent. SGTs are distributed across the TrustSec-enabled network, so the same
policy applies at every enforcement point.

This document uses a single running example throughout. The os attribute that vCenter reports for each
virtual machine, which in this lab reads CentOS 4/5 (64 bit), isimported into Cisco | SE and combined with
an | P address condition, so that the matching workloads are placed automatically into a Production_Servers
security group. Those workloads are then segmented by group membership rather than by manually tracked
| P addresses. The same procedure applies to any other attribute or custom tag that vCenter exposes.

Key Terms

Note: VMware ESXi does not support tags. For this reason, only vCenter can be configured as a
workload connector. Standalone ESXi hosts cannot.

Term | Definition

TrustSec Cisco technology for group-based segmentation, in which policy iswritten
against groups instead of |P addresses.

SGT (Security A tag that represents a group, such as Production Workloads, and serves as
Group Tag) the basis for policy enforcement.

SXP (SGT Exchange The protocol used to distribute IP-to-SGT bindings to enforcement devices.
Protocol)

pxGrid The Cisco platform used to share context, such as sessions and SGTS,
between Cisco | SE and other systems.

Common Policy The Cisco I SE framework that connects to data centers and clouds,
normalizes their context into SGTs, and shares it across domains.

Workload The Cisco | SE component that connects to vCenter, AWS, Azure, GCP, or
Connector ACI and imports workload context.
Placeholders Used

Valuesin square brackets are placeholders. Replace them with the values that apply to your environment.



Placeholder Description

[VCENTER_FQDN] Fully qualified domain name of the vCenter server.

[VCENTER_IP_ADDRESS] IP address of the vCenter server.

[USERNAME] vCenter read-only account username.

[PASSWORD] vCenter read-only account password.

[SGT_NAME] Name of the Security Group Tag assigned by a classification rule.
[VM_NAME] Name of avirtual machinein vCenter.

[VM_UUID] UUID of avirtua machinein vCenter.

[VM_1D] vCenter managed object reference of avirtual machine.

[HOST _1D] vCenter managed object reference of an ESXi host.
[NETWORK_NAME] Name of the vCenter port group or network.

The images in this document come from alab that uses the workload connection name LAB_V Center, the
vCenter address 192.168.1.50, and the workload subnet 192.168.10.0/24. Substitute the naming and
addressing that apply to your environment.

Configure

Network Diagram

The integration transforms vCenter metadata into enforceable policy in five stages:

1. The Cisco ISE vCenter Workload Connector reads the workload attributes and tags from vCenter.



2. The selected attributes are added to the Cisco | SE Attributes Dictionary so that they can be referenced
inrules.

3. Workload Classification Rules evaluate those attributes and assign a primary SGT, and optionally one
or more secondary SGT's, to each workload.

4. Cisco I SE derives IP-to-SGT bindings and publishes them through SXP and pxGrid. Inbound and
Outbound SGT Domain Rules control which SGT domains receive the bindings and where they are
shared.

5. Enforcement points apply the SGTs to permit or deny traffic.

Cisco ISE vCenter Workload Connector - Data Flow by Domain

VMware vCenter Cisco ISE Enforcement Point

Workload Attributes

; s SGT Assignment IP-SGT Bindings IP-SGT Bindings
Attributes Dictionary cm"‘ oty g 9 9
lassification Workload
Arnribute Sync Rules Binding Derived pRGrd | NP
-IP -IP o | Primary and secondary o Workload binding Segmentation policy
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=03 =08 T BGTs gned from information derived enfonced by SGT
= VMID = VMID atfributes

* VM-Name * Vki-Mame

Cisco | SE vCenter Workload Connector data flow across three domains. vCenter
provides workload attributes (1P, OS, VMID, VM-Name); Cisco | SE storesthem in the
Attributes Dictionary, appliesWorkload Classification Rulesto assign primary and
secondary SGTs, and derives IP-SGT bindings; the bindings are shared through
pxGrid and SXP to the Enfor cement Point

Configurations

Step 1. Add the vCenter Workload Connection

1. Inthe Cisco ISE GUI, click the M enu icon and choose Work Centers> TrustSec > I ntegrations >
Workload Connectors > Workload Connections.

2. Click Add Connection.



Workload Connections

Create workload classification rules to assign 5GTs to IP addresses and receive mappings.Manage Inbound

SGT domain rules to define the SXP domains that must receive the mappings. Manage Outbound SGT domain
rules to define the data shared from Cisco ISE to Cisco ACL

No Workload Connected

Add Connaction

Workload Connections page with no connections configured, showing the Add Connection button

3.Click Let'sdoiit.

o Welcome 2

Workload Platform - Configuration - Summary

Welcome

Use this wizard to set up @ connection with a workicad platferm, and choose the attributes that you want to import inte Cisco 1SE

After the complation of this workflow, you can create workload classification rules, create ingress filters, and more, in Cisco ISE TrustSec pages.
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Workload connection wizard Welcome page, showing the Welcome, Workload Platform, Configuration, and Summary stages of the wizard
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4. On the Select Workload Platform page, choose vCenter, and then click Next.
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Select Workload Platform page with the vCenter option selected among the ACI, AWS, Azure, and GCP platforms

5. On the Create Workload Connection page, Cisco | SE checks whether the Workload Connector
services are running before it accepts any connection details.

If the services are not yet running, the page reports Wor kload Connector Services are not running.

Create Workload Connection

Checking Prerequisites

Workload Connector Services are not running

Workload Connection Mame*

Mon-editable after creation

Description

A

_Syrnl:: Interval* ) )
| 15 | | Minutes v | | FQDN or IP address* |
Hint
|- User* | | Password®* |

D Validate vCenter certificate. (@

Create Workload Connection page reporting that the Workload Connector services are not running



Cisco | SE then starts the services automatically and displays the progress.

Create Workload Connection

C-I'IE'L"(II'I{; Prerequlaitas

Starting the services

arx

Workload Connection Name*

Mon-editable after creation

Description

Sync Interval*

|- 15 | | Minutes A

|' FQDM or IP address* |

Hint

| User* | | Password* |

[] validate vCenter certificate. (@

Create Workload Connection page showing the Workload Connector services starting

Wait until the page reports Wor kload Connector Services are running. The connection detail fields can be
completed only after this check succeeds.



Create Workload Connection

Waorkload Connector Services are running

Workload Connection Mame*

Mon-editable after creation

Description

Sync Interval*

| 15 | | Minutes e | | FQOM or IP address* |

| User* | | Password* |

E] Validate vCenter certificate. (@

Create Workload Connection page confirming that the Workload Connector services are running

6. Enter the connection details:

Field | Description
Workload A unique name that uses letters, numbers, and underscores. Maximum 32
Connection characters, no spaces. This example uses LAB_V Center.
Name
Description A description of the connection.
Sync Interval How often Cisco | SE refreshes data from vCenter. Valid range is 60 seconds to 7

days. The default is 15 minutes. Shorter interval s refresh data more frequently but
can affect performance.

FQDN or IP The hostname or |P address of vCenter, such as[VCENTER_FQDN] or
Address [VCENTER_IP_ADDRESS]. This value must match the Subject Alternative
Name of the vCenter endpoint certificate.




Field | Description

User The vCenter account username, [USERNAME].

Passwor d The vCenter account password, [PASSWORD].

Validate Optional. Validates the certificate and imports the vCenter root certificate into the
vCenter Cisco ISE Trusted Certificates store. During import, also check Trust for
certificate authentication of Cisco Services. Certificate validation is recommended for

production environments.

Create Workload Connection

Workload Connector Services are running

Workload Connection Name*

LAB_VCenter

Mon-editable after creation

Description

Sync Interval* FEOM or IP addrass®

| 15 | | Minutes v || 192.168.1.50 |
Hint

User* Password*

| [USERNAME]  —— Show |

Validate vCenter certificate. (@

Create Workload Connection page with the completed vCenter connection detail fields and the Validate vCenter certificate check box selected

In thisimage, the User field displays a placeholder. Enter the credentials that apply to your environment.

Note: Cisco | SE validates the information that you enter. If any detail isincorrect, Cisco | SE
returns the error Test connection failed.

7. Click Next. Cisco | SE tests the connection and confirms the result with the message Test connection



is successful.

® Success X

Test connection is successful.

Success notification confirming that the test connection to vCenter is successful

Success notification confirming that the test connection to vCenter is successful

8. On the M anage Attributes page, choose the vCenter attributes to add to the Cisco I SE dictionary. For
this example, ensure that the os attribute isincluded. Then click Next.

To include every learned attribute at once, enable the Include All in Dictionary toggle.
* Torename an attribute, edit the Attribute Namein Dictionary field.

» At least one attribute must be added before you can proceed.

* Attribute namesthat contain special characterssuchas”, =,",\, |, :, [, or ] areinvalid and cannot be
added.
D e -
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Manage Attributes page with the Include All in Dictionary toggle enabled and the learned vCenter attributes listed

Scroll the list to review every attribute that the connection learned from vCenter, such as vmid, uuid, os,
network, macAddress, VM-Name, host, Power, and guest.guestFullName.
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Manage Attributes page scrolled to show the complete list of learned vCenter attributes and the record count
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9. On the Summary page, review the configuration. Click Edit beside any section to change its values.

@ welcome @ ‘Warkioad Platform @ Create Workioad Connection o Summary
Summary
Roview the Cisco ISE - Workload Connector configurations dafined through this workflow. Click [oif for The oction in which xou want 1o change any contigurations
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Summary page showing the selected V-CENTER workload platform and the attributes that are included in the dictionary



10. Click Create. Cisco ISE confirms the result with the message Connection successfully created.

® Success %

Connection successfully created.

Success natification confirming that the workload connection was created

The new vCenter connector appears on the Workload Connections page. The statusis Connecting while
Cisco | SE establishes the session with vCenter.

Workload Connections

Create workload classification rules to assign 5GTs to IP addresses and receive mappings.Manage Inbound
SGT domain rules to define the SXP domains that must receive the mappings. Manage Qutbound SGT domain

rules to define the data shared from Cisco ISE to Cisco ACL
Q
0 Selected + Add Connection More Actions «
O Workload Connection Namea = Platform Status Received SGT Bindings Sync Interval Last Updated Time
O LAB_VWCenter VCENTER Connecting @0 15 Minutes --
1 Racord(s)

Workload Connections page listing the new vCenter connector in the Connecting state

Step 2. Add vCenter Attributesto the Dictionary (Optional)

Complete this step only if you want to add a custom attribute. The attributes that you choose during the
Manage Attributes step are added to the vCenter dictionary automatically, so the integration functions
without any action here. Dictionary attributes can also be managed at any time after the connection is
created:

1. Choose Work Centers> TrustSec > Integrations > Workload Connectors.



2. Click Attributes Dictionary.

3. Click Add Attribute.

4. Enable the Includein Dictionary toggle.

5. Inthe Workload Attribute field, enter the attribute name, such as os.

6. In the Attribute Name in Dictionary field, enter the name to be displayed.

7. Click Save.
Note this dictionary behavior:

» Onedictionary is created per connection type. All vCenter connectors share a single vCenter dictionary.

 Attributes are not removed automatically when a connection is deleted. Any attribute that is not in use
can be deleted manually.

* Attributes can be imported from the provider, and attributes that are not present in the provider can be
added manually.

Step 3. Classify Workloadsinto SGTs

Workload Classification Rules evaluate workload attributes, including the vCenter tags that were imported,
and assign SGTs. This step delivers the segmentation value of the integration.

SGT assignment behaves as described in these items:

» The primary SGT is marked as Security Group in the pxGrid session topic and is used to publish IP-to-
SGT mappings through SXP.

» Secondary SGTs are included in the pxGrid session topic as an ordered array named Secondary
Security Groups.

* If several rules match and assign multiple primary SGTs, only thefirst assigned SGT is treated as
primary. The remaining SGTs become secondary.

To create a classification rule for this example:

1. Choose Work Centers> TrustSec > Integrations > Workload Classification.
2. Click Add Classification Rule.
3.Inthe RULE SETTINGS area, enter a Rule Name and set Status to Enabled.

4.Inthe AUTHORIZATION CONFIGURATION area, from the Primary SGT drop-down list, choose
the SGT that the rule assigns, such as[SGT_NAME]. This example assigns the Production_Servers
SGT.



5. Optionally, from the Secondary SGTs (Optional) drop-down list, choose one or more secondary SGTSs.

6. Inthe RULE CONFIGURATION area, build the match condition. From the attribute drop-down list,
choose an imported vCenter attribute, such as Vcenter - os, choose the Equals operator, and enter the
value to match. This example matches CentOS 4/5 (64-bit).

7. To narrow the rule further, click Add Condition and combine the conditions with AND or OR. This
example adds an | P Address condition that uses the | P Equals operator to restrict the rule to the single
host address 192.168.10.33/32.

8. Optionally, click Preview to review the SGT details and the workloads that the rule matches.

9. Click Add.

Caution: The Equals operator requires the complete attribute value. vCenter reports the guest
operating system as afull descriptive string, such as CentOS 4/5 (64-bit), not as a short name such
as CentOS. A rule that tests Equals CentOS against that value never matches, and it fails silently:
the connector keeps importing workloads, but no SGT is assigned. Confirm the exact valuein
Context Visibility before you build the rule, as described in the Verify section, or use an operator
such as Contains if you want to match a family of guest operating systems.

Add Classification Rule

RULE SETTINGS

Rule Name* Status

[ WM ] (® Enabled () Disabled

AUTHORIZATION CONFIGURATION
Primary SGT *

[ Production_Servers @ ] [ Secondary SGTs (Optional) A ]

RULE CONFIGURATION @

Label
[ Veenter - os W ] [ Equals W ] [- CentOS 4/5 (64-bit) 1 ]

Enter text to search

AND v Value*
[IP Address v 1 [IP Equals W J [‘ 192.168.10.33/32 1

=h

-+ Add AND/OR Statement -+ Add Condition

Add Classification Rule page assigning the Production_Servers primary SGT when the vCenter os attribute equals CentOS 4/5 (64-bit) and the
IP address equals 192.168.10.33/32



Repeat these steps for each additional group of workloads that you want to classify, and assign a different
primary SGT to each rule.

Note this rule behavior:

Rules can be reordered by drag and drop. Order determines priority.

* A new rule or aduplicate rule can be inserted before or after an existing rule.

The default classification rule is always at the bottom of the list, is disabled by default, and maps to the
Unknown primary SGT.

Use the Preview option to review SGT details and matching rules before you save.

Step 4. Route Bindings with Inbound and Outbound SGT Domain Rules

SGT domains control which parts of the network receive specific SGT bindings. If no inbound rules are
defined, bindings received from workload connectors are sent to the default SGT domain.

Add an inbound SGT domain rule:

1. Choose Work Centers> TrustSec > SXP > Inbound & Outbound SGT Domain Rules.
2. Onthelnbound SGT Domain Rulestab, click Add Inbound Rule.

3. Inthe Rule Settings area, enter arule name.

4. Click Enabled.

5. From the Destination drop-down list, choose the SGT domains that must receive the bindings. To add a
domain, use Create SGT Domain.

6. In the Rule Configuration area, build the condition from attributes such as SGT Name, Source, |P
Address, or any vCenter attribute that was added to the dictionary, such as os. Combine conditions with
AND and OR as needed.

7. Click Add, and then click Save.
Add an outbound SGT domain rule:

1. On the same page, open the Outbound SGT Domain Rulestab and click Add Outbound Rule.

2. Enter arule name and click Enabled.

3. From the Destination drop-down list, choose the destinations to which the SGTs must be sent.

4. In the Rule Configuration area, build the condition from SGT Domains, SGT Name, or |P Address.

5. Optionally, in the Contract Configuration area, assign Consumed and Provided contracts for the
shared security groups.



6. Click Add, and then click Save.

Use the Preview option to review the matching IP-SGT bindings while you add or edit inbound and
outbound rules.

Verify

Use this section to confirm that your configuration works properly.

Verify the Connection Status

Choose Work Centers> TrustSec > Integrations > Workload Connectors> Workload Connections
and confirm that the vCenter connection is listed with a Connected status. From this page you can also
reconnect, suspend, or delete a connection.

Workload Connections

Create workload classification rules to assign SGTs to |P addresses and receive mappings.Manage Inbound

SGT domain rules to define the SXP domains that must receive the mappings. Manage Qutbound SGT domain
rules to define the data shared from Cisco ISE to Cisco ACL
Q
0 Selected —|— Add Connection More Actions +
O Workload Connection Name * Platform Status Received S5GT Bindings Sync Interval Last Updated Time
O LAB_VWCenter VCENTER © Connected -] 15 Minutes Jul 24, 2025, 3:10 PM
1 Racord{s)

Workload Connections page showing the vCenter connector with a Connected status, the received SGT bindings count, the sync interval, and the
last updated time

The Received SGT Bindings column reads o in this image because the capture was taken before any
classification rule matched aworkload. A Connected status together with a zero binding count means that
Cisco I SE reached vCenter successfully but has not yet assigned an SGT to anything. After a rule matches,
this column reports the number of bindings that Cisco | SE derived.

Verify the Security Groups

Choose Work Centers> TrustSec > Components > Security Groups and confirm that the expected SGTs
exist. For this example, confirm that the Production_Servers SGT exists.



Verify the IP-SGT Bindings

Choose Work Centers> TrustSec > SXP > SGT Bindings and confirm that the workload |P addresses are
bound to the correct SGTs, with the correct source and applied classification rule.

Verify the Workload Live Sessions

Choose Operations > Workloads > Live Session, which opens the Workload L ive Sessions page. Live
sessions can be viewed only on the primary Policy Administration Node (PAN). On this page, sessions can
be filtered by connector type, columns can be shown, hidden, and rearranged, results can be sorted, filters
can be saved, and data can be exported in CSV or PDF format.

Workload Live Sessions

Workload Live Sessions table listing one row per |earned workload, with the Initiated timestamp, the SGT Bindings | P address, the empty SGT
Name, Secondary SGTs, and Destinations columns, the Source connection name LAB_VCenter, and the Inbound SGT Domain Rules and SGT
Domains links reading Default Filter and default

Note: This capture is cropped to the columns that carry datain this example. The Outbound SGT
Domain Rules and Workload Classification Rules columns continue to the right of the visible area
and are empty on every row, as do the ACl-specific columns beyond them. This page was captured
in alater lab session than the connector configuration pages, so its Initiated timestamps do not
match the Last Updated Time shown earlier on the Workload Connections page.



Each row represents one workload that Cisco | SE learned from a connector. Use these columns to confirm
the integration:

| Column | What it confirms

Initiated The time at which Cisco | SE |earned the session. Recent
timestamps confirm that the connector is polling.

SGT Bindings The workload 1P address that Cisco | SE received from vCenter.

Sour ce The workload connection that reported the session. Confirms
which connector the data came from.

Inbound SGT Domain Rules and The domain rule and SGT domain that were applied to the

SGT Domains session. Select alink to view the matched rule.

SGT Name, Secondary SGTs, The SGTs assigned to the workload and the rule that assigned
and Workload Classification them. These columns remain empty for workloads that no
Rules classification rule matches.

Use the Refresh, Show, and Within controls in the upper-right corner of the page, to the right of the
cropped area, to set the refresh interval, the record count, and the time window.

In thisimage the SGT Bindings column isfully populated while SGT Name and Secondary SGTs are
empty on every row, because the capture was taken before a classification rule matched. The Workload
Classification Rules column, which lies outside the cropped area, is empty for the same reason. This
combination is auseful diagnostic in its own right: it confirms that the connector is retrieving workloads
from vCenter correctly and that the problem liesin the rule conditions rather than in the connection. When
you see it, return to Step 3 and check the match values against the attribute values that Context Visibility
reports, as described in the Caution in that step.

Verify Workload Visibility in Context Visibility

_& Version requirement: The Workload Connector Endpoints dashboard is available from Cisco ISE
3.5 Patch 3 onward. On Cisco ISE 3.4, use the Workload L ive Sessions page described in the
previous section.

Cisco | SE provides a dedicated Wor kload Connector Endpoints dashboard within Context Visibility. It
collects, analyzes, and reports the endpoint attribute data gathered from workload connectorsin asingle,

filterable view.

To open the view:



1. In the Cisco ISE GUI, choose Context Visibility > Endpoints.
2. Open the Workload Connector Endpointstab. If thetab isnot visible in the tab strip, click More.

3. From the Connector drop-down list, choose the workload connection whose endpoints you want to
review.

The window lists the endpoint attribute data that is fetched from the workload connectors. Each row
identifies an endpoint by I P Address, sourceType, and Connector Name.

Warklsad Connecton Endpain

‘onnector + LAB_WCenter .
ndow lists (he endpoin allvibule data thal is fetched Tiom Workload Connectars, Cliel ihctede LAB_VCenter ar dovwnlosd the andpoint details

Workload Conneclor or 10 updale existing conneclor conliguralions, ga 1o the Workload Conneclors wingdaw

IP Address visibility.column.label.source... Connector Mame

P Address wisibility.column. labe | sourceType Cannsctor Same

Workload Connector Endpoints view under Context Visibility, listing vCenter workload endpoints by |P address, source type, and connector

name, with the Connector drop-down list set to LAB_VCenter, the Export option, the Rows/Page and pagination controls, and a count of 23
total rows

From this view, you can:
» Filter thelist. Use thefilter row beneath the column headers to narrow the results by 1P address, source
type, or connector name. Filters are additive, so each value that you apply refines the result set further.

» Pagethrough theresults. Use the Rows/Page control and the pagination arrows to change the page

size and move between pages. The total number of endpoints appears to the right of the arrows, shown
here as 23 Total Rows.

» Export thedata. Click Export to download the listed endpoint data

 Inspect an endpoint. Click the IP address of an endpoint to open the Details slide-in pane.

The Details pane lists every attribute that Cisco | SE holds for the selected endpoint. Click Download to



save the attribute details, or click Cancel to close the pane.



Detalls X

LAB_VCenter_192.168.10.1

ATTRIBUTES

Power: running

VM-Name: [VM_NAME]

host: [HOST_ID]

macAddress: 00:50:56:XX:XX:XX
network: [NETWORK_NAME]

os: CentOS 4/5 (64-bit)

uuid: [VM_UUID]

vmid: [VM_ID]

vimtype: vimware

correlationld: 192.168.10.1
source: LAB_VCenter
ipAddress: 192.168.10.1
connectorType: ExternalConnector

Sourcelype: Vcenter

Cancel Download



The pane isidentified by the workload connection name and the endpoint address, shown here as
LAB_VCenter_192.168.10.1. For a vCenter workload endpoint, the attributes include the virtual machine
properties learned from vCenter, such as Power, VM-Name, host, macAddress, network, os, uuid, vmid, and
vmtype, together with the connector metadata correlationld, source, ipAddress, connectorType, and
SourceType. Any custom vCenter tag that you added to the dictionary appears here as well.

This pane is the authoritative source for the values that your classification rules must match, and checking it
first prevents the most common failure in this workflow. In thisimage, os reads CentOS 4/5 (64-bit), which
isthe complete string that an Equals condition has to reproduce. Read the value here before you write the
rulein Step 3, rather than assuming a short form such as CentOS.

S

Note: A maximum of 50 attributesis displayed for each endpoint.

Troubleshoot

This section provides information you can use to troubleshoot your configuration.

Common Issues

| Symptom | Probable cause | Action
Test connection One or more connection details Verify the FQDN or IP address and
failed during are incorrect, or aprerequisiteis confirm that it matches the certificate
connector setup not met SAN. Verify the username and

password, review the certificate
validation setting, and confirm that the
proxy bypass and time synchronization
prerequisites are met.

Connector is Cisco | SE cannot reach Confirm that the proxy or firewall
created but no data public.ecr.aws permits HTTPS traffic on TCP port 443
isimported tothisURL.




| Symptom Probable cause | Action
Workloads are A classification rule condition Open the Details pane in Context
imported but no does not match the actual attribute ~ Visibility, read the exact attribute value,
SGT isassigned, value. An Equals condition tested and correct the rule condition or change

and Received SGT
Bindings stays at 0.

Connection moves

to a Suspended
State

Connection details
are missing after a

PSN restart

Enable Debug L ogs

against a partial value, such as the operator to Contains. Thisfailureis
CentOS instead of CentOS 4/5 silent: no alarm is raised, because the
(64-hit), is the most common connector itself is healthy.

cause

All SGTsassociated with the Re-create the required SGTs and re-
connection were deleted establish the connection. The related

SXP bindings and MnT session data are
removed while the connection is
suspended.

Session data was not repopul ated Suspend the connection, and then
reconnect it.

Set the debug log severity for the Workload Connector component to DEBUG on the PAN, SXP, and
pxGrid nodes from Operations > Troubleshoot > Debug Wizard > Debug Profile Configuration.

Theselog files are available in /opt/CSCOcpm/logs:

Logfile

Content

workloads.log

Workload connector operations.

workload-conn/*.log

api-service.log

ise-psc.log

pxgriddirect-service.log

sxp_appserver/sxp.log

Alarms

Per-connection logs.

APl service activity.

Cisco I SE policy service activity.
pxGrid Direct service activity.

SXP binding distribution.

Cisco | SE generates these alarms for vCenter and other cloud connectors:



Alarm | Raised when

Workload Connection Connector creation fails after an event such as arestore, a
Create/Connect Unsuccessful promotion or HA event, or an upgrade.

Workload Connection Delete Connector deletion fails.

Unsuccessful

Workload Connection Service Error Another related service failure occurs.

Related | nfor mation

Cisco ISE Common Policy and Workload Connectors

Cisco ISE Required Internet URLS

Cisco ISE 3.5 Administrator Guide

Cisco Technical Support and Downloads



https://www.cisco.com/c/en/us/td/docs/security/ise/articles/common_policy.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-5/install_guide/b_ise_Installation_Guide_35/g_cisco_sns-3400_series_appliance_ports_reference-1/c_RequiredInternetURLs.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-5/admin_guide/b_ise_admin_3_5/b_ISE_admin_basic_setup.html
https://www.cisco.com/c/en/us/support/index.html

