Configure RADIUS-based Administrator Login on
Arista Switch
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| ntroduction

This document describes how to configure Cisco Identity Services Engine (I1SE) to authenticate
administrator logins on Arista switches using RADIUS.

Prerequisites

Requirements



Before proceeding, ensure that:

» Cisco ISE (version 3.x recommended) isinstalled and operational .
 Aristaswitch running EOS with RADIUS support.
» Active Directory (AD) or Internal User Database configured in ISE.

Components Used

The information in this document is based on these software and hardware versions:

 Avristaswitch Software image version: 4.33.2F
 Cisco Identity Services Engine (ISE) version 3.3 Patch 4

The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.
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Hereis anetwork diagram illustrating RADIUS-based device authentication for an Arista switch using
Cisco ISE, with Active Directory (AD) as an optional authentication source.

The diagram includes:
» Arista Switch (acting as the Network Access Device, NAD)

e Cisco | SE (acting asthe RADIUS server)



» Active Directory (AD) [Optional] (used for identity verification)

» User/Administrator (whologsin via SSH)

Configure

Configuring Cisco | SE
Step 1. Obtaining the Arista Network Device Profile for Cisco | SE

The Cisco Community has shared a dedicated NAD profile for Arista devices. This profile, along with the
necessary dictionary files, can be found in the article Arista CloudVision WiFi Dictionary and NAD Profile
for ISE Integration. Downloading and importing this profile into your | SE setup facilitates smoother
integration.

These are the steps to Import the Arista NAD Profile into Cisco I SE:

1. Download the Profile:
» Obtain the Arista NAD profile from the Cisco Community link provided above.Cisco
Community.
2. Access Cisco ISE:
» Loginto your Cisco ISE administrative console.
3. Import the NAD Profile:
* Navigateto Administration > Network Resources> Network Device Profiles.
* Click on the Import button.
» Upload the downloaded AristaNAD profilefile.

= ‘i Mentity Services Engine Administration / Network Resources

[ ] Network Devices Metwark Device Groups Matwork Device Profiles Extarnal RADIUS Servers RADIUS Server Sequencas HAC Managers External MDM Mere

Network Device Profiles

Hame Description Vendor Source

% o Metaroda Chseo Provided

Step 2. Add Arista Switch asa Network Device

1. Navigate to Administration > Networ k Resources > Network Devices> +Add.


https://community.cisco.com/t5/security-knowledge-base/arista-cloudvision-wifi-dictionary-and-nad-profile-for-ise/ta-p/4295014
https://community.cisco.com/t5/security-knowledge-base/arista-cloudvision-wifi-dictionary-and-nad-profile-for-ise/ta-p/4295014
https://community.cisco.com/t5/security-knowledge-base/arista-cloudvision-wifi-dictionary-and-nad-profile-for-ise/ta-p/4295014
https://community.cisco.com/t5/security-knowledge-base/arista-cloudvision-wifi-dictionary-and-nad-profile-for-ise/ta-p/4295014
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2. Click Add and enter these details:

1. Name: Arista-Switch
2. |P Address: <Switch-IP>
3. Device Type: Choose Other Wired
4. Network Device Profile: select AirstaCloudVisionWiFi.
5. RADIUS Authentication Settings:
1. Enable RADIUS Authentication
2. Enter the Shared Secret (must match switch configuration).

3. Click Save.
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Step 3. Validate the New Device is Shown under Network Devices
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Step 4. Createthe Required User Identity Groups

Navigate to Administration > I dentity Management > Groups > User |dentity Groups> + Add:
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Step 5. Set anamefor the Admin User Identity Group

Click Submit in order to save the configuration:
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Step 6. Createthe Local Usersand Add them to their Correspondent Group

Navigateto Administration > Identity Management > I dentities> + Add:
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6.1. Add the user with Administrator rights. Set a name, password, and assign it
to Arista_switch_Admin, scroll down and click Submit to save the changes.
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Step 7. Createthe Authorization Profile for the Admin User

Navigate to Policy > Policy Elements > Results > Authorization > Authorization Profiles> +Add.

Define aname for the Authorization Profile, leave Access Type as ACCESS ACCEPT and
under Advanced Attributes Settings add cisco-av-pair=shell:roles=" admin” with and click Submit.
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Step 8. Create a Policy Set Matching the Arista Switch IP Address



Thisisto prevent other devices from granting access to the users.

Navigateto Policy > Policy Sets>Add icon sign at the upper left corner.
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8.3 Once completed, click Save:
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Tip: For this exercise we have allowed the Default Network Access Protocolslist. You can create a
new list and narrow it down as needed.

Step 9. View the New Policy Set

Click the > icon placed at the end of the row:
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9.1 Expand the Authorization Policy menu and click in (+) to add a new condition.
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9.2 Set the conditions to match the Dictionary I dentity Group with Attribute Name Equals User |dentity
Groups: Arista_switch_Admin (the group name created in Step 7) and click Use.

Conditions Studio
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9.3 Validate the new condition is configured in the Authorization policy, then add a User profile
under Profiles:
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Configuring Arista Switch
Step 1. Enable RADIUS Authentication

Log in to the Arista switch and enter configuration mode:
configure
!

radius-server host <ISE-IP> key <RADIUS-SECRET>



radius-server timeout 5
radius-server retransmit 3
radius-server deadtime 30
!
aaa group server radius | SE

server <ISE-IP>
I
aaa authentication login default group I1SE local
aaa authorization exec default group | SE local
aaa accounting exec default start-stop group ISE
aaa accounting commands 15 default start-stop group |1SE
aaa accounting system default start-stop group ISE
|
end

Step 2. Save Configuration

To persist settings across reboots:
write memory
or

copy running-config startup-config
Verify

| SE Review

1. Attempt to log into the Arista Switch using the new Radius credentials:
1.1 Navigateto Operations> Radius> Livelogs.

1.2 Theinformation displayed shows if a user logged successfully.



= b |dentity Services Engine

Operations / RADIUS

J  Bockmarks
BT  Dashboard
Il Context Visibility
9, Operations
| Policy
4. Administration

Wark Centers

Intaractive Festuras

Live Logs Live Sessions

Migconfigured Supplicants

0

Mizconfigured Netwark Devicos

0

RADIUS Drops

0

Cliek here to do visibility setup Do not show this again

Client Stopped Responding Rapaat Countar

0 5

Within

Never v Létest 20 records ~ Last3hours
Time Status Details  Repea..  ldentity Endpaint ID Endpoint..  Authentication .. Authorization.. Authoriz_.
x e idansity Endpalnt i Encpcint P Authecnication Poik  Awthorizstion Pei  Asthodizatic
Mar 18, 2025 07-08:22.0. 0 a & EEEEEEE— Atiats_swirch_rod Adists_switeh_r Adiate_sw
Mar 1B, 2025 07-08:21.9. o & 1 _——— Arista_switeh_rad Avista_switth_r..  AriSta_sw
s 1, 2028 0F-08:21.0 8 3 B e — Adista_swizch_rad Adsta_switeh_r Avkata_swi
Mes 18 WK ATARND 1 = “ st [ — N s

= lyl Identity Services Engine

Operations / RADIUS

U Bockmarks

BE Dashboard

1 Context Visibility
4. Operations

1 Polley
&, administration
Wark Centers

Intersctive Features

Migzonfigured Supplicants

0

Tirma

Mist 18, 2035 05:57:12,4.
Mar 18, 2025 05:57:02.5
Mar 18, 2025 05:56:16.3

Miae 1R BNIE NEARROR

Mizconfigured Netwerk Dovices

0

Status Datails  Repea..  ldentity
Auth Falled™ ¥ donlity
° E| ieya
L] a iviva
o a
-

RADIUS Drops

0

Endpoint 1D

Endpoint I

e Shaw Wk
Meovar s Latest 20 recerds ~ Last 3 hours B

Clignt Stepped Rospending

0 6

Repeat Countar

Endpaint.. A

Emdpoint Pr  Awthenpicatian Pol  Authosizasion P Autharizatic

Arista_swieh_rad Arisrs_switeh,_r,

Arista_swilch_vad Ardsts_switch s

Arista_switch_rad Arista_switch_r.

Ariars swaek sa driers wwiteh ¢

3. For requests not showing in Radius Live logs, review if UDP request is reaching the ISE node through a

packet capture.

3.1. Navigate to Operations > Troubleshoot > Diagnostic Tools > TCP dump.

3.2. Add anew capture and download the file to your local machine in order to review if the UDP

packets are arriving to the | SE node.

3.3. Fill the requested information, scroll down and click Save.
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3.4. Select and start the capture.

TCP Dump

The TCP Dump utility page is to monitor the contents of packets on a network interface and troubleshoot problems on the network as they appear
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3.5. Attempt to log to the Arista Switch while the I SE capture is running.
3.6. Stop the TCP Dump in ISE and download the file to alocal machine.
3.7. Review traffic output.

Expected output:

Packet Nol. Request from the Arista Switch to the | SE server through Port 1812 (RADIUS).
Packet No2. | SE server reply accepting the initial request.



T Source Destination Protocol | Length| Info
1 2025-23-18 @7:16:26. 147865 RADIUS 126 Access-Request idwldl
2 2825-83-1B B7:16:26.247483 RADIUS 181 Access-Accept id=141
3 2025-03-18 07:16:26.322042 NN I RADIUS 213 Accounting-Request ids142
4 2025-83-18 B7:16:26.342623 | ] RADIUS 62 Accounting-Response id=142
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Troubleshooting

Scenario 1. " 5405 RADIUS Request dropped”
Problem

This scenario involves troubleshooting a "5405 RADIUS Request dropped" error with the reason 11007
Could not locate Network Device or AAA Client" in Cisco ISE when a network device (such as an Arista
switch) tries to authenticate.

Possible Causes

» The Cisco Identity Services Engine (1SE) cannot identify the Arista switch because its IP addressis
not listed among known network devices.

» The RADIUS request comes from an I P address that | SE does not recognize as avalid network device
or AAA client.

» There can be amismatch in configuration between the switch and the I SE (such as an incorrect 1P or
shared secret).

Solution

* Add the switch to the Cisco I SE list of network devices with the correct | P address.
» Verify that the I P address and shared secret configured in |SE match exactly what is set on the switch.

» Once corrected, the RADIUS request must be properly recognized and processed.
Scenario 2: Arista Switch Failsto Failover to Backup | SE PSN
Problem

An Aristaswitch is configured to use Cisco | SE for RADIUS authentication. When the primary | SE Policy
Service Node (PSN) becomes unavailable, the switch does not automatically fail over to abackup PSN. Asa
result, authentication logs only appear from the primary I1SE PSN, and there are no logs from the
secondary/backup PSN when the primary is down.

Possible Causes



» The RADIUS server configuration of the Arista switch only pointsto the primary | SE node, so backup
servers are not used.

* RADIUS server priority is not properly set, or the backup ISE IP is missing from the configuration.

» Timeout and retransmit settings on the switch are set too low, preventing successful fallback to the
backup PSN.

» The switch uses a FQDN for the PSN, but DNS resolution does not return all A-records, causing only
the primary server to be contacted.

Solution

» Ensure that multiple ISE PSN 1Ps are entered in the RADIUS server group configuration of the
switch. This allows the switch to use the backup ISE PSN if the primary is unreachable.

Example configuration:
radius-server host <ISE1-1P> key <secret>
radius-server host <ISE2-1P> key <secret>

* Verify that the RADIUS server priority, timeout, and retransmit values are properly configured for
reliable failover.

* If using FQDNSs, check DNS settings and resolution to ensure all PSN |P addresses are returned and
used by the switch.



