Configure Microsoft CA Server to Publish the
Certificate Revocation Listsfor | SE
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This document describes the configuration of a Microsoft Certificate Authority (CA) server that runs
Internet Information Services (11S) to publish the Certificate Revocation List (CRL) updates. It also explains
how to configure the Cisco Identity Services Engine (I1SE) (versions 3.0 and later) to retrieve the updates for
usein certificate validation. | SE can be configured to retrieve CRLs for the various CA root certificates it
uses in certificate validation.

Prerequisite
Requirements
There are no specific requirements for this document.

Components Used

The information in this document is based on these software and hardware versions:

* Cisco Identity Services Engine Release 3.0
* Microsoft Windows Server 2008 R2

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure



In this section, you are presented with the information to configure the features described in this document.

Create and Configure a Folder on the CA to Housethe CRL Files

The first task is to configure alocation on the CA server to store the CRL files. By default, the Microsoft
CA server publishes the files to c:\windows\system32\CertSrv\CertEnroll\

Rather than use this system folder, create a new folder for the files.

1. On the IlS server, choose alocation on the file system and create a new folder. In this example, the
folder c:\CRLDistribution iS created.
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2. In order for the CA to write the CRL filesto the new folder, sharing must be enabled. Right-click the
new folder, choose Properties, click the sharing tab, and then click Advanced Sharing.



3. In order to share the folder, check the sharethisfolder check box and then add adollar sign ($) to the end
of the share name in the Share name field to hide the share.




F Share this Folder

Share name:

CRLDistribukiond

4. Click permissions (1), click Add (2), click object Types (3), and check the computers check box (4).



3 Object Types...

[ 1% Computers 4] .

5. In order to return to the Select Users, Computers, Service Accounts, or Groups window, click ok. In
the Enter the object names to select field, enter the computer name of the CA server in this example:

WINO0231PNBS4IPH and click check Names. |f the name entered is valid, the name refreshes and
appears underlined. Click oK.

Select Users, Computers, Service Accounts, or Groups X
Select this object type:
Users. Computers, Groups. or Built-in security pancipals Object Types...
From this location:
Enter the object names to select (examples):
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Advanced... | OK || Cancel

6. In the Group or user names field, choose the CA computer. Check Allow for Full Control to grant full
access to the CA.

Click ok. Click ok again to close the Advanced Sharing window and return to the Properties
window.



Permissions for CRLDistribution$ X
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7. In order to alow the CA to write the CRL files to the new folder, configure the appropriate security
permissions. Click thesecurity tab (1), click edit (2), click Add (3), click object Types (4), and check the
Computers check box (5).



4 Object Types...

1A Computers 5

8. In the Enter the object names to select field, enter the computer name of the CA server, and click Check
Names. If the name entered is valid, the name refreshes and appears underlined. Click ok.
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9. Choose the CA computer in the Group or user names field and then check Allow for Full control to
grant full accessto the CA. Click ok and then click close to complete the task.



Permissions for CRLDistribution ;4
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Createa Sitein 11Sto Expose the New CRL Distribution Point

g

In order for I SE to access the CRL files, make the directory that houses the CRL files accessible viallS.

1. On the lIS server taskbar, click start. Choose Administrative Tools > Internet Information Services (11S) Manager .
2. Inthe left pane (known as the Console Tree), expand the 11S server name and then expand Sites.
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3. Right-click Default web Site and choose Add Virtual Directory, & shown in thisimage.
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4. Inthe Aliasfield, enter asite name for the CRL Distribution Point. In this example, CRLD is entered.



Add Virtual Directory

Site name:  Default Web Site
Path: /

Alias:

[ceLoN—

Example: images

Physical path:
CACRLDistnbution

Pass-through authentication

Connect as... Test Settings...
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Cancel

5. Click the ellipsis (. . .) to theright of the Physical path field and browse to the folder created in section
1. Select the folder and click ok. Click ok to close the Add Virtual Directory window.



Add Virtual Directory [y X
Site name:  Default Web Site
Path: !

Alias:

CRLD |

Example: images

hwsical path:

CACRLDistribution

Pass-through authentication

Connect as... Test Settings...

OK Cancel

6. The site name entered in step 4 must be highlighted in the left pane. If not, choose it now. In the
center pane, double-click Directory Browsing.
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7. Inthe right pane, click Enable in order to enable directory browsing.
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8. Inthe left pane, choose the site name again. In the center pane, double-click Configuration Editor.



ira Internet Information Services (IIS) Manager
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9. In the Section drop-down list, choose system.webSer ver /security/requestFiltering. In the allowDoubleEscaping
drop-down list, choose True. In the right pane, click Apply, as shown in this image.

ﬂ}.. ] .
& 5 i1 WIN-ZIIPNESSPH » Sites » DefaukWebSite » CRLD » W e

File WView Help

| Connections | . , Actions
Q- il I8 | Configuration Editor IFrm
'y Start Page Section: STl B TN PTG~ Frome Defsull Web Site/CRLD Web.conlig - B Cancel
w83 WIN-231PHBSSIPH (ABTOMA & Generate Script
B Application Pools ~ Deepest Path: MACHINE/WEBROOT/APPHO] S ol
w (& Sites allowDoubleEscaping Configuration
v i Default Web Site allowHighBitCharacters Search Configuration...
3 ) CentEnsall alwaysAllowedQuenyStrings [ Sect S
3 W Cendns AlvwayshllowedUrls TCOUNE=T]
3 1md CRLDY demyJueryStingSequences {Count=0) Lock et
denvlrlScquences {Count=0) | “allowDoubleEscaping”

The folder must now be accessibleviallS.



Configure Microsoft CA Server to Publish CRL Filesto the Distribution Point

Now that a new folder has been configured to house the CRL files and the folder has been exposed in 1S,
configure the Microsoft CA server to publish the CRL files to the new location.

1. On the CA server taskbar, click start. Choose Administrative Tools > Certificate Authority.
2. Inthe left pane, right-click the CA name. Choose Properties and then click the Extensions tab. In order to
add anew CRL distribution point, click Add.
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3. Inthe Location field, enter the path to the folder created and shared in section 1. In the example in
section 1, the path is:

\\WIN-231PNBS4IPH\CRL Distribution$




Add Location

the varable below and click Insert.

Location:

X

A location can be any valid URL or path. Enteran HT TP, LDAP, file address,
or enter a LUNC or local path. To insert a varable into the URL or path, select

WWIN-231PNBS4IPH\CRL Distribution S

Yarable:
<CaMNames

Description of selected varable:

Insert

Used in LUIHLs and paths
Inserts the DMNS name of the server

Example location: http://<ServerDNSName >/ Cert Enroll /<CaName=<CRLNa

OK

Cancel

4. With the Location field populated, choose <caname> from the Variable drop-down list and then click

Insert.




Add Location 4

Alocation can be any valid URL or path, Enter an HTTP, LDAP, file address,
or enter a UNC or local path. To insert a vanable into the URL or path, select
the vanable below and dick Insert.

Location:
WWIN-231PNBS4IPHWCRLDsstrbution 8 <CaName >

Variable:
' <CaName> v Insed

Description of selected vanable:

Used in URLs and paths
Inserts the DNS name of the sarver
Example location: http://<ServerDNSMName>/CedEnroll/<CaName><CRLNa

OK | | Cancel

5. From the Variable drop-down list, choose <CRL Namesuffix> and then click Insert.



Add Location

the vanable below and click Insert.
Location:

X

A location can be any valid URL or path. Enter an HTTP, LDAP, file address.
or enter a LINC or local path. To insert a variable into the URL or path, select

“WWIN-231PNBS4AIPHMCRL Distribution $<Ca Name > <CRLName Suffocs
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6. Inthe Location field, append .cri to the end of the path. In this example, the Location is:

\\WIN-231PNBS4I PH\CRL Distributionf\<CaName><CRL NameSuffix>.cr|



Add Location b4

A location can be any valid URL or path. Enter an HTTP, LDAP. file address,
or enter a UNC or local path. To insed a varable into the URL or path. select
the varable below and click Insed.

—_—

Location:
WWIN-231PNBS4IPHNVCRL Distribution$'<CaName > <CRLName Suffoc: o

Variable: |
| <CRLName Suffic> v| | Inset 1

Description of selected varable:

Used in URLs and paths for the CRL Distribution Points extension
Appends a suffic to distinguish the CRL file name
Example location: hitp://<ServerName >/ Cert Bnmnoll /<CaName ><CRLName5t

OK Cancel

7. Click ok to return to the Extensions tab. Check the publish CRLsto thislocation check box and then click
oK to close the Properties window.

A prompt appears for permission to restart Active Directory Certificate Services. Click Yes.
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8. Inthe left pane, right-click Revoked Certificates. ChooSe All Tasks > Publish. Ensure that New CRL is
selected and then click ok.
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The Microsoft CA server must create anew .crl filein the folder created in section 1. If the new CRL
fileis created successfully there will be no dialog after OK isclicked. If an error isreturned in regards



to the new distribution point folder, carefully repeat each step in this section.

Verify the CRL File Existsand isAccessibleviallS

Verify the new CRL files exist and that they are accessible via IlS from another workstation before you start
this section.

1. On the llS server, open the folder created in section 1. There must be asingle .crl file present with the
form <CANAME>.crl where <CANAME> is the name of the CA server. In this example, the filenameis:

abtomar-WIN-231PNBS4I PH-CA .crl
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2. From aworkstation on the network (ideally on the same network as the I SE primary Admin node),
open aweb browser and browse to hitp://<SERVER>/<CRLSITE> Where <SsERVER> is the server name of the
I1S server configured in section 2 and <CRLSITE> is the site name chosen for the distribution point in
section 2. In thisexample, the URL is:

http://win-231pnbs4iph/CRL D

The directory index displays, which includes the file observed in step 1.

e 2 httpe//win-231pnbsdiph/crld’ 2 = C || & win-231pnbsdiph - ferid/

win-231pnbs4iph - /crld/

Configure | SE to usethe New CRL Distribution Point

Before ISE is configured to retrieve the CRL, define the interval to publish the CRL. The strategy to
determine thisinterval is beyond the scope of this document. The potential values (in Microsoft CA) are 1


http://win-231pnbs4iph/CRLD

hour to 411 years, inclusive. The default value is 1 week. Once an appropriate interval for your environment
has been determined, set the interval with these instructions:

1. On the CA server taskbar, click start. Choose Administrative Tools > Certificate Authority.

2. In the | eft pane, expand the CA. Right-click the Revoked Certificates folder and choose Properties.

3. Inthe CRL publication interval fields, enter the required number and choose the time period. Click ok
to close the window and apply the change. In this example, a publication interval of seven daysis
configured.
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4. Enter the certutil -getreg CA\Clock* command to confirm the ClockSkew value. The default valueis 10
minutes.

Example output:



Values:
ClockSkewMinutes REG_DWORS = a (10)
CertUtil: -getreg command completed successfully.

. Enter the certutil -getreg CA\CRLov* command to verify whether the CRL OverlapPeriod has been
manually set. By default the CRLOverlapUnit value is 0, which indicates that no manual value has
been set. If the value is a value other than O, record the value and units.

Example output:

Values:
CRLOverlapPeriod REG_SZ = Hours
CRLOverlapUnits REG_DWORD = 0

CertUtil: -getreg command completed successfully.

. Enter the certutil -getreg CA\CRLpe* command to verify the CRLPeriod, which was set in step 3.

Example output:

Values:
CRLPeriod REG_SZ = Days
CRLUni ts REG_DWORD = 7

CertUtil: -getreg command completed successfully.

. Calculate the CRL Grace Period as follows:
a. If CRLOverlapPeriod was set in step 5: OVERLAP = CRLOverlapPeriod, in minutes;
Else: OVERLAP = (CRLPeriod / 10), in minutes
b. If OVERLAP > 720 then OVERLAP = 720
c. If OVERLAP < (1.5* ClockSkewMinutes) then OVERLAP = (1.5 * ClockSkewMinutes)
d. If OVERLAP > CRLPeriod, in minutes then OVERLAP = CRLPeriod in minutes

e. Grace Period = OVERLAP + ClockSkewM inutes

Example:

As stated above, CRLPeriod was set to 7 days, or 10248 minutes and CRLOverlapPeriod was not set.

. OVERLAP = (10248 / 10) = 1024.8 minutes

. 1024.8 minutes is > 720 minutes : OVERLAP 720 minutes

. 720 minutes 1is NOT < 15 minutes : OVERLAP 720 minutes

. 720 minutes 1is NOT > 10248 minutes : OVERLAP = 720 minutes
. Grace Period = 720 minutes + 10 minutes = 730 minutes

™ O N T W



The grace period calculated is the amount of time between when the CA publishes the next CRL and
when the current CRL expires. | SE needs to be configured to retrieve the CRLs accordingly.

8. Loginto the ISE Primary Admin node and choose Administration > System > Certificates. In the left pane,
choose Trusted Certificate.

Certificates
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9. Check the check box next to the CA certificate for which you intend to configure CRLSs. Click Edit.
10. Near the bottom of the window, check the bownload CRL check box.
11. Inthe CRL Distribution URL field, enter the path to the CRL Distribution Point, which includes the
.crl file, created in section 2. In this example, the URL is:

http://win-231pnbs4iph/crld/abtomar-WIN-231PNBS41 PH-CA .crl

12. ISE can be configured to retrieve the CRL at regular intervals or based on the expiration (which, in
general, isaso aregular interval). When the CRL publish interval is static, more timely CRL updates
are obtained when the latter option is used. Click the Automatically radio button.

13. Set the value for retrieval to avalue less than the grace period calculated in step 7. If the value set is
longer than the grace period, | SE checks the CRL distribution point before the CA has published the
next CRL. In this example, the grace period is calculated to be 730 minutes, or 12 hours and 10
minutes. A value of 10 hourswill be used for the retrieval.

14. Set theretry interval as appropriate for your environment. If 1SE cannot retrieve the CRL at the
configured interval in the previous step, it will retry at this shorter interval.

15. Check the Bypass CRL Verification if CRL isnot Received check box to allow certificate-based authentication
to proceed normally (and without a CRL check) if I SE was unable to retrieve the CRL for this CA in
its last download attempt. If this check box is not checked, all certificate-based authentication with
certificates issued by this CA will fail if the CRL cannot be retrieved.

16. Check the Ignorethat CRL isnot yet valid or expired check box to allow ISE to use expired (or not yet valid)
CRL files as though they were valid. If this check box is not checked, |SE considers a CRL to be
invalid prior to their Effective Date and after their Next Update times. Click save to complete the
configuration.
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Certificate Status Validation

OCSP Confgueation
Validate against OCSP Service

Reject the request if OCSP returns UNKNOWN siatus
Raejoct the requost it OCSP Responder is unreachable
Cenificate Revocation List Configuration

Download CRL

http:/fwin-231pnbsdiph/crid/abtomar-WiN-231PNBS4IPH-CA_crl

Emable Server Idontity Chack
Bypass GRL Verification i GRL is not Recelved

Ignare that GAL Is not yet valid or expired

Verify
Thereis currently no verification procedure available for this configuration.

Troubleshoot

Thereis currently no specific troubleshooting information available for this configuration.



