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| ntr oduction

This document describes the integration of the Cisco I SE with the Secure LDAPS server as an External
| dentity Source.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» Basic knowledge of Identity Service Engine (ISE) administration
» Basic knowledge of Active Directory/Secure Lightweight Directory Access Protocol (LDAPS)

Components Used

The information in this document is based on these software and hardware versions:

» Cisco ISE 2.6 Patch 7

» Microsoft Windows version 2012 R2 with Active Directory Lightweight Directory Servicesinstalled
* Windows 10 OS PC with native supplicant and user certificate installed

 Cisco Switch C3750X with 152-2.E6 image



The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background Information

LDAPS allows for the encryption of LDAP data (which includes user credentials) in transit when a directory
bind is established. LDAPS uses TCP port 636.

These authentication protocols are supported with LDAPS:

EAP Generic Token Card (EAP-GTC)

Password Authentication Protocol (PAP)

EAP Transport Layer Security (EAP-TLYS)

Protected EAP Transport Layer Security (PEAP-TLYS)

% Note: EAP-MSCHAPV 2 (as an inner method of PEAP, EAP-FAST or EAP-TTLS), LEAP, CHAP,
and EAP-MD5 are not supported with LDAPS External Identity Source.

Configure

This section describes the configuration of the network devices and integration of the I|SE with Microsoft
Active Directory (AD) LDAPS server.

Network Diagram

In this configuration example, the endpoint uses an Ethernet connection with a switch to connect with the
Loca AreaNetwork (LAN). The connected switchport is configured for 802.1x authentication to
authenticate the users with ISE. On the ISE, LDAPS is configured as an external identity store.

Thisimage illustrates the network topology that is used:



Secure LDAP Server

Configure LDAPS on Active Directory

Install Identity Certificate on Domain Controller

In order to enable LDAPS, Install a certificate on Domain Controller (DC) that meets these requirements:

1. The LDAPS certificate is located in the Domain Controller Personal Certificate Store.

2. A private key that matches the certificate is present in the Domain Controller's store and is correctly
associated with the certificate.

3. The Enhanced Key Usage extension includes Server Authentication (1.3.6.1.5.5.7.3.1) object
identifier (also known as OID).

4. The Fully Qualified Domain Name (FQDN) of the Domain Controller (for example, DC1.testlab.com)
must be present in one of these attributes: The Common Name (CN) in the Subject field and DNS
entry in the Subject Alternative Name Extension.

5. The certificate must be issued by a Certificate Authority(CA) that the Domain Controller and the
LDAPS clients trust. For atrusted secure communication, the client and the server must trust each
other'sroot CA and the intermediate CA certificates which issued certificates to them.

6. The Schannel cryptographic service provider (CSP) must be used to generate the key.



A Certificate -

|Gene1'al Details | Certification Path

Show: | <All= W

Field Value ,».,
™= Tssuer tesHab-DC 1-CA-1, testab, com
|___ Valid from Friday, October 11, 2019 2:03:01 AM
".I'E||Il:| to Saturday, October 10, 2020 2:03:01 AM
L—__IEUI::]E::I: DC1.testlab.com
I=|Public key RSA (2048 Bits)
.@Cerﬁﬁca. .. DomainController
.iknhance. .. Client Authentication (1.3.6.1.5.5.7.3.2), Server Authu]w
m >

Other Name:
D5 IEIH’.':J'IEI::I: Guid=04 10a6 36 1d 3cf43fa8 4783 d7d3d546 20 a3 3f

DMS Mame=DC 1.testlab.com

Access LDAPS Directory Structure

In order to access the LDAPS Directory on the Active Directory server, make use of any LDAP browser. In
thisLAB, SofterraLDAP Browser 4.5 is used.

1. Establish a connection to the domain on TCP port 636.

Hame: = Wl Type Size
5117 Softerra LDAP Browser - | Eiicaemet Pubhc Servers Hot Expanded o mprm——
W S Iemet Pubh Servers | | trasiaty agrs: |k |- tenslabs com: .04 0 mBes ol D mezem farioes Profie | [T
=[] teatiab

2. For simplicity, Create an Organizational Unit (OU) named ISE OU in the AD, and it must have a Group
named UserGroup. Create two users (userl and user2) and make them members of the group UserGroup.

% Note: LDAP Identity Source on ISE isused only for User authentication.



Scope Pane » X | Name A Yalue Type
145E Softerra LDAP Browser Len UserGroup Entry
+-a5 Internet Public Servers I [a ] user2 Entry
(Hen userl Entry
] DESKTOR-19 Entry
Clcn ComputerGroup Entry

=] distinguishedhame OU=ISE OU,DCwtastab, DC mcom Attribute

= dsCorefropagatonData 1/1/1601 Attribute

= dSCorePropagatonData 6/20/2020 2:51:11 AM Attribute

= glLink [LDAE: [fon={21A53813-6971-45E8-8545 FDOCESE29790} ...  Attribute

= instanceType [ Writable ] Attribute

=] name ISE QU Attribute

=] objectCategory CN=0rganizational-Unit,CN=S5chema, CN=Configuration DC=... Attribute

= objectClass organizationallinit Attribute

= objectClass wop Attribute

-3 OU=LABISE = ou ISEQU Attribute

#- [ CN=LostAndFound =] wShChanged 607428 Attribute

#-_J CN=Managed Servite Accounts E] uSHCreated 603085 Attribute

#-_J CN=NTDS Quotas = whenChanged 6212020 2:44:06 AM Attribute

#-[ ] CN=Program Data = whenCreated 6/20/2020 2:51:11 AM Attribute

#- [ CM=System = objectGUID {44F450 1D- 178 7-480F -ABCS-3ED 2 TFASFE94} Binary Attribute

Integrate | SE with LDAPS Server

1. Import the LDAP Server Root CA certificate in the Trusted Certificate.

:'.',::'.' Idantity Sarvices Engina Homa » Contet Visibdity » Oparmtions. v Poiicy

= System * ldentity Managament v Natwork Resources r Dvice Porial Managamant  paGrd Services ¥ Foad Sarvice v Threat Candnc MAC

Deployment  Licensing  =Cenificates  » Logging  » Maimonance  Upgrade  » Backup & Rostore  » Admin Access  » Settings

e ety i —
[] Frigndly Name - Glatus Trusted For Sarial Mumber lssued To Issued By
e oo J Jil ]| | |
Infrastneciune
System Cartificates [0 DCiCA B Enabied Cico Servces. 1820 1C AT 00 13, testab-DC1-CA1 Iestiabe-DC 11
Trusted Certificales E

2. Validate the I SE admin certificate and ensure that the | SE admin certificate issuer certificate is also
present in the Trusted Certificate Store.

3. In order to integrate the LDAPS server, make use of the different LDAP attributes from the LDAPS

directory. Navigate to Administration > I dentity Management > External | dentity Sources> LDAP
I dentity Sources> Add:



il antity Services Engine Horme v Contexd Visibility + Operations - Adrninitsiration v Work Centers

» System = identity Management | » Network Resources  » Device Portal Managament  peGrid Services  » Feed Sarvicea ¢ Threat Centric NAC

¢ ldentitas Groups  External ldentily Sources  ianity Source Sequences » Sattings

LDAPR identity Souroes List > testiab_ldaps
LDAP Identity Source
— ‘ﬁﬁ- Connection Directory Onganization Groups Attributes Advanced Settings

External Identity Sources

v =
v [ Cedtificaly Authentication Profile
v [ Active Directony

“Name | testiab_ldaps |

<1 testlab
v [ LOAP Descrigtion | |
o tastlab_idaps
l_.'dnm « Schema |{:u_m -|
[ RADIUS Token
I FEATIRED * Subject Objectciass | person | - Group Otjectciass | Group |
[ SAML I1d Providers
£ Social Login * Subject Name Attribute | sAMAccountName | = Group Map Atribute | memberof |
* Group Name Attribule | dn | Cenificate Atiribute | userCertificate |

() Subjsct Dbjects Contan Reference To Groups
() Group Objects Contain Refenence To Subjects

Subjects In Groups Are Stored In Member Atiribute As | Distinguished Name ]

Usar Info Attributes |

FirstMame | giverName Department | department

Last Name | sn Organizational Unit | compariy
Job Title | tithe
Email | mad Seate or Province | st

Tolephone | telephonehumber Courtry [ ea

Sireet Address | streetAddress

4. Configure these attributes from the General Tab:

Subject Objectclass: Thisfield corresponds to the Object class of user accounts. Y ou can use one of the four
classes here:

« Top

* Person

*  Organizational Person
* InetOrgPerson

Filter Value

ii Softerra LDAP Browser Valoe

Type
=) objectClass user Attribute
= ohjectClass organizationalPerson Attribute

-3 CN=Infrastructure
-l OU=ISE Group
-3 OU=ISE OU
-] CN=ComputerGroup
+-_JLCH pP-19
‘3 CN=user]
-l TN=5er 2
+--| ] CN=UserGroup

+
-l CN=ForeignSecurityPrincipals (=) objectClass top Attribute

Subject Name Attribute: Thisfield is the name of the attribute containing the username from the request.
This attribute is retrieved from the LDAPS when the | SE inquires a specific user name in the LDAP
database (you can use cn, SAMAccountName, etc). In this scenario, userl username on the endpoint is used.



Scope Pane

userl
521 Softerra LDAP Browser P = Tvaie Type
: ';’ Eﬂ(:-ajm = en user 1 Attrbute
+- [ ON=Computers =] displayMame userl Attribute
+-[J] OU=Domain Controllers (=) distinguishedName CN=user 1,0U=ISE OU,DC=testab,DC=com Attribute
#-_J] ON=ForsignSecurityPrincipals = givename userl Attribute
- =l nama pger ] Attribute
B sAMAccountiame userl Attribute
_ User X=] Attribute
(=l userCertificate userl Binary Attribute

Group Name Attribute: Thisis the attribute holding the name of a group. The Group name attribute valuesin
your LDAP directory must match LDAP group names on the User groups page

Y = =
it Safterra LDAP Browser =) en UserGroup Attribute
=) testab 5] distinguishediame CN=UserGroup,OU=ISE OU,DC=testiab,DC =com Attribute
-l CM=Builtin [=] dSCorePropagationData 1/1/1501 Attribute
- CN=Computers (=) groupType [ GlobalScope, Security | Attribute
&~ OU=Domain Controlers (= instanceType [ Writable ] Attribute
-l CN=ForesgnSecurityPrincipals (=] member CH=user 1,0U=ISE OU,DC =testlab,DC =com Atttribute
- Ch=Infrastructure =) member CN=user2,0U=ISE OU,DC =testiab,DC=com Attribute
&L OU=ISE Group = name UserGroup Attribute
=-Ll ou=ISsEQU ) objectCategory CN=Group,CN=Schema, Cl=Configuration, DC =testiab, DC =com Attribute
%l CN=DESKTOP-19 : il ;
¥ BB mert =) objectClass top Attribute
& =) sAMAccountiame UserGroup Attribute
il prerpe——— (=) sAMAccountType < samGroupObject > Attribute

Group Objectclass: Thisvalueisused in searches to specify the objects that are recognized as groups.

% [3 Ch=ComputerGroup =1 objectoid 5-1-5-21- 295025 10 33006036050 - 34766 26 26~ 1156 Binary Attrbute

5[ CN=DESKTOP-19 = objectGUID {39967F50-898E -4485-9CC5-B28C0B0ER234) Binary Attribute

B umwi =] ohjectClass top Attribute

#-[ 3 CN=user2 (=] ohjectClass group Attribute
.f_-j (=] objectCategary CH=Group,CN=5chema, CN=Configuration,DC =testlab, DC =com Attribute

Group Map Attribute: This attribute defines how the users are mapped to the groups.

Scope Pane BN | Filter Mame UserGroup
s w&::;:fm Browser Hame Value ~  Type
- £ OBt Ememberof CN=UserGroup,OU=ISE QU DC=testiabOC=com atbute |

- CN=Computers
- OU=Domain Controllers
-] CN=ForeignSecurityPrincipals
-l CN=Infrastructure
-3 OU=ISE Group
- OU=ISE OU

#-[ ] CH=ComputerGroup

-] CN=DESKTOR-19

I_'j CH=user1

B -

Certificate Attribute: Enter the attribute that contains the certificate definitions. These definitions can
optionally be used to validate certificates that are presented by clients when they are defined as part of a
certificate authentication profile. In such cases, a binary comparison is performed between the client
certificate and the certificate retrieved from the LDAP identity source.

:'i,:":.:'.— I-E_ﬂ_n_l




5. In order to configure the LDAPS connection, navigate to the Connection tab:

LDAP Identity Source
Ganaral

LDAP [dentity Sources List » testiab_ldaps

Directary Organization

Primary Server

[¥] Enable Server ldentity Check

Groups

Artributes

Advanced Settings

Sacondary Server

[ Enable Secondary Server

LDAP Server Rioot CA

* HostnameIP | dcltestlab.com | @ HostnamelIP ;
"Port | 636 Port | 389
[[] Specity server for each ISE node
Agcess () Anonymous Access Access Anonymous Access
() Authenticated Actess Authenticated AccRss
Admin DN | CN=poongarg, CN=Lisers, DC=test] Adrin DN
Password “ sessnann Password
Secure Authentication [+/] Enable Secure Authentication Secure Authentication Enable Secure Authentication

Enable Server ldantity Check

LDAF Saerver Root CA |DC1-C.-’- = | i DST Root CA X3 Certificate A1 ™
Issuer GA of ISE Certificates  [pCi-ca i Issuer CA of ISE Certificales  Select if required {optional)
* Server Timeout 1] | i Seconds Server Timeout | 10 i Seconds
* Max, Admin Connections | 20 | i Max. Admin Connections 20
[] Force reconnect every i Minubes Forog neconnec! every i Minubes:

Test Bind Lo Sereer

Failaver Always Access Primary Server First

= Failback To Primary Server After 5 Minutes

6. Run dsquery on Domain controller to get the username DN to be used to make a connection to LDAP
server:

PS C:\User s\ Administrator > dsquery user -name poongarg
"CN=poongarg,CN=Users,DC=testlab,DC=com"

Step 1. Set the correct I1P address or Hostname of the LDAP server, define the LDAPS port (TCP 636), and
Admin DN to make a connection with the LDAP over SSL.

Step 2. Enable Secure Authentication and Server Identity Check option.

Step 3. From the drop-down menu, select the LDAP Server Root CA certificate and | SE admin certificate
Issuer CA certificate (We have used certificate authority, installed on the same LDAP server to issue the ISE
admin certificate as well).



Step 4. Select the Test Bind to server. At this point, any subjects or groups are not retrieved because the
search bases are not yet configured.

7. Under Directory Organization tab, configure the Subject/Group Search Base. It isthe join point for the
ISE to the LDAP. Now you are able to retrieve only subjects and groups that are children of the joining
point. In this scenario, both the subject and group are retrieved from the OU=ISE OU:

LDAP Identity Sources List = testlab_ldaps

LDAP Identity Source
General Connection Groups Attributes Advanced Settings

* Subject Search Base | OU=ISE OU,DC=testlab,DC=com | | Naming Contexts... |i

* Group Search Base | OU=ISE OU,DC=testlab,DC=com | Maming Contexts... |i

Search for MAC Address in FOMMat | yx-su-so-06- X80 v |

] Strip start of subject name up to the last occurrence of the separator

O] Strip end of subject name from the first occurrence of the separator

8. Under Groups, click Add to import the groups from the LDAP on the | SE and retrieve the groups, as
shown in thisimage:

LDAP Identity Sources List > testab_ldaps

LDAP Identity Source
General Connection Directory Organization Attributes

Edit =RAdd ~ 3¢ Delete Group

[[] Name -
] CHN=UserGroup,OU=ISE OU,DC=testlab DC=com

Configurethe Switch

Configure the switch for 802.1x authentication. Windows PC is connected to switchport Gig2/0/47

aaa new-model

radius server ISE

address ipv4 x.x.x.x auth-port 1812 acct-port 1813
key Xxxxxxx

aaa group server radius ISE_SERVERS

server name ISE

aaa server radius dynamic-author



client x.x.x.x server-key XXXXXX

aaa authentication dotlx default group ISE_SERVERS local
aaa authorization network default group ISE_SERVERS

aaa accounting dotlx default start-stop group ISE_SERVERS
|

dotlx system-auth-control

ip device tracking
!

radius-server attribute 6 on-for-login-auth

radius-server attribute 8 include-in-access-req
|

interface GigabitEthernet2/0/47
switchport access vlan xx
switchport mode access
authentication port-control auto
dotlx pae authenticator

Configurethe Endpoint

Windows Native Supplicant is used and one of the LDAP supported EAP protocol is utilized, EAP-TLS for
user authentication and authorization.

1. Ensure that PC is provisioned with user certificate (for userl) and have intended purpose as Client
Authentication and in the Trusted Root Certification Authorities, the issuer certificate chain is present on the
PC:



E File Action \View

Console Root

Cale

srent UserPersona

Favortes Window Help

o 2@ §¥EIXD HEm

£

] Conscle Root
v ¥ Certificates - Current

v [ 7] Personal

WoW W W

>

_ Certificates
7 Trusted Root Cert

| Enterprise Trust
| Intermediate Cert
| Active Directory L
| Trusted Publisher:
7| Untrusted Certific
“| Third-Party Root |

| Trusted Peo ple
’| Client Authentica

7 Local NonRemaow:

| Certificate Enrolin
| Smart Card Truste

¥

lssued Te Issued By i Expiration Date  Intended Purposes
Husert testlab-DC1-CA-1 672042021 Client Authentication...
n | Certificate h e

General Details Certification Path

£

Personal store contains 1 certificate.

L ﬁ Certificate Information

This certificate is intended for the following purpose(s):
» Proves your identity to a remote computer
* Allowrs data on disk to be enarypled

Issued to: userl

Issued by: testab-DC1-CA-1

Valid from 6/20/2020 te 6/20/2021

T ouhave a private key that corresponds to this certificate.

Issuer Statement

Friendly Mame

<Mone>

Status

Certificate Template
User-Test

2. Enable Dot1x authentication and Select Authentication method as Microsoft: Smart Card or other
certificate for EAP-TLS authentication:




E pciPassthrul Properties

Sedact thes opton (o provide authenticated network access for
this Ethemet adapter,

L] Enable |EEE 802.1X authentication

Choose a network, authentication method:
Microsoft: Smant Card or cther cedficate  ~ | | Settings

[ Remember my credentials for this connection each

lime |'m bogged on
v Falback to unauthorized network access
| ok | Cancel

3. Click on Additional Settings, and a window opens. Check the box with specify authentication mode and
choose user authentication, as shown in thisimage:



B pciPassthrul Properties Advanced settings X

Metworking Authentication Sha 802, 1X settings

[] Specify authentication mode
Select this oplion fo provide au
this Ethemet adapter. User authentication w Save credentials
[+*] Enable |IEEE 802.1X authen Delete credentials for all users

Cho etwork authenticati
ki ; [ Enable single sign on for this network

hhuﬂ:&nattaﬂwnﬂ'ﬂ'_

Perform immediately bafore user logon

Perform immediately after user logon
[+] Remember my credentials fi slav (saconds): 10
time I'm logged on =
Allow adaitional dialogs to be displayed during single
[] Fallback to unauthorized ng Sgn on

This network uses separate virtual LAMNs for machine
and user authenticaton

Additional Settings... | "

Configure Policy Set on | SE

Since EAP-TLS protocol is used, before Policy Set is configured, Certificate Authentication Profile needsto
be configured and the Identity Source Sequence is used in the Authentication policy later.



‘il \dentity Sarvices Engine Home  + ConbexdVisbiity  » OparaSions  » Paley » Work Conflars

¥ System - [dentty Managemant ¥ Nebwiork Resounoss ¢ Dewvice Porial Management  pecGrd Sefvices ¢ Feed Sefvica ¥ Thireat Cenlrie MAC

v ientiies  Growps  Extemnal ldentity Soufces  ldenlity Source Sequentes ¢ Sellings
———————————————

External Identity Sources Cenificale Authentication Profiles List > LDAPS_osrt
vl - Certificate Authentication Profile

+ [ Cerificale Authenticalion Profile
= [ Aciive Directory

*Name | LDAPS cert |
“o festiab r
b E= LOAP Doscription | EARSTLS certificate based authentication with LAPS

f5 ooBe
» [ RADIUS Token

;REAS&CM.:I
5 SAML 1 Providers dentity Siore | testlab ldaps +]
[ Soclal Login

Use idantity From (2} Certificate Atiibute |y biect - Common Name =]

Any Subject or Altemative: Name Attributes in the Certificate (for Active Directory Only)
Maich Clien Camficale Against
Certificate In |dentity Store Mover
Oinily 10 resolve identity ambiguity

(=) Abways porform binany comparison

[ seve JREC

Refer to the Certificate Authentication Profile in the Identity Source Sequence and define the LDAPS
external identity source in the Authentication Search list:



+ Contaxt Visibility + Operations ¢ Policy - Adrministration b

+ Device Portal Management  pxGrid Services

i [
(4] 14 ]

» System

¢ ldentitias

Identity Source Sequence

« Identity Source Sequence
*Mame | LDAPS|

Description

Homa

Identity Services Engine

» Feed Senvice

= ldenlity Management » Metwaork Resources

Groups  External ldentity Sources  |dentity Source Sequences  » Sellings

+ Certificate Based Authentication

LDAPS_cert 7]

Select Certificate Authentication Profile

+ Authentication Search List
A set of identity sources that will be accessed in seguence until first authentication succeeds

Avallable Selected

—
Internal Endpaints \ tesilab_|daps

Internal Users
Guest Users
testlab
All_AD_Join_Points
rad

o

<

v Advanced Search List Settings
If a selected identity slore cannol be accessed for authentication

() Do not access other stores in the sequence and set the "AuthenticationStatus™ attribute to "ProcessError”

(®) Treat as if the user was not found and proceed to the next store in the sequence

Save Resat

Work Cantars
» Threat Centric NAC

Now configure policy set for Wired Dot1x authentication:

Home » Contex Vislbility » Administration » Wark Conters

Liconsa Warming &

el |dentity Services Engine

Policy 3ets  Profiing  Postwrs  Cheni Provisioning  » Policy Elemsnis

Policy Sets = Wired Dot1x

Status  Palicy Sot Narme Dascaiption Conditions
@ wesdDotix B  wired_sozax
» Authentication Policy (2)
+ Staws  Rule Name Conditions:
K rietwork Access-NetworkDeviceName EQUALS LAB-Switch

Datix

©

@ Detaut

Reset Pollcyset Hitcounts

Allowid Protocols | Server Sequence Hits
Drefaull Network Access x v g 453
Use Hits Actions
LDAPS xw
223 o
» Options
LDAPS X
] o
» Oplions




¥ Autherization Policy (2]

Ragults
+
Status  Rule Name Conditions Profiles Security Groups Hitls  Actions

Utsers in LOAP Store A testiab_laps ExemalGroups EQUALS CN=UserGroup OU=ISE OU,DG=testiab,DC=com PermitAccess + - 207 &

After this configuration, authenticate the Endpoint using EAP-TLS protocol against the LDAPS Identity
source.



g pciPassthru0 Status

General
Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: No network access
Media State: Enabled
Duration: 00:01:21
Speed: 1.0 Gbps
Details...
Activity
Sent —— Lh ——  Received
D
Bytes: 3,003 | 676
& Properties ®/Dissble  Diagnose
Close
Verify

1. Check the authentication session on the switchport connected to PC:




LWl#Esh auth s

MAC Address:
IPvh Address:
| Pl Boldre
Lser-Name:
Authorized
Domain: DATA
Dper host mode: single-host

r control die:

Periodic Acet

CEG61Z

Handle:
Current Policy:

Local

_SHOULD_SECLIRE

Servar Policires:

Method status

Method SEate

Authc Success

2. In order to verify the LDAPS and | SE configurations, you are able to retrieve the subjects and groups with
atest connection to the server:



3. Verify the user authentication report:

S Rotrosh  © ResotRepeat Counts 2 Expont To =

T Status Datails Identity Endpoint 10

x j Mdanity Endpaint |0
Jush 24, 2020 04:4521.727 AM [ ] [ BAOE01:28:DECO
Jun 24, 2020 04:4520.671 AM u user] B4:SE9125.0E:CO

Auth Po... Palicy
Authentication Palicy | Authorization Policy
Wired Dotlx »> Datlx  Wised Dotlx == Users in LDAP Siore

Wined Dotx == Dotlx  Wined Dot1x == Users in LDWS Siore

Authorization Profi...
Authortzation Profiles
PamitAccess
PormitAccess

Metwork Deviod | Denvice Port
GigabilEIRemat2uT

LAB-Switch GigabitEhemet2 T

4. Check the detailed authentication report for the endpoint:

Overview
Event 5200 Authentication succeeded
Username userl
Endpoint Id B4:96:91:26:DE:C0 &
Endpoint Profile Unknown
Authentication Policy Wired Dot1x > Dot1x
Authorization Palicy Wired Dot1x == Users in LDAP Store
Authorization Result PermitAccess




Authentication Details

Source Timestamp

Received Timestamp

2020-06-24 04:40:52.124

2020-06-24 04:40:52.124

Policy Server ISE26-1

Event 8200 Authentication succeeded
Username useri

Endpoint Id B4:96:91:26:DE:CO

Calling Station Id

B4-96-91-26-DE-CO

Endpoint Profile Lnknown

IPv4 Address 10.106.38.165

Authentication |dentity Store testlab |daps

Identity Group Unknown

Audit Session Id OABAZ26390000130C98CEBDEE
Authentication Method dotix

Authentication Protocol EAP-TLS

Service Type Framed

Network Device LAB-Switch




15041
15048
22072
22070
15013
24031
24016
24023
24004
22054
22037
12306

Evaluating ldentity Policy

CQueried PIP - Network Access.NetworkDeviceName
Selected identity source sequence - LDAPS

l[dentity name is taken from certificate attribute

Selected Identity Source - testlab_|daps

Sending request to primary LDAP server - testlab_ldaps

Loocking up user in LDAP Server - testlab_ldaps

User's groups are retrieved - testlab_ldaps

User search finished successfully - testlab_ldaps

Binary comparison of certificates succeeded

Authentication Passed

EAP-TLS authentication succeeded

15036

Evaluating Authorization Policy

24208
24211

Looking up Endpaoint in Internal Endpoints IDStore - user
Found Endpoint in Internal Endpoints ID5tore

15048

Queried PIP - testlab_ldaps.ExternalGroups

15016
22081
22080

11503
11002

Selected Authorization Profile - PermitAccess
Max sessions policy passed

MNew accounting session created in Session cache
Prepared EAP-Success

Returned RADIUS Access-Accept




5. Validate the data is encrypted between the | SE and LDAPS server by taking packet capture on the ISE
towards the LDAPS server:

Ho. Time A Sourco Dstination Pratocol  Length  Address Babits Info
B J020-96-24 10:48:24.205431  18.197.164.22 18.957.164.21 TER T4 B0 8c:20:98:ca: 28, 0. 25T - E36 [SYH] Seqed Win=2020@ Len=@ M55=1460 SACK_PERM=1 TSwal=148572872 TSecr=d WS=1Z8
21 2020-86-24 10:40:24,206505  18.197.164.21 10.197.164.22 L T4 B9:50:56:a0:3e: 71,0 5636 - 28057 [SYN, ACK] Seqed Ack=1 Win=8192 Lem=d MSS=1468 W5=256 SACK_PERM=1 TSwal=38158962 TSecr=148972872
2 IB10-B6-14 10:48: 24, J0EE]13 18.197.164, 22 18.357.164. 21 TCP 26987 o B26 [ACK] Sequl Acksl Winsr9312 Lens@ Toval=148972873 Toecr=iglSaued

I3 70208-B6-24 10:48:24. 2063961 18.197.164.22 18.157.164.21 TLSv1.2 W7 Be:eca29 28,0 Client Hello
4 I010-D6-14 10:40:24, 710413 18,197,164, 21 18,157.164,32 TLEv1.2 1036 0950, 1,0 Server Hello, CertificatelPacket size Limited during capture]
35 2020-96-24 10:40:34. 210508  18.197.164.22 10.157.164.21 TP 6 Ba:dc 28087 . E36 [ACK] Sequldl Ackel971 Wine33152 Lens TSvale148972877 TSecr=30158962

H 2020-96-24 18:

24.215211 18.197.164.22 10.197.164.21 TLSv1.2 o Certificste, Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

I7 1020-D6-14 10:48:24. 11867 19.197.164.21 18.197.164.37 TLEV1.2 173 B@:59:56 3o 71,8 Change Cipher Spec, Emcrypted Hamdshake Message
T I00E-24 THIAWIL TISIIY 16.197.064.27 AT 166,21 TSI 159 BB:0c29:a81carsE, i [ Meelication Tata ]
B OM03e-96-24 10:40: 24, 230384 18.197. 164, 21 10.957.164. 2% TiSvi. 2 167 08:58:56 (9 = £

Rpglication Da
30 2020-86-24 10:40:24.231712 18.197.164.22 18.157.164.21 TLSV1.2 179 BE:Rcz29 Applicatisn Dats

31 2020-06-24 10: 24,233889 108.197.164.21 10.197.164,32 TLSv1.2 1579 90:59:56 Application DatalPacket size limited dering cagturel
32 2028-06-24 10:48:24. 238558 18.197.164.22 18.157.164.21 TR 66 BB:dc:2! 2BR5T = B35 [ACK] SeqebB2 Ack=1952 Wins26B64 Lens=@ TSvals148372385 TSecr=318158965
I3 2020-B6-24 10:40:24,251944 18.197.164.22 18,1597.164,21 TLSv1.2 Agglication Data

34 2020-086-24 10:49:24,253658 18.197.164.21 10.157.164.32 TLSv1.2 Applicatien Data

I 2020-96-24 10:40:24.293322 18.197.164.22 10.157.164.21 TCP 28957 - EZ6 [ACK] Seqe879 Acks=4221 Wins19680 Lens@ TSvals148972960 TSecr=30152967

B6  2020-B6-24 10:48:57. 946553 18.197.164.22 18.157.164.21 TLSv1.2 Application Data

&7 I020-D6-14 10:48:57, 947660 18,197,164, 27 108, 157.164,321 TP 66 B0:Rci29:98:c0il8, 0. 20057 + 636 _IFIN, ACK] | Atke4721 Win=39680 Lens=8 TSwal=141086614 TSecr=30M58967

» Frame 28: 199 bytes on wire (1592 bits), 199 bytes captured (1592 bits)
» Ethernet II, Src: Veware a@:3e:7f (00:50:56:a8:3e:7f), Dst: Veware 98:ca:28 (99:0¢:29:98:c2:28)
» Internet Protocsl Version 4, Src: 18.197.164.2%, Dst: 10.157.164.21
v Trangaissien Comtrol Protocal, Src Port: 28057, Dst Port: 636, Seq: 3385, Ack: 2078, Len: 133
Source Port: 20057
| lestimatige Port: 66 |
5treas ngex: 7]
[TCP Segment Len: 133)
Sequence nusber: 336 irelative sequents nusker)
[Hext sequence nusber: 469  (relative sequence nusberl]
Acknowledgment nusber: 3878 {relative ack number}
10808 .... = Header Length: 32 bytes (8]

A

Flags: 03018 PSH, ACK)
Windew size value: 258
[Caleulated window size: 33152]
IWirdew size scaling factor: 128|
Checksum: @x5eBl [unverified)
[Cheeksum Status: Unverified)
Urgent pointer: @
» Optiens: (12 bytes), Ne-Operation INOP), Ne-Operation INOP), Timestamps
b [SEQ/ACK amalysis]
b [Tisestasps]
TCP payload (133 bytes)
fSecure sockets Layer
v TLSw1l.Z Record Layer: Application Data Protocol: ldap
Conteat Type: Applicaties Data (23)
Version: TLS 1.2 (@x303) — | -
Fersion: Encrypted Data
Encrypted Agplication Data: 1734168021288a13ccl7815e54447bb3acBalGaBEladebBd, ..

Troubleshoot

This section describes some common errors that are encountered with this configuration and how to
troubleshoot them.

1. In the authentication report, you could see this error message:
Authentication method is not supported by any applicable identity store

This error message indicates that the method you picked is not supported by LDAP. Ensure that the
Authentication Protocol in the same report shows one of the supported methods (EAP-GTC, EAP-TLS, or
PEAP-TLYS).

2. Test bind to server ended with an error.

Most commonly thisis due to the LDAPS server certificate validation check failure. In order to troubleshoot
such types of issues, take a packet capture on | SE and enable all the three runtime and prrt-jni components at
debug level, recreate the issue, and check the prrt-server.log file.

Packet capture complains about a bad certificate and prrt-server shows:

04:10:20,197,ERROR, 0x7f9c5b6f1700, LdapSs1ConnectionContext: :checkCryptoResult(id = 1289): error message

% Note: The hostname in the LDAP page must be configured with the subject name of the certificate (or
any of the Subject Alternate Name). So unless you have such in the subject or SAN, it does not work,



4% the certificate with the IP address in the SAN list is needed.

3. In the authentication report, you could notice that the subject was not found in the identity store. This
means that the user name from the report does not match the Subject Name Attribute for any user in the
LDAP database. In this scenario, the value was set to SAMA ccountName for this attribute, which means that
the I SE looks to the SAMAccountName values for the LDAP user when it attempts to find a match.

4. The subjects and groups could not be retrieved correctly during abind to server test. The most probable
cause of thisissueis an incorrect configuration for the search bases. Remember that the LDAP hierarchy
must be specified from the leaf-to-root and dc (can consist of multiple words).

Related I nfor mation

» https://www.cisco.com/c/en/us/suppor t/docs/security/identity-ser vices-engine/119149-configur e-
ise-00.html#anc9

» https://www.cisco.com/c/en/us/suppor t/docs/secur ity/identity-ser vices-engine/214975-confiqur e-
eap-tls-authentication-with-is.html
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