Configure and Troubleshoot Azure SFTP Blob
Storage Repository on | SE
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| ntroduction

This document describes configuring Azure Blob Storage as SFTP server with Public Key Infrastructure
authentication with Identity Services Engine.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» Genera ISE knowledge
» |SE repository configuration
* Public Key Infrastructure (PKI) authentication

Components Used



The information in this document is based on these software versions:

e |SE3.3,34,35VM onAzure
» Azure Subscription to access Storage Center

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background Information

As acloud-native service, the Azure Blob Storage SFTP repository is easy to deploy and ideal for Azure-
based | SE implementations. It eliminates on-premises connectivity issues, automatically scales to meet
fluctuating storage demands, and ensures high availability and durability for large datasets — all while
removing the need for manual infrastructure management.

Configure

| SE Pre-Configuration

1. Generate key pairson I SE: Login to Primary admin node GUI. Navigate to Administration > System >
Maintenance > Repository.

2. Under Repository List, click the option Generate Key Pairs.

3. Enter passphrase (greater than 13 characters) and click OK. Thisisrequired to protect the key pair.



Generate key pair on | SE

4. Click on Export public key and download the id_r sa.pub key on your computer (Ensure thisis saved for

future references).

Azure SFTP configuration

1. Create and Configure Azure Storage Account: Log in to the Azure Portal and navigate to Storage

accounts. Under Resour ces tab, click Create to create a new storage account. Fill in the details:

Field Value
Subscription Y our Azure subscription
Resource Group Select existing or create new

Storage Account Name

Must be globally unique

Region

Select your preferred region

Redundancy

Locally Redundant Storage (LRS) — acceptable for lab/non-prod




Home @ Storage center | Blob Storage

Create a storage account

Basics Advanced Metworking Data protection Security Encryption Tags Review + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables, The cost of your storage account depends on the usage and the options you choose below

Learn more about Azure storage accounts ( )

Project details

Selact the subscription in which to create the new storage account. Choose a new or axisting resource group to organize and
manage your storage account together with other resources.

Subscription * I ' TAC bl |

Resource group * bl |
Create new

Instance details

Storage account name * (3) sftprepository |

Region * (1) (US) East US ny |

Deploy to an Azure Extended Zone

Preferred storage type [ Azure Blob Storage or Azure Data Lake Storage e |

0O This helps us provide relevant guidance. It doesn't restrict your storage to this
resource type. Learm more

rformance * (i = .
Performance * [ 'E.J Standard: Recommended for most scenarios (general-purpose v2 account)

O Premium: Recommended for scenarios that require low latency.

Redundancy * (D) Lecally redundant storage (LRS) L

Create a Storage Account

2. Click Next and under Advanced tab, select the checkbox Enable Hierar chical Namespace. This option
is mandatory. SFTP can only be enabled for hierarchical namespace accounts.

3. Select the checkbox Enable SFTP.



4. Leaverest of the options as default or tweak as per your requirements.

Home * Storage center | Blob Storage

Create a storage account

Hierarchical Namespace

Hierarchical namespace, complemented by Data Lake Storage Gen2 endpoint, enables file and directory semantics, accelerates
big data analytics workloads, and enables access contral lists (ACLs) Learn more o

Enable hierarchical namespace (i) -

Access protocols

Blob and Data Lake Gen2 endpoints are provisioned by default Learn more =

Enable SFTP (1) .

'ﬂ Local users feature will be enabled wath SFTP Create local user identities to access the
SFTP endpoint after storage account is created.

Enable network file system v3 (@) D

Blob storage

Allow cross-tenant replication (D

0 cCross-tenant replication and hierarchical namespace cannot be enabled
simultaneously

Aecess tier (5) =
® Hot
Optimized for frequently accessed data and everyday usage scenanocs

O Cool

Optimized for infrequently accessed data and backup scenarios

() cold

Optimized for rarely accessed data and backup scenarios

Azure Files

Enable Managed Identity for SMB (0 ]

Require Encryption in Transit for SME = (@ -

SO ... |

Configure Sorage account

5. Click Next to configure Networking.

6. Set Network access to Enable public access from al networks.



7. Set Routing preference to Microsoft network routing.

Note: Note: In production environments, consider restricting access to specific 1P ranges (the |SE
node I P addresses) using firewall rules on the storage account.

Home * Storage center | Blob Storage

Create a storage account

Mote: Allowing access to your resource through a public network increases security risk. Learm more o

Pubblic network access = (1) [53 Enable

Allow inbound and outbound sccess with the option o restrict select inbownd

SCCEEE LSING MeSOUCeE alrEss configurations for this resourca

D Disable

Restrict inbound acceds while allowang cutbound aéceds
O Secure by penmeter (Most restricted)
Restrict inbound and cutbaund access Uging & nebwark =.|.'-'_u|i1',' pafimeter. Secure by

perimeter offers the greatest kevel of inbound and cutbound restriction to secure
YOUr resource

Public network access scope * [E. Enable from all networks

':]' Enable from selected virtual networks and |P addresses

di Enabling public network access will make this resource available publicly.
Unless public access is required, consider using the most restricted access
configurations.

Private endpaint

Create a private endpoint to allow a private comnection to this resource. Additional private endpoint connections can be created
within the storage account or private link center

-+ Add private endpoint

MName Subscription Resource g... Region Target sub-...  Subnet Private DN...

Click on add to creale a privale endpoint

Metwork routing

Detarmine how to route your traffic as it travels from the source to its Azure endpoint. Microsoft network routing is
recommended for most customers

Rout f : .
uting preference * ':'_,\: Microsoft network routing

O Intermet routing

Previous || Mext Review + create

Network setting



8. Click Next and leave the Data protection, Security and Encryption as default. No additional
configuration is required for lab or standard deployments.

9. Click Review + create. Once validation passes, click Create.

10. Wait for deployment to complete, then click Go to resour ce.

11. Configure SFTP on Azure Storage Account: In your newly created storage account, add a container by
navigating to Data storage > Containers> Add container

12. Provide a container name. Click Create.

13. Add sftp user by navigating to Settings > SFTP in the |eft-hand menu. Click Add local user and
configure the following:

Field Value

Username A descriptive name

Authentication method SSH key pair — do NOT use password

SSH public key source Use existing key (Generated in step 1, theid_rsa.pub key)

S

Note: In a multi-node deployment, when primary PAN and primary MnT are separate nodes, the
id_rsa.pub file have RSA public keys from both primary PAN and primary MnT nodes.

14. For using existing public key under SSH keys option, open theid_rsa.pub file in atext editor of your
choice and copy paste both the nodes key (starting with ssh-rsa and ending with
root@your_node name) separately by clicking Add key option twice.

Sample key: ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAACAQCdjUFU6QaMQfxuR/yzbwlQWZ8EwUIjN/COCNNMTkMOQE9T11Q6GoC



Add local user
5y Emmmsfip | SFTP =

15. Click on Permissions. Select the Container created in this step initially and set the permission for the
container to Read, Write, List, Delete and Create.

16. Set the Home directory to the root of the container.
17. Save the user.

| SE GUI Repository configuration

1. Navigate to Administration > System > M aintenance > Repository and click Add. Fill inthe fields as
follows:

Field Value

Repository Name A descriptive label (like, Azure-SFTP)

Protocol SFTP

Server Name <storage account_name>.blob.core.windows.net
Path / (root directory)

Authentication PKI1




User Name <storage account_name>.<container_name>.<sftp_local useraname>

Password Leave blank

2. Click Submit to save the repository.

Repository Configuration

Azure-SFTF

A BB, CONe WINGOWENEL

ISE SFTP repository Configuration

War ning: Host key of sftp server must be added through CLI using the crypto host_key

add executable command before this repository can be used. Also ensure that the host key string
matches the host name used in the URL of the repository configuration. To access the PKI enabled
repository, generate key pairs from the GUI and export the public key onto your local machine.
Copy this public key onto the PKI enabled SFTP server and add it to the 'authorized keys file.

3. Log in to both of the Primary admin node and Primary monitoring node and add the crypto host key using
the crypto host_key ad host <sftp server > command. Make sure that I1SE node is able to resolve the sftp
hostname.

<#root>

isenodel/iseadmin#

crypto host_key add host xxxxxsftp. bl ob. core.w ndows. net

host key fingerprint added
# Host xxxxxsftp.blob.core.windows.net found: Tline 1
xxxxxsftp.blob.core.windows.net RSA SHA256:sP18dIvbSZgtEa5a2ea+Fy4P54Wd2ocEkToBq6xG74g

4. Go back to ISE GUI under Repository and Select the newly created repository and click on Validate.
Repository validated successfully.



Server Response

Repository validated successfully

Successful repository validation

S

Note: Repository validation option validates repository configuration only on Primary admin node.

Note: In case of SFTP repository created with RSA public key, the repositories created through the
GUI do not get replicated in the CLI and the repositories created through the CLI do not get
replicated in the GUI. To configure same repository on the CLI and GUI, generate RSA public
keys on both CLI and GUI and export both the keys to the SFTP server.

ISE CLI Repository configuration

1. SSH into the CLI (command line interface) of Primary admin node. Add the crypto key on each node in
the deployment where you would like to access the PK1 based SFTP repository from CLI.

2. Generate rsa public key for CLI.
isenodel/iseadmin#crypto key generate rsa passphrase <passphrase>

3. Export the generated public key file to local disk repository (any repository that you have access to
download thefile).

isenodel/iseadmin#crypto key export <give a name for this file> repository <repository name>

4. Download this file from repository and open it in text editor to copy the public key for CLI access.

5. Upload SSH Public Key to Azure, same as GUI key added under Azure SFTP local user creation screen
(from Step 3).

6. Click Add key and Paste the full SSH public key ( into the SSH public key field).



7. Optionally, provide a key description (For example, |SE-CLI-Key).

8. Click Next and Save.
Verify

1. Verify CLI accessto sftp repository using the command "show repository <Repository name>". It shows
the stored files on this sftp server.

isenodel/iseadmin#show repository Azure-SFTP
SB-pk-260522-2236. tar.gpg
ops-0PS10-260525-1026. tar.gpg

2. Verify GUI accessto sftp repository by navigating to Repository and Select the newly created repository
and click on Validate. Repository validated successfully.

o Server Response

Repository validated successfully

3. Navigate to Administration > System > Backup and Restore . Take a Configuration backup and then
Go to the bottom of this page, select the SFTP repository and under Configuration, the recent backup is
visibleto restore.



\* Identity Services Engine i on / System

J|  EBookmarks Deployment Licensing Cartificates Legging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

5%  Dashboard I Baciup & Restore

1! Gontext Visibility Pollcy Expont

Configurational Backup Details Operational Backup Details
% Operations
Backup Name azure-backup Backup Name:
1) Policy Repository Namé Azure-SFTP Repository Narme
t Fri Jun 12 14:01:20 I1ST 2026 Start Date & Time
A Administration backup azure-backup- Status
CFG10-260812- Seheduled
Al Work Centers 1401.1ar.gpg o repository Triggered Form
Azure-SFTP: success . o O -
Seheduled o FreEsle LR
Triggered Form oLl
Interactive Features Exacute On —————— —
Festora
Azure-SFTP w Add Repository
Configuration Operational
Flle Name A Modified Time Repository
o
szure-Backup- GFG10-260. Sat Jan 8 Q00000 0 Azure-SFTP 0 Bytea Bnatorn
tesbackup-CFG10- 260522 Tuw Jun & 00:00-00 0 Azure-SFTP 0 Bytes Restare
testbackup2-CFG10-2605...  Tue Jan 11 00700:00 0 ATure-SFTP 0 Bytes Restore

sftp repository validation

Note: Due to cosmetic Cisco bug IDCSCwu68863, the size of backups on Azure storage are seen
here as 0 bytes but there is no functional impact. These backups can be restored successfully if
needed.

Troubleshoot

1. Inthe ISE GUI, repository validation givesthis error:

Error

Repositery validation failed dus to @mar - |, In case Backup was restored on differant
Satup, pléase ré-configure the repositary passwords (Expected bahaviaur)

0K

Error message

Resolution


https://tools.cisco.com/bugsearch/bug/CSCwu68863

Check theright public key isimported on SFTP server under SSH keys (Refer Step 2 of Configure SFTP on
Azure Storage Account). Thiserror occurs if the user had generated a new key pair again on GUI after
successful validation of repository.

2. GUI repository validation successful but no output from show repository <sftp repository> command.

L misenodel/iseadmin#show repository Azure-SFTP

% SSH connect error

Resolution

Check the RSA public key generated from CLI is added under Azure ssh configuration.

3. In order to further troubleshoot the SFTP repository issue, enable the debug command:

isenodel/iseadmin#debug transfer 7

tory Azure-SFTP
er.c[333] [system]: sftp dir of repository Azure-SFTP raquastad
xfer_ tem]: Server validatio «core.windows.
ftp_handler.c[128 1: Running sftp comma .hloh core.windows.net e . L
tp_handler.c[689] 8 : DEBUG: local user: ise : 0 sftp_run_parent FD: 7 re 2 t *p.blob.core.windows
command :
 handler.c[699] [ : £d i8:7
7 ["5;4'3!;]: =bul]1 r.ransfar Errp_hardlnr c[327] [system]: E ing SFTP command: 0 iseadmin / bin/sftp -oIldentityFile=/home/iseadmin/.ssh/id_rsa -oUse
/home/iseadmin/.ssh/known_hosts -oPasswordAuthentication=no = = p o, g . blob. core.windows . net
3 [’!BSJHS] or] transfer: gfr_p handler r-[-idﬁ] [sy!ts-m| attp rnad Error: 1ead t.a)]_s-d
3 [395485]:
48

T
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