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This document describes how to configure Cisco | SE on AWS using CloudFormation template (CFT) and
Amazon Machine Image (AMI).

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics before proceeding with this deployment:
 Cisco Identity Services Engine (1SE)
* AWS EC2 instance management and networking

» SSH key pair generation and usage
» Basic understanding of VPCs, security groups, and DNS/NTP configuration in AWS

Components Used

The information in this document is based on these software and hardware versions:

* Identity Services Engine (ISE)



* Amazon Web Services (AWS) Cloud Console

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure

Part 1. Generating an SSH Key Pair

1. For this deployment, you can either use a pre-existing key pair or create a new one.

2. To create anew pair, navigate to EC2 > Network and Security > Key Pairsand click Create key pair.

aws | 12 (o seorer Option+S] ) i
e ECZ > Key pairs @ &
. 'd
EC2 < Key pairs (1) it @ [ Actions ¥ Create key pair
Dashboard Q Find Key Pair by attribute or tag 1 ]
EC2 Globad View [3
obal View 2 Name v | Type @ | Crested @ | Fingerprint D v
Events
varshaah-ise rsa 2025/05/20 17:32 GMT+5:30 TRBI-208: T 1T e b2 5o A2 7B Secdb3TE50..,  key-Ded7 107k,
¥ Instances
nstances

nstance Types

Launch Templates

Capacity Reservations
v Images
AMIs

AMI Catalog

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

v Network & Security

¥ Load Balancing

Load Balancers

3. Enter the key pair name and click Create key pair.



Varshash Karials »

m

EC2 > Koypairs > Create key pair

Create key pair i

Key pair

A ko pair, consisting of a private key and a public key, is 3 set of security credentials that you Lse to prove Your identity when connecting to an instance.

Name

[ varshaah-se |

Ky pair type | Info

[O R5A O Epzss1e

Private key file format

0 pem i,

O ppk

h PUTTY

Tags - optional

Mo tags assodated with the resource

. .
Add new tag )

Cancel

8 &

Craate key pale

The key pair file (.pem) is downloaded on your local machine. Ensure that you keep thisfile safe asthisis
the only way in which you can access your EC2 instance once it is launched.

Part 2. Configuring | SE Using a CloudFormation Template (CFT)

1. Login to the AWS Management Console and search for AWS M ar ketplace Subscriptions.

2. Inthe search bar, type cisco ise and click Cisco Identity Services Engine (I SE) from the resullts.

Click Subscribe.

Varshaah Karkala v

e AWS Marketplace > Discover products

AWS Marketplace <
P ¥ Refine results

Discover products .
Categories

Procurement insights
g Infrastructure Software (5)

Frofessional Services (4)
16T (2)

Manage subscriptions
Private offers

Wendor Insights ¥ Delivery methods

Professional Services (4)
Amazon Machine Image (1)
Settings CloudFarmation Template (1)

Private Marketplace [3

¥ Publisher
Aqueduct Technologies (1)

Aspire Technology Partmers, LLC.

3}
Digitalstates Inc. (1)
Cisco Systems, Inc, (1)

Search AWS Marketplace products

Q, cisco ise

cisco ise (5 results) showing 1- 5
Did you mean cisco isv, cisco iso?

[onil Cisco Identity Services Engine (ISE) [
atlnan]ns A A | Ver 3.4.0
CISCo By Cisco Systems, Inc, [7 | ver 3.4.0

96 external reviews [2

@ ©

Sort By: Relevance v

Cisen ldentity Services Engine (ISE) on AWS enables Network Access Contral (NAC) service
workloads to be deployed and managed from the cloud while ensuring the flexibility required
to meet each organizations unique cloud strategy. With Cisco ISE on AWS, you can unify the

policy management of your..,


http://console.aws.amazon.com/

s marketiace [ -

Mbout v Cateperien v Dslhvery Methoch ~  Solwtiom = Bmouwoes v Your Saved Lt rkrtplscs  Amaon Web Services Home il

Subscribe to Cisco Identity Services Engine (ISE)

Offer details o

offer 1D O#ered by Offer type Deplayed an AWS
basttrrefirardymIuupsbh T30 Cisoo Systems, nc. Pubilic Tes

Pricing details

Pricing and entitlernents for this product are maraged threugh an external billing relationship betwesen you and the vendor. ¥ou activate the prodect by supplying 2
license punchased outside of AWS Marketplace, while WS provides the infrastructure requived to launch the product. MWS Subscriptions have ma end date and may be
canceled amy time. However, the cancelation won't affect the status of the extemal lioemse. Additional AWS infrastractune costs apply. To estimate your infrastructure

Total amount

Total cost Additional essts Tax details

KW infastntiore aits apply Additioral tazes muy dpply
$0.00

Terms and conditions

LA} [, You also agree and acknowledge that AWS may,
o your behall, share information abeut this transaciicn (induding your payment ter i the respective seller, reseller or underying prewider as applicable, in
upise inrvsices 3o colliet payments fram yeu on Berald of the eller theough your AWS 3ccount. Your use of AWS
[ ee ather agrecment with AWS governing your use of such serices. If you e fecehdng a private offer froma

[ ifoe CPPO transaction) or bere [7 or SPPO traemaction) for mone infamaation on the chanmel partner

sprvices i subject 1o
channel partrer, you may clie

Purchase details ..

offer 1D Ofered by Total cost Additional costs.
basttrreGrardynauupsbh o Cisto Systems, nc. sana WS rrfrastructure coats apply
Tax details

Additional tases may appty

3. After subscription, click Launch Your Software.

Abaut = Categories = Delivery Methods = Solutions = Resources = Wour Saved List Become a Channed Partner  Sell bn AWS Marketplace  Amazon Web Services Home Help

3 - - - o

Subscribe to Cisco Identity Services Engine (ISE)

(@ You suecessfully purchased Ciseo Identity Services Engine (ISE) Launch your software [3

Your AWS Marketplace agreement was created, You can launch your software or Manage subscriptions [3,

Offer details o

Offer 1D Offered by Offer type Depleyed on AWS
basttravBxwedynZuup6bh? 30 Cisco Systems, Inc. Public Yes

4. Under Fulfilment Option, choose CloudFor mation Template. Choose the Softwar e version (1 SE
version), and Region where you want to deploy the instance. Click Continueto Launch.



Abaut = Categories = Delivery Methods Solutions Resources « Your Saved List Become & Channel Partrer Sell in AWS Marketplace  Amazon Web Services Home Help

"cl,'s'élc',' Cisco Identity Services Engine (ISE) Cntinue to Laundy

< Produet

Configure

Configure this software

Choose a fulfillment option and software version to launch this software.

Fulfillment optien
ClaudFormatian Template

ClowdFormation Template v Deploy a complete salution configuration using a Software Pricing
CleudFormation template
Crseo ldentity 50 e
- N - - - Services Engine
Cisco Identity Services Engine (ISE) - {ISE}

Software version

ar

34,0 (Aug 07, 2024)
Whats in This Version

Cisco ldentity Services Engine (ISE)
Leam more

Region

US East (N. Virginia) -

5. On the next page, choose L aunch CloudFor mation as the action and click L aunch.

About = Categories ~ Delivery Methods ~ Solutions ~ Resources - Wour Saved List Become a Channel Partner Sellin AWS Marketplace  Amazon Web Sei Home Help

I Cisco Identity Services Engine (ISE)

= Product Deta Lawnch

Launch this software

Review the launch configuration details and follow the instructions to launch this software,

Configuration details

Fulfillment option Cisco Identity Services Engine (1SE)
Cisco ldentity Services Engine (1SE)

Software version 3.4.0
Region U5 East [N, Virginia)
Choose Action
P e . Choase this action to launch your configuration through the AWS

CloudFormation console,

Launch

6. Under the stack settings, keep the default settings and click Next.



e CloudFormation » Stacks » Create stack

CloudFormation £ o

Stacks
StackSets

Exports

(8) Create stack

Step 2
Specify stack detaits

Hiaks pwerviow

Hoaks

¥ Registry

Public extensions

Activated extensions

Publisher

Speatlight

Feedback

7. Enter required parameters:

Create stack

Prerequisite - Prepare template
ﬁ

Yo chi Alio create & template by Seanning your exsting resources in the 1aC ganerater (3,

Prepare template

© choose an existing template Basiled from Infrastructure Comipaser
Specify template
This GitHub repesitory [2 contains sample CloudFormation templates that can help you get started on new infrastructure projects. Lea [£]

Ternplate saurce
Selecting a template azon 55 URL where it will be stored. A template is 3 JSOM or YAML file that describes your stack's resources and properties.

© amazon 53 URL

] Upload a template
Uplaad your teemplan

Amazon 53 URL
httpas /el amaranaws. com wemg- fulfillment-cf-templates-prod e defi6 2-abad-42 Te-b523- 7e03cd 5011 1¢/6a 2851767 2b4 1 3602205 1 ce 265454 0 template

aron 53 template URL

SEURL:  hittpe: /s 5 amazonaws.comy/awsmp-fulfillment-cf-templates-prod/bedefes 2-abad -4 2 7e-b523- TS5 cd 5011 1 /6a 2851 76F7 2b4 136b2 205 1ce2Bad54 S template

I View in Infrastructure Compaser

cancel Mest

Stack Name: Provide a unigue name for your stack.

Hostname: Assign the hostname for the I SE node.

Key Pair: Select the key pair generated or pre-existing to access the EC2 instance later.
Management Security Group:

Either use the default security group (as shown) or create a custom one through the EC2

dashboard.

To create a new security group, navigate to the EC2 Dashboar d and navigate to Network and
Security > Security Groups to create a new security group.
Click Create security group and enter the required details.

Ensure the security group is configured to allow the required inbound and outbound traffic. For
example, enable SSH (port 22) access from your IP address for CLI access.

wpe-051e0e226f96F 1ccd

Inbound rules o
Type Info Protocol inle Portrange Infe Source  Info Description - optional 1sle
S5H faywh... ¥ ] (etere )
0.0.0.0/0 X
HTTPS CreateSecurityGroup Anywh.. ¥ Delete
(Caddrute )
[_ £y Rules with source of 0,0.0.0/0 or /0 allow 3l I addresses to acCess your iInstance. We recommend setting security group rules 1o allow access from known 1P addresses only, x J

QOutbound rules wr.

Protocol isfe  Portrange infe Destination info Description - optional 1+fs

[custom v ) [Q (oetete )
0000/0 X

((paywh... v | Delete

00.00/0 X
Angwh.., ¥ ] (Cootete




If SSH accessis not properly configured, you may encounter an "Operation timed out” error
when attempting to connect via SSH.

-M-L63P Downloads % chmod 400 varshaah-isel.pem
s —M-L63P Downloads % ssh -i varshaah-isel.pem admin@3.91.252.232

ssh: connect to host 3.91.252.232 port 22: Operation timed out

If HTTP/HTTPS access is not configured, you may see a"This site can't be reached" error when
trying to access the GUI.

L] » & hitps:3.91.252.232

E
This site can't be reached
3.81.252.231 took too long to respond.
Try:

« Checking the connection

» Checking the proxy and the firewall

ERR_TIMED_OUT

Datails

» Management Network: One of the pre-existing subnets is selected.



Viswshash Karicals »

e CloudFormation » Stacks » Create stack

@
CloudFormation L Saep
@ Create stack Specify stack details
Stacks
?l'"ks"“ ® -S;:l.:cil'y stack details Provide a stack name
Exports
Siep 5 Stack name

ise
nfrastructune Composer Ma 5
5 generator Review and create
_— Parameters
it tvervies
0 Qeerview Paramieterss are defined in your template and allew you to iNput custam values whien you cheate of update & stack
Hooks
Instance Details
Hostname
¥ Registry Enter the hostname. Th
Public extensions warshaah-ise
Activated extensions _
Instance Key Pair
Publisher To sccess the Chiss pim
varshaah-ise -
Spotlight
Management Security Group
Chaas v Cr
Feedback Sele AWS-EC2-Sen v
25-0e5020eb 248044 2e xJ
Managerment Network
Chouse the st 1o be wsed for the c
subnet-017e2674faeT49Tea L

Management Private IP

Pebacy  Teres  Cosie preferences

If your design requires a distributed deployment with some nodes hosted in AWS and others on-premises,
configure adedicated VPC with a private subnet and establish a VPN tunnel to the On-Prem VPN
Headend Device to enable connectivity between AWS-hosted and on-premises | SE nodes.

For detailed steps on configuring the VPN Headend Device, refer to this guide.
8. EBS Encryption

» Scroll down to locate the EBS encryption settings.
» Set EBS Encryption to False unless you have specific encryption needs.

EBS Encryption

Choose true to enable EBS encryption
false
KMS key for encryption
Enter the KMS Key Id/ARN/Alias for encryption (Applicable only if EBSEncryption is “true”)

Enter 5tring

9. Network Configuration:

» Scroll down to access options for configuring network settings, such as the DNS domain, Primary
Name Server, and Primary NTP Server.

Ensure these values are entered accurately.


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217462-configure-ise-3-1-through-aws-marketplac.html#anc9

Note: Incorrect syntax here can prevent | SE services from starting properly after
deployment.



Network Configuration

DNS Domain
Enter a domain name in correct syntax (for example, cisco.com). The valid characters for this field are ASCIl characters, numerals, hyphen (-), and period (). If you use the wrong syntax, Cisco ISE services
might not come up on launch.

[ varshaah.local ]

Primary Name Server
Enter the IP address of the primary name server in correct syntax. If you use the wrong syntax, Cisco ISE services might not come up on launch.

[ 72,163.128.140 J

Secondary Name Server
(Optional) Enter the IP address of the secendary name server in correct syntax. If you use the wrong syntax, Ciseo ISE services might nat come up en launch.

[ Enter String ]

Tertiary Name Server
(Optional) Enter the IP address of the tertiary name server in correct synitax. If you use the wrong syntax, Cisco ISE services might not come up on launch.

[ Enter String ]

Primary NTP Server
Enter the IP address or hostname of the primary NTP server in correct syntax (for example, time.nist.gov). Your entry is not verified on submission. If you use the wrong syntax, Cisco ISE services might not
come up on launch.

[ 10.64.58.51 ]

Secondary NTP Server
(Optional) Enter the IP address or hostname of the secondary NTP server in correct syntax (for example, time.nist.gov). Your entry is not verified on submission. If you use the wrong syntax, Cisco ISE services
might not come up on launch.

[ Enter String ]

Tertiary NTP Server
(Optional) Enter the IP address or hostname of the tertiary NTP server in correct syntax (for example, time.nist.gov). Your entry is not verified on submission, If you use the wrong syntax, Cisco ISE services
might not come up on launch.

[ Enter String ]

10. Service and User Details;

» Scroll down to locate the option for enabling ERS and pxGrid services
» Choose whether to enable ERS and pxGrid services by selecting yes or no.
» Under User Details, set the password for the default admin user.

Services

ERS
Do you wish to enable ERS?

(e v)

pxGrid

Do you wish to enable pxGrid?
(o )

pxGrid Cloud
Do you wish to enable pxGrid Cloud?

(i 2

User Details

Enter Password
Enter a password for the username "iseadmin”. The password must be aligned with the Cisco I1SE password policy. The configured password is used for Cisco ISE GUI access. Warning: The password is displayed
in plaintext in the User Data section of the Instance settings window in the AWS Console.

(— )

Confirm Password
Retype Password

= )

» Click Next.
11. Configure stack Options:

» Leaveal default options as they are and click Next.



Step 1

® Create stack Configure stack options

Step 2
@ Specify stack details Tags - optional

Step 3 Tags (key-value pairs) are used to apply metadata to AWS resources, which can help in organizing, identifying, and categorizing those resources. You can add
@ Configure stack options up to 50 unique tags for each stack.

Mo tags associated with the stack.
Step 4

Review and create

You can add 50 mare tag(s)

Permissions - optional
Specify an existing AWS ldentity and Access Management (IAM) service role that CloudFormation can assume.

1AM role - optional
Choose the 1AM role for CloudFormation to use for all operations performed on the stack.

1AM role name - J [ Sample-role-name L ] C Remove )@

Stack failure options
Behavior on provisioning failure
Specify the roll back behavior for a stack failure. Learn more [

© Roll back all stack resources
Roll back the stack to the last known stable state.

Preserve successfully provisioned resources

Preserves the state of successfully provisioned resources, while rolling back failed resources to the

last known stable state. Resources without a last known stable state will be deleted upon the next

stack operation.
Delete newly created resources during a rollback
Specify whether resources that were created during a failed operation should be deleted regardless of their deletion policy. Learn more [2
© Use deletion policy ) . . )

Retains or deletes created resources according to their attached deletion policy.

Delete all newly created resources
Deletes created resources during a rellback regardless of their attached deletion policy.

Additional settings
You can set additional options for your stack, like notification options and a stack policy. Leam more (3

* Stack policy - optional
Defines the resources that you want to protect from unintentional updates during a stack update.

* Rollback configuration - optional

Specify alarms for CloudFarmation to monitor when creating and updating the stack. If the operation breaches an alarm threshold, CloudFormation rolls it
back.

» Notification options - aptional
Specify a new or existing Amazon Simple Motification Service topic where notifications about stack events are sent.

» Stack creation options - optional
Specify the timeout and termination protection options for stack creation.

12. Review the template to ensure all configurations are correct, then click Submit. Once the templateis
built, it resembles the example shown below:



United States (N Vieginia) v Varshash Kariala *

VE O Search [Cption+S] [ i &
e CloudFormation > Stacks > lse @ @ e

CloudFormation < B Stacks (1) © ise & >
. - -~ £
Stacks Q Filter by stack name [ Delete ) ( Update stack ¥ )I Stack actions ¥ 1{ Create stack ¥ )
\ " A r
Stack details .
. Filter status Stack info Events Resources Outputs Parameters Template Change sets Git syne
il Active v | @ viewnested —
StackSets
- 1 ETTTD | timeline view
Exports
Stacks
Events (5) view raot cause ) (G}
Infrastructisne Compaser ise
1aC generatar O 20250520 254945 UTCH0530 QL Sewrch events @
REATE_COMPLET!
2 CREATE_COMPLETE Tirnestsmp Logieal 1D Status Detailed status Status reasen Hoak
Hoaks overview
2025-05-20 23:50:05 a -
- CREATE_COMPLETE
Hotks UTC40530 e[ @
2025-05-20 23:50:01
UTE0630 lseEe2instanie [3 (&) CREATE_COMPLETE
¥ Registry un
Public extensions 2025-05-20 23:49:48 \seEc2instance [ (D) CREATE_IN_PROGRES Risoairee eriation
Activated extensicns uTCssz0 & i
Publishir 2025-05-20 23:45:45 (D) CREATE_IN_PROGRES
IseEc2instan
UTCH 0530 SRS 5
2025-05-20 254543 i) CREATE_IN_PROGRES
Spatlight ise [2 O cre User Initiated

UTC+0530 H

13. Access the stack details:
Navigate to CloudFor mation > Stacks and locate your deployed stack.

14. View Outputs Tab:

Select your stack and open the Outputs tab. Here, you find important information generated during the
deployment process, such as:

* Availability Zone: The region where the resources are deployed.

* Instance I D: The unique identifier of the deployed instance.

* DNS Name: The private DNS name of the instance, which can be used for remote access.

* |P Address: The public or private |P address of the instance, depending on your configuration.

Thisinformation helps you connect to the instance and verify its availability. The Outputs tab resembles this
example:



e CloudFormation » Stacks > ise

CloudFarmation L

Stacks

Stack dutalls

@ Stacks (1)

QU Filter by stack

@ ise

@ o o

& >

Delete ) ( Update stack ¥ ) (_Stack actions v} ( Create stack ¥ _-:]

e Filter status Stack info Events Respurces Parameters Template Change sets Git syne
rifts .
Active v D View nested
StackSets
1
Bports Outputs (4) ©
Stacks 0, Search cutputs 1 @
Infrastructune Composer e I
Key & Value Description ¥ | Export name v
Ia€ generator O 2005-05-20 234943 UTCHOS30
(2 CREATE_COMPLETE Availability Zone of the newly
Az ceast=1
B created EC2 instance
Hoaks overview
InstanzelD of the newly crested
[ 7 2ef
e nstancell 0e393472¢f3132622 ISE EC2 Instance
Pri N ]
PrivatebnsHame Ip-172.21.94.89.ec2 Intemal rivate DNSName of the newly
¥ Registry 1] created EC2 instance
Public extensions Private IP add: of 1
Privatelp 172319489 P IP skt of o iy

Activated extensions

Publisher

ereated EC2 instance

Part 3. Configuring | SE Using an Amazon Machine Image (AM1)

1. Login to the AWS Management Console and search for AWS M ar ketplace Subscriptions.

2. Inthe search bar, type cisco ise and click Cisco Identity Services Engine (I SE) from the resullts.

9 AWS Marketplace > Discover products @ @
AWS Marketplace <
P ¥ Refine results Search AWS Marketplace products
Di duct )
iscover products Categories 0, dsiobe e

Procurement insights
I\‘Eanage subscriptmm.
Private offers

Vendaor Insights
Private Marketplace [2

Settings

Infrastructure Software (5)
Professional Services (4) 1 @
1aT (2} cisco ise (5 results) shawing 1-5

Did you mean cisoo isv, cisco iso? Sort By: Relevance b

¥ Delivery methods
Professional Services (4)
Amazon Machine Image (1)

Cisco Identity Services Engine (ISE) [2
CloudFormation Template (1)

By Clsco Systams, Ine. [ | ver

Hmim
cisco

¥ Publisher 96 external reviews [3
Aqueduct Technologies (1)

Aspire Technology Partners, LLC.

Cisco Identity Services Engine (ISE) on AWS enables Metwork Access Control (NAC) service
workloads to be deployed and managed from the cloud while ensuring the flexibility required
U] to meet each organizations unique cloud strategy. With Cisco ISE an AWS, you can unify the

Digitalstates Inc. (1) policy management of your...
Cisco Systems, Inc. (1)

| SE on AWS Markeplace

3. Click View purchase options.

aws marketplace

About ~  Categaries ~

Dalivery Methods +

Solutions ~  Resources > You Become a Channel Partner Sell In AWS Marketplace  Amazon

(@ You have access to this product
‘You or someone in your organization has already purchased entitlements for this product.

Groesrcien @)

AWS Marketplace > Metwork Infrastrscture > Amazon Machine Image (AMI) > Cisco Identity Services Engine (ISE)

wlisilis Cisco Identity Services Engine (ISE) . View purchase options
cisco
ld by: Cisco Sys . Inc. [3
Seldby: Qsco Systems, Inc.[2 ( Request private offer [3 )
Deployed on AWS

Cisco ISE on AWS provides secure network access control for loT, BYOD, and corporate owned endpoints. Cisco
ISE enables you to easily segment network access for employees, contractors, and guests across wired, wireles..

[E Show mare

{0} 0AWS reviews | 48 external reviews


http://console.aws.amazon.com/

4. Click Launch your software.

aws marketplace o e —

About = Categories *  Dalivery Methods =  Solutions *  Resources *  Your Saved List Become a Channel Partner  Sell In AWS Marketplace  Amazon Web Services Home  Help
cribe to Cis vices (O]

Subscribe to Cisco

Identity Services Engine (ISE) i

Offer details

Offer ID Offered by Offer type Deployed on AWS
basttrzvGxwcdyn2uupsbh730 Clsco Systems, Inc. Public Yes

e —

Your AWS Marketplace agreement was created. You can launch your software or Manage subscriptions [

5. Under the Fulfillment Option, choose Amazon Machine Image. Choose the desired Softwar e ver sion
and Region. Click Continueto Launch.

aws marketplace

About = Categories Delivery Methods + Solutions Resources + Your Saved List Become a Channel Partner  Sell in AWS Marketplace  Amazon
thiah . s . o ]
‘cisca Cisco Identity Services Engine (ISE) Continue to Launch
Product Detail Configure

Configure this software

Choose a fulfillment option and software version to launch this software.

Fulfillment option

Amazon Machine Image
Deploy a vendor-provided Amazon Machine Image Software Pricing
(AMI) on Amazon EC2

Amazon Machine Image

Cisco Identity 30 /hr
Services Engine
(ISE)

64-bit (x86) Amazen Machine Image (AMI) E

Software version

I 3.4.0 (Aug 07, 2024) :I .
Infrastructure Pricing

Ao ECH: 1 * ¢5.4xlarge
Monthly Estimate: $490.00/maonth

| US East (N. Virginia) :| ¥ :

Use of Local Zones or WaveLength infrastructure deployment may alter your final pricing.

Ami Id: ami-07946balceelcadda
Ami Alias: faws/service/marketplace/prod-7TwsmSsh6ugdle/3.4.0 Learn More & ({{IXID
Product Code: basttrzvexwcdyn2uupsbh730

Release notes (updated August 7, 2024)

6. Under Choose Action, choose L aunch through EC2. Click Launch to proceed.



aws marketplace Q search

LULIT g Categories v Delivery Methods + Solutions Resources v Your Saved List

ihals Cisco Identity Services Engine (ISE)
= Product Detail Subscribe Configure Launch

Launch this software

Review the launch configuration details and follow the instructions to launch this software.

Configuration details

Fulfillment option 64-bit (x86) Amazon Machine Image (AMI)
Cisco Identity Services Engine (ISE)
running on c5.4xlarge

Software version 3.4.0

Region US East (N. Virginia)

Usage instructions

Choose Action

Choose this action to launch your configuration through the
Amazon EC2 console.

Launch through EC2 v

Launch

7. You are redirected to the EC2 Launch an I nstance page to configure your instance settings.



= EC2 ) Wnstances > Laundh an instance

D) It seeren like you may be mew to lsunching instances in EC2. Take a walkthrough to learn about EC2, how to lsunch instances and sbout best practices

0o not show me this message again  ( Takea walkthrough )

Launch an instance ..

Amiazon EC2 allows you 10 Create virual machings, of instances, that nam o the AWS Cloud. Quickly get stanted by following the simple 31605 below,

Name and tags i
Name

Add addétional tags

¥ Application and OS5 Images (Amazon Machine Image) e

A AN templa centaing the seltears o

e fee AMIS if

s whiat o 364 Lok

€, Search our full cotalog inclusling 1000:

fcotion and 03 imeges

AMI from catalog Recents Quick Start
Hame
Cisco Identity Services Engine [I5E) vE 4 bedef6E2-abad-42Te-b525-
FraSeds0111e
Description

[Copied ami-De2obe 7 16a0dd7d (FSE_5 4 0.608] from us-east- 1] Clszo Identity Services Engine ISE) w8

Image 10
ami-07345balcee Tcadida

Username (D)
raat [Check with the AMI proveder)

Published Architecture WVirtualizatien Rest device type ENA Enabled
2024-08-05T1S0E25.000Z  486_64 wm b Yes

¥ Instance type i | Ge ssvie

Instance type

8. Scrall down to the Instance Type section and choose an appropriate instance type based on your

deployment requirements.

ating syiteen, application server, and applicaticas) requined b Lunch your istance. Search or

¥ Summary
Humber of initances | iafs
" 7

Soltwans Image (A1)

Virtial sewver type [imstance type)
12.mitro

Fisgwall {security grovg]

M 1601ty groun

Storage (volumet)

1 volumels) - 300 Gib

(D) Froe timr: In your first year of epening an AWS acesunt, X
you get 750 Bours per month of E2 it instance uiige
o £3 micre whene tLmicr snt available) when wied
it free ther AMb, TS50 hours per month of public 1P
achdeess uage, 30 GiB of DS storage, 2 million 1O, 1 0B
of snapihotd, and 100 68 of bandwidth to the internet

Canesl Launch initines

Launch an instance

G2 Proview code

Under Key pair (login), select the key pair that was generated earlier or create anew one (refer to the key

pair creation steps provided previoudly).
Set the Number of Instancesto 1.

= ECZ ) Indtances ¥ Lawnch an instance

* Instance type o | ce advce

Instance type

5 dxlarge B Al generations
Family:eh 160 ¢

CPU 32 Gilb Memary

Compare instance types

The AME werdar recommends using a ¢5 4xlarge initance (or larper) for the st enperkence with this product

¥ Key pair (login) i

You can use a key pair to secunely connect to your instance. Ensure that you have sccess 1o the seleched key pair before you launch the instance

Key pair name - required

varshaah-kel A C  Create new key pair

9. In the Network settings section:

» Configure your VPC and subnet as needed.

¥ Summary
Mumber of instances  infe

Saltware Image (AMI)
[Copied ami-Oc8af 1 4ed039ba4fs _read more

el Glbc S 8B hefBoaceed

Wirtuall server type [instance type)
€5 dxlarge

Firewall (security group)
default

Storage (volumes)
1 welumeds) - 300 Gib

 For the Security Group, either select an existing one or create anew group (as shown in the

example).

]



= EC2 > Instances » Launch an instance

¥ Network settings o

Network Info
vpc-062e0871c331 2f6ad

Subnet Info

No preference (Default subnet in any availability zone)

Auto-assign public IP  Info

Enable

Additional charges apply when outside of free tier allowance

Firewall {security groups) Info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your instance,

) Create security group [ © select existing security group J

Common security groups  Info

Select security groups

default sg-0b902ad2c151F2773 X
VPC: vpe-062e0871¢3312f6ad

Security groups that you add or remove here will be added to or removed from all your network interfaces,

10. In the Configur e Stor age section, configure the desired volume size.

Example: 600 GiB using gp2 volume type.

¥ Configure storage int

1x | 600 GIB  gp2 ¥  Rootvolume, Notencrypted

G Compare security group rules

Advanced

[ (@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (S5D) or Magnetic storage

3

Add new volume

(@ Click refresh to view backup information
The tags that you assign determine whether the instance will be backed up by any Data Lifecycle Manager policies.

0 x File systems

Edit

11. In the Advanced Details section, configure any additional settings as required for your deployment,

such as|AM instance profile, user data, or shutdown behavior.



¥ Advanced details Info
Domain join directory  Info

| Select

v | @ Create new directory [2

1AM instance profile | Info

[ select

v ] & Create new |AM profile [2

Hostname type | Info
IP name

DNS Hostname | Info

Enable IP name IPv4 (A record) DNS requests
Enable resource-based IPv4 (A record) DN5S requests

Enable resource-based IPvE (AAAA record) DR

requests

Instance auto-recovery | Info

| Default

Shutdown behavior  Info

| stop

Stop - Hibernate behavior | Info

[ Disable

Termination protection | Info

[ Disable

Stop protection  Info

v ] & Create new placement group [3

| Select v |
Detailed CloudWatch monitoring | Info
| Disable v
Credit specification | Info
| Standard v |
Placement group = Info
| Select
EBS-optimized instance | Info

Disable v
Instance bandwidth configuration | Info

| Default

Purchasing option = Info
O None
[ Capacity Blocks

Launch instances for your active capacity blocks

[ Spotinstances

Request Spot Instances at the Spot price, capped at the On-Demand price

Capacity reservation Info

[Nun:e

Tenancy | Info

[ Dedicated - run a dedicated instance

Additional charges apply



12. In the M etadata ver sion section:

» For I SE version 3.4 and above, choose V2 only (token required) — thisis the recommended
option.
» For ISE versionsearlier than 3.4, choose V1 and V2 (token optional) to ensure compatibility.

RAM disk ID  Info

Select v

Kernel ID  Info

Select v

Nitro Enclave Info

Select v

License configurations  Info

Select v &

CPU options  Info

Configure CPUs for your instance to optimize performance and save on licensing costs.

0 Use default CPU options
) Specify CPU options

Default active vCPUs Total vCPUs
16 16

Metadata accessible Info

Enabled v

Metadata IPv6 endpoint  Info

Metadata version Info

V2 only (token required) v

£\ For V2 requests, you must include a session token in all instance metadata requests.
Applications or agents that use V1 for instance metadata access will break.

Metadata response hop limit  Info

Select

Allow tags in metadata Info

Select v



13. Inthe User data field, provide the initial configuration parametersfor the | SE instance, including
hostname, DNS, NTP server, timezone, ERS, and admin credentials.

Example:
hostname=varshaahi se2

primarynameserver=x.x.x.x
dnsdomain=varshaah.local
ntpserver=x.x.x.x
timezone=Asia/lK olkata
username=admin
password=lse@123

ersEnabled=true

User data - optional  Infa

Upload a file with your user data or enter It in the field.

I( T Choose file )

I'- .
hostname=varshaahise2

prima FFHHMESETWFFK.!.K-I
dnsdomain=varshaah.local
FITFI-'SET‘H‘Er':x.I.!.I
timezone=Asia/Kolkata
usermame=admin
password=lse@123
ersEnabled=true

Uszer data has already been basebd encoded



Note: Ensure the password complies with Cisco ISE password policy.

After entering the user data and completing the configuration, click Launch I nstance.



Narkala ™

Crates (M. Vim Varshaah

* Summary
Mumber of instances | Info
T )

Software Image (ABMI)
[Copled ami-Oe29bcfa7 16e0dd?d ...read more
ami-07S46balceslcaldda

Virtual server type (instance type)
t2.micro

Firewall [security group)
default

Storage (volumes)
1 volume(s) - 300 GiB

e u

@ Free tier: In your first year of opening an *
AWS acoount, you get 750 howrs per month
of t2 micro instance wsage (or tS.micro
where t2micro isn't available) when used
with free tier AMis, 750 hours per month of
pubdic |Pva address usage, 50 GibB of EBS
storage, 2 million 1/0s, 1 GB of snapshaots,
and 100 GB of bandwidth to the internet.

Launch instance

Cancel

B Preview code

14. After the instance is launched, a confirmation message appears stating: 'Successfully initiated launch of
instance <instance_name>'. This indicates that the launch process has started successfully.

S Ef2 b instances 3 Launch an instance @ e

initiated Launch of instanc

* Launch log

Next Steps

1, What would you like 8o do next with this instance, for example “treate alarm® or “ereate bockup®

Create billing and free tier
usage alerts
To manage costs and avoid surprise

bills, set up email notifications for
billing ard Free tier usage thresholds.

Create billing alerts (%

Create AWS budget

AW Budges allows you to cneate
Budgets, forecast spend, and take
action on your ¢osts and usage from a
single lo<atian.

Create AWS budget [3

Connect to your instance

ONoe your Estange & nannéng, g inte
It from your local computer.

Connect to instance [3

Learn more (3

Manage CloudWatch alarms

Create or update Amazon CloudWatch
alarms for the instande,

Manage ClosdWatch alarms
&)

Cannect an RDS database

Configune the connection between an
EC2 instance and a database to allow
traffic flow between them.

Create EBS snapshot policy

Create a policy that automates the
creation, retention, and deletion of
EBS smapshots

C Connect an RDS database [3 )

( Create EBS snapshot policy [3 }

Create a new RDS database [

Leam more [3

Disaster recovery for your
instances

Recover the INSLaNces you just
launched into a different Availabality
Zone or a different Region using AWS
Elastic Disaster Recovery (DRS),

Disaster recowvery for your
instances [3

Monitor for suspicious
runtime activities

Amaznn GuardDuty enables you to
continuousty manitor for malicious

Manage detailed monitoring

Enable or disable detailed menitoring
far the instance. If you enable detalled
monitedng, the Amazon EC2 comole
desplays monitoring graphs with a 1-
minute period.

Manage detailed monitering
]

Get instance screenshot

Capture a screenshot from the
instance and view it a5 an image, This
s useful for troubleshooting an

runtime activity and unauth

beharvior, with near real-time visibility
Nt on-host activities oCcurTing across
your Amazon EC2 workloads.

Menitar for suspiciows

runtime activities (3

Get instance sereenshat [3

12 3 4 )

Create Load Balancer

Creata a application, network gateway
or classic Elastic Load Balancer

Create Load Balancer [%

Get system log

Wiew the instance's system log ta
troubileshaot issses.

Get system log (3




Verify
Accessthe | SE Instance Built Using CFT

Navigate to the Resour ces tab in your CloudFor mation stack and click the Physical ID. It redirects you to
the EC2 dashboard where you are able to see the instance.

ise & o
( Delete ) ( Update stack ¥ ) ( Stack actions ¥ ) ( Create stack ¥ )
Stack info Events Resources Outputs Parameters Template Change sets Git sync
Resources (1) ©
( Q, Search resources _. 1 i3}
Logical ID a | Physical ID v | Type v | Status v | Module v
IseEc2Instance i-0e393472cfa132622 [2 AWSLEC2:Instance ® CREATE_COMPLETE -

ECZ » Instances a
e @

EC2 < Instances (1) st (wnstance state ¥ ) (" actions v ) ([ v
Dashboard Q4 Find Instance by attribute or tog (cese-sensitive) Al states ¥
3 Global View [3 =
BCE Blabal view 3 wstance 102 Hous9sanzear | X )  ((_clesrties ) ! &
Events
v Instances Name 2 L Instance ID Instance state v Instamce type ¥ | Status check Alarm status Avzilability Zone Public IPwd DNS v Public IPvd ., 1
0o B934T 2efal 32622 @ Running & & tExlarge (@ 573 checks passec  View alarms +  us-east-1a ec2-3.81.252-232.com, ., 391352232

Instances

Accessthe | SE Instance Built Using AM I

Click View all Instances to navigate to the EC2 instances page. On this page, verify that the Status Check
shows as 3/3 checks passed, indicating that the instance is up and healthy.



= B2 » Wnstances * Launch an instance

ity Inittiated ksunch of Instans

* Launch log

Next Steps

QU what would you like to do rext w

Create billing and free tier
usage alerts

To manage costs and avaid surprise
bills, set up email i fi

Connect to your instance

Onge your Instance i munning, log inte:
it From your local computer.

billing arsd Free tier usage threvholds,

Create billing alerts [2

Create AWS budget

AWS Budgets allows you to create
Budgets, forecat spend, and take
action on your costs and usage from a
single location.

Create AWS budget [3

( conneetto invtanen [2 )

Laarn mare [

Manage CloudWatch alarms

Create or update Amazon CleudWatch
alares for the instande,

Manage ClosdWatch alarms
&

ith this instance, for example “create alorm” or “create bockup™

Connect an RDS database

Configure the connection between an
ECZ instance and a database to allow
traffic flow between them.

Create EBS snapshot policy

Create a policy that automates the
creation, retention, and deletion of
EBS srupshats

C Connect an RDS database [3 )

( Create EBS snapshot policy [3 }

Create

ROS databage (3

(2

Disaster recovery for your
instances

Regowir thi inaances you just
launched into a different Availabaity
Zone o a different Region using AWS
Elastic Disaster Recovery (DRS).

Disaster recowvery for your
instances [3

Monitor for suspicious
runtime activities

Adruaznn GuardDuty ensbles yos 18
continisousty manitor for malicious

Manage detailed monitoring

Emable o disable detailed monitoring
for the instance. If you enable detalled
moniteding, the Amazon EC2 corsole
displays monitoeing graphs with a 1-
minute period.

Manage detailed monitoring
]

Get instance screenshot

Capture a screenshot from the
instance and view it a5 an image, This
s useful for troubleshooting an

runtime activity and unauth

beburviior, with near real-time visibility
into an-host activities ocourTing across
your Amazon EC2 workloads.

Manitar for suspicious

urnes )

Get instance sereenshat [2

12 3 4 3

Create Load Balancer

Create a application, network gatesay
or classic Elastic Load Balancer

Create Load Balancer [2

Get system log

Wiew the instance's syitem log ta
troubilshaot issuses.

Get system log [

e ECZ P Instances '@ G 8
EC2 ¢ Instances (1/2) e L ' @ ( Conmect )l: Instance state -r) ( Actions ¥ ) o
ceioari QL Find #stance b attribute or tog foase-sensitive) All states ¥ 1 @
£C2 Global View [3 B MameF  w | Instance D | mstancestate = | Instancatype ¥ | Status check | Alarm status availabilisy Zone  w | Public 1Pyt DNS. v | PubliciPvd.. @ | ElasticlP
Events [ B varshashise2 -O0SE07a2 76671335 @hunning € ©  cSnlarge @ nitializing Viewalarms +  us-east-1b 62.54-82-163-30e0m... 548216330 -

¥ Instances el 0506 248F260840 See Qstopped @ @ 2miers - View alarms 4 us-exst-1d - - -
Instances

Accessthe | SE GUI

The | SE server is now successfully deployed.

To access the I SE GUI, you need to use the instance’ s IP address in your browser. Since the default IPis
private, it cannot be accessed directly from the internet.

Check if apublic IP is associated with the instance:

» Navigateto EC2 > Instances and select your instance.
» Look for the Public IPv4 addressfield.

Here, you can see a public IP address which you can use to access the ISE GUI.

* Network Interfaces (1) info
Instance details

e
Q. Filter netwark interfaces

Interface ID Device index | Card index | Dascription | Public IPv4 address Private IPvd address Private IPvd DN5S IPvE addresses P

[}

eni-076793d759bea26d7 3.91.252.232

172.31.94.8% ip-172-31-94-89.ec2... - -

Open a supported browser (for example, Chrome or Firefox) and enter the public I P address.

The ISE GUI login page appears.



€ <+ O ©OmotSecure  hilps:/3.91.252.232/adminflogin jsp

P

e
Cisco

b L\

=
-
=

=

Identity Services Engine
Imtuitive network security

Usarmame

Password

English | B8

Problems logging in?

Vi thind - Pty and rotices
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Note: After SSH access becomes available, it typically takes an additional 10-15 minutes for ISE
services to fully transition to arunning state.

AccessCLI viaSSH from Terminal

In the EC2 console, select your instance and click Connect.
Under the SSH client tab, follow these steps:

» Navigate to the folder containing your downloaded .pem key file.
* Run these commands:

cd <path-to-key-file>
chmod 400 <your-key-pair-name>.pem
» ssh -i " <your-key-pair-name>.pem" admin@<public-ip-addr ess>



Note: Use admin as the SSH user, since Cisco | SE disables root log in via SSH.

AccessCLI viaSSH Using PuTTy

e OpenPUuTTY.

* Inthe Host Namefield, enter: admin@<public-ip-addr ess>



] ] PuTTY Configuration

Category: Basic options for your FuTTY session
v Session Epecify the destination you want io connect to

Logaing Host Name (or IP address) Port

* Terminal admin@3.91.252.233 22
Keyboard & r _
sall onnaction type:
Features ﬂ 55H Serial Ofher: Telnet

 Window )

Load, zave or dalete a stored session
ki Saved Sessions
Behaviour
Translation
b Sakction Default Settings Load

Colours
Fonts Save

= Connection
Data Delete
Froooy

F 55H

Serial Close window on exit:
Telnat G Always Mewver Only on clean exit
Rlogin
Abowt Cipan Cancal

* Intheleft pane, navigate to Connection > SSH > Auth > Credentials.
» Click Browse next to Private key file for authentication, and select your SSH private key file.

* Click Open to initiate the session.



9 & PuUTTY Configuration

Category: Credentials to authenticate with
F Selection Fublic-key authentication
Colours Private key file for authentication:

Fonts fUsers/vakarkal/Documents/AW Sfvarshaah-isel. pem Browse...

w Connection

Data Cartificate 10 use with the private key (optional);

Proy Browsa...
= 55H
Fex
Host keys

Flugin to provide authentlication responsas
Plugin command to run

Cipher
= Auth

GESAPI
TTY
X1
Tunnels
Bugs
bore bugs
Serial
Telnat

About Open Cancel

» When prompted, click Accept to confirm the SSH key.



[ ] [ ] PuTTY Security Alert

The host key is not cached for this server:

3.92.62.14 (port 22)

You have no guarantee that the server is the computer you think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 3072 SHAZ56:SCEThvU+huvBkErOSwOpGaM/haXtfa+mixoP45mJVLM

If you trust this host, press "Accept” to add the key to PUTTY's cache and carry on
connecting.

If you want to carry on connecting just once, without adding the key to the cache,
press "Connect Once".

If you do not trust this host, press "Cancel" to abandon the connection.

More info... Accept Connect Once Cancel

e Your PUTTY session now connects to the ISE CLI.



Note: It may take up to 20 minutes for | SE to become accessible via SSH. During this time,
connection attempts may fail with the error: "Permission denied (publickey).”

Troubleshoot

Invalid User name or Password

Authentication issues are often caused by incorrect user input during instance creation. This produces an
error message as "Invalid Username or Password. Please try again.” error when trying to log in to the GUI.



LI

Nmie
Ccisco

Identity Services Engine

Intuitive network security

a Invalid Usarname o Password. Please try again.

Usarnarme
Password
English | B
Problama logging in?

© 2024 Cisco Systems,Inc. Chsco, Cisco Sysioms and Clsco Sysbems logo are registersd irademarks of Cisco Systems,inc. andfor iis affilabes in the .S and ceriain oiher countries. Cisco ISE uillizes open source softwars: tous iew party bcenses and notices

Solution

* Inthe AWS EC2 Console, navigateto EC2 > I nstances > your_instance id.

» Click Actions and choose I nstance settings > Edit user data.



Lirsted States (W, Wirginial * Varshaahh20Karkala ¥

@ (-_{IJIHFIE'IIT_:I {_FIHTEH{E State W -} ( Actions & )

Instance diagnostics

Attach to Auto Scaling Group |: Instance settings hﬂ|
Change termination protection MNetworking [
Change stop protection Security »
Change shutdown behavior Image and templates >
Change instance migration on reboot Monitor and troubleshoat B

Change auto-recovery behavior

mmendations. | Learm more 5

Change resource based naming options

[ Edit user data J

Allowr tags in instance metadata
Manage tags

Madify instance metadata options

* You can find the specific username and password that were set during the instance launch here. These
credentials can be used to log in to the ISE GUI.



= ELZ ¥ Instanoes 2 0N 21d152s2d03ebd > Edit user data

Edit user data i«

Instande |D
03 i-0121d4152¢52403eb0

Current usaer data

I::I_D Copy user data )

[ 'El To edit your instance’s user data you FArst need to stop your instance

* Verify Hostname and Password when setting up the hostname and password:
- Hostname
- Only aphanumeric characters and hyphens (-) are allowed.
- Must not exceed 19 charactersin length.
- Password
- Must comply with Cisco | SE password policy.

- Refer to the official ISE Admin Guide: | SE 3.4 Password Policy — Cisco Admin Guide

* If the configured password does not meet the | SE password policy, log in attempts fail; even with the
correct credentials.


https://www.cisco.com/c/en/us/td/docs/security/ise/3-4/admin_guide/b_ise_admin_3_4/b_ISE_admin_basic_setup.html

* If you suspect the password was misconfigured, follow these steps to update it:

1. Inthe EC2 Console, navigate to EC2 > I nstances > your_instance _id

2. Click Instance state > Stop instance.

1-0121d152c52003eb0 > Edit user data

Edit user data ...

Moty user data by imgonting a file

4. Modify the user data script to update the password accordingly.

5. Click Saveto save your changes. Click Instance state > Start instance to restart the instance.

Known Defects

Bug 1D

Description

Cisco Bug ID 41693

ISE on AWS failsto retrieve user data if the metadata
versionisset to V2 only. Only IMDSv1 is supported
in versions prior to |SE 3.4.



https://tools.cisco.com/bugsearch/bug/CSCwh41693

