Configure | SE 3.4 Data Connect Integration with
Excel on Windows
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I ntroduction

This document describes how to integrate Cisco | SE 3.4 with MS Excel over Data Connect to retrieve
reporting data from | SE database directly.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

1. Cisco Identity Services Engine (ISE) 3.4
2. Basic knowledge about Oracle queries
3. Microsoft Excel

Components Used

The information in this document is based on these software and hardware versions:

¢ Cisco ISE Version: 3.4
» MS Excdl - Microsoft office 365



* Windows 11 - 21H2
¢ ODAC Vearsion-23.7.0.25.01

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

| SE deployment used in this setup:

) Hostname ~  Personas Role(s)

] ise341-PAN Administration, Monitoring PRI(A), PRI(M)
_] ise341-SAN Administration, Monitoring SEC(A), SEC(M)
O ise341-psn1l Policy Service, pxGrid

] ise341-psn2 Policy Service, pxGrid

| SE Deployment

Background I nformation

Data Connect is afeature that exposes views from both cepm and mnt | SE db schema. Only read-only
access to the data is provided. The Data Connect feature is supported from Cisco | SE release 3.2. You can
extract any configuration or operational data about your network depending on your business requirement
and use it to generate insightful reports and dashboards.

Configure
Step 1: Configure | SE Data Connect Settings

Enable Data Connect

On ISE, navigate toAdministration > System > Settings > Data Connect > Settingsand toggle the button next tobata
Connect.Enter the password. Then clicksave.
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Make a note of Data Connect settings, which includeuser Name, Hostname, Port, and Service Name.Data Connect by
default is enabled on Secondary MNT node in a distributed deployment, more information about failover
scenarios can be found in the Administrator Guide.

Export Admin Certificate of the Secondary MNT node (Node as per Data Connect Settings)

| SE certificate needs to be trusted by the clients querying I SE over Data Connect. In order to export the
certificate, navigate to Administration> System > Certificates > Certificate Management > System Certificates > Select the node >
Select the Certificate with Admin usage. Click Export.
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Export the Admin Certificate

Certificate is exported in PEM format.
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Step 2: Configure Windows Machine
Install ODBC Driver and Oracle 64-bit Client from the Oracle Website

1. Download the appropriate Instant Client packages for your platform. All installations require the
Basic or Basic Light package. Here we are using version 23.7.0.25.01

2. Extract and move the files to the default location for the Oracle client as C:\instantclient_23 7, but if
you are changing the location then make sure the location is added to system variable.

3. Add this directory path to the user and System PATH environment variable. In the Windows Control
Panel, navigate to Environment variable.

4. Download the ODBC package for the same version.

5. Install the ODBC driver: Extract the ZIP file and copy its contents to the directory where you had
installed the Instant Client (Example: C:\instantclient_23 7)

6. Run the odbc _install.exe file in the instant client directory. If you get a security warning, click More
and allow it to run anyway.

Install JDeveloper Studio for Windows 64-bit from the Oracle Website
In this Lab, we have used jdev_suite 121300 _win64.exe file.
Configure ODAC Files

1. Inyour Windows Control Panel, navigate to Environment Variables.

2. Add a new system variable for storing ODAC files.

3. Thevariable nameto be used isTNS_ADMIN and the variable value is the path of the storage files.

4. Add the content as shown to sglnet.ora located at your TNS_ADMIN variable (Lab TNS ADMIN
path: C:\instantclient_23 7\network\admin).

#SQLNET . AUTHENTICATION_SERVICES= (NTS)
NAMES .DIRECTORY_PATH= (TNSNAMES, EZCONNECT)

WALLET_LOCATION =
(SOURCE =
(METHOD = FILE)
(METHOD_DATA = (DIRECTORY = %path to wallet with the dataconnect certificate which we

)
SSL_CLIENT_AUTHENTICATION=FALSE


https://www.oracle.com/in/database/technologies/instant-client/winx64-64-downloads.html
https://www.oracle.com/in/tools/downloads/jdeveloper-12c-downloads.html

5. Add the content as shown totnsnames.or alocated at your TNS_ ADMIN variable Lab TNS ADMIN
path: C:\instantclient_23_7\network\admin). Replace the host IP with the Data Connect node | P address.

TestDB =

(DESCRIPTION
(ADDRESS = (PROTOCOL = TCPS) (HOST = host ip) (PORT = 2484))
(CONNECT_DATA =

(SERVER = DEDICATED)
(SERVICE_NAME = cpml0)

Note: Please take care of indentation of configuration of these files while modifying. For more
details, refer to Oracle Website

Add New Data Source for ODBC


https://docs.oracle.com/cd/A57673_01/DOC/net/doc/NWUS233/apb.htm

1. The Microsoft ODBC Data Source Administrator manages database drivers and data sources. This
application is located in the Windows Control Panel under Administrative Tools. Open ODBC data
sour ces 64 bit application from the Windows start bar or search bar. Or you can directly open 64-bit
application located under path “C:\windows\system32\odbcad32.exe”.

2. Select either User DSN or System DSN tab, Click Add. Select the newly added oracle driver Oracle
in instantclient_23 7 in the Create New Data Sour ce window that opens up.

Create New Dats Source X

Select a dirvver for which you weant (o set up a data source

= M arne Vers

; Microsoft Access dBASE Denver [.dbl, ™ ndx, “.mdx) L=
' ' :-{. Microsolt Access Diver [".mdb, " accdb) 16.0
1 - Micrazoft Access Ted Drnver ", "oy 16.0
' kg, xlex, "odsm, "dsb] 16.0

Oracle in mstantchent_23 7 23.0

SUL Server 10.0

Add New Data Source

If you do not see thisdriver in ODBC window, check the Windows registry to confirm if it is showing there
or not. Here is the path in the Windows registry:



B Registry Editor
ile Edit View Favorites Help

‘ormputer\HKEY_LOCAL_MACHINE\SOFTWARE\ODBC\ODBCINSTINMNOracle in instantclient_23_7

» Volatile Ervironment Name Tpe Data
H HKEY_LOCAL MACHINE ab| (Default) REG_SZ (value not set)
'}’ gig@?:"m 5] APILevel REG_SZ 1
. HARDWARE ab| ConnectionFun,.. REG_SZ ¥YY..,
. A ab) CPTimeout REG_SZ &0
SECURITY 28] Driver REG_SZ Chinstantclient_23_MSQ0RA3Z.AII...
w =7 SOFTWARE 35 DverQODBCVer  REGSZ 0351,
Classes ab| Filelsage REG_SZ 0
> B Clients ab) Satup REG_SZ Ci\instantclient_#3_MSQORASIZDLL...
CVSM ] SOLLevel REG_SZ 1
DefaultUserErvironment
] Google
3 Irmmiunet Protect
Intel
b3 JwwaSoft
p Microsoft
Mozilly
> miozilla.org
» MozillaPluging
~ T 0DBC
QDBC.INI

~ T QDBCINST.INI
Microsoft Access dBASE Driver (*.dbf, *.ndx
Microsoft Access Drver (*.mdb, *.accdb)
Microsoft Aecess Text Drnver ("txt, ".eav)
Microsoft Excel Drrver (*acls, *xlsx, *xlsm, *
ODBC Core
QODBC Drivers
ODBC Translators
Orucle in instantclient_23_7
SOL Server
OEM
» OpeniiH
» ORACLE

Registry Setting

If Registry do not show the drivers, try restarting the windows; otherwise, check the ODBC driver

installation steps:

1. Enter a Data Source Name. For example, textexcel.
2. Enter the TNS Service name as given in tnsnames.or a. Example; TestDB is used in this document.

3. Enter dataconnect as the User ID which is the default username to connect to |SE DB.

4. Click OK.



&) ODEC Data Source Administrator

(64-bit)

UserDSN  System DS File DSN  Drivers Tracing Connection Pooling  About

User Data Sources:

Name Platform  Driver

Oracle ODBC Driver Configuration

Data Source Name textexcel

Description |

TNS Service Name |TEStDB

User ID dataconnect

Application (Qracle ‘Workarounds SOLServer Migration

Enable Result Sets B Enable Query Timeout @  Read-Only Connection )

Enable Closing Cwisors (] Enable Thread Safety &

Batch Autocommit Mode Commit only if all statements succeed

Numeric Settings Use Oracle MLS settings

Oracle ODBC Driver Configuration

Create Wallet with Orapki Command Line Utility

After successful installation of JDeveloper, orapki become available
atC:\Oracle\Middlewar e\Oracle_ Home\oracle_common\bin.

Cancel

Test Connection

Add...

Remove

Configure...

ne indicated data provider. A

uter.

BC\Oracle\Middleware\Oracle_HomeYoracle_commaonibin ~
MName Date modified Type Size
S s e e
[%] mkstore 5/12/2014 4:29 PM Windows Batch File

[%) obfuscatePassword

: B obfuscatePassword

D orapki

Orapki Path

12/30/2013 2:12 PM
12/30/2013 212 PM

5/12/2014 4:29 P

Windows Comma...

File

Q

2KB

3KB

4KE

5 KB



1. Add the path for orapki to the Windows path variable (optional).

2. We have manually created a directory name Wallet as Orapki wallet in the path
C:\Users\cisco\Documents\Wallet, before running the orapki command.

3. Open power shell and runor apki wallet create -wallet % path to wallet% -auto_loginto create the
orapki wallet.

4. Enter anew trust store password when prompted for the same.

PS C:\Users\cisco> cd C:\Oracle\Middleware\Oracle_Home\oracle_common\bin

PS C:\Oracle\Middleware\Oracle_Home\oracle_common\bin> .\orapki wallet create -wallet C:\Users\cisco\Do
Oracle PKI Tool : Version 12.1.3.0.0

Copyright (c) 2004, 2014, Oracle and/or 1its affiliates. All rights reserved.

Enter password:
Enter password again:
PS C:\Oracle\MiddTleware\Oracle_Home\oracle_common\bin>

Import Admin Certificate of Data Connect Node to Orapki Wallet

1. Transfer the downloaded | SE certificate in Step 1 to local client and modify the cert name (optional)
something easy to identify (In LAB, we have changed to secmoncert.pem) and add it to orapki client
as per the snippet.

2. Runor apki wallet add -wallet % Path to orapki wallet% -trusted_cert -cert % Path to
certificate% on PowerShell.

3. Enter anew trust store password when prompted for the same.

PS C:\Oracle\Middleware\Oracle_Home\oracle_common\bin> .\orapki wallet add -wallet C:\Users\cisco\Docum
Oracle PKI Tool : Version 12.1.3.0.0
Copyright (c) 2004, 2014, Oracle and/or 1its affiliates. All rights reserved.

Cannot modify auto-Tlogin (sso) wallet
Enter wallet password:
PS C:\Oracle\Middleware\Oracle_Home\oracle_common\bin>

v | C
Mame B Date modified Type Size
ﬁ cwallet.sso 3/18/2025 11:56 &AM SSO File 5KB
D cwallet.sso.lck 3/18/2025 11:56 AM LCK File 0KB
: '9 ewallet 3/18/2025 11:56 A Personal Informati... 5KB
0) ewallet.p12.Ick 3/18/2025 11:56 AM LCK File 0 KB

Verify Filesin Wallet Path

4. Add the wallet path tosglnet.orafile.



< v A »> ThisPC > Local Disk (C:} > instantclient_23_7 » network > admin v G

~

i Downloads # Marne Date modified Type Size
-] Documents # D README 2/28/2025 1:19 PM File 1 KB
adrnin | sqlnet 3/1/2025 6:15 PM ORA File 1KB
] tnsnames 3/12/2025 3:18 PM ORA, File 1 KB

instantclient_2

%5 Local Disk (C3)

= sqlnet X +

File Edit View

H#SQLNET . AUTHENTICATION SERVICES= (NTS)
NAWES.DIRECTORY_PATH= (TNSNAMES, EZCONMNECT)

WALLET _LOCATION =
(SOURCE =
(METHOD = FILE
(METHOD_DATA = |(DIRECTORY = C:\Users\cisco\Documents\Wallet ))
)

SSL_CLIENT_AUTHENTICATION=FALSE

Add the Wallet location in Sglnet.ora File

Test Oracle ODBC Driver Configuration

Navigate to C:\windows\system32\odbcad32.exe and select the newly created Data Source testexcel. Click
Configure. Click Test Connection. Add the password and click OK.



il?raﬁel?DBC Drisvver Confiquration

oK
Data Source Name texstexcel
Description Lancel
. : iy Help
TS Service Name Qracle ODBC Driver Connect X —
Test Connection
User ID .
Service Name —
TestDB
Application (Qracle Wi¢ User Name
t t .
Enable Result Sets e Cancel tion [
Enable Closing Cursors Password About...
............Oﬂ
Batch Autocommit Mode v
Numeric Settings Use Oracle NLS settings v
Test ODBC Connection

The test connection is successful.



Testing Connection X

Connection successtul
| 1

| [ OK ]

Successful Connection
Configure Windows M S Excel

1. Restart/Start M S Excel.
2. Navigate to the Data tab and click Get data > From other Sources> From ODBC.
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asthe user ID. Enter the password configured for the dataconnect user through openapi or Ul when

prompted. MS Excel now has direct access to the ISE. Y ou can extract any configuration or operational data

about your network depending on your business requirement and use it to generate insightful reports and
dashboards. Select the required Database view and click Load or Transform data.

Navigator

o

Select multiple items

Display Options ~ D

4 F5 ODBC (dsn=textexcel) [9] ‘

b CEPM
b CTXSYS
4 B DATACONNECT [70] |
[ AAA_DIAGNOSTICS_VIEW
[ ADAPTER_STATUS
[ ADAPTIVE_NETWORK_CONTROL
™ ADMIN_USERS
[ ADMINISTRATOR_LOGINS
[ AUP_ACCEPTANCE STATUS
[ AUTHORIZATION_PROFILES
[ CHANGE_CONFIGURATION_AUDIT
[ COA_EVENTS
[ ENDPOINT_IDENTITY_GROUPS
[ ENDPOINT_PURGE_VIEW
[ ENDPOINTS_DATA
[ EXT_ID_SRC_ACTIVE_DIRECTORY
[ EXT_ID_SRC_CERT_AUTH_PROFILE
[ EXT_ID_SRC_LDAP

3/17/2025 1:08:52 AM
3/17/2025 1:56:31 AM
3/17/2025 2:09:12 AM
3/17/2025 2:55:04 AM
3/17/2025 2:55:11 AM
3/17/2025 3:06:96 AM
3/17/2025 3:23:28 AM
3/17/2025 3:25:04 AM
3/17/2025 4:02:23 AM
3/17/2025 4:02:26 AM
3/17/2025 4:02:36 AM
3/17/2025 4:02:40 AM
3/17/2025 4:34:43 AM
3/17/2025 5:30:51 AM
3/16/2025 10:46:18 PM
3/16/2025 11:51:47 PM
3/18/2025 2:28:27 AM
3/18/2025 2:29:46 AM
3/18/2025 2:57:46 AM
3/18/2025 7:03:26 AM
3/18/2025 8:35:23 AM
3/17/2025 12:43:39 AM
3/17/2025 6:08:49 AM

ADMINISTRATOR_LOGINS

TIMESTAMP_TIMEZONE

TIMESTAMP ISE_NODE ADMIN_NAME 1P
3/17/2025 8:08:52 AM ise341-5AN admin

3/17/2025 8:56:31 AM ise341-SAN admin ~
3/17/2025 9:09:12 AM ise341-SAN admin
3/17/2025 9:55:04 AM i5e341-psn2 admin
3/17/2025 9:55:11 AM ise341-5AN admin
3/17/2025 10:06:46 AM ise341-psnl admin
3/17/2025 10:23:28 AM ise341-PAN admin
3/17/2025 10:25:04 AM ise341-psn2 admin
3/17/2025 11:02:23 AM ise341-psn2 admin
3/17/2025 11:02:26 AM ise341-PAN admin
3/17/2025 11:02:36 AM  ise341-SAN admin
3/17/2025 11:02:40 AM ise341-psnl admin
3/17/2025 11:34:43 AM ise341-5AN admin
3/17/2025 12:30:51 PM ise341-psn2 admin
3/17/2025 5:46:18 AM ise341-SAN admin
3/17/2025 6:51:47 AM ise341-SAN admin
3/18/2025 9:28:27 AM ise341-5AN admin
3/18/2025 9:29:46 AM ise341-PAN admin
3/18/2025 9:57:46 AM i5e341-SAN admin
3/18/2025 2:03:26 PM ise341-PAN admin
3/18/2025 3:35:23 PM ise341-PAN admin
3/17/2025 7:43:39 AM ise341-SAN admin

3/17/2025 1:08:49 PM ise341-5AN admin R

>
load |~ Transform Data Cancel

MS Excel connected to | SE Read onlyDatabase

5. Select the Transform Data option, and customize the data report as per your need. In this example, we
are leveraging the RADIUS AUTHENTICATION_SUMMARY view to filter Authentications by | SE

Node.

Filter the column | SE_NODE and select the specific PSN.

Hereisthe query:

= Table.SelectRows (RADIUS_AUTHENTICATION_SUMMARY_View, each ([ISE_NODE] = "ise341-psnl"))
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13 HIR2025 5500 PM sed4l-penl BFAAF4CBI0HE BEAAFACE P08 olt el 10482661 a1 Divice Types Al Location
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Filter Authentication by ISE Node

Troubleshoot

Thereis currently no specific troubleshooting information available for this configuration.

Query Settings
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