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Introduction

This document describes the Transport Layer Security (TLS) Session Resumption in Cisco Identity Services 
Engine (ISE).

Prerequisites

Requirements

Knowledge of Transport Layer Security (TLS) handshake process.•
Knowledge of Protected Extensible Authentication Protocol (PEAP) flow•
Knowledge of Cisco Identity Services Engine•

Components Used

The information in this document is based on these software and hardware versions

Cisco Identity Services Engine 3.2•
ISE Virtual Machine (VM)•
Windows 10 PC•

The information in this document was created from the devices in a specific lab environment. All of the 
devices used in this document started with a cleared (default) configuration. If your network is live, ensure 
that you understand the potential impact of any command.

Background Information

TLS session resumption is a technique used to eliminate the overhead of the initial TLS handshake. It allows 
a client and server who have previously established a TLS session to resume that session without repeating 
the resource-intensive handshake process. 



Advantages

It reduces the latency by avoiding the resource-intensive steps of the initial handshake and the time 
required to do that.

•

It also reduces the computational load on the server by skipping the intensive key exchange and 
certificate validation processes.

•

Configure

On ISE, to enable the TLS session, resume for PEAP:

Administration > System > Settings > Protocols > PEAP > check the Enable PEAP Session Resume

By default, ISE holds the session for 7200 Seconds.

Optionally, you can enable the Enable Fast Reconnect, which in turns bypasses the inner method 
of PEAP and allows even faster reauthentication. It is desirable in applications such as wireless roaming.

ISE PEAP Session Resume Config

The Fast Reconnect must also be enabled in the supplicant.

This configuration is for Windows native supplicant to enable Fast Reconnect.



Windows 10 Supplicant Config

This configuration is for AnyConnect Network Access Module (NAM) profile editor to enable Fast Reconne

AnyConnect NAM Config

Verify

Initial Authentication
In the initial PEAP authentication, you can see that the Session ID field is blank in the Client Hello during th

Initial TLS Handshake

ISE responds with the Server Hello, which includes a Session ID 869175266faf4eec5fb4334f819e25221fa0c

Initial Server Hello with Session ID

In the prrt-server.log, you can see the handshake messages along with the session ID, and that it has been pr




Crypto,2024-02-12 19:13:20,542,DEBUG,0x7f8f923fc700,NIL-CONTEXT,Crypto::Result=0, Crypto.SSLConnection.tlsNotifyLog - TLS LOG: where: (0x2001), ssl state (0x14), ret: 1, long string: SSLv3/TLS read client hello,SSLConnection.cpp:4495�




Next, client responds with the Client Key Exchange and Change Cipher Spec.

Client Key Exchange and Other Attributes

Finally, the server also responds with the Change Cipher Specs and the TLS handshake is completed.

Change Cipher Spec from Server Side

In the RADIUS live log steps, you can see that the full TLS handshake happens during the first authenticatio

RADIUS Live Log TLS Handshake Steps

Inner method also performs the full Microsoft Challenge Handshake Authentication Protocol (MSCHAPv2) 

RADIUS Live Log Inner Method Steps

During Reauthentication
During re-authentication, the client sends the same session ID 869175266faf4eec5fb4334f819e25221fa0cf3c

Client Hello During Session Resume

ISE then confirms this session ID is present in Secure Socket Layer (SSL) Session cache and they both go th

Server Hello in Session Resume

In the prrt-server.log, you can see that after receiving the Client Hello, ISE confirmed that the session is bein




Crypto,2024-02-12 19:33:48,821,DEBUG,0x7f8f925fd700,NIL-CONTEXT,Crypto::Result=0, Crypto.SSLConnection.tlsNotifyLog - TLS LOG: where: (0x2001), ssl state (0x14), ret: 1, long string: SSLv3/TLS read client hello,SSLConnection.cpp:4495�




Finally, Client also responds with change cipher specs and TLS handshake gets completed.

Client Change Cipher Spec Session Resume

In the RADIUS live log steps, you can see that the abbreviated TLS handshake happens during the re-authentication.

RADIUS Live Log TLS Session Resume Steps

In re-authentication, you can see that the inner method get skipped.

RADIUS Live Log PEAP Fast Reconnect

Frequently Asked Questions

1) Are Session Resume and Fast Reconnect independent of each other?
Yes, Fast Reconnect is an optional feature where the Inner method of authentication get bypassed. It is not 

2) Does enabling session resume cause any security risk?
The server assigns a random session ID during the initial handshake with the browser (client). Client and ser

3) Do the TLS session IDs replicate to other nodes?
No, the TLS session IDs store on the PSN itself. It does not replicate to other PSNs. In case of Reboot or Ser


