Configure SD-WAN Remote Access (SDRA)
with AnyConnect and ISE Server
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Introduction

This document describes how to configure SD-WAN Remote Access (SDRA) with AnyConnect
Client using a Cisco IOS® XE Autonomous mode as a CA server, and a Cisco Identity Services
Engine (ISE) server for the Authentication, Authorization, and Accounting.

Prerequisites

Requirements



Cisco recommends that you have knowledge of these topics:

- Cisco Software-defined Wide Area Network (SD-WAN)
- Public Key Infrastructure (PKI)

- FlexVPN

- RADIUS server

Components Used
The information in this document is based on these software and hardware versions:

- C8000V version17.07.01a

- vManage version 20.7.1

- CSR1000V version 17.03.04.a

- ISE version 2.7.0.256

- AnyConnect Secure Mobility Client version 4.10.04071

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Background Information

What is a Remote Access VPN?

Remote Access VPN allows the remote user to securely connect to the company networks, use
applications, and data that is only accessible through the devices plugged in at the office.

A remote-access VPN works by a virtual tunnel created between an employee’s device and the
company’s network.

This tunnel goes through the public internet but the data sent back and forth through it is protected
by encryption and security protocols to help keep it private and secure.

The two main components in this type of VPN are a network access server/RA headend and VPN
client software.

What is SD-WAN Remote Access VPN?

The Remote Access has been integrated into the SD-WAN solution that eliminates the need for
separate Cisco SD-WAN and RA infrastructure and enables rapid scalability of RA services with
the use of the Cisco AnyConnect as an RA software Client.

Remote Access provides remote users access to the organization's network. This enables the
work from Home.

The Advantages

- RA provides access to an organization's network from devices/users at remote locations. (HO)
- Extends the Cisco SD-WAN solution to RA users without the requirement of each RA user's



device to be part of the Cisco SD-WAN fabric.
- Data Security
- Split-Tunneling or Tunnel All
- Scalability
- Ability to distribute the RA load across numerous Cisco IOS® XE SD-WAN devices in the

Cisco SD-WAN fabric.
Split Tunneling vs Tunnel All

Split tunneling is used in scenarios where only specific traffic must be tunneled (SD-WAN subnets
for example) as shown in the image.
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Before SDRA and After SDRA

The traditional remote access VPN design requires separate RA infrastructure outside of the Cisco
SD-WAN fabric to provide remote user access to the network like non SD-WAN appliances such
as ASA, Regular Cisco IOS® XE, or third-party devices, and RA traffic is moved forward to SD-
WAN appliance as shown in the image.
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The SD-WAN Remote Access changes the way remote users connect to the network. They
connect directly to the cEdge that is used as RA headend. Extends Cisco SD-WAN features and
benefits to RA users. RA users become branch LAN-side users.

For each RA client, the SD-WAN RA headend assigns an IP address to an RA client and adds a
static host route to the assigned IP address in the service VRF in which the RA user is placed.

The static route specifies the VPN tunnel of the RA client connection. The SD-WAN RA headend
advertises the static IP within the service VRF of the RA client with the use of OMP to all edge
devices in the service VPN.

What is FlexVPN?

SD-WAN RA Leverages the Cisco FlexVPN RA solution. FlexVPN is Cisco's implementation of the
IKEv2 standard feature a unified paradigm and CLI that combines site to site, remote access, hub
and spoke topologies, and partial meshes (spoke to spoke direct). FlexVPN offers a simple but
modular framework that extensively uses the tunnel interface paradigm while it remains
compatible with legacy VPN implementations.
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Prerequisites Configuration

For this example, an SD-WAN RA lab setup has been created as shown in the image.
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Additional components have been configured for this SD-WAN RA lab scenario:

- A Regular Cisco IOS® XE in Autonomous mode as a CA server.

- An ISE/Radius server for Authentication, Authorization, and Accounting.
- A Windows PC with reachability to the cEdge through the WAN interface.
- AnyConnect Client already installed.

Note: The CA and RADIUS servers have been placed in the service VRF 1. Both servers
must be reachable through the service VRF for all the SD-WAN RA headends.

Note: The Cisco SD-WAN Remote Access is supported on the 17.7.1a version and specific
devices for SDRA. For supported devices reference navigate to: Supported platforms for the
SD-WAN RA headend

ISE Configuration

To support the SD-WAN RA headend, ensure that the parameters are configured on the RADIUS
server. These parameters are required for RA connections:

- User authentication credentials Username and password for AnyConnect-EAP connections

- Policy parameters (attributes) that apply to a user or to a user group VRF: Service VPN that
the RA user is assigned tolP pool name: Name of the IP pool defined on the RA
headendServer subnets: Subnet access to provide to the RA user


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-ra/cisco-sd-wan-remote-access/m-sdwan-remote-access1.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-ra/cisco-sd-wan-remote-access/m-sdwan-remote-access1.html

The first step to configure in the ISE is the RA headend or cEdge IP address as a Network device
to be able to make Radius requests to the ISE.

Navigate to Administration > Network Devices and add the RA Headed (cEdge) IP address and
Password as shown in the image.
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In the RADIUS Server is needed to configure the usernames and password for the AnyConnect
authentication as shown in the image. Navigate to Administration > ldentities.
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A policy Set needs to be created with the match condition to hit as shown in the image. In this
case, the All Device types condition is used, which means all the users hit this Policy.
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Then, the Authorization Policy has been created one per condition. The condition All Device
types and the ldentity groups to match.
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In the Authorization Profile, we need to configure the Access Type as Access_ACCEPT under
the Advanced Attributes Settings, select the Cisco vendor and Cisco-AV-pair attribute.

It Is necessary to configure some policy parameters for the users:

- VRF, the Service VRF to which the user belongs.



- The IP pool name, each user connection is assigned an IP address, that belongs to the IP
pool configured in the cEdges.
- the subnets that the user can access

Caution: The IP vrf forwarding command must come before the IP unnumbered
command. If the virtual access interface is cloned from the virtual template, and the IP vrf
forwarding command is then applied, any IP configuration is removed from the virtual
access interface.
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Access Type = ACCESS_ACCEPT

cisco-av-pair = ip:interface-config=wrf forwarding 1
cisco-av-pair = ip:interface-config=ip unnumbered Loopbackl
cisco-av-pair = ipsec:addr-pool=RA-POOL

cisco-av-pair = ipseciroute-set=prefix 10.11.14.0/24

User attributes:

Access Type = ACCESS_ACCEPT
cisco-av-pair = ip:interface-config=vrf forwarding 1



cisco-av-pair = ip:interface-config=ip unnunbered Loopbackl

ci sco-av-pair = ipsec: addr- pool =RA- POOL

cisco-av-pair = ipsec:route-set=prefix 10.11.15.0/24
cisco-av-pair = ipsec:route-set=prefix 10.11.16.0/24

Split-Tunneling vs Tunnel All in AnyConnect Client

ipsec:route-set=prefix attribute received in the AnyConnect Client is installed as shown in the

image.
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CA Server Configuration in Cisco IOS® XE

x

The CA server provisions certificates to the Cisco IOS® XE SD-WAN devices and enables the RA

headend to authenticate itself to RA clients.

The CEDGE cannot be a CA server as these crypto PKI server commands are not supported in

the Cisco I0S® XE SD-WAN.

- Generate an RSA Keypair

- Create the PKI trustpoint for the CA server Configure the rsakeypair with the previously KEY-

CA generated.

Note: The PKI server and PKI trustpoint must use the same name.

- Create the CA server Configure issuer-name for your CA serverActivate the CA server using

“No shutdown”

crypto key generate rsa nodul us 2048 | abel

KEY-CA



1

crypto pki trustpoint ca
revocati on-check none
rsakeypair KEY-CA

aut o- enr ol

!
crypto pki server ca

no dat abase archive

i ssuer - namre CN=CSR1Kv_SDWAN_RA
grant auto

hash shal

lifetime certificate 3600
lifetinme ca-certificate 3650
aut o-rol | over

no shutdown
|

Verify if the CA server is enabled.

CA- Server - CSRv#show crypto pki server ca
Certificate Server CA
Status: enabled
State: enabled
Server's configuration is |locked (enter "shut" to unlock it)
I ssuer nane: CN=CSR1Kv_SDWAN_RA
CA cert fingerprint: 10DA27AD EF54A3F8 12925750 CE2E27EB
Granting nopde is: auto
Last certificate issued serial nunmber (hex): 3
CA certificate expiration tinmer: 23:15:33 UTC Jan 17 2032
CRL NextUpdate timer: 05:12:12 UTC Jan 22 2022
Current primary storage dir: nvram
Dat abase Level: Mnimum- no cert data witten to storage
Aut o- Rol | over configured, overlap period 30 days
Autorol l over tiner: 23:15:37 UTC Dec 18 2031

Verify if the CA server certificate is installed.

CA- Server - CSRv#show crypto pki certificates verbose ca
CA Certificate

Status: Avail able

Version: 3

Certificate Serial Nunmber (hex): 01

Certificate Usage: Signature

| ssuer:

cn=CSR1Kv_SDWAN_ RA

Subj ect :

cn=CSR1Kv_SDWAN_ RA

Validity Date:

start date: 23:15:33 UTC Jan 19 2022

end date: 23:15:33 UTC Jan 17 2032

Subj ect Key Info:

Public Key Al gorithm rsaEncryption

RSA Public Key: (2048 bit)

Signature Algorithm SHAL with RSA Encryption

Fi ngerprint MD5: 10DA27AD EF54A3F8 12925750 CE2E27EB
Fingerprint SHAl: 44E256C3 4FA45C5D F0398630 9D88B75E 5026CE4A
X509v3 ext ensi ons:

X509v3 Key Usage: 86000000

Digital Signature

Key Cert Sign

CRL Signature

X509v3 Subject Key ID: 92F7CD72 355AA85F 672867D4 ECOCL0C5 0B177C38



X509v3 Basi c Constraints:

CA: TRUE

X509v3 Authority Key ID: 92F7CD72 355AA85F 672867D4 ECOCL0C5 0B177C38
Aut hority Info Access:

Cert install time: 23:44:35 UTC Mar 13 2022

Associ ated Trustpoints: -RA-truspoint CA

St orage: nvram CSR1Kv_SDWAN#1CA. cer

The Fingerprint SHA 1 from the CA certificate is used on the crypto pki trustpoint in the cEdge
router (RA headend) with the remote access configuration.

Fi ngerprint SHAl: 44E256C3 4FA45C5D F0398630 9D88B75E 5026CE4A

SD-WAN RA Configuration

Note: This document does not cover the SD-WAN onboarding process for Controllers and
cEdge. It is assumed the SD-WAN fabric is up and fully functional.

Crypto PKI Configuration

- Create PKI trustpoint.

- Configure the URL for the CA server.

- Copy the fingerprint sha 1 from the CA server certificate.

- Configure the Subject Name and Alt Name for the new Identity certificate.
- Configure the rsakeypar with the previously KEY-ID generated.

crypto pki trustpoint RA- TRUSTPO NT
subj ect - nane CN=cEdge- SDWAN- 1. crv
enrol Il ment url http://10.11. 14. 226: 80
fingerprint 44E256C34FA45C5DF03986309D88B75E5026CE4A
subj ect - nane CN=cEdge- SDWAN- 1. crv
vrf 1
rsakeypai r KEY- NEW
revocation-check none

Ask for the CA certificate to authenticate:

crypto pki authenticate RA- TRUSTPO NT
Generates the CSR, sends to the CA server and it receives the new Identity certificate:

Crypto pki enroll RA-TRUSTPO NT
Verify the CA certificate and the cEdge certificate:

cEdge- 207#show crypto pki certificates RA- TRUSTPO NT
Certificate

Status: Avail able

Certificate Serial Number (hex): 04

Certificate Usage: Ceneral Purpose

| ssuer:



cn=CSR1Kv_SDWAN_RA
Subj ect :
Name: cEdge- 207
host nane=cEdge- 207
cn=cEdge- SDWAN- 1. crv
Validity Date:
start date: 03:25:40 UTC Jan 24 2022
end date: 03:25:40 UTC Dec 3 2031
Associ ated Trustpoints: RA-TRUSTPOINT
St orage: nvram CSR1Kv_SDWAN#4. cer
CA Certificate
Status: Avail able
Certificate Serial Number (hex): 01
Certificate Usage: Signature
| ssuer:
cn=CSR1Kv_SDWAN_RA
Subj ect :
cn=CSR1Kv_SDWAN_RA
Validity Date:
start date: 23:15:33 UTC Jan 19 2022
end date: 23:15:33 UTC Jan 17 2032
Associ ated Trustpoints: RA-TRUSTPOINT
St orage: nvram CSR1Kv_SDWAN#1CA. cer

AAA Configuration

aaa new node

!
aaa group server radi us ISE-RA-Group

server-private 10.11.14.225 key Cisc0123

i p radius source-interface G gabitEthernet2

|
aaa aut hentication |ogin ISE-RA-Authentication ¢group ISE-RA-Group
aaa aut horization network ISE-RA-Authorization ¢roup ISE-RA-Group
aaa accounting network ISE-RA-Accounting start-stop group ISE-RA-Group

FlexVPN Configuration

Configure IP Pool

ip local pool RA-POOL 10.20.14.1 10.20.14.100

Configure an IKEv2 Proposals (Ciphers and parameters) and Policy:

crypto i kev2 proposal IKEV2-RA-PROP
encrypti on aes-chc-256

integrity sha256

group 19

prf sha256

crypto i kev2 policy IKEV2-RA-POLICY
proposal | KEV2- RA- PROP

Configure an IKEv2 Profile name-mangler:

crypto i kev2 nanme- mangl er | KEV2- RA- MANGLER
eap suffix delimter @



Note: The name-mangler derives the name from the prefix in the EAP identity (username)
delimitating in the EAP identity that separates the prefix and the suffix.

Configure IPsec ciphers:

crypto i psec transformset | KEV2- RA- TRANSFORM SET esp-aes 256 esp-sha- hmac
node tunnel

Configure Crypto IKEv2 profile:

crypto i kev2 profil e RA- SDWAN- | KEV2- PROFI LE

match identity renote any

identity local address 192.168.10.218

aut hentication local rsa-sig

aut hentication renote anyconnect-eap aggregate

pki trustpoi nt RA- TRUSTPO NT

aaa aut hentication anyconnect-eap ISE-RA-Authentication

aaa aut horization group anyconnect-eap |ist ISE-RA-Authorization name- mangl er IKEV2-RA-MANGLER
password Ci sc0123456

aaa aut hori zati on user anyconnect-eap |ist ISE-RA-Authorization USER- SDWAN password Us3r 123456

aaa accounting anyconnect-eap ISE-RA-Accounting

Configure Crypto IPSEC profile:

crypto i psec profile | KEV2- RA- PROFI LE
set transform set IKEV2-RA-TRANSFORM-SET
set ikev2-profil e RA-SDWAN-IKEV2-PROFILE

Configure Virtual Template Interface:

|

interface Virtual - Tenpl at el01 type tunnel

vrf forwarding 1

tunnel node ipsec ipv4d

tunnel protection ipsec profile | KEV2-RA- PROFI LE

Configure Virtual Template in the Crypto IKEv2 Profile:

crypto i kev2 profile RA- SDWAN- | KEV2- PROFI LE
virtual -tenplate 101

SD-WAN RA Configuration Example

aaa new nodel

!

aaa group server radius | SE-RA-G oup

server-private 10.11.14.225 key Ci sc0123

|

aaa aut hentication |ogin | SE-RA-Aut hentication group | SE-RA-G oup

aaa aut horization network | SE-RA-Authorization group | SE-RA-G oup

aaa accounting network | SE-RA-Accounting start-stop group | SE-RA-G oup
1

crypto pki trustpoint RA- TRUSTPO NT



subj ect - name CN=cEdge- SDWAN- 1. crv
enrol | ment url http://10.11.14. 226: 80
fingerprint 44E256C34FA45C5DF03986309D88B75E5026CE4A
subj ect - name CN=cEdge- SDWAN- 1. crv
vrf 1
rsakeypair KEY- NEW
revocati on-check none
1
ip local pool RA-POCL 10.20.14.1 10.20.14.100
1
crypto i kev2 name-mangl er | KEV2- RA- MANGLER
eap suffix delimter @
1
crypto i kev2 proposal | KEV2- RA- PROP
encryption aes-cbc-256
integrity sha256
group 19
prf sha256
1
crypto i kev2 policy | KEV2- RA-POLI CY
proposal | KEV2- RA- PROP
1
crypto i psec transformset | KEV2- RA- TRANSFORM SET esp-aes 256 esp-sha- hmac
node tunnel
1
crypto i kev2 profil e RA- SDWAN- | KEV2- PROFI LE
match identity renote any
identity |local address 192.168. 10.218
aut hentication |local rsa-sig
aut hentication renote anyconnect-eap aggregate
pki trustpoi nt RA- TRUSTPO NT
aaa aut hentication anyconnect-eap | SE-RA- Aut henti cation
aaa aut hori zation group anyconnect-eap |ist |SE-RA-Authorization nane-nmangl er | KEV2- RA- MANGLER
password Ci sc0123456
aaa aut hori zation user anyconnect-eap |ist |SE-RA-Authorization USER- SDWAN password Us3r 123456
aaa accounting anyconnect-eap | SE-RA- Accounti ng
1
crypto i psec profile | KEV2- RA- PROFI LE
set transformset |KEV2- RA- TRANSFORM SET
set ikev2-profile RA- SDWAN- | KEV2- PROFI LE
1
interface Virtual - Tenpl at e101 type tunnel
vrf forwarding 1
tunnel node ipsec ipv4d
tunnel protection ipsec profile | KEV2- RA- PROFI LE
1
crypto i kev2 profil e RA- SDWAN- | KEV2- PROFI LE
virtual -tenplate 101

AnyConnect Client Configuration

The AnyConnect Client uses SSL as the default protocol for tunnel establishment, and this
protocol is not supported for SD-WAN RA (Road map). RA uses FlexVPN, therefore IPSEC is the
protocol used and it is mandatory to change it and this is done through the XML profile.

The user can manually enter the FQDN of the VPN gateway in the address bar of the AnyConnect
client. This results in the SSL connection to the gateway.
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Configure AnyConnect Profile Editor

- Navigate to Server List and click Add.

. Select IPsec as "Primary Protocol".

- Uncheck the ASA gateway option.

- Select EAP-AnyConnect as the “Auth Method During IKE Negotiation”.

- Display/Name (Required) is the name used to save this connection under the AnyConnect
client.

- FQDN or IP Address must be filed with the cEdge (Public) IP Address.

- Save the profile.
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Install the AnyConnect Profile (XML)

The XML profile can be manually put into the directory:



For W ndows:
C:\ ProgranDat a\ Ci sco\ Ci sco AnyConnect Secure Mbility Cient\Profile

For MAC OS:

/opt/ciscol/ anyconnect/profile

The AnyConnect client needs to be restarted in order for the profile to become visible in the GUI.
The process can be restarted by right-clicking the AnyConnect icon in the Windows tray and
selecting the Quit option:

/ Open AnyConnect
i/
( +  Show Connection Motices N
Disconnect f{- @ VEN:
= Ready to connect.
About - - * I — 4
[ SORA-IPSEC-LAB v Connect

Disable the AnyConnect Downloader

The AnyConnect client tries to perform the download of the XML profile after successful log in by
default.

If the profile is not available, the connection fails. As a workaround, it is possible to disable the
AnyConnect profile download capability on the client itself.

For Windows:

C:.\ ProgranDat a\ Ci sco\ C sco AnyConnect Secure Mbility dient\AnyConnectLocal Policy. xm

For MAC OS:

/ opt/ ci sco/ anyconnect/ AnyConnect Local Pol i cy. xm
The "BypassDownloader" option is set to "true™:

<?xm version="1.0" encodi ng="UTF- 8" ?>

<AnyConnect Local Pol i cy xm ns="http://schemas. xm soap. or g/ encodi ng/ "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"

xsi : schemalLocati on="http://schemas. xm soap. or g/ encodi ng/ AnyConnect Local Pol i cy. xsd"
acversion="4.9. 04043" >

<BypassDownl oader >true</ BypassDownl oader >

<Enabl eCRLCheck>f al se</ Enabl eCRLCheck>

<Excl udeFi r ef oxNSSCert St or e>f al se</ Excl udeFi r ef oxNSSCer t St or e>
<Excl udeMacNat i veCert St or e>f al se</ Excl udeMacNat i veCert St or e>

<Excl udePenti | eCert St or e>f al se</ Excl udePent¥i | eCert St or e>

<Excl udeW nNat i veCert St or e>f al se</ Excl udeW nNati veCert St or e>

<Fi psMbde>f al se</ Fi psMbde>

<Restri ct Pref erenceCachi ng>f al se</ Restri ct Pref erenceCachi ng>
<Restrict ServerCert St ore>fal se</ Restrict Server Cert St or e>



<Restri ct Tunnel Prot ocol s>f al se</ Restri ct Tunnel Prot ocol s>

<Restri ct WebLaunch>f al se</ Restri ct WebLaunch>
<StrictCertificateTrust>false</StrictCertificateTrust>

<Updat ePol i cy>

<Al | owConpl i anceModul eUpdat esFr omAny Ser ver >t r ue</ Al | owConpl i anceMbdul eUpdat esFr omAny Ser ver >

<Al | owl SEPr of i | eUpdat esFr omAny Ser ver >t r ue</ Al | ow SEPr of i | eUpdat esFr omAny Ser ver >

<Al | owivanagemnent VPNPr of i | eUpdat esFr omAny Ser ver >t r ue</ Al | omvanagenent VPNPr of i | eUpdat esFr omAnySer v
er>

<Al | owSer vi ceProfi | eUpdat esFr omAnySer ver >t rue</ Al | owSer vi cePr of i | eUpdat esFr omAny Ser ver >

<Al | owSof t war eUpdat esFr omAny Ser ver >t r ue</ Al | owSof t war eUpdat esFr omAny Ser ver >

<Al | owWPNPr of i | eUpdat esFr omAny Ser ver >t r ue</ Al | owWPNPr of i | eUpdat esFr omAny Ser ver ></ Updat ePol i cy>
</ AnyConnect Local Pol i cy>

Unblock Untrusted Servers on AnyConnect Client

Navigate to Settings > Preferences and uncheck all the box options.

The most important is the “Block Connections to untrusted servers* for this scenario.

Note: The Certificate used for RA headend/cEdge authentication is the one previously
created and signed by the CA server in Cisco IOS® XE. As this CA server is not a Public
entity like GoDaddy, Symantec, Cisco, and so on. The PC Client interprets the certificate as
an untrusted server. This is fixed using a Public Certificate or CA server your company
trusts.



) Cizco AnyConnect Secure Mobility Client - 4

CISCO AnyConnect Secure Mobility Client

Virtual Private Network (VPNM) | Diagnostics...

Preferences Statistics Route Detsis  Firewal Messspe History

[ 5tart vPH before user logon to computer
[JEnsble sutomatic cartificate selection
] start vPH when AnyConnect it Skarted
[ Mimirmize AnyConmect on VPN conmect
[ allewe local (LAN) acoess vhen using VPN (if configured)
[ Dizable Captive Portal Detection
[ o not remember SmartCard PIN
FM conmecbions o untrusted servers

i -‘I Ready to connect.

SDRA-IPSECLAR e Conrset

® il o

Use AnyConnect Client

Once all the SDRA configuration is placed the flow for a successful connection is shown as the
image.



8 Cisco AnyConnect Secure Mobility Client X

ﬁ Security Warning: Untrusted Server
Certificate! % Cisco AnyConnect | SDRA-IPSEC-LAB P

& Cisco AnyConnect Secure Mobility Client = X
AnyConnect cannot verify server: 192.168.10.218

o Certificate does not match the server name.
r(ﬁ VPN: Certificate is from an untrusted source,
feg.] (Contacting SDRA-IPSEC-LAB.

. Please
§ 2 provide your credentials
|

Username: [l
Connecting to this server may resultin a severe security compromise! E
Security Risks Explained Pasgword:

Most users do not connect to untrusted servers unkess the reason for
the error condition i known.

i ‘

OK Cancel

ﬂv"? VPH:

i Connected to SDRA-IPSEC-LAB.

Verify

The virtual template interface is used to create the virtual access interface to start a crypto channel
and establish IKEv2 and IPsec security associations (SAs) between the server (CEdge) and the
client (AnyConnect user).

Note: The virtual-template interface is always up/down. Status is up and Protocol is down.

cEdge- 207#show ip int brief

Interface | P- Addr ess OK? Met hod Status Prot oco
G gabit Et hernet 1 unassi gned YES unset up up

G gabi t Et her net 2 192.168. 10. 218 YES other up up

G gabi t Et hernet 3 10. 11. 14. 227 YES other up up
Sdwan- system i nt f 10.1.1.18 YES unset up up
Loopback1l 192.168.50.1 YES other up up
Loopback65528 192.168.1.1 YES other up up
NVI O unassi gned YES unset up up
Tunnel 2 192. 168. 10. 218 YES TFTP up up
Virtual-Accessl 192.168.50.1 YES unset wup up
Virtual-TemplatelOl unassigned YES unset up down

Check the actual configuration applied for the Virtual-Acces interface associated with the client
with show derived-config interface virtual-access <number>.

cEdge- 207#show derived-config interface virtual -access 1
Bui | di ng configuration..

Derived configuration : 252 bytes

|

interface Virtual - Accessl

vrf forwarding 1

i p unnunbered Loopbackl

tunnel source 192.168.10. 218

tunnel node ipsec ipv4

tunnel destination 192.168.10.219



tunnel protection ipsec profile | KEV2-RA- PROFI LE
no tunnel protection ipsec initiate
end

Check the IPsec security associations (SAs) for AnyConnect client with the show crypto ipsec
sa peer <AnyConnect Pubic IP >.

cEdge- 207#show crypto i psec sa peer 192.168.10.219
interface: Virtual - Access2
Crypto map tag: Virtual - Access2-head-0, |ocal addr 192.168.10.218
protected vrf: 1
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
renote ident (addr/nmask/prot/port): (10.20.14.13/255.255.255.255/0/0)
current _peer 192.168.10.219 port 50787
PERM T, flags={origin_is_acl,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: O
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 0, #pkts conpr. failed: O
#pkts not deconpressed: 0, #pkts deconpress failed: 0O
#send errors 0, #recv errors O
out bound pcp sas:
...Qutput Omtted...

Check IKEv2 SA parameters for the session, the username, and the assigned IP.

Note: The assigned IP address must match the IP address on the AnyConnect Client side.

cEdge- 207#sh crypto i kev2 session detai
| Pv4 Crypto | KEv2 Session
Session-id: 21, Status:UP-ACTIVE, |KE count:1, CH LD count:1
Tunnel -id Local Renot e fvrflivrf St at us
1 192. 168. 10. 218/ 4500 192. 168. 10. 219/ 62654 none/ 1 READY
Encr: AES-CBC, keysize: 256, PRF. SHA256, Hash: SHA256, DH Grp:19, Auth sign: RSA, Auth
verify: AnyConnect - EAP
Life/ Active Tine: 86400/532 sec
CE id: 1090, Session-id: 21
Local spi: DDBO3CE8B791DCF7 Renote spi: 60052513A60C622B
Status Description: Negotiation done
Local id: 192.168.10.218
Remote id: *$AnyConnectClient$*
Remote EAP id: anavazar@cisco.com

Local req nsg id: O Renote req nsg id: 23
Local next nsg id: O Renpote next nsg id: 23
Local req queued: O Renote req queued: 23
Local wi ndow. 5 Renpt e wi ndow. 1

DPD configured for 45 seconds, retry 2
Fragnentati on not configured
Dynam ¢ Route Update: disabled
Ext ended Aut hentication not configured
NAT-T is detected outside
Cisco Trust Security SGT is disabl
Assigned host addr: 10.20.14.19
Initiator of SA: No
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 10.20.14.19/0 - 10.20.14.19/65535
ESP spi in/out: O0x43FD5AD3/ 0xC8349D4F
AH spi in/out: 0x0/0x0
CPl in/out: 0x0/0x0
Encr: AES-CBC, keysize: 256, esp_hmac: SHA96
ah_hmac: None, conp: | PCOW_NONE, nobde tunne



| Pv6 Crypto | KEv2 Session

cEdge- 207#show crypt o session detail
Crypto session current status
Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |KE Fragnmentation
R - I KE Auto Reconnect, U - |IKE Dynanic Route Update
S - SIP VPN
Interface: Virtual-Accessl
Profile: RA- SDWAN- | KEV2- PRCFI LE
Uptime: 00:17:07
Sessi on status: UP-ACTI VE
Peer: 192.168. 10.219 port 62654 fvrf: (none) ivrf: 1
Phasel_ i d: *$AnyConnectd i ent $*
Desc: (none)
Session ID: 94
| KEv2 SA: local 192.168.10.218/4500 renpote 192. 168. 10. 219/ 62654 Acti ve
Capabilities:DN connid:1 lifetime:23:42: 53
| PSEC FLOW permit ip 0.0.0.0/0.0.0.0 host 10.20.14.19
Active SAs: 2, origin: crypto nap
I nbound:  #pkts dec'ed 89 drop O life (KB/ Sec) 4607976/ 2573
CQut bound: #pkts enc'ed O drop O life (KB/ Sec) 4608000/ 2573

Related Information

. Cisco SD-WAN Remote Access

- Configure the FlexVPN Server

- Download AnyConnect

. Technical Support & Documentation - Cisco Systems



https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-ra/cisco-sd-wan-remote-access/m-sdwan-remote-access1.html  
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-17/sec-flex-vpn-xe-17-book/sec-cfg-flex-serv.html
https://software.cisco.com/download/home/286281283/type/282364313/release/4.10.04071?catid=268438162
https://www.cisco.com/c/en/us/support/index.html
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