Configure and Verify Secure Firewall and
Firepower Internal Switch Captures
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Introduction

This document describes the configuration and verification of the Firepower, and the Secure
Firewall internal switch captures.

Prerequisites

Requirements

Basic product knowledge, capture analysis.

Components Used



The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

The information in this document is based on these software and hardware versions:

- Secure Firewall 31xx

- Firepower 41xx

- Firepower 93xx

- Cisco Secure eXtensible Operating System (FXOS) 2.12.0.x

- Cisco Secure Firewall Threat Defense (FTD) 7.2.0.x

- Cisco Secure Firewall Management Center (FMC) 7.2.0.x

- Cisco Secure Firewall Device Manager (FDM) 7.2.0.x

- Adaptive Security Appliance (ASA) 9.18(1)x

- Adaptive Security Appliance Device Manager (ASDM) 7.18.1.x
- Wireshark 3.6.7 (https://www.wireshark.org/download.html)

Background Information

High-Level Overview of the System Architecture

From the packet flow perspective, the architecture of the Firepower 4100/9300 and Secure
Firewall 3100 can be visualized as shown in this figure:

Chassis

Internal Switch Security Module

FTD/ASA

Data Plane (LINA)
Backplane/uplink

Front Interfaces

The chassis includes these components:

- Internal switch — forwards packet from the network to the application and vice versa. The
internal switch is connected to the front interfaces that reside on the built-in interface module
or external network modules and connect to external devices, for example, switches.
Examples of front interfaces are Ethernet 1/1, Ethernet 2/4, and so on. The “front” is not a
strong technical definition. In this document, it is used to distinguish interfaces connected to
external devices from the backplane or uplink interfaces.


https://www.wireshark.org/download.html

- Backplane or uplink — an internal interface that connects the security module (SM) to the
internal switch. This table shows backplane interfaces on Firepower 4100/9300 and uplink
interface on Secure Firewall 3100:

Number of supported Backplane/uplink  Mapped applicati
Platform . : :
security modules interfaces interfaces
Firepower 4100 (except Firepower SML: I-Data0/
4110/4112) 1 Ethemet1/o Itemal-Data0/1
Fil’epOWGI’ 4110/4112 1 Ethernet1/9 Internal-Data0/0
Internal-Data0/0
SM1: Internal-Data0/1
Ethernetl1/9
Ethernet1/10 Internal-Data0/0
SM2: Internal-Data0/1
Firepower 9300 3 Ethernet1/11
Ethernetl1/12 Internal-Data0/0
SM3: Internal-Data0/1
Ethernet1/13
Ethernetl/14
Secure Firewall 3100 1 SM1: in_data_uplink1 Internal-Data0/1

In the case of 2 backplane interfaces per module, the internal switch and the applications on the
modules perform traffic load-balancing over the 2 interfaces.

- Security module, security engine, or blade — the module where applications such as FTD
or ASA are installed. Firepower 9300 supports up to 3 security modules.

- Mapped application interface - applications, such as FTD or ASA, map the backplane or
uplink interfaces to internal interfaces. In other words, the backplane or uplink interfaces are
visible as internal interfaces in applications.

Use the show interface detail command to verify internal interfaces:

> show interface detail | grep Interface
Interface Internal-Control0/0 "ha_ctl _nlp_int_tap", is up, line protocol is up
Control Point Interface States:
Interface nunber is 6
Interface config status is active
Interface state is active
Interface Internal-Data0/0 "", is up, line protocol is up
Control Point Interface States:
Interface nunber is 2
Interface config status is active
Interface state is active
Interface Internal-Datal0/1 "", is up, line protocol is up
Control Point Interface States:
Interface nunber is 3
Interface config status is active
Interface state is active
Interface Internal-Data0/2 "nlp_int_tap", is up, line protocol is up
Control Point Interface States:
Interface nunber is 4
Interface config status is active



Interface state is active
Interface Internal-Data0/3 "ccl_ha_nlp_int_tap", is up, line protocol is up
Control Point Interface States:
Interface nunber is 5
Interface config status is active
Interface state is active
Interface Internal -Data0O/4 "cni _ngnt _int_tap", is up, line protocol is up
Control Point Interface States:
Interface nunber is 7
Interface config status is active
Interface state is active
Interface Port-channel 6.666 "", is up, line protocol is up
Interface Ethernetl1l/1 "diagnostic", is up, line protocol is up
Control Point Interface States:
Interface nunber is 8
Interface config status is active
Interface state is active

High-Level Overview of the Internal Switch Operations

Firepower 4100/9300

To make a forwarding decision the internal switch uses an interface VLAN tag, or port VLAN
tag, and a virtual network tag (VN-tag).

The port VLAN tag is used by the internal switch to identify an interface. The switch inserts the
port VLAN tag into each ingress packet that came on front interfaces. The VLAN tag is
automatically configured by the system and cannot be manually changed. The tag value can be
checked in the fxos command shell:

firepower# connect fxos

firepower(fxos)# show run int el/2
I Command: show runni ng-config interface Ethernetl/2
' Time: Tue Jul 12 22:32:11 2022

version 5.0(3)N2(4. 120)

interface Ethernetl/2
description U Uplink

no lldp transmt

no |l dp receive

no cdp enabl e

swi t chport node dot 1g-tunne
switchport trunk native vlan 102
speed 1000

dupl ex ful

udl d di sabl e

no shut down

The VN-tag is also inserted by the internal switch and used to forward the packets to the
application. It is automatically configured by the system and cannot be manually changed.

The port VLAN tag and the VN-tag are shared with the application. The application inserts the
respective egress interface VLAN tags and the VN-tags into each packet. When a packet from the
application is received by the internal switch on the backplane interfaces, the switch reads the
egress interface VLAN tag and the VN-tag, identifies the application and the egress interface,
strips the port VLAN tag and the VN-tag, and forwards the packet to the network.



Secure Firewall 3100

Like in Firepower 4100/9300, the port VLAN tag is used by the internal switch to identify an
interface.

The port VLAN tag is shared with the application. The application inserts the respective egress
interface VLAN tags into each packet. When a packet from the application is received by the
internal switch on the uplink interface, the switch reads the egress interface VLAN tag, identifies
the egress interface, strips the port VLAN tag, and forwards the packet to the network.

Packet Flow and Capture Points

The Firepower 4100/9300 and the Secure Firewall 3100 firewalls support packet captures on the
interfaces of the internal switch.

This figure shows the packet capture points along the packet path within the chassis and the
application:

Chassis

Internal Switch Security Module

FTD/ASA

Backplane/uplink

)

Front Interfaces

Snort Engine (FTD only)

The capture points are:

1. Internal switch front interface ingress capture point. A front interface is any interface
connected to the peer devices such as switches.

. Data plane interface ingress capture point

. Snort capture point

. Data plane interface egress capture point

. Internal switch backplane or uplink ingress capture point. A backplane or uplink interface
connects the internal switch to the application.

The internal switch supports only ingress interface captures. That is only the packets received

from the network or from the ASA/FTD application can be captured. Egress packet captures are

not supported.

a b~ DN

Configuration and Verification on Firepower 4100/9300




The Firepower 4100/9300 internal switch captures can be configured in Tools > Packet Capture
on FCM or in scope packet-capture in FXOS CLI. For the description of the packet capture
options refer to the Cisco Firepower 4100/9300 FXOS Chassis Manager Configuration Guide or
Cisco Firepower 4100/9300 FXOS CLI Configuration Guide, chapter Troubleshooting, section
Packet Capture.

These scenarios cover common use cases of Firepower 4100/9300 internal switch captures.

Packet Capture on a Physical or Port-channel Interface

Use the FCM and CLI to configure and verify a packet capture on interface Ethernetl/2 or
Portchannell interface. In the case of a port-channel interface, ensure to select all physical
member interfaces.

Topology, packet flow, and the capture points

Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 Backplane
@ ICMP echo-reply -
198.51.100.100
Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 Backplane
@ ICMP echo-reply -
198.51.100.100

Configuration
FCM

Follow these steps on FCM to configure a packet capture on interfaces Ethernet1/2 or
Portchannell:

1. Use Tools > Packet Capture > Capture Session to create a new capture session:



Overview Help admin

Interfaces Logical Devices Security Engine Platform Settings System

Packet Capture

Troubleshooting Logs

[Coriresesion T

C Refresh Delete Al SessSiONS

No Session available

2. Select the interface Ethernet1/2, provide the session name and click Save and Run to
activate the capture:

(SISl [nterfaces  Logical Device Security Engine  Plat

Sglact sn instance: fid) ~ Save Cancel
fed1 Session Hame™ «@nl

Selected nterfaces Bthamal1f2
Ethanati/2 Baffer Size 256 MB >

Snap bength: 1518 Bytes
Ethamani/3 Store Packets Appersd

L1 Cagaure Filter soply Fiter [JEEDED

fthamant/y

3. In the case of a port-channel interface, select all physical member interfaces, provide the
session name and click Save and Run to activate the capture:

Security Engine

Matform Settings

st i [ z = e

fed1 | Sesman Name® apl

Ethernetl/S, EthemetLis

Buter Size 256 N8
S 1518 Brtes
P s
= Cagturs Filter apcty titer [
arme—

FTD
Exharnetl/9, Ethametl/10

FXOS CLI

Follow these steps on FXOS CLI to configure a packet capture on interfaces Ethernetl/2 or
Portchannell:

1. Identify the application type and identifier:

firepower# scope ssa
firepower /ssa # show app-instance

App Nane Identifier Slot ID Admin State Oper State Runni ng Version Startup Version
Depl oy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd ftdl 1 Enabl ed Online 7.2.0.82 7.2.0.82



Native No Not Applicable
2. In the case of a port-channel interface, identify its member interfaces:

None

firepower# connect fxos
<out put ski pped>
firepower(fxos)# show port-channel summary

Flags: D - Down P - Up in port-channel (nenbers)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Modul e-renoved
S - Switched R - Routed
U - Up (port-channel)
M- Not in use. Mn-links not net
G oup Port - Type Protocol Menber Ports
Channel
1 Pol (SU) Eth LACP Ethl/4(P) Ethl/5(P)

3. Create a capture session:

firepower# scope packet-capture

firepower /packet-capture # create session capl

firepower /packet-capture/session* # create phy-port Ethl/2

firepower /packet-capture/session/phy-port* # set app ftd

firepower /packet-capture/session/phy-port* # set app-identifier ftdl
firepower /packet-capture/session/phy-port* # up

firepower /packet-capture/session* # enable

firepower /packet-capture/session* # commit

firepower /packet-capture/session #

For port-channel interfaces, a separate capture for each member interface is configured:

f
f
f

repower # scope packet-capture
repower /packet-capture # create session capl
repower /packet-capture/session* # create phy-port Ethl/4

f
f
f
f
f
f
fi
fi

r epower
r epower
r epower
r epower
r epower
r epower
r epower
r epower
firepower

/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi

on/ phy-port* # set app ftd

on/ phy-port* # set app-identifier ftdl
on/ phy-port* # up

on* # create phy-port Ethl/5

on/ phy-port* # set app ftd

on/ phy-port* # set app-identifier ftdl
on/ phy-port* # up

on* # enable

on* # commit

firepower /packet-capture/session #

Verification
FCM

Verify the Interface Name, ensure that the Operational Status is up and that the File Size (in
bytes) increases:

System Tools

Help  admin

Overview Interfaces Logical Devices Security Engine Platform Settings

Pro

€ Refresh Capeure Session Defete Al Sessnns

u eapl Drop Cownt: 0 | Operational State: up | Buiffor Siza: 256 MB Snap Length: 1518 Bytes

Interface Name File Size (in bytes) File Hame Device Name

Etharmati/2 Hons | 28632 capl-atharmat: 1= 2-0.peap a1




Portchannell with member interfaces Ethernetl/4 and Ethernetl/5:

Mevices  Security Engine  Flatform Settings

& Redresh Lapture Sesmon Dot Al feamorn
u capll Dvop Count: 0 | operational State: wp Buller Size: 356 WO Snap Length: 1518 Dyles

Intertsoe Name ) Filter | File Size (n bytes) | File Hame Device Hame

L — Hane

Esherneti/d hane 85020 capi -ethernet.i-4-0poap

FXOS CLI

Verify the capture details in scope packet-capture:

firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:
Packet Capture Session Name: capl
Session: 1
Admin State: Enabled
Oper State: Up
Oper State Reason: Active
Config Success: Yes
Config Fail Reason:
Append Flag: Overwite
Session Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: O
Drop Count: O

Physi cal ports involved in Packet Capture:

Slot Id: 1

Port Id: 2

Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-2-0.pcap
Pcapsize: 75136 bytes

Filter:
Sub Interface: O

Application Instance Identifier: ftdl

Application Name: ftd

Port-channel 1 with member interfaces Ethernetl/4 and Ethernetl/5:

firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:

Packet Capture Session Name: capl
Session: 1

Admin State: Enabled

Oper State: Up

Oper State Reason: Active

Config Success: Yes

Config Fail Reason:
Append Flag: Overwite

Session Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: O

Drop Count: O

Physi cal ports involved in Packet Capture:



Slot 1Id: 1

Port Id: 4

Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-4-0.pcap
Pcapsize: 310276 bytes

Filter:

Sub Interface: 0O

Application Instance Identifier: ftdl

Application Name: ftd

Slot 1Id: 1

Port Id: 5

Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-5-0.pcap
Pcapsize: 160 bytes

Filter:

Sub Interface: 0O

Application Instance Identifier: ftdl

Application Name: ftd

Collect capture files
Follow the steps in the section Collect Firepower 4100/9300 Internal Switch Capture Files.
Capture file analysis

Use a packet capture file reader application to open the capture file for Ethernetl/2. Select the first
packet and check the key points:

1. Only ICMP echo-request packets are captured. Each packet is captured and shown 2 times.

2. The original packet header is without the VLAN tag.

3. The internal switch inserts additional port VLAN tag 102 that identifies the ingress interface
Ethernet1/2.

4. The internal switch inserts an additional VN tag.

e, Tume Seurte Dwstragten Presscel Langth D FTTL e
12022-07-13 06:23:58,285060930  192.0.2,100  198.51.100.100  ICWP 106 | | oxodec (40azs) 64 Echa (ping) request | id=oxbila, seq=7/1792, ttl=64 (no response foundl)
2 2022-07-13 06:23:58,285062858 192.0.2,180  198.51.199.180 ICHP 102 axvdec_(48428) 64 Echa_(ping) request | ideéxbila, seqs7/1792, ttl=6a (no response foundl)

3 022-07-13 86:
4 2022-07-13 86:
5 2022-07-13 86:
6 2022-07-13 86!
7 2032-07-13 06
B 2022-07-13 @6
9 2032-07-13 06:
18 2022-87-13 86:
11 2022-07-13 86:
12 2022-07-13 86:
13 2022-07-13 86:
14 2032-87-13 @6:
15 2022-07-13 26:
16 2022-87-13 @6
17 2022-87-13 @6:
18 2022-87-13 86:
19 2032-07-13 @6:
20 2022-07-13 86:
21 2022-07-13 86:
22 2022-987-13 86!
23 2022-97-13 86!
24 2022-97-13 @6
25 2022-07-13 @6
26 2022-07-13 dé:

EGAAERRG  192.0.2.108 198,51, 108, 108 ICHP 108 exdecd (4D0656) 64 Echo (ping) request idedxedla, seqes/i048, ttl=64 (no response found!)
309193731 192.0.2.100  198.51.109.100 1M 182 Oxtedd (48656) 64 Echo (ping) request idséxbdla, seqes 2048, ttl=6a (no response found!)
333054190 192.0.2.180  198.51.100.100 1P 108 x9f20 (48736) 64 Echo (ping) request idsaxedla, seqe9/2384, ttl=sa (no response found!)
333056014 192.9.2.188  198.51.100.108 M 182 x9f20 (48736) 64 Echo (ping) request idséxBdla, seqe9 2384, ttl=s4 (no response found!)
357173530 192.0.2.100 198.51.100. 168 ICHP 188 oxofad (40749) 64 Echo (ping) request ide@x®dla, seq=10/2560, ttl=64 (no response found!)
LISTITATOR  192.9.2.108 198.51. 100,100 ICHP 102 @xofad (do7dm) 64 Echo (ping) request idedxiddla, seqeld/2568, ttl=64 (no response found!)
LIEIBTITA1 192.0.2.108 198.51. 100,108 ICHP 108 @xOfEl (JaRd4a) 64 Echo (ping) request idedxddla, seqell/2El6, ttl=64 (no response found!)
LABIBTASSS  192.0.2.108 198.51. 100, 108 ICHP 182 exofes (40848) 64 Echo (ping) request id=gxedla, seqe11/2816, ttl=64 (no response found!)
AB5199041  192.0.2.100  198.51.100.100 M 108 oxa0T? (41879) 64 Echa (ping) request idegxedla, seqel2/3072, ttls6d (no response found!)
AB52O0261  192.0.2.100  198.51.109.100 (i) 182 xa@¥7 (41079) 64 Echo (ping) request idsaxbdla, seqel2/3072, ttl=6d (no response found!)
(479155683  192.0.2.188  198.51.100.108 1M 108 axalef (41231) 64 Echo (ping) request ideéxedla, seqel3/3328, ttl=6d (no response found!)
LAZ9156831  192.0.2.100  195.51.190.1990 ICHP 182 axalef (41231) 64 Echo (ping) request ideexpdla, seqe13/3328, ttl=64 (no response found!)
A53H6612 192.0.2.100 198.51. 100,100 ICHe 108 @xalGa (41322) 64 Echo (ping) request id-gxedla, seqe14/3584, ttl=64 (no response found|)
53158052 192.9.2.109 198.51. 100,100 ICHP 192 oxalGa (41327) 64 Echo (ping) request idedxiddla, seqeld/3584, ttl=64 (no response foundl)
ATTLZTERT  192.0.2.108 198.51. 120,108 ICHP 108 @xaled (41449) 64 Echo (ping) request ldedcddla, seqel5/igdd, ttls=64 (no response found!)
LATTIZOB99  192.0.2.100  198.51.100.100 ICHP 182 Oxalen (41445) 64 Echo (ping) request id=ex@dla, seqe15/3840, ttl=64 (no response foundl)
581291318 192.9.2.180  198.51.109.108 (] 108 axalfe (41a62) 64 Echo (ping) request ideonedla, seqele/se96, ttlsgd (no response found!)
581293841  192.9.2.188  198.51.189.188 (i) 182 axalfe (41a62) 64 Echo (ping) request idséxedla, seqels/ae9s, ttl=ed (no response found!)
(525889956 192.0.2.188  198.51.109.188 TCHP 108 Bxa257 (41550) 64 Echo (ping) request ids8xedla, seqel7/d4352, ttl=6d (no response found!)
(525807088 102.0.2.188  198.51.100.188 ICHP 182 0xa257 (41559) 64 Echo (ping) request ideexeéla, seqe=17/4352, ttl=64 (no response found!)
SSA02I6S00  192.0.2.100 198.51. 100,103 ICHP 108 0xaza® (41641) 64 Echa (ping) request ide@xpdla, seqe18/4698, ttl=64 (no response foundl)
JS40238564  192.9.2.100 198.51. 120, 108 ICHP 102 0xazad (41641) 64 Echa (ping) request ide0w0dla, seqel/4608, ttl=64 (no response foundl)
JSTIL10046  192.0.2.100 108.51.100. 100 ICHP 108 @xalas (41797) 64 Echo (ping) request idedwtdla, seqel9/4B64, ttl=64 (no response found!)
573112508 192.0.2.100 198.51.100.100 (] 182 oxa345 (41797) 64 Echa (ping) request ideonedla, seqel9/4864, ttlsgd (no response found!)

27 3022-07-13 6! SO7OE6027  192.9.2.108  198.51.109.100 (i) 108 %4349 (41801) 64 Echo (ping) request idsowdola, seqe?e/s120, ttls6d (no response found!)
8 7022-07-13 86! SOYAEE1TE  192.9.2.188  198.51.109.188 (a7 182 0xa349 (41891) 64 Echo (ping) request ids@xpola, seqe20/5120, ttls6d (no response found!)
29 2022-87-13 86:24:12.621061922 192.0.2.100 198.51.100. 180 ICHP 108 8xazdc (41048) 64 Echo (ping) request id-8xedla, seq=21/5376, ttl=64 (no response foundl)

» Frame 1: 108 bytes on wire (854 bits), 108 bytes captured (864 bits) on interface capture ue 1, id @ SE O7 bd bO 77 02 00 50 56 50 ef be B9 26 80 03 X W P V- ok
Ethornet 11, Src: VMware 9d:od:be (90:50:56:0dref:he), Dst: Cisco b9:77:8e (58:97:bd:b0:77:00) 90 99 81 0O B0 66 98 99 45 B0 B0 54 9d e 40 09 cenafos EooToo
Wi-Ta 70 40 @1 af 0 cO PO B2 64 €6 33 64 64 08 00 Ac 92 @ -----d 38N

e e e e Direction: From Bridge 80 1a @0 ©F f4 64 ce 62 OD 0 OO BR 20 a2 07 09 db

T L T e A T e
N = ic 1d 1e 1 1 *

++08 60500000 1010 .- .. =--» ® BeAtinAticn: 19 2 3d 2e 3f 36 31 32 33 4 35 36 37 o 0123 2567

ETE ee T S des oes Loapid: Mo 4

Resérvid: &
Version: @
Source: @
Type: 802,10 Virtual LAN (@106}
| 892,10 Virtual LAH, PRI: @, DEL: @, ID: 102
@00, aurs wawe wane = Priority: Best Effort (default) (@)
N « = BEI: Ineligible
Leus 0000 0110 0110 = ID: 202

Typg: IPvd (Ono509)
Internet Protocol Version 4, Src: 192.8.2.100, Dst: 198.51,100.190
Internet Control Message Protocel 2

Select the second packet and check the key points:



1. Only ICMP echo-request packets are captured. Each packet is captured and shown 2 times.

2. The original packet header is without the VLAN tag.

3. The internal switch inserts additional port VLAN tag 102 that identifies the ingress interface
Ethernet1/2.

™ Time St [rem— [ Loageh [T FTIL Wi
1 2022-07-13 86:23:58, 285080030 102.0.2.108  198.51.190.100 ICHP 108 1 oxddec (40428) 64 Echo (ping) request |id-gxpéla, seq-7/1702, ttlee4 (no response found!)
2 2022-07-13 ¥ 58, 285082858 102.0.2.188 198.51. 180, 168 ;-ICPP ]18\'2 64 Echa (pin pest | id=0uddla, seqe7/1702, ttl=64 (no response foundl)
3 2022-07-13 ¥ 55, 3000408086 192.8.2.188 198.51. 180, 108 ICHP 108 ping) request id=0xidia, seqef 2048, ttl=6d4 (no response foundl)
43022-07-13 06:23:50.300153731  152.0.2.160  15£.51.100.180 TeMe 182 Oxedd (40656) 64 Echa (ping) request id=0x001a, seqe8/2048, ttlegd (o response found!)
5 2022-07-13 06:24:00. 333054150  152.0.2.100  198.51.100.100 MR 108 oxoF20 (40736) 64 Echo (ping) request id=oxoola, seqe9/2304, ttl=sa (no responseé found!)
6 2022-07-13 06:24:00. 333056014 152.0.2.100  198.51.100.100 ICHP 182 ax0F20 (40736) 64 Echo (ping) request id=BxBdla, %eqe9/23084, ttl=g4 (no response found!)
7 2033-87-13 B6:24:81.357173538  192.8.2.180 158.51.188. 188 ICHP 188 ox0fad (4a749) 64 Echo (ping) request id-8xpdla, seq-10/2568, ttl-64 (no response found!)
B 2022-07-13 06:24:01, 357174708 102.8.2.100  198.51.190.100 TCHP 182 Gxofad (40743) 64 Echo (ping) request id-@xbdla, seq-10/2560, ttl-6d (no response found!)
0 2022-07-13 06:24:00, 381673741 192.8.2.160  198.51.100.108 TCHP 108 OxofER (40840) 64 Echo (ping) request id-Oxddla, seqe11/2816, ttl=64 (no response foundl)
10 2022-07-13 86:24:02, 381074950  152.8.2.100 198.51. 106, 168 ICHP 182 D0fal (Jand4d) &d Echo (ping) request id=dxddia, seqeii/28i6, ttl=64 (no response found!)
11 2022-07-13 06:24:03. 405150041 152.0.2.100  1596.51.100.180 TEHE 108 0xad7? (41073) 64 Echo (ping) request id=8xddla, seqei2/3072, ttl=6d (no response found!)
12 2022-07-13 86:34:03.405208261  192.0.2.100 198.51. 186,168 ICHP 182 axad¥? (41875) &4 Echo (ping) request idedxtdla, seqe12/3072, ttl=64 (o response found!)
13 2022-07-13 86134104 . 429155683  192.8.2.100 198.51. 188,188 ICHP 1088 axalef (41231) 64 Echo (ping) request ideaxedla, seqe=13/3328, ttl=64 (no response found!)
14 2022-07-13 06:24:04. 420156331  192.0.2.100  195.51.199.100 e 182 axalef (41331) 64 Echo (ping) request id-sxpdla, seq-13/3328, ttl-sd (no response foundl)
15 2022-07-13 96:24:05,453156612 192.0.2.190  198.51.190.100 (] 198 axaléa (41322) 64 Echo (ping) request id-ewmdla, seq-14/3584, ttl-64 (no response foundl)
16 2022-07-13 06:24:05,453158052 192.0.2.100  198.51.190.100 v 102 oxaléa (41322) 64 Echo (ping) request id-owsdla, seq-14/3584, ttl-64 (no response foundl)
17 2022-07-13 9624106, 4TT1276E7  192.9.2,100 198,51, 109,104 ICHP 108 @xaled (41449) 64 Echo (ping) request 1d-0xedla, seqe15/3840, ttl-64 (no response foundl)
18 2022-07-13 06:24:06,477120859  192.0.2.100  198.51.190.100 M 102 Oxaled (41443) 64 Echo (ping) request ld=éxidla, seq=15/3840, ttl=64 (no response foundl)
19 2022-07-13 86:24:07.501251314  152.0.2.100  198.51.190.100 ICHP 108 oxalfe (41462) 64 Echo (ping) request id=8xedla, seqe=16/4098, ttl=64 (no response found!)
20 2022-07-13 96:24:07.501293041  192.0.2.100  198.51.199.100 ICHP 182 axalfe (41462) 64 Echo (ping) request id=oxedla, seqe16/4096, ttl=64 (no response found!)
21 2022-87-13 @6:24108.525089956 192.0.2.109 198.51.109. 108 ICHP 188 Axazs7 (41559) &4 Echo (ping) request id=8xedla, seq=17/4352, ttl=64 (no response found!)
12 1022-07-13 B6:34:08,525097068 192.9.2.100 198.51. 100,109 IcHP 182 Bxazs7 (41559) 64 Echo (ping) request id-oxedla, seq=17/4352, ttl=64 (no response found!)
23 2022-07-13 96:24:109,549236500  192.9.2,100 198,51, 100,100 ICHP 108 @xazad (41641) 64 Echo (ping) request id-gxidla, seqe16/4608, ttl-64 (no response found!)
4 2022-07-13 0624109, 549238564  192.9.2.100 198,51, 109, 184 ICHP 182 oxazad (41641) 64 Echa (ping) request id=gxedla, seqe18/4688, ttl=64 (no response found!)
25 2022-07-13 86:24:10,573118046  192.9.2.109 198,51, 109,104 ICHP 108 @xa3as (41797) 64 Echo (ping) request idegxedla, seqel®/4864, ttl=64 (no response found!)
26 2022-07-13 86:2 192.0.2.100  196.51.100.100 M 102 oxa3a5 (41797) 64 Echo (ping) request idsgxtdla, seqe1%/4864, ttlsGs (no response found!)
27 2022-07-13 192.8.2.100  198.51.100.188 ICHP 108 oxa3a3 (41881) 64 Echo (ping) request ide@xedla, seqe?e/s120, ttls6d (no response found!)
8 2022-07-13 @6:24:11. 192.8.2.100  198.51.100.180 ICHP 182 Bxa3ad (41681) 64 Echo (ping) request idsaxpdla, seqs20/5128, ttlssd (no response found!)
19 1022-07-13 B6:34:117.621061032 192.0.2.100 198.51.100. 109 ICHP 108 xa3dc (41048) 64 Echo (ping) request idedx@dla, seqez1/5376, ttl=64 (no response found!)

» Frame 2: 182 bytes on wire (B16 bits), 182 bytes captured (816 bits) on interface capture we 1, id @ Wi 5B 97 bd b9 T7 de 00 50 56 9d ek be &1 00 00 66 X oW P Voo of

» Ethernet II, Src: Wware 9d:ed:be (90:50:56:0d:ef:be), Dst: Cisco bo:77:0e (56:97:bd:bo:77:0e) 010 06 90 45 00 00 54 9d ec 40 00 40 01 af @ co 9@ BT @@

®, DEL: @, ID: 102 82 B4 cb 33 64 64 03 89 dc a2 OO 1a B0 07 f4 64 d-3dd - m-----od

e = riority: Gest Effort (default) (9) 936 G 62 30 00 B0 00 10 51 07 00 B0 8O BB G 1611 heer - cereeen

veu® ems eeu ean. = DEL: Ineligible 3 MuE 12 13 14 15 16 17 18 19 13 1b 2c 14 2 1F 20 N H 1

... 0008 0110 0110 = ID: 162 WOSH 2 23 24 25 26 27 28 29 2a 2b 2o 2 3e 2 30 31 C#RXR() Y4000

33 33 3435 36 37 234567

Internet Protocol wersion 4, Src:

152.8.2.18@, Dst: 198.51.100.108
Internet Control Message Protocol 2

Open the capture files for Portchannell member interfaces. Select the first packet and check the
key points:

1. Only ICMP echo-request packets are captured. Each packet is captured and shown 2 times.

2. The original packet header is without the VLAN tag.

3. The internal switch inserts an additional port VLAN tag 1001 that identifies the ingress
interface Portchannell.

4. The internal switch inserts an additional VN tag.

Mo Time Source Destination Protecel Lﬂ!ﬂ! PO PTIL Info
r 12022-08-05 23:07:31.865872877 192.9.2.100 198.51.109. 160 TP 108 | | ex3zze (12848) 64 Echo (ping) request | id=exe@2d, seq=245/6272@, ttl=s64 (nc
2 2822-88-85 o 1.B65875131  192.8.2.188 198.51.1689. 180 ICMP 182 ex322e (12846) 64 Echo (ping) request | id=8xee2d, seq=245/6272@, ttl=64 (nc
3 2022-08-05 23:87:32.B67144598 192.8.2.184 198.51.180. 180 I las [:TEF 64 ECho (piag) reques id=gx002d, seq=246/62976, ttl=64 (nc
4 2022-08-95 23:107:32.8B67145852 192.0.2.189 198.51.109.100 IcHe 182 ex32be (12985) 64 Echo (ping) request id=exee2d, seq=246/62976, ttl=64 (nc
5 2022-88-85 23:87:33.B81993485 192.8.2.184 198.51.1680. 180 ICMP las exizde (13816) 64 Echo (ping) request id=8xeezd, seq=247/63232, ttl=64 (nc
6 2022-08-05 23:07:32.8810041591 192.9.2.100 198.51.100.100 ICHp 182 ex3zde (13016) 64 Echo (ping) request id-0xee2d, seq=247/63232, ttl=64 (nc¢
T 2022-08-95 192.8.2.1089 198.51.109.109 IcHe 108 @x3373 (13171) 64 Echo (ping) request id=exee2d, seq=248/63488, ttl=64 (nc
8 2822-88-85 192.8.2.180 198.51.168.188 ICMP 182 ex3z73 (13171) 64 Echo (ping) request id=8xeeld, seq=248/63488, ttl=64 (nc
9 2022-08-05 192.9,2.109 198.51.100.100 ICHP 108 @x3427 (13351) 64 Echo (ping) request id=0x802d, seq=249/63744, ttl=64 (n¢
19 2022-88-85 23:07:35.883479198 192.8.2.1089 198.51.100.108 IcHe 182 ex3427 (13351) 64 Echo (ping) request id=exee2d, seq=249/63744, ttl=64 (nc
11 2022-88-85 23:07:36.889741625 192.8.2.100 198.51.1080.188 IcMe 108 exddde (13534) 64 Echo (ping) request id=0x0e2d, seq=250/64000, ttl=64 (nc
12 2022-08-95 -BA9742853  192.9.2.109 198.51.100. 100 ICHP 182 @x3dde (13534) 64 Echo (ping) request id=0xpe2d, seq=250/6400@, ttl=64 (ncg
13 2022-88-85 7.913770117  192.8.2.188 198.51.100.108 IcHe 188 ax3sdc (13644) 64 Echo (ping) request id=8xee2d, seq=251/64256, ttl=64 (nc
14 2022-88-85 7.913772219 192.8.2.184 198.51.100.188 IcMe 182 @x3sdc (13644) 64 Echo (ping) request id=0x0e2d, seq=251/64256, ttl=64 (nc
15 2022-08-95 23:07:38.937829879  192.0.2.109 198.51.100. 100 ICHP 108 @x3602 (13826) 64 Echo (ping) request id=oxp@2d, seq=252/64512, ttl=64 (nc
16 2022-88-85 23:07:38.937831215 192.8.2.100 198.51.100. 188 ICMe 182 @x3Ge2 (13826) 64 Echo (ping) request id=8xeeld, seq=252/64512, ttl=64 (nc
17 2022-88-85 23:07:35.561786128 192.8.2.108 198.51.1080.188 ICHe 188 ex3bed (140861) &4 Echo (ping) request id=0x002d, seq=253/64768, ttl=64 (nc
18 2022-88-95 23:07:39.961787284 192.9.2.109 198.51.109.109 IcHe 182 ex3Ged (14061) 64 Echo (ping) request id=exee2d, seq=253/64768, ttl=64 (nc
19 2022-88-85 23:087:40.985772098 192.8.2.100 198.51.100. 188 ICHe 188 @x37ds (14293) 64 Echo (ping) request id=8xeeld, seq=254/65824, ttl=64 (nc
< >
> Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_u@_3, i4| 0000 a2 76 f2 00 @0 25 00 58 56 9d e8 be 39 26 E@ 54 e X P Ve BT
> Ethernet I, Src: VMware Sd:ef:be (00:50:56:9d:e8:be), Dst: a2:76:F2:00:00:25 (a2:76:F2:00:00:25) | #0910 00 00 81 00 93 €0 OB B0 45 90 90 54 32 Je 40 0@ rrerers EeT2.8
VN-Tag T - 0020 48 81 1b 7f ¢ B0 02 64 ¢6 33 64 64 28 00 le dé cod -3dd-
Livt tver vuns wene cwes wewe aeee ee.. = Direction: From Bridge G030 00 2d 60 f5 ab a2 ed 62 00 00 00 0 7a 2f ob 00 BLIRAE

80 60 00 06 16 11 12 13 14 1516 17 1B W dadh  ---overr oeeeen
1c 1d 1e 1f 20 21 22 23 24 25 26 27 28 29 za b s 1 SERT ()%

@r sien snss mems smas mess ssas aaae @ Pointer: vif id 5
4 BaE 2c 2d 2e 2f 30 31 32 33 34 35 36 37 2= 8123 4567

.00 0000 0101 @190 .... .... .... .... = Destination: 84
saes wess s... = Looped: Ho
= Reserved: @
: wens aea. ® Version: @

= tree rees raas ea.. ODBD OOBO G002 = Source: @

Type: 882,10 Virtual LAN (@x8108)
882.1Q Virtual LAN, PRI: @, DEI: @, ID: 1801

BB, cuae raes eae. = Priority: Best Effort (default) (@)
sael aies swes meas = DEI: Imeligible

ve.. 8611 1116 1881 = ID: 1601 3

Type: IPvd (@xoBed)
Internet Protocol Version 4, src: 192.8.2.100, Dst: 198.51.100.160
Internet Control Message Protocol 2

Select the second packet and check the key points:



. Only ICMP echo-request packets are captured. Each packet is captured and shown 2 times.

. The original packet header is without the VLAN tag.

. The internal switch inserts an additional port VLAN tag 1001 that identifies the ingress
interface Portchannell.

N

No. Time Source Dastnation Frotocel Length PO FTIL o o
12022-88-95 23:07:31.865872877 192.9.2.100 198.51.100. 1089 ICHP 1es 1 @x322¢ (12846) 64 Echo (ping) request | id=0x002d, seq=245/62729, ttl=64 (ng
2 2022-88-85 23:87:31.865875131 192.8.2.188 198.51.108. 188 ICHMP 182 lax32e (12846) 64 Echo (ping) request | id=exee2d, seq=245/62728, ttl=6a (ng
3 2022-88-85 23:87:32.867144598 192.9.2.128 198.51.180.189 ICHP 188 @xa2ho (12985) 64 Echo {p1ng) request  id=0x002d, seq=246/62976, ttl=64 (nc
4 2022-08-95 23:07:32.867145852 192.9.2.100 198.51.100.109 ICHP 102 ex32b9 (12985) 64 Echo {ping) request id-exeead, seq=246/62976, ttl=64 (nc
5 2022-88-95 23:87:33.8B1992485 192.9.2.198 198.51.198.189 ICMP 188 @x3zdg (13916) 64 Echo {ping) request id=exe02d, seq=247/63232, ttl=64 (nc
6 2022-88-95 23:87:33.881904191 192.98.2.188 198.51.190.189 ICHP 182 @x32de (13016) 64 Echo {ping) request id=0xe02d, seq=247/63232, ttl=64 (nc
7 2022-98-95 23:07:34,883049425 192.9.2.190 198.51.100.169 ICHP 168 2x3373 (13171) 64 Echo {ping) request id-exeead, seq=248/63488, ttl=64 (nc
B 2022-88-95 23:87:34.883851649 192.9.2.108 198.51.198.189 ICMP 182 ex3373 (13171) 64 Echo (ping) request id=exe92d, seq=248/63488, ttl=64 (nc
9 2022-88-95 23:87:35.883478016 192.9.2.188 198.51.190.189 ICHP 188 @x3427 (13351) 64 Echo (ping) request id=0xe02d, seq=249/63744, ttl=64 (nc
10 2022-88-05 23:87:35.883479198 192.9.2.100 198.51.108.169 ICHP 102 ex3427 (13351) 64 Echo (ping) request id=exee2d, seq=249/63744, ttl=s64 (nc
11 2022-88-85 23:87:36.8E0741625 192.9.2.128 198.51.190.189 ICMP 188 @xidde (13534) 64 Echo (ping) request id=@xe92d, seq=250/64808, ttl=64 (nc
12 2022-08-85 23:87:36.8B0743853 192.98.2.188 198.51.100.188 ICHP 182 @x3idde (13534) 64 Echo (ping) request id=8xed2d, seq=258/648088, ttl=64 (nc
13 2922-88-85 23:87:37.91377@117 192.9.2.188 198.51.108.188 ICHMP 188 @x354c (13644) 64 Echo (ping) request id=exe92d; seq=251/64256, ttl=64 (nc
14 2922-88-85 23:87:37.913772219 192.9.2.128 198.51.198.189 ICHP 182 @x354c (13644) 64 Echo (ping) request id=@xe92d, seq=251/64256, ttl=64 (nc
15 2822-988-95 23:87:3B.937829B70 192.9.2.180 198.51.108.188 ICHP 18s @x3602 (13826) &4 Echo (ping) request id=-8xe@2d, seq=252/64512, ttl=64 (nc
16 2922-88-85 23:87:38.937831215 192.9.2.188 198.51.108.18@ ICHP 182 @x36082 (13826) 64 Echo (ping) request id=@xee2d, seq=252/64512, ttl=64 (nc
17 2922-88-05 23:87:39.961786128 192.9.2.188 198.51.108.182 ICHP 188 @x3bed (14061) 64 Echo (ping) request id=@xe02d, seq=253/64768, ttl=64 (nc
18 2022-98-05 23:87:39.961787284 192.9.2.190 198.51.100.169 ICHP 102 ex36ed (14061) 64 Echo (ping) request id-oxe02d, seq-253/64768, ttl=e4 (nc
19 2922-88-85 23:87:40.9B577309@ 192.9.2.188 198.51.108.18@ ICHP 188 @x37ds (14293) 64 Echo (ping) request id=@xe92d, seq=254/65624, ttl=64 (nc L
< >
Frame 2: 182 bytes on wire (816 bits), 182 bytes captured {B16 bits) on interface capture ue 3, ia a2 76 f2 00 00 25 00 5@ 56 9d ef be 81 0@ 03 o9 BRYEREL 3 AR
Ethernet II, Src: VMware od:eB:be (@88:58:56:09d:eB:be), Dst: a2:76:f2:00:808:25 (a2:76:f2:08:00:25) 98 90 45 00 00 54 32 2e 40 00 40 01 1b 7f @ @0 E--T2. @@ -
B92.1Q Virtual LAN, PRI: @, DEI: @, ID: 1081 92 64 c6 33 64 64 03 80 1le d6 00 2d 00 f5 a6 a2 ode3dd-c cee-ees
B8, .... ... ... = Priority: Best Effort (default) (8) ed 62 90 60 00 €0 7a 2f @b G0 0 00 00 00 12 11 b z/
R R = DEI: Ineligible 3 12 13 14 15 16 17 18 19 1la 1b 1c 1d 1e 1f 20 21 = " !
L Be01 1118 1901 = 0 1961 22 23 24 25 26 27 28 29 2a 2b 2c 2d ze 2f 30 31 A3EE' () "+,-./01
32 33 34 35 36 37 234567
Type: IPv4 (@x8E8Q)
Internet Protocol Version 4, Src: 192.9.2.188, Dst: 198.51.188.188
Internet Control Message Protocol

Explanation

When a packet capture on a front interface is configured, the switch simultaneously captures each
packet twice:

- After the insertion of the port VLAN tag.
- After the insertion of the VN tag.

In the order of operations, the VN tag is inserted at a later stage than the port VLAN tag insertion.
However, in the capture file, the packet with the VN tag is shown earlier than the packet with the
port VLAN tag.

This table summarizes the task:

Capture Internal port VLAN in

Task X Direction Captured traffic

point captured packets
gggggugzpﬁ?ev;:'fy 2 Ethernet1/ 102 Ingress ICMP echo requests from host
interface Ethernetl/2 only 192.0.2.100 to host 198.51.100.1
Configure and verify a
packet capture on Ethernetl/
interface Portchannell 4 Ingress ICMP echo requests from host

with member Ethernetl/ 1001 192.0.2.100 to host 198.51.100.1
interfaces Ethernetl/4 5

and Ethernetl/5

only

Packet Captures on Backplane Interfaces

Use the FCM and CLI to configure and verify a packet capture on backplane interfaces.

Topology, packet flow, and the capture points



Chassis
Internal Switch Security Module

FTD/ASA

&

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane

Configuration
FCM

Follow these steps on FCM to configure packet captures on backplane interfaces:

1. Use Tools > Packet Capture > Capture Session to create a new capture session:
Overview Interfaces Logical Devices Security Engine Platform Settings System

Packet Capture

Help admin

Troubleshooting Logs

o sson R

& Refresh Delete Al Sessons

No Session available

2. To capture packets on all backplane interfaces, select the application, then All Backplane
Ports from the Capture On the dropdown list. Alternatively, choose the specific backplane
interface. In this case, backplane interfaces Ethernet1/9 and Ethernet1/10 are available.
Provide the Session Name and click Save and Run to activate the capture:

Overview Interfaces Logical Devices Security Engine Platform Settings

Select an instance; fudl 20 Save Canced
| frd1 | Session Name™ eapl |
Selected Interfaces SR
Bulfer Size 56 MB hd
Ethemetl/2
Snap kength: 1518 Bytes
Store Packets EEEE e
Caphare On IM Backplane Podts Iv
fud
Ethemet1/3 Ethernet1/9
Capt
Etharmet1/10
Al Backplane Ports
Ethemetl/1

Follow these steps on FXOS CLI to configure packet captures on backplane interfaces:



1. Identify the application type and identifier:

firepower# scope ssa

firepower /ssa# show app-instance

App Name Identifier Slot ID Admin State Oper State Runni ng Version Startup Version
Depl oy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd ftdl 1 Enabl ed Onl i ne 7.2.0.82 7.2.0.82
Native No Not Applicable None

2. Create a capture session:

firepower# scope packet-capture

firepower /packet-capture # create session capl

firepower /packet-capture/session* # create phy-port Ethl/9

firepower /packet-capture/session/phy-port* # set app ftd

firepower /packet-capture/session/phy-port* # set app-identifier ftdl
firepower /packet-capture/session/phy-port* # up

firepower /packet-capture/session* # create phy-port Ethl1/10
firepower /packet-capture/session/phy-port* # set app ftd

firepower /packet-capture/session/phy-port* # set app-identifier ftdl
firepower /packet-capture/session/phy-port* # up

firepower /packet-capture/session* # enable

firepower /packet-capture/session* # commit

firepower /packet-capture/session #

Verification

FCM

Verify the Interface Name, ensure that the Operational Status is up and that the File Size (in
bytes) increases:

Overview Interfaces Logical Devices Security Engine Platform Settings System  Tools  Help  admin
& Refresh Capiuse Session Drelete Al Sessons

- n capl Drop Count: 0 operational State: up | Buffer Siee: 256 MB Snap Length: 1518 Bytes

Interface Name Filtar Fibe Size (in bytes) File Hama Denvice Mame

Ethamat1/ 10 Nons 194352 capl-etharmet- 1- 10-0.peap frd1

Ethamatt/9 Non 296368 capi-sthamat- 1-9-0.pcap frd1

Verify the capture details in scope packet-capture:

firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:
Packet Capture Session Name: capl
Session: 1
Admin State: Enabled
Oper State: Up
Oper State Reason: Active
Config Success: Yes
Config Fail Reason:



Append Flag: Overwite

Session Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: O

Drop Count: O

Physi cal ports involved in Packet Capture:
Slot Id: 1
Port Id: 10
Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-10-0.pcap
Pcapsize: 1017424 bytes
Filter:
Sub Interface: 0O
Application Instance Identifier: ftdl
Application Name: ftd

Slot Id: 1

Port Id: 9

Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-9-0.pcap
Pcapsize: 1557432 bytes

Filter:

Sub Interface: 0O

Application Instance Identifier: ftdl

Application Name: ftd

Collect capture files
Follow the steps in the section Collect Firepower 4100/9300 Internal Switch Capture Files.
Capture file analysis

Use a packet capture file reader application to open the capture files. In the case of more than 1
backplane interface, ensure to open all capture files for each backplane interface. In this case, the
packets are captured on the backplane interface Ethernet1/9.

Select the first and the second packets, and check the key points:

1. Each ICMP echo request packet is captured and shown 2 times.

2. The original packet header is without the VLAN tag.

3. The internal switch inserts additional port VLAN tag 103 that identifies the egress interface
Ethernet1/3.

4. The internal switch inserts an additional VN tag.



. Tvsk Seurce Destratan Protscsl L FE PT-l'I. o
© 13022-07-14 20:20:36.513854256 102.0.2.100  108.51,100.180  ICWP 108 1 Bx5000 (22028) 64 Echo (ping) request | id-x8001, s0q-15/3848, ttl-s4 (no response found!)
2 2022-87-14 29: (513857280 102.0.2.109  108.51.180.100 e 108 035090 (22918 64 Echo (ping) request | id-exem01, seq-15/3848, ttl-s4 (reply in 3)

3 2022-87-14 29: (514117304 108.51.160.180 102.0.2.100 (e 108 Brccac (52268 €4 Echa (ping) reply  id-x8081, seq-15/3840, ttl-64 (request in 2)
42022-07-14 20:20:36.514119312  108.51.100.100 102.0.2.100 IcHe 108 Bxcele (52268) 64 Echa (ping) reply  id-0x8001, seq-15/3840, ttl-64

52022-07-14 20:20:37.537721822 192.0.2.100  198.51.180.100 IcHe 108 035300 (23040) 64 Echa (ping) request id-0x8001, seq-16/4006, ttl=64 (no response found)
62022-07-14 20:20:37.537726588 192.0.2.100  198.51.100.100 1cHe 108 03500 (23040) 64 Echo (ping) request id-0x0001, seq-16/4006, ttl-64 (reply in 7)
72022-07-14 20:20:37.53IB046165  198.51.100.100 192.0.2.100 1cHe 108 Bxcedb (52379) 64 Kecho (ping) reply  id-0x0001, Seq=16/2006, ttl=64 (request in &)

B 2022-07-14 20:

5 2022-97-14
18 2822-87-14
11 2032-97-14
12 2022-97-14
13 2022-97-14
14 2822-87-14
15 2822-87-14
16 20822-87-14

LSIBO48311  158.51.100.100 192.9.2.100 1cHe 108 oxecab (52379) 64 Echo (ping) reply  Ld=0x0001, Seqe16/4096, ttl-ga

LSE1776064  152.0.2.100  198.51.100.180 1cHe 108 oxSab? (23223) 64 Echo (ping) request Ld-0x0001, seqe17/4352, ttl=64 (no response Found!)
LSE1778310  152.0.2.100  192.51.100.180 1cHe 108 oxtab? (23223) 64 Echo (ping) request id-0x0001, Seq=17/4352, ttlega (reply in 11)
(SE20ABIEE  158.51.100.100 192.0.2.100 1cHe 188 Bxcccd (52420) 64 Echa (ping) reply  ideBxdol, 26q=17/4352, ttlebd (requést in 1a)
562050333  158.51.100.100 192.0.2.100 1cHP 188 Bxcccd (52420) 64 Echa (ping) reply  ide0xB001, $eq=17/4352, ttlssa

585677843 192.0.2.180 198.51.188. 188 IcHP 188 BxShas (23368) &4 Echo (ping) request id-BxB081, s6q-18/46088, ttle8d (no reiponie found!)
585678455  192.0.2.100  198.51.180.100 IcHPE 108 oxsbag (23365) 64 Echo (ping) request id-0x8001, seq-18/4608, ttlesa (reply in 15)
585036554  106.51.100.100 102.0.2.100 1CHE 168 fxcddd (52621) 64 Echo (ping) reply  id-0x0001, seq-18/4608, ttle64 (request in 14)
(SE5037900  106.51.100.108 102.0.2.108 1CHP 108 Bxcdid (52621) 64 Echo (ping) reply  id-ox0081, seq-18/4608, ttl-sd

17 2022-07-14 (600BBAEGA  102.0.2.100  198.51.180.100 (] 108 ax5b7b (23419) 64 Echo (ping) request id-0xB001, seq-19/4864, ttl-64 (no response found)
16 2022-07-14 (600807618 192.0.2.100  108.51.180.100 IcHe 108 8x5b7b (23419) 64 Echo (ping) request id-0xB001, seq-19/4864, ttl=64 (reply in 19)

18 2022-07-14 (616170685 198.51.100.100 192.0.2.100 IcHe 108 oxcdif (52623) 64 Echo (ping) reply  id=0x0001, seq=19/4864, ttle6d (request in 18)

20 2022-07-14 (616181544  158.51.100.100 192.0.2.100 1cHe 108 oxcdif (52623) &4 Echo (ping) reply  id=0x0001, seq=15/4864, ttl=g4

21 2022-07-14 (633805153 152.0.2.100  198.51.180.100 1cHe 108 axsble (23423) &4 Echo (ping) request id=xB001, seq=28/5120, ttl=64 (no response found!)
33 2023-07-14 (633800857 152.0.2.108  198.51.180.100 1cHe 108 axsble (23423) 64 Echo (ping) request id-x8001, seq=28/5120, ttl=64 (reply in 23)

23 2022-07-14
24 2002-87-14
25 2022-97-14
26 2022-07-14
27 2022-97-14

634024102 158.51.100.100 192.9.2.100 1cHe 108 Oxeedt (32790) 64 Echo (ping) reply  id=0x8001, seq=20/5120, ttledd (request in 23)
634085368 158.51.100.100 192.9.2.100 1cHe 108 Oxeelt (52799) 64 Echo (ping) reply  id=ox0001, seq=20/5120, ttlega

SESFIRGEGE  192.0.2.108 198, 51,188, 188 IcHe 108 exshfe (23536) 64 Echo (ping) request id=9x8081, seq=21/5376, ttl=64 (no response found!)
SESFTLIGEE  192.0.2.189 198,51, 180, 188 cHe 108 exshfe (23536) &4 Echo (ping) request Id-oxoedl, seqe=21/5376, ttlesa (reply in 27)
LG5TIB0ETS  198.51.100.100 192.9.2.100 IcHR 108 Bxceas (52809) 64 Echo (ping) reply id-0x0081, s0q=21/5376, ttl=6a (request in 28)

EEEEEEEEEEEEZREEREEER

28 3032-97-14 -657921971  198.51.100.188 192.8.3.180 ICHR lag Bxcedd (52809) 64 Echo (ping) reply id-ox0001, $0q-21/5376, ttl-64
20 1033-97-14 -6E1T36507  102.0.2.108 198.51.100. 182 ICHR 198 BxSc52 (23634) 64 Echo (ping) request id-0x8081, s0q-22/5632, ttl-64 (o response foundl)
<
o Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture ud 8, id @ 00 50 56 5d eF 50 58 97
» Ethernet 11, Src: Cisco b9:77:2d (S8:97:bd:b9:77:2d), Dst: vMware 9d:e7:58 (00:50:56:94d:07:50) o0 Ba 81 @0 BB 67 08 00
Jn-Tag 40 01 £4 1c c0 00 02 64
+ = Direction: To Bridge 88 @1 oo of 89 7a do 62
. = Pointer: vif id B0 00 80 80 10 11 12 13 14 15 16 17 18 19 1a 1b
= Destination-_e 1c 1d 1e 1f 20 21 22 23 24 25 26 27 28 29 2a 1b g
i d: Mo ' 4 P60 2¢ 2d 2e 2f 30 31 32 33 M 35 3% W oo+ /0123 4567
= Reserved: @
FETTICTTRICPTERRPTPET | I PPPI I « = version: @
Brar mrar omees oawas oaeas G000 @000 1019 = Source: 19

Py iy 3

= priority: Best Effort (default) (@)
= pEl: Ineligible

sess DOO9 9110 9111 = ID: 193

Internet Proto<el Version 4, Src: 192.0.2.109, Dst: 198.51.100.108
+ Internet Control Message Protocel 2

™ Time Sk Demesne Frescedd Lengh PO FTTL Wi
12022-07-14 20:20:36,513854256 192.0.2.100  198.51.100.100 1M 108 1 @x5990 (22028) 64 Echo (ping) request | id=8w@eal, seqs=15/3848, ttl=sd (no response found!)
s 22022-07-14 20: 513857289 102.9.2.100  [108.51.100.100  |IcMP 108 @x5000 (22028 64 Echo (pil st | idwexdel, seqe15/3840, ttlesa (reply in 3)
4 3 2022-07-14 20:20:36,514117304  198,51.100. 100 192.9.2.10¢ IcHe 198 RECCEC (52268 64 Ec ping) reply idwoxpodl, seqe1S/3840, ttl=6d (request in 2)
4 2022-07-14 20: 2 2514119312 198.51.100. 100 192.9.2.100 I 198 DxccRc (52268) &4 Echo (ping) reply idwondonl, sequiS iad0, ttl=fd
5 2022-07-14 20:20:37.537723822  192.0.2.100  198.51.100.100 1k 108 Ox5a00 (23040) 64 Echo (ping) request id=owdo0l, seq=16/4096, ttl=sd (no response Found!)
£3022-07-14 20:30:37.537726508  192.0.2.100  198.51.100.100 1cH 108 ax8a00 (23040) 64 Echa (ping) request id-8wda0l, seq=16/4096, ttl-sa (reply in 7)
7 2023-07-14 L538046165  198.51.100.108 192.0.2.100 1M 198 awcesh (52373) 64 Echa (ping) reply  idegx0881, seqe=16/4856, ttleta (request in 6)
8 2022-07-14 538048311 193.51.100.108 192.0.2.100 1P 168 Bxccab (52379) 64 Echo (ping) reply  id=0x0001, $eq-16/4096, ttl-gd
5 2022-87-14 L 561776064 192.0.2.100  198.51.100.100 1M 108 axSab? (23223) &4 Echo (ping) request idegxdddl, seqe17/4352, ttleéd (no response found!)
18 3032-87-14 B. 5617783186 192.0.2.184 198,51, 100. 108 o 198 ax5ab? (23223) 64 Echo (ping) request id-0wdodl, seq-17/4352, ttl=64 (reply in 11)
11 2022-07-14 B, 562048388 198,.51,100. 100 §92.9.2.100 I pld Dxcccd (52420) 64 Echo (ping) reply id=0wdo01, seq-17/4352, ttl-64 (request in 18)
12 2022-97-14 B, 562050333 198,51, 100, 100 192.9.2.180 I gl dweccd (5242) &4 Echo (ping) reply id=0wpol, seq=17/4352, ttl-64
13 2022-07-14 9, 585677043 192,0.2.100  198.51.100.100 1cHe 108 Ox5h46 (23366) 64 Echo (ping) request 1d-0md001, seq=18/4608, ttl=6d (no response Found!)
14 2022-07-14 9, 55678455  192.0.2.100  198.51.100.100 1cH 108 Ox5b46 (23366) 64 Echo (ping) request id-8wpodl, seq=18/4608, ttl=s4 (reply in 15)
1% 2022-87-14 S, 585936554 198.51.100. 100 192.9.2. 189 o 198 dxcdad (S2621) &4 Echo (ping) reply id=gmiodl, seq=18/4608, ttl=ea (request in 14)
16 2022-07-14 9585037900 198.51,109. 100 192.9.2.109 e 108 excded (52621) 64 Echo (ping) reply  id=8x@eel, seq=18/4508, ttl=ga
17 2022-87-14 2. GEIEREER  192.9.2.100 198.51. 109, 198 IcHe tL] oxsbTh (23419) &4 Echo (ping) request id-oxgoel, seq-19/4854, ttl=64 (no response found!)
18 2022-87-14 2. 6IIEETEIE  192.9.2.190 198,51, 109, 199 o 198 exshTh (23419) 64 Echo (ping) request id-oxpol, seq-19/4864, ttl=64 (reply in 19)
19 2022-97-14 2, 610179685  198,51,100. 199 192,9.2, 109 o 198 oxcdaf (52623) 6d Eche (ping) reply id-0xp00l, seq-19/4864, ttl-64 (request in 1&)
0 1022-97-14 L 610181944 198,51.100. 190 192.9.2.10¢ IcHe 198 oxcdaf (52623) 64 Echo (ping) reply idwoxpodl, seqe19/4864, ttl=td
1 2022-87-14 L633BR5153  192.9.2.180 198,51, 100, 180 IcHe 198 Bx5hFe (23422) 64 Echo (ping) request ide=0wdool, seq=28/5120, ttl=6d (no response found])
22 2022-07-14 L6II06597  192.0.2.100  198.51.100.100 1cH 108 xsbTe (23422) 64 Echo (ping) request id=8xeel, seqs20/5120, ttlsed (reply in 23)
23 3023-07-14 634084102  198.51.100.100 192.0.2.100 100 108 Oxcels (S2790) 64 Echo (ping) reply  ideoxgol, seqe20/5130, ttl=td (request in 23)
24 3023-87-14 LBI4BRSI6E  198.51.100.100 192.9.2.100 e 108 axceds (527ea) 64 Echo (ping) reply  ide8weeel, seqs20/5128, ttl=sa
2% 2022-87-14 <B57789893 192.9.2.180 198.51. 189, 188 I 188 Bxsbfe (23536) B4 Echo (ping) request id=0x8eal, seqs21/5376, ttl=sd (no response found!)
26 2822-87-14 .B57711668  192.8.1.180 193.51. 180188 bl 188 dxsbfe (23536) 64 Echo (ping) request id=8w@eal, seq=21/5376, ttl=sa (reply in 27)
27 2022-87-14 LB579BB6TS  198.51.109.100 192.9.2.1084 (e 1 108 Sxcedd (52809) 64 Echo (ping) reply id=0xd001, seqe21/5376, ttle=sa (request in 28)
28 2022-97-14 LB579B1971  198,.51.100.100 192.9.2.10¢ IcHe 1908 Sxcedd (52E09) 64 Echo (ping) reply idwoxpodl, seqe21/5376, ttle=cd
29 2022-97-14 LBEITIGEOT  192.9.2.100 198,51, 100, 108 IcMe 198 @x5c52 (23634) 64 Echo (ping) request ide0widddl, seqe22/5632, ttle=6d (no response foundl)

<

B9 59 56 99 o7 S0 %2 97 bd b9 T 2d 89 26 00 B9
B2 0 Bl 08 99 67 98 9@ 45 89 8@ 54 39 90 48 9D
a3 @1 f4 1c €@ 90 82 64 6 33 64 64 05 OO 32 6
B3 01 o0 of B9 Ta db 62 ©D 00 00 @@ b3 d7 09 0D
o B 80 90 10 11 12 13 14 15 16 17 18 1% 1a 1b

» Frame 2: 188 bytes on wire (864 bits), 188 bytes captured (864 bits) on interface capture vd &, id @
» Ethernet 11, Src: Cisco bo:77:2d {sszsi‘:b-diﬂ:?:!:!d), Dst: Viare adie?: 50 (00:50:56:9d:a7:
Jwi-Tag

= Direction: To @ridge
= Podnter: vif_id

B 1c id de 1f 20 21 22 23 24 25 26 27T 28 29 2a b ---- 17H SEAT()"s
= = Pastination: o 2c 3d 2e 2f 30 31 32 33 34 35 36 37 J-f0123 A567
. = Looped: Ko 4

. °e .
anes a raea ees, DOOD DEOE 1010 = Source: 1@
; B02,10 Virtual LAN (0xE100

riua * :

T 0, DEL: 0, 10:
= priority: Best Effort (default) (@)

= DEI: Ineligible 3
@000 9110 0111 = ID: 183

L T

o Internet Protocol Version 4, Src: 192.9.2.109, Dst: 198.51.180.100
A Internet Control Message Protocol 2

Select the third and the fourth packets, and check the key points:

1. Each ICMP echo reply is captured and shown 2 times.

2. The original packet header is without the VLAN tag.

3. The internal switch inserts additional port VLAN tag 102 that identifies the egress interface
Ethernet1/2.

4. The internal switch inserts an additional VN tag.



I

Tims
1 2022-07-14 29:20:36. 513854256
2 2022-07-14 20:29:36. 513057285
3 2922-07-14 20:29:36.514117394
4 2022-87-14 28:20 514119312
S 2022-07-14 39:29:37.537723822
6 2022-07-14 20:20:137 . 537726588
7 2023-07-14 3:20:37.53IBBM6165
8 2022-07-14 30: 39 532048311
9 3032-07-14 20:20:38. 561776064

10 2022-87-14 20:20:38. 561778310
11 2022-07-14 30:30:38. 562045788
12 2022-07-14 30:20:38.562050333
13 2022-07-14 30:39:39. 585677043

240, G09RBLE0A
GRSBATE1E
618172685
610181944
241633805153
241.633806997
634884102
24 2022-07-14 29:29:41.634085366
25 2022-07-14 20:20:42.657709898
26 2022-07-14 20;28: GSTTFLIG6E
27 022-07-14 20: 29 G57980675
28 2022-87-14 20:20:42 657981971
29 2022-87-14 20:20:43.681736697

- Dastramen
192.9.2.100 198.51. 100, 108
192.8.2.108 198 51. 100, 108
192.51.100.100 192.0.2.100
192.51.100, 180 192.0.2.180
192.8.2.1080 198.51.100. 188
192.98.2.109 198.51. 190, 103
198,51, 165, 180 192.8. 2,188
198,51, 160,108 192.0. 2,180

198,51, 100,100 192.08.2. 188
198,51, 160,106 192.0. 2. 100
192.9.2.10¢
192.89.2.100
192,51, 168, 188

198.51.100. 100 192.0.2.100
192.9.2.109 198,51, 190,160
192.9.2.109 198,51, 190, 1063

198,51, 100, 190 192.8. 2,108
198,51, 100,100 192.0.2,100
192.8.2.189 198,51, 199, 160
192.9.2.109 198.51. 199,180
198,51, 108,108 192.0.2,188
198,51, 109, 100 192.9. 2,109
192,0.2.109 198,51, 199, 168
192.0.2.108 198, 51, 100, 168
198,51, 100,100 192.0.2.100
195.51. 100,108 192.0.2.188
192.9.2.160 198.51. 100, 160

ICHP
ICHP
ICHP
ICHP
ICHP

188

D
an5090 (22928)
e

dueede (52268)
@xecic (52268)

P e
64 Eche (ping) reguest

B4[Echo (ping) reply
&4 Echo (ping) reply

6AG)
Bw5a00 (23840)
ccsb (52379)
deeab (52379)
axsab? (23223)
axsab? (23223)
Sxcccd (52428)
fxcccd (52420)
ax5hd6 (23366)
dxibad (23366)
axcdad (52621}
axcdad (52621}
exsb7b (23429)
@wsh7b (23419)
xcdaf (52623)
nedaf (52623)

axsbye (23422)
axsb7e (23422)
Bxce36 (52799)
weed6 (52798)
axsbfe (23536)
axsbfa (23536)
axeeds (52809)
Bucedd (52809)
axscs2 (23634)

Frame 3: 198 bytes on wire (864 bits), 188 bytes captured (864 bits) on interface capture_ve 8, id @
Ethernet II, Src: Cisco ba:77:0e (S5B:97:bd:b@:77:0e), Dst: VMware Sd:zef:be (00:50:56:9d:e8:be)

V- Ta)

= Direction: Te Bridge
= pofnter: vif_id
= pestination: ©
= Looped: No
- = Reserved: @
= Version: @

vnoawe. OO0 DOOA 1010 = Source: 19

Type: 802.10 Virtual LaN (0x8100)

OO0, savs taer ssan &
e sars caee 2ea- = DEID Inelig
... 0600 0110 0110 - 1D: 102
Type: IPv4 (@x0800)

L
892,10 Virtual LAN, PRI: &, DEI: @, ID: 192
priority: Best Effort (dofault) (9)

ible

Intermet Protocel Version 4, Srei 198.51.100.100, Dst: 192.0.2.180

Internet Contral Message Protocsl

2

© ECho Lping) request
64 Echo (ping) request
64 Echo (ping) reply
64 Echo (ping) reply
64 Echo (ping) request
&4 Echo (ping) request
&4 Echo {ping) reply
64 Eche {ping) reply
64 Echo {ping) request
&4 Echo {ping) request
&4 Echo {ping) reply
64 Eche {ping) reply
64 Eche {ping} request
64 Eche (ping) request
64 Eche (ping) reply
64 Echo (ping) reply
64 Echo (ping) request
4 Echo (ping) request
4 Echo (ping) reply
64 Echo (ping) reply
64 Echo (ping) request
G4 Echo (ping) reguest
64 Echo (ping) reply
64 Echo (ping) reply
64 Echo (ping) request

ide@meoal,
idedmeaal,
idsaxaool,
idsoxaool,
id-gxpaal,
id=gwpaat,
id=apoat,
id =i,
ideBxaaal,
idsonaonl,
id-@xool,
id=aaat,
1d=diaat,
idudmidai,
ideaxiaal,
idegmaaal,
idegmeaal,
id-gmpo01,
id=gmpoo1,
id=imeeal,
ide=gmeaal,
id=axeool,
idegponl,
id-mial,
id=gmnanl,
idemedal,
idedmeeal,
idsaneonl,
idenceonl,

88 50 56 % e be 58 97
o2 Ba 51 00 0B 66 B8 B
4B 81 cl B0 c6 33 64 64
o3 a1 0B of 60 7a db &2
O B3 B3 B0 10 11
e 1f 200 202N
2c 3d 2e 3f 38031 32 33

1c 14

seqe15/aea,
seq15/ 3840,
seqe15/3848,
seq=15/3848,
5816/ 4006,
saqe16/4006,
seq-16/4006
Seqe16/ 4006,
Seqe17/4352,
seq=17/4352,
seqe17/4352,
seq-17/4352,
seqei8/ 4608,
seqelBfatod,
seqe18/aeed,
seqe 18/4608,
seq-19/ /4864,
seq-19/4664,
sequ19/4864,
Seqe19/4864,
Seqe20/5129,
S0qe20/5129,
Seqe20/5120,
Seqe2ef5120,
Sequ2lf53T6,
Seqe21/5376,
Sequ2Lf53T6,
SeqeZLf53T6,
seqe22/5632,

12 13

ttl=f4 (no response foundl )
ttl=gd (reply in 3)

ttlspd (request in 2)
ttlsga

ttl=64 (no response Found!)
ttl=64 (reply in 7)

ttlefd (request in 6)
trle=fd

ttl=td (no response Found!)
ttlegd (reply in 11}
ttl=6d (request in 1@)
ttl=6d

ttle=fd (no response Found!)
ttl=6d (reply in 15)
ttlegd (request in 14)
ttlega

ttl=64 (no response found!)
ttl=64 (reply in 19)
ttl=64 (request in 18)
trl=fg

ttl=64 (no response Found!)
ttl=64 (reply in 23)
ttl=64 (request in 22)
ttl=64

ttl=64 (no response foundl )
ttl=64 (reply in 27)
ttletd (request in 26)
ttlegd

ttle64 (no response found!)

bd b9 T¥ de 89 26 00 0D
4% 09 09 54 <C o B0 B0
€8 80 92 64 B2 0O 2a 6B
98 00 00 80 b3 dT 00 O
14 15 16 17 18 1% 1a 1b
24 2% 26 27 2B 29 23 b
3a 35 36 37

178 $X&" ()"

a= /0123 4567

Explanation

When a packet capture on a backplane interface is configured, the switch simultaneously captures
each packet twice. In this case, the internal switch receives packets that are already tagged by the
application on the security module with the port VLAN tag and the VN tag. The VLAN tag identifies
the egress interface that the internal chassis uses to forward the packets to the network. The
VLAN tag 103 in ICMP echo request packets identifies Ethernet1/3 as the egress interface, while
VLAN tag 102 in ICMP echo reply packets identifies Ethernet1/2 as the egress interface. The
internal switch removes the VN tag and the internal interface VLAN tag before the packets are
forwarded to the network.

This table summarizes the task:

Task

Configure and verify packet
captures on backplane
interfaces

Capture Internal port VLAN in Directi
captured packets

point

Backpla

ne

interface

S

102
103

on

only

Packet Captures on Application and Application Ports

ICMP echo requests from host
Ingress 192.0.2.100 to host 198.51.10(
ICMP echo replies from host

198.51.100.100 to host 192.0.2

Captured traffic

Application or application port packet captures are always configured on backplane interfaces and
additionally on the front interfaces if the user specifies the application capture direction.

There are mainly 2 use cases:

- Configure packet captures on backplane interfaces for packets that leave a specific front
interface. For example, configure packet captures on the backplane interface Ethernetl/9 for




packets that leave interface Ethernetl1/2.

- Configure simultaneous packet captures on a specific front interface and the backplane
interfaces. For example, configure simultaneous packet captures on interface Ethernetl/2 and
on the backplane interface Ethernet1/9 for packets that leave interface Ethernetl/2.

This section covers both use cases.

Task 1
Use the FCM and CLI to configure and verify a packet capture on the backplane interface. Packets
for which the application port Ethernetl/2 is identified as the egress interface are captured. In this

case, ICMP replies are captured.

Topology, packet flow, and the capture points

Chassis
Internal Switch Security Module
Port VLAN 102 HD;ASA
192.0.2.100 Backplane
@ ICMP echo-reply .
198.51.100.100

Configuration
FCM

Follow these steps on FCM to configure a packet capture on the FTD application and the
application port Ethernet1/2:

1. Use Tools > Packet Capture > Capture Session to create a new capture session:

Overview Interfaces Logical Devices Security Engine Platform Settings System |WGEIEM Help  admin

| Packet Capture | Troubleshooting Logs

T e

¢ Refresh [| Capture Session | elete All Sessions

No Session available

2. Select the application, Ethernet1/2 in the Application Port dropdown list and select Egress
Packet in the Application Capture Direction. Provide the Session Name and click Save
and Run to activate the capture:



Overview Interfaces Logical Devices Security Engine Platform Settings

Select an instance: fdll - =
fed1 ] [Session Mame® apl I

Selected Interfaces Nomt

Buffer Size 56 MB ¥
Ethernet/2

Snap length; 1518 Eytes

Store Packets [ overwnte  EECTERE]

Capture On fd ~

Apphcation Port R
Etharnat/d Ethemet1/2

Apphzation Capturs DEaction CTTg e Packo |
Etharmatl/1

Follow these steps on FXOS CLI to configure packet captures on backplane interfaces:

1. Identify the application type and identifier:

firepower# scope ssa

firepower /ssa#

App Namre

Depl oy Type Turbo Mode Profile Name Cluster State

2. Create a capture session:

firepower# scope packet-capture
/ packet -capture # create session capl
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi

firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower

Verification

FCM

show app-instance
Identifier Slot

Admin State Oper State

Enabl ed

on* # create
on/ app- port*
on/ app- port*
on/ app- port*
on/ app- port*
on* # commit
on #

Ol i ne
Not Applicable

C uster

None

Runni ng Version Startup Version

Rol e

app-port 1 112 Ethernetl/2 ftd
set app-identifier £tdl

#

#
#
#

set filter ""

set subinterface 0

up

Verify the Interface Name, ensure that the Operational Status is up and that the File Size (in
bytes) increases:

[ orure smson ML

[SNELNEE Interfaces Logical Devices Security Engine  Platform Settings

Ethamatl/? - Etharnetl/10

Etharnetl/? - Etharmetl/s

Buffor Size: 356 MB

capl-vethamat- 1175.peap

capl-vethemet- 1036.pcap

& Refish

Capture Sessiod

Snap Length: 1518 Bytes

Dot Al Sissions




FXOS CLI

Verify the capture details in scope packet-capture:

firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:
Packet Capture Session Name: capl
Session: 1
Admin State: Enabled
Oper State: Up
Oper State Reason: Active
Config Success: Yes
Config Fail Reason:
Append Fl ag: Overwite
Session Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: O
Drop Count: O

Application ports involved in Packet Capture:
Slot 1Id: 1
Link Name: 112
Port Name: Ethernetl/2
App Nane: ftd
Sub Interface: 0O
Application Instance Identifier: ftdl

Application ports resolved to:

Name: vnicl
Eq Slot Id: 1
Eqg Port Id: 9
Pcapfile: /workspace/packet-capture/session-1/capl-vethernet-1036.pcap
Pcapsize: 53640 bytes

Vlan: 102

Filter:

Name: vnic2
Eq Slot Id: 1
Eg Port Id: 10
Pcapfile: /workspace/packet-capture/session-1/capl-vethernet-1175.pcap
Pcapsize: 1824 bytes
Vlan: 102
Filter:

Collect capture files

Follow the steps in the section Collect Firepower 4100/9300 Internal Switch Capture Files.
Capture file analysis

Use a packet capture file reader application to open the capture files. In the case of multiple
backplane interfaces, ensure to open all capture files for each backplane interface. In this case,

the packets are captured on the backplane interface Ethernetl/9.

Select the first and the second packets, and check the key points:

1. Each ICMP echo reply is captured and shown 2 times.



2. The original packet header is without the VLAN tag.

3. The internal switch inserts additional port VLAN tag 102 that identifies the egress interface
Ethernet1/2.

4. The internal switch inserts an additional VN tag.

o, Time Soercy Fratacsl Langes FD P kv
12022-08-01 10:03:22.331237959 198,51, 100.100 1M 108 BxAZfE (17144) 64 Echo (ping) id=0xp012, seqe1/2%6, ttl=ed
2 2022-98-01 10:03:22.231239747  198.51.109.100 IcHp 108 axazfa (17144) 64 Echo (ping) idepx0o12, seqel /256, ttl=es
3 2022-98-01 10:03:23.232244769  198.51.109.108 1P 1688 WX T PITR id=px@812, Seqe2/512, ttlsea
4 3022-88-91 10:83:23.232247753  198.51.108.100 cHe 188 exa3bz (17331) 64 Echo (ping) reply  idsex@@12, seqs2/512, ttlsed
5 2033-08-01 18:03:34.23a703981 108.51.108. 188 IcHe 188 Bxdase (17502) &4 Echo (ping) reply idepu@@12, soqe3/768, ttlecd
6 2022-88-81 10:03:24.234786751  108.51,108.100 TcHe 188 exadse (17582) 61 Echo (ping) reply  ideex@@l2, seqe3 /768, ttlesd
7 1023-08-01 19:03:15.258672440  108.51.108. 180 IcHe 1e8 eddbd (17508) 64 Echo (ping) reply id=px@@l2, seqe4/1824, ttl-6d4
B 2022-08-91 19:03:25. 258674861  198.51.100. 180 IcHe 108 meddba (17508) 64 Echo (ping) reply ide0xpe12, seqe4/1024, ttlesd
O 2022-08-91 19:03:26. 282663160 198,51, 100. 180 IcMe 108 fxadck (17603) 64 Echo (ping) reply idwinpl2, seqe5/1280, ttleéd
12 2022-08-01 10:03:26, 282666183 108,51, 100. 180 IcHe 108 axddcy (17603) 64 Echo (pimg) reply Adwidl2, seqes/1280, ttle6d
11 2022-08-01 10:03:27 306671604  108.51. 108. 180 IcHe 108 axddaT (17639) 64 Echo (pimg) reply Hd=txd012, seqes/1536, ttle-64
12 2022-08-01 10:03:27 . 306674378 108,51, 100. 180 IcHe L axddaT (17639) &4 Echo (pimg) reply Bdwoxd012, seqes/1536, ttle=f4
13 2022-08-01 10:03:28 . 33664677 198,51, 109. 180 Icme 18 ax4550 (17744) &4 Echo (pimg) reply Bdwidoi2, seqe? /1702, ttledd
14 2022-08-01 10:03:28.330667153 1cMe 108 0x4550 (17744) 64 Echo (ping) reply  id=0x0012, seqe7/1792, ttlsfd
15 2022-08-01 10:03:29,384755831 1cHp 108 Ox4A553 (17747) 64 Echo (ping) reply  id=0x012, seqs8 /2048, ttlstd
16 2022-02-81 10:03:29,354936706  193.51.109.100 (a1 ] 108 axass2 (17747) 64 Echo (ping) reply  ideox@012, seqeg /2048, ttlsgd
17 2022-02-81 10:03:38,378795204  193.51.109.100 oM 108 axasar (17815) 64 Echo (ping) reply  ideow@012, seqs9/2304, ttlstd
18 7022-88-81 10:03:38.378798172  193.51.100.100 oM 108 axasa7 (17815) 6aEcho (ping) reply  id=0x0012, seqs9,/2384, ttl=ed
19 2022-088-81 cHe 108 ax467a (18042) 64 Echo (ping) reply  ideewd@l2, seqs18/2560, ttlssa
20 2022-08-01 10:03:31.402774775 198.51.108.100 ICHP 108 exd67a (18042) 64 Echo (ping) reply id-oxp012, seq-10/2560, ttlecd
21 2022-08-01 10:03:32 426593254  198.51.100.100 IcHe leg BxAGRa (18058) 64 Echo (ping) reply idepupil2, seqe11/2816, ttl-cd
22 1022-08-01 10:03:32 426595601 198.51.108.180 102.9.2.109 IcHe 18 oxd68a (18058) 64 Echo (pimg) reply idetxpil2, seq-11/3816, ttl-cd

<

» Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_ud 8, id @ * 0@ 58 56 M od be 58 97 bd b9 77 0e B0 26 0B 00
» Ethernet 11, Src: Cisco bo:77:0e (S8:97:bd:bo:77:0e), Det: VMware Gd:eS:be (99:50:56:9d:e8:be) B0 03 81 B B0 66 08 00 45 00 00 54 42 B 00 00
VH-Tag C0r0 40 01 42 b5 c6 33 64 64 oD OO O 64 00 0D 0D 04
Ber aens = Direction: To Bridge GO B0 12 0B 01 4d a4 o7 62 B0 00 00 00 &3 Bd 09 00
A = Bolntert: vif 14 ¢ 00 00 00 00 10 11 12 13 14 15 16 17 18 19 1a 1b oo ceis
.00 2060 = Dastination: @ 1c 1d 1e 1f 29 21 22 23 24 3% 36 37 3@ X0 2adbh .- |Tm SXRT(
o 2c 2d 2¢ 2f 30 31 32 33 34 35 36 37 3o fB123 4567
= Looped: WO 4
= Resorved: @
........ = Wersion: @
.................... = Saurce: 19
t §92.10 Wirtual LAN (x@10a
- riua; B e, EL A o 1]
[ P . = Priority: Best Effort (default) (@)
RO R . = DEI: Imeligible 3
soa. G000 0110 0112 = ID: 192
T 1 IPva {@oBod]
Internet Protocol version 4, Src: 198.51.100.188, DSt: 192.8.2.180
Internet Control Message Protocol 2
o, Tems Soar Destmation Frogcal [ PD PITL ik
1 2022-08-01 192.51.100.100  192.90.2.100 ICMP 108 axa2fa (17144) G4 Echa (ping) reply fdeoeoin2, seqelfiSh, ttlssd
2 2022-08-01 198.51.100.100  192.9.2.100 e 108 oxd2fR (17144) 64 Echo (ping) reply | ide0xo012, seqe1/256, ttle=64
3 2022-08-01 198,51.100. 180 192.0.2.108 IcmMe 108 fdwoemii2, seqe2f512, ttl=sd
4 2022-08-01 198,51.100. 180 192.9.2. 108 IcMe 108 exa3by (17331) 64 Echo (ping) reply Ld=0xp012, seqe2f512, ttl=ss
5 2022-08-01 198,51.100, 180 192.9.2. 100 Icme 108 fxadSe (17502) 64 Echa (ping) reply Ld=0xm012, seqe3/768, ttl=6d
6 2022-06-01 198,51.100, 100 192.9.2. 100 IcHe 108 oxadse (17502) 64 Echa (ping) reply ld=0xm012, seqe3/768, ttl=64
7 1022-06-01 198,51.100. 108 192.9.2. 108 IcHe 108 @xddnd (17508) 64 Echa (ping) reply id=oxm012, seq=4/1024, ttlesd
& 2022-88-81 198.51. 100,180 192.9.2.108 ICHP 108 46 (17508) 64 Echo (ping) reply  ide@xd012, seqed/1024, ttlesd
0 19320881 198.51.100.188 1092.9.2.188 IcMe 108 @xdacd (17603) &4 Echo (ping) reply idemmdol2, seqs5/1288, tt
18 1922 88-81 198.51.180. 188 192.8.2.108 ICHP 1088 Bxddcd (17603) &4 Echo (ping) reply id=Bxd@12, seqe5/1280, ttl=sd
11 1922-68-81 7.206671604  198.51.100.100  192.9.2.108 MR 188 xdde? (17639) 64 Echo (ping) reply  id=Bwd@12, seqe6/1536, ttl=sd
12 2022-03-81 7.306674378 198.51.100.180  192.9.2.198 MR 188 xdde? (17639) 64 Echo (ping) reply  id=BxpB12, seqe6/1536, ttl=6a
13 1923-08-91 10:03:38.330664677 195.51.100.180 192.9.2.100 MR 108 oxA550 (17744) 64 Echo (ping) reply  id=exe812, seqs7/1792, ttl=6a
14 19232-68-81 B.330667153  198.51.100.100  192.9.2.108 ICMP 108 oxA550 (17744) 64 Echo (ping) reply  id=exe912, seqs? 1792, ttl=sd
15 2022-08-01 129.354795931  198.51.100.100  192.9.2.100 1CMP 108 xas53 (17747) 64 Echo (ping) reply  ideoxp012, seqes/2048, ttlsea
16 2022-08-01 198.51.100.100  192.9.2.100 TCHE 108 xa853 (17747) 64 Echo (ping) reply  ideoxo012, seqes/i048, ttlséa
17 2022-038-01 198.51.180. 186  192.9.2.108 e, 108 exa597 (17815) 64 Echo (ping) reply fdwicdil2, seqei3ed, ttless
18 2032-08-01 198,51.100. 180 192.9.2.108 e, pLL exa597 (17815) 64 Echo (ping) reply fd=edil2, seqe/ided, ttlesd
19 2022-08-01 198,51.100. 180 192.9.2. 108 LCHP 108 exa6Fa (18842) 64 Echo (ping) reply fd=owpil2, seqe=10/2568, ttl=ta
20 1032-08-01 1003 31.402774775  198,51.100. 100 192.9.2.108 ICHP 108 fxad6Fa (18842) 64 Echo (ping) reply idwoepiiz, seqe10/2560, ttle=64
21 1032-08-01 19 2.426693254  198,51.100, 190 192.9.2.100 ICHP 108 fwd6Ea (18058) 64 Echo (ping) reply idwoepid, seqe11/2816, ttle=6d
22 1032-08-01 10:03:32.426695691  198,51.100.100  192.9.2.100 IcHe 108 dudGEa (18058) 64 Echo (ping) reply ideompil, seq=11/2816, ttle=d

<

» Frame 2: 108 bytes on wire (#64 bits), 108 bytes captured (864 bits) on interface capture_ud &, id & 80 50 56 9d ¢8 be 58 97 bd bS 77 0e 29 26 8O 00
» Ethermet 1T, Src: Cisco b9:77:0e (58 b9:77:0e), Dskt: VMware od:efi:be (00:50:56:0d:e8:be) 80 92 B1 80 00 66 B2 0B 45 00 0D 54 42 f3 00 00
[Wi-Tag 40 @1 4a bS5 ¢6 33 64 64 €O 00 B2 64 90 DO 90 84

- pirection: To Bridge 80 12 20 01 dd ad ©7 62 99 00 09 80 €3 &d @9 00
= Pointer: wif id 0 90 99 8@ 18 11 12 13 14 15 16 17 18 19 1la 1b . ..
BT D 1c 1d 1 IF 30 31 23 33 24 35 26 27 38 29 2a 2b - I"E S$ME'()%
= Looped: Mo 4 2c 2d 2o 2F 30 21 32 33 34 35 36 37 oo /8123 AS6T
= Reserved: @

LB s siae wa.. = Version: @
L eae. 0O00 0080 1010 = Source: 10
a1 LA (@100
1 e, + 0, 1D: 192

WM. e aeee waa. ® Priority: Best Effort (default) (@)

@ oevu eeee wee. = DED: Ineligible 3
. 0000 D110 2118 = I0: 102

£ IPvd [Dad@a)

Internet Protocel Version 4, Src: 108,51, 109,108, Dst: 192.0.2.100
Internet Control Message Protocel 2

Explanation

In this case, Ethernet1/2 with port VLAN tag 102 is the egress interface for the ICMP echo reply
packets.

When the application capture direction is set to Egress in the capture options, packets with the



port VLAN tag 102 in the Ethernet header are captured on the backplane interfaces in the ingress
direction.

This table summarizes the task:

Task Capture Internal port VLAN in  Directi Captured traffic

point captured packets on
Configure and verify
captures on application Backplane 102 Ingress ICMP echo replies from host
and application port interfaces only 198.51.100.100 to host 192.0.
Ethernetl1/2
Task 2

Use the FCM and CLI to configure and verify a packet capture on the backplane interface and the
front interface Ethernet1/2.

Simultaneous packet captures are configured on:

- Front interface — the packets with the port VLAN 102 on the interface Ethernetl/2 are
captured. Captured packets are ICMP echo requests.
- Backplane interfaces — packets for which Ethernet1/2 is identified as the egress interface, or
the packets with the port VLAN 102, are captured. Captured packets are ICMP echo replies.
Topology, packet flow, and the capture points

Chassis
Internal Switch Security Module
Port VLAN 102 HD;ASA
192.0.2.100 Backplane
@ ICMP echo-reply -
198.51.100.100

Configuration

FCM

Follow these steps on FCM to configure a packet capture on the FTD application and the
application port Ethernet1/2:

1. Use Tools > Packet Capture > Capture Session to create a new capture session:



Overview Interfaces Logical Devices Security Engine Platform Settings Help  admin

System

Packet Capture

Tools

Troubleshooting Logs

[Coriresesion T

C Refresh Delete Al SessSiONS

No Session available

2. Select the FTD application, Ethernet1/2 in the Application Port dropdown list and select All
Packets in the Application Capture Direction. Provide the Session Name and click Save
and Run to activate the capture:

¥ Engine  Pla
Select an instance: | frdl - = ol
fedr | I Session Name™ apl I

Selected Interfaces Noma
Buffer Size 256 MB w

Etharnet/2
Snap bangth: 1518 Brte
Store Packets EEEE e
Capture On fd =

. Aeslication Port Ethemet1/2 [

Ethamati/3
Appheation Capture Direction | JEIIEESEE eqress Packet
Capture Filter Appily Fiter

Etharneti/z

Follow these steps on FXOS CLI to configure packet captures on backplane interfaces:

1. Identify the application type and identifier:

firepower# scope ssa

firepower /ssa# show app-instance

App Nane Identifier Slot ID Admin State Oper State Runni ng Version Startup Version
Depl oy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd ftdl 1 Enabl ed Onl i ne 7.2.0.82 7.2.0.82

Nati ve No Not Applicable None

2. Create a capture session:

fi
fi
fi

repower# scope packet-capture
repower /packet-capture # create session capl

r epower on* # create phy-port ethl/2

on/ phy-port* # set app-identifier ftdl

on/ phy-port* # exit

on* # create app-port 1 linkl2 Ethernetl/2 ftd
on/ app-port* # set app-identifier ftdl

on* # enable

on* # commit

on # conmmit

fi
fi
fi
fi
fi
fi
fi

r epover
r epover
r epover
r epover
r epover
r epover
r epover

/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi

Verification



FCM

Verify the Interface Name, ensure that the Operational Status is up and that the File Size (in
bytes) increases:

Tools Help  admin

fatform Settings

trop Count: @ Operaticnal State: up Bulfar Size: 236 MB Snap Langth: 1518 Bytes

Filber File Size (in bytes) File Hame Device Rame

FXOS CLI

Verify the capture details in scope packet-capture:

firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:
Packet Capture Session Name: capl
Session: 1
Admin State: Enabled
Oper State: Up
Oper State Reason: Active
Config Success: Yes
Config Fail Reason:
Append Flag: Overwite
Session Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: O
Drop Count: O

Physi cal ports involved in Packet Capture:
Slot Id: 1
Port Id: 2
Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-2-0.pcap
Pcapsize: 410444 bytes
Filter:
Sub Interface: O
Application Instance Identifier: ftdl
Application Name: ftd

Application ports involved in Packet Capture:
Slot Id: 1
Link Name: link12
Port Name: Ethernetl/2
App Name: ftd
Sub Interface: O
Application Instance Identifier: ftdl

Application ports resolved to:

Name: vnicl
Eqg Slot Id: 1

Eq Port Id: 9

Pcapfile: /workspace/packet-capture/session-1/capl-vethernet-1036.pcap
Pcapsize: 128400 bytes

Vlian: 102

Filter:



Name: vnic2

Eq Slot Id: 1

Eq Port Id: 10

Pcapfile: /workspace/packet-capture/session-1/capl-vethernet-1175.pcap
Pcapsize: 2656 bytes

Vlian: 102

Filter:

Collect capture files
Follow the steps in the section Collect Firepower 4100/9300 Internal Switch Capture Files.
Capture file analysis

Use a packet capture file reader application to open the capture files. In the case of multiple
backplane interfaces, ensure to open all capture files for each backplane interface. In this case,
the packets are captured on the backplane interface Ethernet1/9.

Open the capture file for the interface Ethernetl/2, select the first packet, and check the key
points:

1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.

2. The original packet header is without the VLAN tag.

3. The internal switch inserts additional port VLAN tag 102 that identifies the ingress interface
Ethernetl/2.

4. The internal switch inserts an additional VN tag.

o, Tims Destingtion Froocnl Length ER I ki
13022-08-01 11:33:15.070653081 198.51.180. 100 1em 108 1 Oxed09 (49161) 64 Echo (ping) request] id=Dxd013, seqe1/256, ttl=td {no response Found!)
2 2022-82-81 11:33:15.070655347 198.51.180. 168 1o 192 xco09 (49161) 64 Echo (ping) request] id=Pxd013, seq=1/2%6, ttl=i (no reiponie Foundl)
3 2022-08-81 11:33:19.071217121 198.51.109. 100 1o 102 TE idebnd013, seqe1/256, ttl=éd (no response Found!)
4 3023-88-81 11:33:15.071218458 198.51.100. 100 oM 102 Bxcd0a (49161) 64 Echo (ping) request idsPxd013, seqe1/356, ttlabd (no response foundl)
5 3023-88-81 11:33:20.072036625 198.51.100. 100 oM 108 Bxclae (49326) 6a Echo (ping) request idsPudd13, seqe2/513, ttlebd (no response foundl)
6 3023-88-81 11:33:20.072038309 198.51.100. 100 oM 102 Bxclae (40326) 64 Echo (ping) request idePudd13, seqe2/512, ttlebd (no response found!)
7 3023-88-81 11:33:21.073266030 198.51.100. 100 oM 108 Bxci67 (20511) 64 Echo (ping) request id-Pwd013, seqe3/768, ttled (no response found!)
B 2022-88-01 11:33:21.073268327 198.51.100, 108 TCHP 192 Bxc167 (49511) 64 Echo (ping) request id-Bxdd13, seq=3/768, ttle6d (no response found!)
0 3022-08-01 11:33:22.074576640 198.51.108. 160 ToHP 198 Gxci75 (49525) 64 Echo (ping) request id-Dx®013, seqed 1024, ttle6d (no response found!)
10 2022-08-01 11:33:22.074578010 198.51. 100, 100 1cHP 102 Bxci?s (40525) 64 Echo (ping) request ide@xBd13, seqed/1024, ttle6d (no response found!)
11 2022-08-01 11:33:23,075779089 3. 198.51. 108, 160 ToHP 1908 axc208 (49672) 64 Echo (ping) request id-Dx®013, seqe5/1280, ttle6d (no response found!)
12 2022-08-01 11:33:23.075781513  192.98.2.100 198.51. 108, 168 ToHP 102 axc208 (49672) 64 Echo (ping) request id-owBd13, seq-5/1280, ttl=6d (no response found!)
13 32E-08-81 124081839400 192.8.2.100 198.51. 108, 168 TCHP 108 axcii (49681) 64 Echo (ping) request id-0wdd13, seqe6/1536, ttl=6d (no response found!)
14 022-08-81 124, 081841386  192.8.2.100 198.51. 108, 100 TCHP 162 O3l (d96E1) 64 Echo (ping) request id=0wdd13, seqe6/1536, ttl=6d (no response found!)
15 302%-08-81 125, 105806248 192.8.2.100 198.51.100, 168 TcHP 108 Gxcked (d0850) 64 Echo (ping) request id=dwdd13, seq=7/1792, ttl=gd (no response found!)
16 2022-08-01 125, 105807895  192.0.2.100 198.51. 100, 168 pla 182 dxcrel (49850) 64 Echo (ping) request id-@x@®did, seqe7/1792, ttl=é4 (no response found!})
17 2002-08-01 11:33:26.1298342378  192.0.2.108 198.51. 108, 168 pla 108 axcibd (S010a) 64 Echo (ping) request [d-@x@®di3, seqe8/2048, ttl=é4 (no response found!)
18 2022-08-01 11:33:26.129338114  192.0.2.180 198.51.106, 168 e, 192 axciba | So16a) &4 Echo (ping) request [d-@x@d13, seqe8/2048, ttl=éa (no response found!)
15 2022-08-91 11:33:37.153828653  192.9.2.180 198.51.188, 168 e, 192 axcait (50294) &4 Echo (ping} request id-@x®d13, seqe9/2384, ttle=éa (no response found!)
20 2022-08-01 11:33:27.153830201  192.9.2.100 198.51.180. 168 1o 102 Oxears (50254) 64 Echo (ping) request id=Dxd013, seqe=5/3384, ttl=sd (no résponie found!)
21 2022-08-01 11:33:28.17784717%  192.9.2.100 198.51.180. 168 1o 1wa BxES1E (S0454) 64 Echo (ping) requést id-Pumd13, seq=18/2568, ttl=td (no response found!)
22 3022-08-01 11:33:28.177849075  192.0.2.100 198.51.109. 100 oM 102 Bxc51E (S0454) 64 Echo (ping) request id-Pudd13, seq=19/2568, ttletd (no response found!)
33 3023-88-01 11:33:29.201804760 192.9.2.100 198.51.100. 100 oM 108 Bxcs78 (50552) 64 Echo (ping) request idePudd13, seqe11/2816, ttlecd (no response found!)
34 3023-88-91 11:33:29.201806488  192.9.2.100 198.51.100. 100 oM 102 Bxcs78 (50552) 64 Echo (ping) request idePudd13, seqe11/2816, ttle6d (no response found!)
35 3023-88-91 11:33:30.225834765 192.8.2.100 198.51.100. 100 TCMP 108 OxcEA5 (S0565) 64 Echo (ping) request ideBudd13, seqe12/3872, ttle6d (no response found!)
36 3023-88-91 11:33:30,235836835 192.8.2.1900 198.51.100. 100 TCHp 102 BxcEA5 (S0565) 64 Echo (ping) request id-Budd13, seqe12/3872, ttle6d (no response found!)
37 3023-88-91 11:33:31,.240828055 192.8.2.100 198.51.100, 100 oM 108 OxcE18 (50712) 64 Echo (ping) request id-Bx@013, seq-13/3328, ttl-64 (no response found!)
26 2022-08-01 11:33:31,249831021  192.8.2.100 198,51,100.100  ICWP 102 Bxcla (50712) 64 Echo (ping) request id-fwB013, seq-13/3328, ttl-64 (no response found!)
30 2022-08-01 11:33:32,273867060  192.0.2.100 198,51,100.100  ICHP 108 axcedf (50767) 64 Echo (ping) request id-fwB013, seq-14/3584, ttl-64 (no response found!)
<

Frame 1: 188 bytes on wire (864 bits), 188 bytes captured (864 bits) on interface capture_wd 1, id @ 56 97 bd b9 77 0e 00 S0 56 9d ef be 89 26 80 @2 X.-oow P W &
H-H 8658 pg:be], Dst: Cisco ba:77:ee (58:97:bd:iba:77:0e) @0 00 B1 00 90 66 05 0D 45 00 0D 54 0 @9 40 90 fro BT
A0 01 B a3 O 00 02 64 c6 33 64 64 00 00 Bd T @ d dd -]
@8 13 80 01 £2 b9 eF 62 00 00 00 B9 cb 7F 06 20 b
00 90 B0 09 10 11 12 13 14 15 16 17 18 19 1a 1b . .
1c 1d Le 1f 28 21 22 33 24 35 36 27 28 39 2a Ib "8 SXE" ()"
4 2c 2d 2e 2 39 31 32 33 34 35 36 37 peofB123 4567

= Direction: From Bridge
= Pointer: vif_id

= Destination: 18

= Looped: Mo

= Reserved: @

= Versiom: @

= Source: @

Type: #a2.10 virtual LAN EW&IM}
B02.10 Virtual LAN, PRI: @, DEI: @, ID: 182
B0, winr mear eens = Priority: Best Effort (default) (@)
oMo i - DEL: Ineligible 3
. DROD 9118 9118 = ID: 102
e LPvd {ioiso)
Internet Protocol Version 4, Src: 192.9.2.100, Dst: 198,51.100.100
Internet Control Message Protocol 2

Select the second packet and check the key points:

1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.

2. The original packet header is without the VLAN tag.

3. The internal switch inserts additional port VLAN tag 102 that identifies the ingress interface
Ethernet1/2.



<

> Frame I: 182 byte:

Time
1 2832-88-81 11:33:19.878693881
2 1832-88-01 11:33:19.0870695347
3 7922-08-81 11:33:19.871217121
4 1922.88-81 11 9.871212458
5 19220881 0. 872036625
6 1922-08-81 11:33:30.072038399
¥ 1022-08-01 1. 873266838
B 1922-08-81 1.87326832T
9 1022-08-01 2. B74576648
18 2032-08-01 2. @74578818
11 2032-08-01 11:33:23.075775089
12 2032-08-01 3.875781513
13 2032-08-01 . BE1 83949
14 7032 08-01 o, D1 B41 386
15 2032 06-01 5, 105806249
16 1032 06-01 5, 105607895
17 1032-06-01 6. 129636276
16 1032-08-01 11:33:26.179835114
19 1932-08-01 11 7. 153628653
10 1032 068-01 7.153530201
21 7922-08-91 11:33:28. 177847175
22 7922-88-81 11 8. 177849075
23 7922-08-81 11133129, 201604760
24 7922-08-91 9. 201 BOGASE
5 7022-08-91 8. 225834765
26 2032-08-91 8. 22583IGBIS
¥ 1032-08-01 1. 249828955
28 1032-08-91 11:33:31.249831121
29 2032-08-01 11:33:32,2TIBOTIG

e

. B0 9119 91190 = ID:
3 _LPyad [ odBid

182

% on wire (816 bits), 182 bytes captured (816 bits)

882.10 Virtual LAN, PRI: @, DEL: @, ID: 182
B0, .iin aees ae.. ® Priority: Best Effort (default) (0)
B veis wwas weas = DEDD Eneligible

ottty Frotoed
198.51.100. 188 oM
198.51.100.100 1o
158.51.100. 108 oM 182 BxcBes (49161 &4 Echo (ping)
192.6.2.188 1598, 51.180. 188 oM 182 Bxcoes (49161) &4 Echa (ping)
152.6.2.188 158. 51.180. 186 oM 108 Bxcoae (49328) &4 Echa (ping)
152,68, 2. 188 158. 51.186. 186 ToMe 182 @xcoae (49328) 64 Echa (ping)
198, 51.100. 168 1o 108 @xc167 (49511) 64 Echa (ping)
198, 51,100 168 1oMp 102 @xc167 (49511) 64 Echa (ping)
198, 51,100 168 1oMp 108 @xclFs (49525) 64 Echo (ping)
198, 51,100 106 1oMp 102 @xcl?s (49525) 64 Echo (ping)
198, 51,100 100 Iomp 108 0xC208 (49672) 64 Echo (ping)
198, 51.100. 100 1omp 102 0xC208 (49672) 64 Echo (ping)
198, 51.100. 100 1op 108 Oxc211 (49681) 64 Echo (ping)
198, 51.100. 100 10MP 102 Oxc211 (49681) 64 Echo (ping)
198. 51.100. 100 TonP 108 oxc2ez (49590) 64 Echo (ping)
198. 51.100. 100 i 102 fxc2ez (49599) 64 Echo (ping)
198. 51.100. 100 ToHP 106 fxc3ba (50100) 64 Echo (ping)
198, 51,100,100 e 182 Bwc3bd (50180) 64 Echo (ping)
196.51.100. 100 1o 186 0xca7s (50294) &4 Echa (ping)
196.51.190. 100 ToHP 102 Bxca7s (50294) 64 Echo (ping)
198, 51. 199 . 108 ie, 1a8 Bxc516 (58454) 64 Echo (ping)
198 51.100. 108 TCHP 182 Bxc516 (50454) &4 Echo (ping)
158 51.100. 108 oM 108 Bxc5TE (50552) 64 Echa (ping)
158 51.100. 100 oM 102 BxcSTE (50552) 64 Echa (ping)
15206 2. 100 158 51,100 180 oM 108 Bxc58s (50565) 64 Echa (ping)
152060 2. 100 158 51. 100 180 i3 182 Bxc58s (50505) 64 Echa (ping)
192.0. 2,180 198, 51,100 168 oM 108 OxcE18 (58712) 64 Echo (ping)
192.0. 2,180 198, 51,100 168 1oMP 102 OxcE18 (58712) 64 Echa (ping)
192.9.2.100 198, 51,100,160 1o 108 oxceaf (50767) 64 Echo (ping)

on interface capture ue_1, id @
: i77i0e (58:97:bd:bo:T7:0e)

3

Internet Control Message Protocol

Internet Protocol Version 4, Src: 192.0.2.109, Dst: 198.51.100.100

2

request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
raquest
request
request
request
request
request
request
request
request

idegxBe13,

ideau@013,
ideau@013,
idenx013,
ideaxde13,
ideaxde13,
ideaxde13,
id=@xde13,
idwixdeld,
Ldwixpond,
idwixpold,
idwipold,
ideimpi3,
ideimpil3,
idegnp3,
idegnp3,
idepwpe 3,
ideBxB813,
ideBxB013,
idemnB013,
ideouB0l3,
ideanD013,
ideanD013,
idenx0a13,
id=exBo13,
id=oxde13,
id=axde13,

seq=1f156, ttl=ga
seqelfi56, ttl=sd
seq=1/156, ttlsed
seq=1/156, ttlsed
seqe2f512, ttlsed
seqe2/512, ttlesa
sequ3fTis, ttl=sd (no response
sequ3fTes, ttl=sd (no response
sequaf1e2da, ttl=6d (no response
sequaf1024, ttl=64 (no response
seq=5/1288, ttl=64 (no response
seqe5f1280, ttl=6d (no response
seqe6f1536, ttl=6d4 (no response
5eq=6/1536, ttl=64 (n0 response
seqe7/1792, ttl=64 (n0 response
seq=7/1792, ttl=64 (no response
seqeB/2048, ttle=64 (N0 response
seqeB/2048, ttle=64 (N0 response
seqe0/230d, ttle64 (N0 response
5002304, ttla6d (N0 response
s0qe18/2568, ttl=6d (no response
s0qe18/2568, ttl=6d (no response
seqe11/2816, ttl=6d (no response
seqe11/2816, ttle=sd (no response
seqe12/3072, ttlesd (no response
sequl?/3072, ttl=ta (no response
seqel3/f3328, ttleta (no response
seqel3/f3328, ttleta (no response
seq=14/3584, ttl=64 (no response

(no
(no
(no
(no
(no
(no

response
response
response
response
response
response

ba 77
L]
33 64
L]
15 16
25 26
35 36

be
54
6
L
7
Fr
w

found! )
found! )
found! }
found! }
found! )}
found! )}
found! )}
found! )}

found! )
found! )
found! )
found| )
found| )
found| )
found| )
found| )
found| )
found] )
found! )
found!)
Found !}
Found!)
Found!)
Found!)
Found!)
Found!)
Found!)
Found )
Found 1}

“ESXR"(} "4, 001
234567

Open the capture file for the interface Ethernetl/9, select the first and the second packets, and
check the key points:

1. Each ICMP echo reply is captured and shown 2 times.

2. The original packet header is without the VLAN tag.
3. The internal switch inserts additional port VLAN tag 102 that identifies the egress interface

Ethernet1/2.
4. The internal

switch inserts an additional VN tag.

]

Tena
12022-08-01
2 2022-08-01
3 2022-08-01
4 2022-08-01
5 2022-08-01
6 2022-08-01
7 2022-08-01
B 2022-98-081
9 2022-08-01

10 2022-08-91

11 2022-08-91

12 2022-08-91

13 2022-08-01

14 2022-08-01

15 2022-08-01

16 2022-08-01

17 2022-08-01

18 2022-08-01

15 2022-08-01

20 2022-08-01

21 3022-08-01

32 3023-08-01

23 3023-08-01

24 2022-08-01

25 2022-08-01

26 2022-08-01

27 2022-08-01

28 2022-98-91

20 2022-98-91

11:33:19,.071512698
11:33:19.071514882
11:33:20.072677 302
11:33:20.072679384
11:33:21.873913640
11:33:21.8739156%0
11:33:22.075239381
11:33:22.075241491
11:33:23 976447152
11:33:23.8762449303

11:33:25, 186382424
11:33:25, 186384549
11:33:26.130437851
11:33:26,130440320
11:33:27.154308212
11:33:27. 154400198
11:33:28, 178469866
11:33:28,178471810
11:33:28, 202355869
11:33:29, 202350067
11:33:30. 226358735
11:33:38. 226401017
11:33:31.250387808
11:33:31.258389971
11:33:32.274416811
11:33:32,274218229
11:33:33, 298307657

Frame 1: 188 bytes on wire (864 bits), 168

e [r— Frotecs \ength ro
198,51, 100, 188 192.9.2.100 IcHP 108 1 20263
198,51, 100, 188 192.9.2.100 IcHP 188 axaf2? (20263)
198,51, 109, 188 192.0.2.189 IcHP 188 . 0 BT
198,51, 109, 188 192.9.2.180 IcHP 188 axaffl (20475)
198,51, 109,188 192.9.2.100 ICHP 188 Ox50aC (20652)
198, 51,109, 100 ICHP 108 oxsoac (20652)
198.51.109.100  192.9.2.100 ICHP 108 @xs13e (20798)
198.51.109. 188 ICHP 108 axs13e (20798)
198.51.109. 190 ICHP 108 exs1co (20937)

ICHP 188 Bx51c9 (20937)

ICHP 188 Bx52Ee (21134)
198.51.1080. 100 ICHp 188 Bx528e (21134)
198,51, 1089 182 ICHp 108 ox5zaf (21167)
198,51, 109 182 ICHP 108 ox5zaf (21167)
198,51, 108 183 ICHP 108 Ox536 (21414)
198,51, 108, 182 IcHp 108 Ox536 (21414)
198,51, 105, 183 IcHp 108 D56 (21574)
198, 51. 105, 1088 IcHp 108 D546 (21574}
198, 51. 185, 1088 IcHp 108 Dx5453 (21651)
198,51, 185, 188 192.0.2.108 IcHp 168 Dx5453 (21651)
198,51, 105, 188 192.0.2.100 IcHp 188 ox5afa (21748)
192,51, 108,188 192.0.2.180 ICHP 188 ox5afa (21748)
192.51. 103,188 192.8.2.100 ICHP 188 BxSS26 (21738)
198.51.100.108  192.9.2.100 ICHP 1088 BaS526 (21798)
198.51.100.108  192.9.2.100 ICHP 188 axssf2 (22002)
198.51.100.100  192.9.2.100 ICHP 188 axssf2 (23002)
198.51.180.100 192.9.2.100 ICHP 188 ox5660 {22112)
198.51.100.180 192.9.2.100 P 168 ax5660 (22112)
198,51.100.100 192.0.2.100 ICHP 168 axs56e7 (22247)

bytes captured (864 bits) on interface capture ue 8, id @

Ethernet 11, Src: Cisco bO:77:08 (SB:S7:bd:b9:77:0e), DIL: VMware 9d:es:be (89:50:56:5d:e8:be)

N-Tag
Biit ciir eean sbas seas sses seas sea. = Direction: To Bridge
S5 seen e s e n Ga et = Pointer: wif_id
= pestination: @
= Looped: Mo
= Reserved: @ 4
= Version: @
= Source: 18
802.90 Virtual LAN, PRI @, DEI: &, ID: 192
[l P . = Priority: Best EFfort (default) (9)
veel cvvn wean weee = DEIZ Ineligible 3
weae G000 0110 0110 - ID: 102
i IPvd (00805

Iaternet Protocel versiom 4, SO 108.51.180.188, Dst: 192.9.2.1080
Intérnet Control Message Protocol

PITL bia

64 Echo (p

64 Echo (ping)

64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
&4 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)

reply
reply

reply
reply
reply
reply
reply
reply
reply
roply
roply
reply
reply
reply
reply
reply
reply

64 Echo (ping) reply
&4 Echo (ping) reply
64 Echo (ping) reply
64 Echo (ping) reply
64 Echo (ping) reply
&4 Echo (ping) reply
&4 Echo (ping) reply
&4 Echo (ping) reply
&4 Echo (ping) reply
&4 Echo (ping) reply
&4 Echo (ping) reply

Ad=tcon13,
idwioonls,
idwiioonls,
ideod013,
ide@d013,
ide@neda13,
idmncts,
ide@co13,
ide@coa13,
ideaeels,
ideinoaals,
ideaoaal3,
ideioals,
ideiodls,
ideiodels,
idminodels,
Ad=inoio1a,
Ad=inodoia,
i1,
id=inod1a,
Qd=@oa1d,
=1,
=3,
=,
ide@coel3,
ide@con13,
ideacaens,
ideaceo13,
idemcee13,

82 50 56
o} #a 81
4@ 1 e 86
B 13 B0
L)
1c 1d le
2c 1 e

seqe=1/256, ttl=64
seqe1/256, ttle=6a
seqe2/512, ttle=6a
sequ2[512, ttle=sa
sequ3f 768, ttlesa
seqe3/768, ttlesa
Seqea 1024, ttlssd
seq=a 1024, ttl=ga
s0qe5/1280, ttl=6a
s0qe5/1288, ttleca
s0qe6/1536, ttlecd
s0qe6/1536, ttlecd
s0q=7/1792, ttlecd
seq=7/1792, ttl-6d
seqef/ 2048, ttl-6d
seqef/ 2048, ttl-64
Seq=0/2304, ttl-64
Seq=0/2304, ttl-64
S6=10/ 2568, ttle64
Leq=18/2560, ttl=fd
2eq=11/2816, ttl=fd
S6g=11/2818, ttlegs
26g=12/3072, ttleda
Seq=12/3072, ttl=sa
seq=13/3328, ttls=sa
seq=13/3328, ttlesa
seqe14/ 3584, ttlega
seq=14/3584, ttl=64
s0q=15/3848, ttl-64

9d e be 58 97
66 08 00
6 33 64 64
2 BO &7 62
11 12 13
1 1223
31 32 33

a9
af

283

b
18
28

15 16 17

6 80 0
27 o0 o
83 5 T
7F 06 0
1% 1a 1b
9 ra b

< 1T XET ()
»*-A8123 4567




o, T Sure Destistion Froviel Lengm PO FITL b
1 2022-88-81 11:33119.071512698  198.51.190.180  192.0.2.100 1M 108 o [exafz7 (20263) 64 Echo (ping) reply || ideew@e13, seqs1/256, ttlsed
2 2022-88-81 11:33:19.@71514882 198.51.100.168 192.0.2.100 (] we 1 | exafaz (208263) 64[Echo (ping) reply | ide@we13, seqs=1/256, ttlsed
3 2022-88-81 11:33:20.072677382 198.51.100.180 192.08.2.100 IcHe 168 SERATTO{FRNTS] TECR (PR TORTY - id=@wde13, seqs2/512, ttlsed
4 2002-88-81 11:33:20.072679384 198.51.100.180 192.0.2.100 IcHe 168 exaffb (28475) 64 Echo (ping) reply  ide@w@@13, seqs2/512, ttlsed
5 2002-88-81 11:33:21.073013680 198.51.100.100  192.0.2.100 IcHe 168 exs@ac (20652) 64 Echo (ping) reply  ide@w@@13, seq=3/768, ttleed
6 2002-88-81 11:33:21.073015690 198.51.100.100  192.0.2.100 IcHe 168 exs@ac (20652) 64 Echo (ping) reply  ide@x@@13, seq=3/768, ttlecd
7 2022-86-81 11:33:22.075239381  198.51.100.100  192.0.2.100 1cHe 108 ex513e (20798) 64 Echo (ping) reply  id-oxB013, seq=4/1024, ttles4
§ 2002-88-01 11:33:22.075241491 198.51.100.100 192.0.2.100 IcHe 108 oxs130 (20798) 64 Echo (ping) reply  ide0xd013, seqed/1024, ttlesd
0 2022-08-01 11:33:23.076447152 198.51.100.10¢ 192.0.2.100 Icme 188 ox51c0 (20037) 64 Echo {ping) reply id=gwo13, seqe5 1280, ttle=64
12 2022-08-01 11:33:23,076449303  196.51.100.10¢ 192.0.2.108 Icme 108 Ox5100 (20037) 64 Echo {ping) reply idelddl3, seqeS/1280, ttlesd
11 2022-08-91 11:33:24, 082407896  198.51.100.10¢  192.0.2,108 Icme 108 ox528e (21134) 64 Echo {ping) reply ideoedl3, seqeé/1536, ttlesd
12 2022-08-91 11:33:24,082410099  198.51.100.10¢ 192.0.2.108 Icme 108 ox528e (21134) 64 Echo (ping) reply idwledild, seqeé/1536, ttlesd
13 2022-08-01 11:33:25. 106382424  196.51.100.108 192.0.2,100 Icme 108 im52af (21167) 64 Echo {ping) reply idwledil3, seqe?f1702, ttlesd
14 2022-08-01 11:33:25, 106104540  190.51. 100,168 192.0.2,100 IcHe 108 fm52af (21167) 64 Echo {ping) reply id=ox0013, seqe?f1792, ttl=64
15 2022-08-91 11:33:26. 130437851  196.51.100.100 192.0.2.108 Icme 108 mS3ah (21414} 64 Echo {ping) reply id=ox0013, sequd/2048, ttl=64
16 2022-08-01 11:33:26,130440320  198.51.100.100  192.0.2.100 IcHe 108 05336 (21414) 64 Echo (ping) reply  d=0x0013, seqss 2048, ttls6a
17 2022-08-01 11:33:27.1547098212  198.51.100.100  192.0.2.100 IcHe 108 oxn5a46 (21574) 64 Echo (ping) reply  d=0x0013, seqso/2304, ttlssa
18 2022-08-01 11:33:27.154400198  198.51.100.100  192.0.2.100 IcHe 108 ox5as6 (21574) 64 Echo (ping) reply  d=0x0013, seqso/2304, ttlssa
19 2022-08-01 11:33:28, 178460866  198.51.100.100  192.0.2.100 IcHe 108 ox5493 (216%1) 64 Echo (ping) reply  Qd=ox@013, seqe18/2%60, ttlsss
20 2022-08-01 11:33:28,178471810  198.51.100.100  192.0.2.100 1cHe 108 08493 (21651} 64 Echo (ping) reply  Qd=ox@013, seqe10/2%60, ttlsss
21 2022-08-01 11:33:20,20239%860  198.51.100.100  192.0.2.100 1cHe 108 oxsafa (21748) 64 Echo (ping) reply  Gd=ox@013, seqe11f2816, ttlsss
22 2022-08-01 11:33:20.202398067 198.51.100.100  192.0.2.100 1cHe 108 oxsafa (21748) 64 Echo (ping) reply  id=ow@013, seqe11/2816, ttlsss
23 2022-08-01 11:33:30.226398735 198.51.100.100  192.0.2.100 1cHe 108 o526 (21798) 64 Echo (ping) reply  id=ow@013, seqe12/3072, ttlssa
24 2022-08-01 11:33:30.226401017 198.51.100.100  192.0.2.100 1M 108 ens526 (21798) 64 Echo (ping) reply  id=Ow@013, seqe12/3072, ttlssa
25 2022-08-01 11:33:31.250387808  198.51.100.180  192.0.2.100 1cHe 108 enssf2 (22062) 64 Echo (ping) reply  id=0w@013, seqs13/3328, ttlssa
26 2022-88-01 11:33:31.250389971 198.51.100.180  192.0.2.100 1M 108 enssf2 (22062) 64 Echo (ping) reply  id=ow@013, seq=13/3328, ttlssa
27 2022-88-81 11:33:132.274416011 198.51.190.180 192.0.2.100 IcHe 188 exs660 (22112) 64 Echo (ping) reply  id=ex@@13, seq=1a/3584, ttlssa
28 2022-88-81 11:33:132.274418229 198.51.190.180 192.0.2.100 1cHe 188 exs660 (22112) 64 Echo (ping) reply  id=@x@@13, seq=1a/3584, ttlssa
20 2022-88-81 11:33:33.208307657 198.51.190.180 192.0.2.100 1cHe 168 exs6e] (22247) 64 Echo (ping) reply  id=@x@@13, seq=15/3840, ttlssd
<
Frame 2: 108 bytes on wire (864 bits), 108 bytes captured (@64 bits) on interface capture_ud 8, id @ 89 50 56 5d o8 bo 58 97 bd b9 77 Be B9 26 88 BB PV M- W&
Ethernet 11, Sre: Claco BO:77:0e (58:07:hd:ibo:TP:ioe), Dat: vidare Sd:ef:be |(O0:50:56:9d:e0:ba) 80 82 81 00 M) 65 08 O 45 0O B9 54 4F 27 00 80 fro EreTO
| VN-Tag a9 @1 3o 86 c6 33 64 64 0 OO 02 64 OO 90 95 o @ex- Gdd d |
Do wues mees sems smms sess sess ees = DiPsction: To Bridge o0 13 00 01 f2 b9 e7 62 00 00 00 00 cb 7F 06 00 b
B e e e e a Dotnker: vEF f4 Wi)ngﬁ':lgll 12 13 14 15 16 17 |§ 19 1a 13 el
N M = 1¢ 1d 1e 1F 20 21 22 23 24 25 26 2F 28 29 2a 2 s +
AR SUFIAN ORI 4 2¢ 2d 26 2f 30 31 32 33 34 35 36 37 o- J123 2567
Faas e e Eas =V L]
BOGO BOOB 1016 = Source: 16
Type: 883.10 Virtual LAN (0xB185)
1 882.1¢ Virtual LAN, PRI: 8, DEI: @, ID: 182
P - Priority: Best Effort (default) (@)
T « DET: Ineligible 3
L., BOOD D116 G116 = ID: 102
Type: IPvd (@wisna)
Internet Protocol Version 4, Src: 198.51.180.100, Dst: 152.8.2.100
Internet Control Message Protecol 2

Explanation

If the option All Packets in the Application Capture Direction is selected, 2 simultaneous packet
captures related to the selected application port Ethernetl/2 are configured: a capture on the front
interface Ethernetl/2 and a capture on selected backplane interfaces.

When a packet capture on a front interface is configured, the switch simultaneously captures each
packet twice:

- After the insertion of the port VLAN tag.
- After the insertion of the VN tag.

In the order of operations, the VN tag is inserted at a later stage than the port VLAN tag insertion.
But in the capture file, the packet with the VN tag is shown earlier than the packet with the port
VLAN tag. In this example, the VLAN tag 102 in ICMP echo request packets identifies Ethernetl1/2
as the ingress interface.

When a packet capture on a backplane interface is configured, the switch simultaneously captures
each packet twice. The internal switch receives packets that are already tagged by the application
on the security module with the port VLAN tag and the VN tag. The port VLAN tag identifies the
egress interface that the internal chassis uses to forward the packets to the network. In this
example, the VLAN tag 102 in ICMP echo reply packets identifies Ethernetl/2 as the egress
interface.

The internal switch removes the VN tag and the internal interface VLAN tag before the packets are
forwarded to the network.

This table summarizes the task:

Capture Internal port VLAN Directio
point in captured packets n
Configure and verify captures Backplane 102 Ingress ICMP echo replies from host

Task Captured traffic



198.51.100.100 to host

interfaces onl
on application and ’ 192.0.2.100
application port Ethernetl/2 Interface Ingress ICMP echo requests from ho:
Ethernetl/2 102 only 192.0.2.100 to host
198.51.100.100

Packet Capture on a Subinterface of a Physical or Port-channel Interface

Use the FCM and CLI to configure and verify a packet capture on subinterface Ethernet1/2.205 or
port-channel subinterface Portchannel1.207. Subinterfaces and captures on subinterfaces are
supported only for the FTD application in container mode. In this case, a packet capture on
Ethernetl1/2.205 and Portchannell.207 are configured.

Topology, packet flow, and the capture points

Chassis
By Internal Switch Security Module
FTD/ASA
192.0.2.100 Backplane
@ ICMP echo-reply -
198.51.100.100
Chassis
| Internal Switch Security Module
FTD/ASA
192,168,247,100 Backplane
@ ICMP echo-reply o
192.168.247 102

Configuration
FCM

Follow these steps on FCM to configure a packet capture on the FTD application and the
application port Ethernet1/2:

1. Use Tools > Packet Capture > Capture Session to create a new capture session:



Overview Interfaces Logical Devices Security Engine Platform Settings System admin
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No Session available

2. Select the specific application instance ftd1, the subinterface Ethernet1/2.205, provide the
session name, and click Save and Run to activate the capture:

faces Logical Devices Security Engine  Platform Settings

Iselec: aninstance: | fed) Vl Save Canael

Subinterfaces(2)

=h Capture Fiter apety rinee T

FTD
/%, Ethamani)

3. In the case of a port-channel subinterface, due to the Cisco bug ID CSCvg33119 subinterfaces
are not visible in the FCM. Use the FXOS CLI to configure captures on port-channel subinterfaces.

FXOS CLI

Follow these steps on FXOS CLI to configure a packet capture on subinterfaces Ethernet1/2.205
and Portchannel1.207:

1. Identify the application type and identifier:

firepower# scope ssa

firepower /ssa # show app-instance

App Nare Identifier Slot ID Admn State Oper State Runni ng Version Startup Version
Depl oy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd ftdl 1 Enabl ed Onl i ne 7.2.0.82 7.2.0.82
Cont ai ner No RP20 Not Applicable None
ftd ftd2 1 Enabl ed Onl i ne 7.2.0.82 7.2.0.82
Cont ai ner No RP20 Not Applicable None

2. In the case of a port-channel interface, identify its member interfaces:

firepower# connect fxos
<out put ski pped>
firepower(fxos)# show port-channel summary
Flags: D - Down P - Up in port-channel (nenbers)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Modul e-renoved
S - Switched R - Routed
U - Up (port-channel)
M- Not in use. Mn-links not net


https://tools.cisco.com/bugsearch/bug/CSCvq33119

Group Port - Type Protocol Menber Ports
Channel

1 Pol(SU) Eth LACP Ethl/3(P) Ethl/3(P)
3. Create a capture session:

firepower# scope packet-capture

firepower /packet-capture # create session capl

firepower /packet-capture/session* # create phy-port Ethl/2

firepower /packet-capture/session/phy-port* # set app ftd

firepower /packet-capture/session/phy-port* # set app-identifier ftdl
firepower /packet-capture/session/phy-port* # set subinterface 205
firepower /packet-capture/session/phy-port* # up

firepower /packet-capture/session* # enable

firepower /packet-capture/session* # commit

firepower /packet-capture/session #

For port-channel subinterfaces, create a packet capture for each port-channel member interface:

firepower# scope packet-capture

firepower /packet-capture # create filter vlan207

firepower /packet-capture/filter* # set ovlan 207

firepower /packet-capture/filter* # up

firepower /packet-capture* # create session capl

firepower /packet-capture/session* create phy-port Ethl/3

firepower /packet-capture/session/phy-port* # set app ftd

firepower /packet-capture/session/phy-port* # set app-identifier ftdl
firepower /packet-capture/session/phy-port* # set subinterface 207
firepower /packet-capture/session/phy-port* # up

firepower /packet-capture/session* # create phy-port Ethl/4

firepower /packet-capture/session/phy-port* # set app ftd

firepower /packet-capture/session/phy-port* # set app-identifier ftdl
firepower /packet-capture/session/phy-port* # set subinterface 207
firepower /packet-capture/session/phy-port* # up

firepower /packet-capture/session* # enable

firepower /packet-capture/session* # commit

firepower /packet-capture/session #

Verification

FCM

Verify the Interface Name, ensure that the Operational Status is up and that the File Size (in
bytes) increases:

Overdhew Interfaces Logical Devices Security Engine  Platform Settings

G e | Captus Sewor R P—

= capd Bop Count: & Operational Sisie: up Budler Sire: 158 Ml Smap Lengéh: 1518 fiyios

Port-channel subinterface captures configured on FXOS CLI are also visible on FCM; however,
they cannot be edited:
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FXOS CLI

Verify the capture details in scope packet-capture:

firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:
Packet Capture Session Name: capl
Session: 1
Admin State: Enabled
Oper State: Up
Oper State Reason: Active
Config Success: Yes
Config Fail Reason:
Append Flag: Overwite
Sessi on Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: O
Drop Count: O

Physi cal ports involved in Packet Capture:
Slot 1Id: 1
Port Id: 2
Pcapfile: /workspace/packet-capture/session-1l/capl-ethernet-1-2-0.pcap
Pcapsize: 9324 bytes
Filter:
Sub Interface: 205
Application Instance Identifier: ftdl
Application Name: ftd

Port-channel 1 with member interfaces Ethernetl/3 and Ethernetl/4:

firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:
Packet Capture Session Name: capl
Session: 1
Admin State: Enabled
Oper State: Up
Oper State Reason: Active
Config Success: Yes
Config Fail Reason:
Append Flag: Overwite
Session Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: 0
Drop Count: O

Physi cal ports involved in Packet Capture:
Slot Id: 1



Port Id: 3
Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-3-0.pcap
Pcapsize: 160 bytes
Filter:
Sub Interface: 207
Application Instance Identifier: ftdl
Application Name: ftd
Slot 1Id: 1
Port Id: 4
Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-4-0.pcap
Pcapsize: 624160 bytes
Filter:
Sub Interface: 207
Application Instance Identifier: ftdl
Application Name: ftd

Collect capture files
Follow the steps in the section Collect Firepower 4100/9300 Internal Switch Capture Files.
Capture file analysis

Use a packet capture file reader application to open the capture file. Select the first packet and
check the key points:

1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.

2. The original packet header has the VLAN tag 205.

3. The internal switch inserts additional port VLAN tag 102 that identifies the ingress interface
Ethernet1/2.

4. The internal switch inserts an additional VN tag.

., Turs Sonarce Euatnaten Frowenl Langth FEe FITL b
12022-06-04 07:31:56.993302102 192.8.2.100 198.51.100. 199 o nz 1 Bx9574 (38260) &4 Eche (ping) request |id-0wde22, seq=1/256, ttl-64 (no response found|)
2 3022-08-04 97:21:56.993303597  192.0.2.109 198.51.102, 109 1w 192 Px9574 (IBI60 &4 Echo request Nid-@x0e22, seq=1/256, ttl=64 (no response found!)
3 2022-08-04 97:32:06,204264777  192.0.2.100 198, 51,100, 109 o 1z PxSa8l (3N553 64 Ecl ) request  id-0x@elz, seq-18/2568, ttl-64 (no respense found|)

2
3
4 I022-06-04 07 :22:06,20426737F  192.0.2.100 198, 51,100, 109 1w 192 ox%a81 (39553) ) request  id-0x@ez, seq-18/2568, ttl=64 (no respense found|)
5 022-08-04 97:22:07.205113393  192.8.2.180 198, 51,100, 109 o 1z oxSacd (ING19) 64 Eche (ping) request i1d-0x0022, seq=11/2816, ttl=64 (no respense found|)
6 2022-08-04 97:22:07,215115445  192.8,2,180 198, 51,100, 109 o 192 exfacd (39619) 64 Eche (ping) request 1d-0x0022, seq=11/2816, ttl=64 (no response found|)
T I022-06-04 0722108, 229938577 192.8,2,100 198, 51,100, 109 1o 12 ox5b33 (39731) 64 Eche (ping) request 1d-0x0022, seq=12/3072, ttl=64 (no response found|)
B I022-06-04 OF:22:08,229%40829  192.8.2,100 198, 51,109, 100 IcHe 192 Bx5b33 (39731) 64 Eche (ping) request 1d-0x0022, seq=12/3072, ttl=64 (no response found|)
G I022-08-04 OF:22:09,253544601  192.8.2.100 198, 51,109, 190 ple, o 112 exscde (39950) 64 Eche (ping) request 1d-0x0022, seq=13/3328, ttl=64 (no response foundi)
18 022-08-04 PRZI09, 25046899 192.0.2.108 198, 51,109, 160 oM 192 BxScde (I9950) 64 Eche (ping) request 1d-0w0022, seqe13/3328, ttl=64 (no response foundi)
11 022-08-04 §18, 277953078 192.90.2.188 198, 51,109, 189 IcHe 11z BxScch (40139) 64 Eche (ping) request id=0w0022, seqe14/3584, ttl=64 (no response foundl)
12 2022-08-04 7 10, 277954736 192.0.2.108 198, 51,180, 168 b, 182 BxScch (40139) 64 Echo (ping) request idedwda?z, seqels/3584, ttl=64 (no response foundi)
13 2022-08-04 07 :22:11.3019312827  192.0.2.100 198, 51,188, 168 b, 112 Bx5dsd (a0324) 64 Echo (ping) request idedwda??, seqel$/3848, ttl=64 (no response found!)
14 2022-08-04 07:22:11,301933600  192.0.2.100 198.51.100, 1089 I 102 oxodsa (0324 64 Echo (ping) request id=xe02z, seqs15/3840, ttl=6d (no response found!)
15 2022-08-04 07:22:12,325936521  192.0.2.100 198.51.100, 1089 1w 12 exgda2 (40354) 64 Echo (ping) request id=xee2z, seqel6/$096, ttlssd (no response found!)
16 2022-08-04 07:22:12,325937895  192.0.2.100 198.51.180, 109 1w 102 exgdaz (40354) 64 Echo (ping) request idsxee2z, seqel6/$096, ttlssd (no response found!)
17 2022-08-04 07:22:13,326988040  192.0.2.100 198.51.180., 109 1w 12 exgea7 (40455) 64 Echo (ping) request ids@xe02z, seqe17/4352, ttlssa (no response found!)
18 2022-08-04 07:22:13.326990258 192.0.2.100 198.51.180. 109 b(s, 2 102 exgea7 (40455) 64 Echo (ping) request ids@xee22, seqs17/4352, ttlssa (no response found!)
19 2022-08-04 07:27114.341944773  192.0.2.100 198.51.100. 108 1o 12 exgesa (0554) 64 Echo (ping) request ids@x@022, seqe18/4608, ttlssa (no response found!)
20 2022-08-084 07:27114.341946249  192.0.2.100 198.51.100. 108 o 102 exgesa (A0554) 64 Echo (ping) request id=@x9e22, seqe18/4608, ttlssa (no response found!)
21 7022-08-84 07:22115.365941588  192.0.2.100 198.51.100. 100 h{a 2 12 exgefh (40699) 64 Echo (ping) request id=@x9e22, seq=19/4864, ttlssd (no response found!)
22 7022-08-084 07:27115.365942566 192.9.2.100 198.51.100. 108 1 102 exgefh (40699) ) request  id=@x9e22, seqs19/4864, ttlasd (no response found!)
23 7022-08-04 07:27:16.369973843  192.9.2.100 198.51.100. 100 e 112 exafes (40936) ) request  id=@x@e22, seq=208/5120, ttlssd (no response found!)
24 022-06-B4 B7:22:16.389975129 192.9.2.100 198.51.100. 109 o 182 exafes (48936) ) request ide@x@922, seq-20/5120, ttlesd (no response found!)
25 1022-08-84 07:32:17.413936457 192.08.2.100 196.51.100. 160 bl 112 Bxad7o (41881} ) request  ide-0woB022, seq=21/5376, ttl=64 (no response found|)
16 I022-06-04 O7:32:17.413938099  192.9.2.100 198, 51,100, 109 o 192 fxal79 (41881) 64 Eche (ping) request id-0x0022, seq-21/5376, ttl-64 (no respense found|)
I7 I022-06-04 OF:22:16,437954335 192.0.2.100 198, 51,100, 109 1o 1z fxalle (41246) 64 Eche (ping) request id-0x0022, seq-22/5632, ttl=64 (no respense found|)
«
» Frame 1: 11 bytes on wire {896 bits), 112 bytes captured (896 bits) on interface capture ud 1, id @ o000 a2 76 f2 00 00 1b DRSO 90 B be 89 26 80 54 v [ORy & T
¢+ Ethernet 11, Src: vMware 9d:e8:be (80:50:56:9d:c8:be), Ost: a2:76:f2:00:08:1b (a2:76:f2:00:00:1b) @0 0f 81 00 00 66 81 @0 00 od 08 OF 45 00 00 54 f E--T
95 74 40 B0 40 1 BB 3B <0 00 02 64 ¢b 33 &4 B4 g8 d-3dd
= Direction: From Gridge 08 00 &b 95 00 22 00 @1 88 73 ¢b 52 00 00 00 B - Too gibe oo
Pointer: Vif id d9 94 80 PO 06 B 90 80 10 11 17 13 14 15 16 17 e
Bettination: 18 1% 1a 1b 1c 1d 1e 1f 20 21 22 23 24 35 26 27 b 1 egaa”
Lovped: o 4 28 29 za 2b 2¢ 2d 2e 2f 39 31 32 33 34 35 36 37 ()", BI234567
Reserved: @
version: @
= Source: @

~ 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 182

o0 = Priority: Best Effort (default) (@)

v = DEL: Ineligible 3
o DROD 9110 0118 = I0: 102

Type: 802,10 virtual LAN (dxB100)

A 802,00 virtual LAN, PRI: @&, DEL: @, 10: 205

] = priority: Best Effort (default) (@)

. = DEL: Ineligible

. 2] = ID: 205 2

Type: IPvd {@xdsoa)

Internet Protocol Version 4, Sre: 192.9.2.100, Dst: 198.51.100.100

Internet Control Message Protocol

Select the second packet and check the key points:



1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.

2. The original packet header has the VLAN tag 205.

™ e Lesgth FO FITL b
17032-06-04 07:21:56.903302102 192.0.7.108 198.51. 100 . 109 e 112 1 PxO5TA (3B260) &4 Echo (ping) request Jideoud0zz, seq=1/256, ttlss4 (no response found|)
2 1032-08-04 B7:21:56.903303597 192.0.7.100 198.51. 109 . 109 IcHe 102 54 Echo (pil i t_Jideod0zz, seq=1/256, ttls=s4 (no response found!)
3 7032-08-84 87 214264777 192.0.2.100 198.51. 109 . 180 M 12 ex9aBl (39553 64 ECho (ping) request id=oxdez, seqs=10/2568, respanse found!)
4 79220884 87 -214267373  192.9.2.100 198.51. 109 . 108 M 182 ex9aB1 (39553) 64 Echo (ping) request idswde?z, seqs=10/2568, response found!)
5 2822-08-84 87 7.215113393  192.0.2.100 198.51. 109 . 109 (i 112 exgac3 (39619) 64 Echo (ping) request idswde?z, seq=11/2816, response found!)

6 2022-08-04 7.215115845  192.0.2.100 198.51. 1089, 100 1P 162 axsaci (39619) 64 Echo (ping) request idsew@e:z, seq=11/2816, response Foundl)
7 2022-08-04 07122108 229936577 192.0.2.100 198,51, 108, 106 1P 112 ax5ba3 (39731) 64 Echo (ping) request ideewoz, seqs12f3072, response Foundl)
B 2022-08-04 192.0.2.100 198,51, 108, 108 1eMP 102 ax5b33 (38731) 64 Echo (ping) request idsewo?, seqs1zf3072, respanse Foundl)
9 2022-08-04 192,0.2.100 198,51, 109, 160 1M 112 Bxecoe (39950) 64 Echo (ping) request id=oxoz2, seq=13/3328, response found!)
10 2022-08-04 192,0.2.108 198,51, 109 . 160 M 162 oxscoe (39950) 64 Echo (ping) request id=0xoe22, seq=13/3328, response found!)
11 2032-08-04 192,80, 2. 108 158,51, 109, 188 e, 112 exscclr (48139) 64 Eche (ping) request ide0wi0z2, seqe14/3584, response foundl )
12 2032-08-04 192,80, 2. 108 158,51, 109, 180 e 182 fxScclr (40139) 64 Eche (ping) request ide@udoi2, seqe14/3584, response foundl )
13 2032-08-04 1. 300931262 192,02, 104 198,51, 109, 160 e, 112 PxGdEa (40324) 64 Eche (ping) request ld=@ad0i2, seq=15/3840, response foundl )
14 2932 -08-04 1. 300933600 192,0,2. 1080 198,51, 104, 160 ICHe 192 PxodEa (40324) 64 Eche (ping) request ld-@ad0i2, seq-15/3840, response foundl )
15 2032-06-04 2.325936521  192.0.2. 108 198,51, 104, 160 TP 112 oxtdan (40354) 64 Eche (ping) request 1d-@ad0i2, seq-16/4096, response foundl )
16 2022-08-04 2.325937895  192,0.2.100 199,51, 109, 168 M 102 oxodaz (40354) 64 Echo (ping) request 1d-oxe2z, seq-16/4896, respanse Found )
17 2922-08-84 192,0.2.100 196,51, 109, 100 ICHP 112 Bx9eR7 (4B455) 64 Echo (ping) request id-exeezz, seq=17/4352, respanse foundl)
18 10232-98-84 192.0.2.108 198.51. 109, 109 ICHP 192 X007 (4R455) 64 Eche (ping) request id-eweezz, seq-17/4352, respanse foundl)
19 1922-08-84 192.0.2. 108 198.51. 104, 189 ICHP 112 fxeta (48554) &4 Eche (ping) request id-eweezz, seq-13/46ea, respanse Foundl)
20 1032-08-04 192.8.2. 180 198 .51, 1689, 188 ICHP 182 exeea (48554) &4 Eche (ping) request id-eweezz, seq-13/4ees, respanse found!)
21 2932-08-04 192.8.2. 180 198 .51, 164, 188 ICHP 112 exsefh (40699) &4 Eche (ping) request id-eweezz, seq-19/4s64, respanse found!)
22 032-08-04 192.8.2. 180 198,51, 109, 188 ICHP 182 exsefl (40699) &4 Eche (ping) request id=ewoezz, seq=19/4s64, respanse Found!)
23 W022-08-04 192.8.2. 180 198,51, 109, 108 1cHP 112 exofed (40936) 64 Eche (ping) request id=ewoe22, seq=29/5120, respanse found!)
24 1022-08-04 192.8.2. 180 158,51, 108, 168 1cHP 182 exofed (40936) &4 Eche (ping) request id=owoe22, seq=29/5120, response Found!)
25 H22-08-04 192.0.2. 108 158,51, 108, 168 1cHe 112 exadFe (41081) &4 Echo (ping) request id=@woe22, seq=21/5376, response Found!)
26 2022-08-04 192,0.2.108 158,51, 100, 108 IcMP 182 BxadFe (41081) 64 Eche (ping) request id=Owde22, seq=21/5374, response Foundl)
27 223-08-04 192,0.2.100 158,51, 100, 100 IcMe 112 dxalle (41244) 64 Eche (ping) request i1d=Owdo22, seqe22/5632, response foundl)
» Frame 2: 182 bytes on wire {816 bits), 182 bytes captured (816 bits) on interface capture ue 1, id @ 000 ak 76 f2 00 00 db @0 50 56 od ef be #1 &) 0 od v P
» Ethernet 1T, Src: Viware 9d:ef:be (80:50:56:5d:e8:be), Dst: a2:76:F2:00:00:1b (a2:76:2:00:00:1b) G2 OF A5 00 00 54 95 74 40 00 40 @1 bE 18 <0 B0 BTt @@l
802.10 virtual LAN, PRI: @, DEL: @, 1D: 205 Go0 @2 64 b 33 64 64 903 00 eb 95 @0 22 00 01 88 73 d-3dd L ELT
- Priority: Best Effort (default) {8) 930 eb 62 0 B0 0D 00 d9 S0 0O 0D 0D 00 9O 80 18 11 beoaie ceei
- BEL: Eneligible G40 12 13 14 15 16 17 18 1% 1a 1b 1c 1d 1e 1f 20 21 Eesceennssssatll
33 33 34 35 36 37 38 36 3a 2b 2c 2d Ze 3f 38 31 "eSER'() "+,-. 001

. G000 1100 1101 = Hb: 205 2 32 33 34 35 36 37 234567

Type: Ipvd (0x0808)
Internet Protocol Version 4, Sre: 192.8.2.100, Dst: 168.51. 160,100
Internst Control Message Protocol

Now open the capture files for Portchannel1.207. Select the first packet and check the key points

1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.

2. The original packet header has the VLAN tag 207.

3. The internal switch inserts an additional port VLAN tag 1001 that identifies the ingress
interface Portchannell.

4. The internal switch inserts an additional VN tag.

" Tee Sowrce Desmngtn Frospod ]
r 12022-98-04 08:18:124.572508869 192.168.247.100 192.168.247.102  ICWP 128 1 (ping) request |ideexpovb, seqe=a/a, ttl=255 (no response found!)
2 20922-98-84 BB:18:24.572550073  192.168.247.100 192.168.247.182 ICHP 118 i request | id-expavh, seqea/e, ttls255 (no response found!)
3 2022-98-04 BB:18:24.573286630 192.168.247.100 192.168.247.182 ICHP 128 Gt 255 Ec ping) request id-Bxeevb, seqe1/256, ttl=255 (no response found!)
4.573287640  192.168.247.100 192.168.247.102 ICHP 118 ax6e9f (24735} 255 Echo (ping} request id-exee7b, seqe1/256, ttl=255 (no response found!)
4.573794751  192.168.247.109 192.168.247.182 ICHP 128 ax6aad (24736) 255 Echo (ping) request id-exeovh, seqe2/512, ttl=255 (no response foundl)
4573795748 192.168.347.100 192.168.247.102  ICHP ns @x60a8 (24736) 255 Echo (ping) request id-mxpo7h, seq-2/512, tt1-255 (no respense foundl)
7 2022-08-04 0B:18:24,574368638  192,168.247.100 192,168.247.102  ICWP 128 @x6oal (24737) 255 Echo (ping) request id-mxpo7h, seq-3/768, ttl-255 (no respense found!)
# 2022-98-04 0B:18:24,574360574  192,168.247 192,168.247.102  ICHP 18 @x6aal (24737) 255 Echo (ping) request id-expo7b, seq-3/768, ttl=255 (no response found|)
0 2022-98-04 0B:18:24,574914512 192,168.24 192,168.247.102  ICHP 128 @x60az (24738) 255 Echo (ping) request id-ewpe7b, seq-4/1024, ttl=255 {no response found|)
10 2022-08-04 0B:18:24,574915415  192,168.24 192,168.247.102  ICHP 118 @x6Raz (24738) 255 Echo (ping) request id-ewe7b, seq-4/1024, ttl=255 {no response found|)
11 2022-08-04 0B:18:24, 575442569 192, 168.24 192,168,247, 102 Iche 128 Dw6aad (24739) 255 Echo (ping) request id-expo7b, seqe5/1280, ttl-255 (no response foundl)
12 2022-08-04 0B:18:24, 575443600 192, 168,24 192,168,247, 102 Iche 118 Dwboad (24739) 255 Eche (ping) request id=-expo7b, seqe5/1280, ttl=255 (no response foundl)
13 2022-08-04 0B:18:24, 575918119 192, 168.24 192,168,247, 102 Iche 128 Dwboad (24740) 255 Eche (ping) request Id=oxoo7b, seqe6/1536, ttl=255 (mo response foundl)
14 2022-08-04 0B:18:24, 575919057 192,168,247, 100 192, 168,247,182 Iche 118 Dwbaad (24740) 255 Echo (plng) request ld-0xee7b, seqe6/1536, ttl=255 (no response foundl)
15 2022-08-04 DB:18:24, 576407671 192, 168,247,100 192, 168,247,182 TIcne 128 @wbaas (24741) 255 Echo (ping) request ld=oxee7b, seq=7/1792, ttl=255 (no response foundl)
16 2022-08-04 DB:18:24, STEA08585 192,168,247, 100 192, 168,247,182 b, 118 @wbaas (24741) 255 Echo (ping) request ld=gxeo7b, seq=7/1792, ttl=255 (no response foundl)
17 2022-08-04 0B:18:24,576885643  192,168.247,100 192,168.247.102  ICHP 128 xbaas (24742) 255 Echo (ping) request id=oxoe7b, seq=g/2048, ttl=258 (no response foundl)
18 2022-08-04 0B:18:24,576880561  192,168.247,100 192,168.247.102  ICHP 18 xbaas (24742) 255 Echa (ping) request Id=@xeo7b, seqeg/2048, ttl=255 (no response foundl)
19 2022-08-04 0B:18:24,577354328  192,168.247.100 192,168.247.102  ICHP 128 xbaa7 (24743) 255 Echo (ping) request Id=gxeo7b, seqes/2384, ttl=255 (no response foundl)
20 2022-98-04 OB:18:24.577355234  192.168.247.100 192, 168,247,182 ICHP 118 axboa? (24743} 255 Echo (ping) request id=8x0aTb, seqe=9/2304, til=25% (no response found!}
21 3022-98-04 OB:18:24.577I8TEI2  192.168.247.100 192, 168,247,182 ICHP 128 axboad (24744} 255 Echo (ping) request id=8xeeTh, seq=10/2568, ttl=255% (no response Foundl)
22 3022-98-04 BB:18:24.57 7989290 192.168.247.100 192, 168,247,182 ICHP 118 axbead (24744} 255 Echo (ping) request id=exeetb, seq=10/2568, t1l=255% (no response Foundi)
23 3022-98-04 BB:18:24.57E448TEL  192.168.247.100 192, 168,247,182 ICHP 128 axbead (24745} 255 Echo (ping) request id-exeavb, seq=11/2816, t1l=255% (no response Foundi)
192,168, 247,188 192, 168. 247,182 ICHP 118 axteas (24745} 255 Echo (ping) request id-exeevb, seq=11/2816, t1l=255% (no response Foundi)
25 2022-98-04 BB:18:24.578990043  192.168.247.100 192, 168.247.182 ICHP 128 axbeaa (24746) 255 Echo (ping) request id-exeevb, seq=12/3972, ttl=255% (o response Foundi)
26 2022-98-04 BB:18:24.578900807 192.168.247.100 192.168.247.102 TCHP 118 exedaa (24746) 255 Echo (ping) request seq=12/3872, ttl=255 (no response Found!)

27 2022-98-04 @B:118:24.570426962 192.168.247.100 192.168.247.182 ICHP 128 exe0ab (24747) 255 Echo (ping) request 3/3328, ttl=255 (o response Foundi)

«
* Frame 1; 128 bytes on wire {1024 bits), 128 bytes captured (1024 bits) on interface capture wd 3, id @
* Ethernet 11, Src: Cisco dbiec:od (@9:17:dfidéiecidd), Dst: a2:76:f2:00:00:1c (a2:76:f2i00:00:1c)

@0 1c 00 17 df d6 ec 00 89 26 89 3d CZEERTEIFRRRY T
@3 oD 81 00 o0 cf 08 OO 45 0D 0D 64 E-od
ff 01 ea dd cd a8 7 64 <0 a8 7 66 - f
o0 Th 00 20 0D 00 90 02 4 Bc 44 78 : SaiEE

ab cd ab ¢d  ab cd ab cd ab cd ab cd
ab cd ab ¢d ab cd ab od ab cd ab cd
ab cd ab cd ab cd ab od ab cd ab od
ab cd ab cd ab cd ab ed ab cd ab cd

. B0 BOOP 2811 1181

pestination: &1

= Looprd: Mo 4
= Reserved: @

= Versiom: @

= Seurce: @

#92.1¢ virtual LAN, PRI: @, DEI: @, B

1
B0, werr meer aeee = Priority: Best Effort (default) (@)
® wver wenr sene = DEL: Ineligible 3

» P21 1110 1091 - I0: 1091
RELEE (5D
] 882,10 Virtual LAN, PRI: @, DEL: @, ID: 207
B0, wiar weas eese = Priority: Best effort (defauit) (@)
wre® wues waes sews = DELD Ineligible
cone D909 1108 1111 = ID: 207 2
Type: IPva (oxdsea)
Internet Protocol version 4, Sre: 192.168.247.108, DSt: 192.168.247.102
Internet Control Message Protocol

Select the second packet and check the key points:

1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.



2. The original packet header has the VLAN tag 207.

Pretest
ICHP

ICHP
IcHP
IcHP
IcHP
1cHe

2

e, Tend Seuren [Er—
12022-08-04 08:18:24.57 2548060 192.168,247.180 192,168, 247,182
Z2022-08-04 DBI1EI2A.572550071  192.168.247. 100 192, 168,247,182
3 2022-08-04 08:10:24 573206630  192.168.247.100 192.168.247.102
42023-08-04 02:18:34.5731287640  192.168.347.100 192.168.247.182

124573794751 192.168.247.100 192.168.347.102
IT9STAR  192.168.347.100 192.168.247.102
LSTAISEGIE  192.168.247.100 192.168.247.103
LSTAIEHSTA  192.168.247.100 192.168.247.103
.574014517  192.168.247.100 192.168.247.103
18 2032 -08-84 08: .574015415  192.168.247.100 192.168.247.102
11 2827 -08-84 08: -575442560 192.168.247.100 192.168.247.102
12 2032-08-04 08: 2575443601  192.168.247.100 192, 168.247.102
1% 2032-08-04 08:18:24.575018119  192.168,247.100 192, 168.247.102
14 2037 -08-04 08: LST5000057  192.168.247.108 193, 168,247,102
15 2027 -08-04 08:18:24.576407671  192.168.247.100 192, 168.247.102
16 2027 -08-04 G8: <ST6A0B585  192.168.247.100 192, 168.247.102
AT 2022-08-04 08:18:24 576885043  192.168.347.100 192.168.347.103
18 2022-08-04 081 -STEBRES61  192.168.3247.100 192.168.247.102
19 2022-08-04 ©8:18:24.577394328  192.168.247.100 192.168.247.102
20 2022-08-84 081 .577395234  192.168.247.100 192.168.247.103
21 2027-08-84 0981 .STTOBTE3Z  192.168.247.100 192.168.247.1032
27 2027-08-84 981 .STTOR9290  192.168.247.100 192.168.247.102
23 2027-08-84 98: .STRA4B781  192.168,.247.100 192.168.247.102
24 2022 -08-B4 98: .578440000  192.168,247.100 192,168.247,102
25 2022-08-04 08: .STR000D43  192.168,247.100 192,168.247,102
26 2022-08-04 08; «STEODOET  192.168,247.199 192, 168,247,102
27 2022-08-04 08;18: 24, 570426962 192,168,247, 199 192, 168, 247,102
<
Frame 7: 118 bytes on wire (944 bits), 118 bytes captured
Ethernet II, Src: Cisco déiec:on (90:17:df:dézec:00), Dst: a2:76:92:00:00:1¢c (
~| 802.1Q virtual LAN, PRI: @, DEL: @, ID: 207
(] = Priority: Best Effert (default) (@)
DEL: Imeligible
1180 1111 = 10: 207
Type: IPvd {Oxgaoa)
Internet Protecol version 4, Src: 192.168.247.100, Dst: 192.168.247.102
Internet Control Message Protocol

118
128
118
128
118
128

2:76:F2: 00:00:1¢)

»o
1 Ox6096 (24734}
xS [24734)

PITL b

255 Echo (ping) request
356 [Echo (ping) request

i d=0x207b,
| d=0xBaTh,

[T
axBasf (24735)
OxBosd (24736)
axGasn (24736)
axcaal (24737)
axcaal (24737)
axGaal (24738)
owGda2 (24738)
awGdad (24730}
aw6dal (24739}
OwGiad {24740}
dmbdad (24740)
Ox6as (24741}
oxbdas (24741}
Oxbaat (24742}
Oxbast (24742}
oxeaal (24743)
exeaad {24743)
exEaal {24744)
exEaal {24744)
ameaan (24745)
am60a0 (24745)
awGaa {24746)
awGaa {24746)
ax6aab (24747)

{24735)

(244 bits) on interface capture_ue 3, id @

255 Echo (ping) request
285 Echo (ping) request
285 Echo (ping) request
285 Echo (ping) request
255 Echo (ping) request
255 Echo (ping) request
255 Echo (ping) request
255 Echo {ping) request
255 Echo (ping) request
355 Echo (ping) request
255 Echo (ping) request
255 Eche (ping) request
255 Echo (ping) request
255 Echo (ping) request
255 Echo (ping) request
255 Echo (ping) request
255 Echo (ping) request
255 Echo {ping) request
255 Echo {ping) request
255 Echo {ping) request
255 Echo (ping) request
255 Eche (ping) request
255 Eche (ping) request
255 Eche (ping) request
255 Echo (ping) request

1 d= im0 Th,
i =0 Th,
i a0 Th,
i a0 7h,
ide0o0a7h,
ide0x0a7h,
id-0pa7h,
id=gu@a7h,
id=amda7h,
id=amdaTh,
1 d=iin07h,
1 d=iinsaTh,
1d=ndaTh,
1 d=ibnd0Th,
i d=bxdaTh,
id=bxda7h,
i ded07h,
ideoxoath,
id-expath,
id-expath,
id-exma7h,
id-ameo7b,
id-omeo7b,
id=-omeo7b,
1d=RmdaTh,

Seqe1/256,
Seq=1/256,
Seqe2i512,
seqe2f512,
seqe3/ 768,
seqe
seqe.
seq-
seqe
seqe
seqe
seqs
seqe
seqe
seqs
seqe
seq
seq
seq
seqe
seq=
seq-
seq-
seq-
seq-

=18/2568,
18/ 2568,
11/2816,
11/ 2816,
1273072,
12/3072,
1373328,

az 76 f2 o0 88 1c @3 17
63 00 45 00 DO &4 &0 %
7 64 c0 ag F7 66 08 00
@0 82 ad &c 4a 78 ab od
ab ¢d ab od ab od ab cd
ab ¢d ab od ab od ab cd
ab cd ab od ab od ab cd
ab ¢d ab ¢d ab cd

saq=0/0, ttl=255 (no response Foundl)

seq=0f8, ttl=255 (no response Foundl)

ttl=255 (no response Foundl)
EEl=285 (no response Found!)
ttl=288 (no response Found])
ttl=288 (no response Found])
ttl=255 (no response Found!)
3/768, ttl=255 (no response found!)
Af1024, ttls
af1024, ttl=
S/1380, ttle-
S/1380, ttle-
6/1536, ttls=
671536, ttls
TiTez, ttl
Ti1Tez, ttl
8/2048, ttl
8/2048, ttls
=9/2304, ttls
=9/2304, ttls
ttl=255 (no response found!)
ttl=255 (no response found|)
ttl=255 (no response found|}
ttl=255 (ne response found|)
ttl=255 (no response found|)
ttl=255 (ne response found|)
ttl=255 (ne response found|)

255
155
55
255
255
255
- 255
255
«355
255
255
255

{no response found!)
{no response found! )
{no response found|)
{no response foundl)
{no response found! )
{no response foundl)
{no response found!)
{no response found!)
(no response found!)
(no response found!)
(no response found!)
{no response found!)

df db ec 99 81 00 ob of
o0 00 FF 01 ca dd cb ag
o5 ci 03 7b 00 80 0B DY
ab cd ab cd ab od ab cd
ab cd ab cd ab od ab cd
ab cd ab cd ab od ab cd
ab cd ab cd ab cd ab cd

Explanation

When a packet capture on a front interface is configured, the switch simultaneously captures each

packet twice:

. After the insertion of the port VLAN tag.
- After the insertion of the VN tag.
In the order of operations, the VN tag is inserted at a later stage than the port VLAN tag insertion.

But in the capture file, the packet with the VN tag is shown earlier than the packet with the port
VLAN tag. Additionally, in the case of subinterfaces, in the capture files, every second packet does

not contain the port VLAN tag.

This table summarizes the task:

Task .
point

Configure and verify a
packet capture on
subinterface
Ethernet1/2.205
Configure and verify a
packet capture on
Portchannell subinterface 3
with member interfaces
Ethernetl/3 and
Ethernetl/4

2.205

4

Packet Capture Filters

Capture

Internal port VLAN in

captured packets

Ethernetl/

Ethernetl/

Ethernetl/

102

1001

Directi
on

Captured traffic

Ingress ICMP echo requests from host

only

Ingress
only

192.0.2.100 to host 198.51.100.

ICMP echo requests from
192.168.207.100 to host
192.168.207.102

Use the FCM and CLI to configure and verify a packet capture on interface Ethernetl/2 with a

filter.

Topology, packet flow, and the capture points



Chassis
| \nternal Switch Security Module
3 FTD/ASA

=
-

al
-

LLFDER T

Backplane

@ ICMP echo-reply

198.51.100.100

Configuration

FCM

Follow these steps on FCM to configure a capture filter for ICMP echo request packets from host
192.0.2.100 to host 198.51.100.100 and apply it to packet capture on interface Ethernetl1/2:

1. Use Tools > Packet Capture > Filter List > Add Filter to create a capture filter.

2. Sgeci¥ the Filter Name, Protocol, Source IPv4, Destination IPv4 and click Save:

Filter List
faar_iemp. 02001001 00103700 192.0.2.100 un ] BORO%:00100180500 192.0.2.100 n |

Edi
Fi
Pr o
Ether ¥
trar 0 0
Seece  Destnabion
thed 1PLAT.100 96,51, 100,100
toes 3
Port 0 o
Ac 00:00:00:00:00:00 0050000, 00:03:00

3. Use Tools > Packet Capture > Capture Session to create a new capture session:
Overview Interfaces Logical Devices Security Engine Platform Settings System

Packet Capture I

Help admin

Troubleshooting Logs

o somion T

Mo Session available

4. Select Ethernetl1/2, provide the Session Name, apply the capture filter and click Save and
Run to activate the capture:



Overview Interfaces Logical Devices Security Engine  Platform Settings

Select an nstance: fedi - Save and Run Save Cancel
ftdy cawl
Ethe
256 MB -
. -
1518 Byt
|_overwne | )
= apture Filte Apply Filter &
e
FID Aaghy Anoiber F
22 9. Echarnet
Fiter_kmg v T8 Ethemeti)2 ~ |3
e

Follow these steps on FXOS CLI to configure packet captures on backplane interfaces:

1. Identify the application type and identifier:

firepower# scope ssa

firepower /ssa# show app-instance

App Nare Identifier Slot ID Admin State Oper State Runni ng Version Startup Version
Depl oy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd ftd1l 1 Enabl ed Onl i ne 7.2.0.82 7.2.0.82
Native No Not Applicable None

2. Identify the IP protocol number in https://www.iana.org/assignments/protocol-numbers/protocol-
numbers.xhtml. In this case, the ICMP protocol number is 1.

3. Create a capture session:

2.
firepower# scope packet-capture
firepower /packet-capture # create filter filter_icmp
firepower /packet-capture/filter* # set destip 198.51.100.100
firepower /packet-capture/filter* # set protocol 1
firepower /packet-capture/filter* # set srcip 192.0.2.100
firepower /packet-capture/filter* # exit
firepower /packet-capture* # create session capl
firepower /packet-capture/session* # create phy-port Ethernetl/2
firepower /packet-capture/session/phy-port* # set app ftd
firepower /packet-capture/session/phy-port* # set app-identifier ftdl
firepower /packet-capture/session/phy-port* # set filter filter_ icmp
firepower /packet-capture/session/phy-port* #
firepower /packet-capture/session* # enable
firepower /packet-capture/session* # commit
firepower /packet-capture/session #

Verification

exit

FCM

Verify the Interface Name, ensure that the Operational Status is up and that the File Size (in
bytes) increases:


https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml
https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

_Goure sasson [TETTTN

Filter List Add Pl

Verify the Interface Name, the Filter, ensure the Operational Status is up, and the File Size (in
bytes) increases in Tools > Packet Capture > Capture Session:

& Reesh, Caphredesson | Delene Al Lessers

S capl Drop Coust: 0 [ operational state: wp | Bufier Size: 756 MB Snap Length: 1518 Byles
‘lmm— ] {m ]rl-stul-m-.l File Hame Device Hame

Ethernet1/2 | filver_somp Bamg 1
FXOS CLI

Verify the capture details in scope packet-capture:

firepower# scope packet-capture
firepower /packet-capture # show filter detail

Configure a filter for packet capture:
Name: filter icmp
Protocol: 1
Ivlan: 0
Ovlan: O
Src Ip: 192.0.2.100
Dest Ip: 198.51.100.100
Src MAC:. 00: 00: 00: 00: 00: 00
Dest MAC:. 00: 00: 00: 00: 00: 00
Src Port: O
Dest Port: O
Et hertype: 0
Src | pv6:
Dest | pv6:
firepower /packet-capture # show session capl

Traffic Monitoring Session:
Packet Capture Session Name: capl
Session: 1
Admin State: Enabled
Oper State: Up
Oper State Reason: Active
Config Success: Yes
Config Fail Reason:
Append Flag: Overwite
Session Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: 0
Drop Count: O

Physi cal ports involved in Packet Capture:
Slot Id: 1
Port Id: 2
Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-2-0.pcap
Pcapsize: 213784 bytes
Filter: filter_icmp
Sub Interface: 0O
Application Instance Identifier: ftdl



Application Name:

ftd

Collect capture files

Follow the steps in the section Collect Firepower 4100/9300 Internal Switch Capture Files.

Capture file analysis

Use a packet capture file reader application to open the capture file. Select the first packet and
check the key points

1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.
2. The original packet header is without the VLAN tag.
3. The internal switch inserts additional port VLAN tag 102 that identifies the ingress interface

Ethernet1/2.

4. The internal switch inserts an additional VN tag.

Type: 802.19Q virtual LAN (Bx8108)
vmﬁ,_ﬁu O, DEL: @, ID: 192
BB, .... ... = Priority: Best Effort (default) (8)
e aies saes wan = DEI: Ineligible 3
.o.. BEOO 9110 0118 = ID: 102
Type: IPvd (@x@E0E)

| Internet Protocol Version 4, Src:
| Internet Control Message Protocol

192.2.2.108, Dst: 198.51.108.100

2

N, Time Source Destnaticn Fronoced Length |3 ] PTTL b
12022-08-82 15:46:55.603277760 192.0.2.100 198.51.100.18@ 1cHP 188 1 exeal2 (18) 64Echo (ping) request| id=exee1s, seq=349/23809, ttl=64 (no r
2 2022-08-02 15:46:55.603279688 192.9.2.100 158.51.108.180 1CHP 182 ox0a12 (18) 64 Echo (ping) request| id-0x0018, seq=349/23809, ttl=64 (no r
3 2022-06-02 15:46:56.627139252 192.0.2.100 198.51.108.169 1cHP 188 exeedb (219) 64 Echo (ping) request id=exee1s, seq=358/24065, ttl=6d (no r
4 2022-08-92 15:46:56.627148019 192.8.2.100 198.51.108.160 1cHP 182 exeedb (219) 64 Echo (ping) request id=ex0e18, seqe358/240865, ttl=&d (no r
5 2022-08-02 15:46:57.651185193  192.9.2.100 198, 51,108,169 ICMP 108 oxdlch (459) 64 Echo (ping) request id-@x0@18, seq=351/24321, ttl=&4 (no r
6 2022-08-92 15:46:57.651186787 192.8.2.100 198.51.108.160 1CMP 182 exdlch (459) 64 Echo (ping) request id=exee1s, seqe351/24321, ttle6sa (no r
7 2022-08-02 15:46:58.675153317  192.9.2.100 198.51.108.162 1cHP 108 oxolde (47@) 64 Echo (ping) request id-0x0e18, seq=352/24577, ttl=64 (no r
£ 2022-08-92 15:46:58.675154563 192.98.2.100 198, 51,100,160 1cHP 192 oxoldé (47@) 64 Echo (ping) request id-@x0@1s, seqe352/24577, ttles4 (no r
9 2022-08-92 15:46:59.6099152639 192.8.2.100 198.51.108.160 1CMP 108 exo1fa (50e) 64 Echo (ping) request ideex0@18, seqe353/24833, ttlecd (no r
19 2022-28-02 15:46:50.600153835 192.9.2.180 198.51.108. 188 ICHP 182 axe1fa (5ee) 64 Echo (ping) request id=@x0e18, seq=353/24833, ttlssd (no r
11 2022-05-02 15:47:00.723142641 192.0.2.100 198.51.106. 160 1CHP 168 axeife (565) 64 Echo (ping) request id-Bx0018, seqe354/25089, ttlesd (no r
12 2022-2E-02 15:47:09.723144643 192.9.2.180 1498.51.108. 188 ICMP 182 @x01f9 (505) 64 Echo (ping) request id=@x0@18, seqe354/25889, ttlesd (no r
13 2022-88-02 15:47:01.747162204 192.9.2.180 1498, 51,108, 1088 ICHP 188 ex2ee (622) 64 Echo (ping) request id=-0x0@18, seq=355/25345, ttl=s4 (no r
14 2022-26-92 15:47:01.747163783  192.9.2.18@ 198,511,108, 180 ICHP 182 ex@26e (622) 64 Echo (ping) request id=ex@els, seq=355/25345, ttl=64 (no r
15 2022-28-02 15:47:02.771209952 192.9.2.180 1698.51.108. 188 ICMP 188 exe2bec (708) 64 Echo (ping) request id=@x0@18, seq=356/256081, ttl=sd (no r
16 2022-88-22 15:47:02.771211862 192.9.2.180 148.51.108. 108 ICHP 182 exe2be (T00) 64 Echo (ping) request id=-@x0018, seq=356/25601, ttl=64 (no r
17 2022-08-02 15:47:03.772258550 192.9.2.189 198,511,108, 189 IcHP 188 exe32f (815) 64 Echo (ping) request id=exee1s, seq=357/25857, ttl=64 (no r
18 2022-@8-02 15:47:03.772259724 192.9.2.180 1698.51.108. 188 ICHP 182 ax032f (815) 64 Echo (ping) request id=@xe@18, seq=357/25857, ttl=&4 (no r
19 2022-08-02 15:47:04,791118519 192.9.2.100 198,51.100.100 cHe 108 oxeaaf (1839) 64 Echo (ping) request id-exee18, seq=358/26113, ttl=64 (no ¢
20 2022-88-82 15:47:04.791119721 192.9.2.189 198.51.109. 188 ICHP 182 exedaf (1839) 64 Echo (ping) request id=exee18, seq=358/26113, ttl=64 (no r

€ 3

Frame 1: 188 bytes on wire {w bits), 188 bytes captured (564 bns]- on mrer-face capture we_1, ig S8 97 bd b9 77 @e @3 50 56 9d €8 be 89 26 80 @2 Xo-ow-P VeoccReo
00 90 81 90 00 66 OF 08 45 80 00 54 09 12 40 @0 sessfes EosTssfis
48 @1 Ad b ¢O 80 82 64 <6 33 64 64 BB 90 9¢ 67 @M----d -3dd--g
1.. S aiie . = pirection: From Bridge 08 18 01 5d e2 46 9 62 0D 00 90 00 <1 a6 Bc 09 <2 ]+Fel snenes
B ronter vi¢ 1 Heemana s men =
£ O00S00IDIDEE1ea0 s e DESLLASLION:: M 2c 2d 2e 2f 3@ 31 32 33 34 35 36 37 »--/8123 4567
................ [ Looped: No 4
B Reserved: @
.................. B8 ... c.en wa.. = Version: @
.................... 0000 02D 0Ee8 = Source: @

Select the second packet, and check the key points:

1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.
2. The original packet header is without the VLAN tag.
3. The internal switch inserts additional port VLAN tag 102 that identifies the ingress interface

Ethernet1/2.




No. Time Souree Destination Frotool Length FD PTIL Inéo I
12022-08-02 15:46:55.603277760 192.0.2.100 198,51.1900.108 ICHP L] oxeell (18) 64 Echo (ping) request | id=x@eis, seq=349/23889, ttl=64 (no r
2 2022-08-02 15:46:55.603279688 192.8.2.100 198.51.108. 108 ICMP 182 axeal1? (18) 64 Echo (piﬂg} request | id=0x@e18, seq=349/23889, ttl=64 (no r
2 2022-08-02 15:46:56.627139252 192.8.2.180 198.51.108. 108 ICHP 188 axeddb (219) 64 Echo (ping) request 1d-0x0018, seq=350/24865, ttl=64 (no ©
4 2022-08-92 15:46:56.627140919  192.9.2.10@ 198,51.19@, 188 ICMP 102 axeddh (219) 64 Echo (ping) request id=@x@e18, seq=350/24065, ttl=64 (no r
5 2822-08-02 15:46:57.651185193 192.8.2.180 198.51.198. 188 ICMP 188 ax@lch (459) 64 Echo (ping) request id=0x@e18, seq=351/24321, ttl=64 (no r
G 2022-08-02 15:46:57.651186787 192.0.2.100 198,51.100. 108 IcMp 1082 oxelch (459) 64 Echo (ping) request id=0x@818, seq=351/24321, ttl=64 (no r
7 2022-0B-92 15:46:58.675153317  192.9.2.100 198.51.198, 108 ICHMP 198 exeidé (470) 64 Echo (ping) request 1d=-0x0018, seq=352/24577, ttl=64 (no r
B 2022-08-082 15:46:58.675154583 192.8.2.180 198.51.198. 188 ICMP 182 axe1ds (47@) 64 Echo (ping) request id=ex@e18, seq=352/24577, ttl=64 (no r
9 2022-08-92 15:46:59.699152639 192.0.2.100 198.51.1900. 108 ICHP 108 axg1fa (500) 64 Echo (ping) request id=0x@e18, seq=353/24833, ttl=64 (no r
10 2022-08-02 15:46:59.699153835 192.9.2.1080 198.51.100 . 188 ICMP 102 axa1fa (500) 64 Echo (ping) request id=exee18, seq=353/24833, ttl=6a (no r
11 2022-08-82 15:47:00.723142641  192.9.2.1080 198.51.100. 108 ICHP 108 ax@1f9 (505) 64 Echo (ping) request id=ex@e18, seq=354/25089, ttl=64 (no r
12 2022-08-02 15:47:00.723144643  192.9.2.180 198.51.100. 108 ICHP 162 ax@1fs (505) 64 Echo (ping) request id=0x@018, seq=354/25689, ttl=64 (no r
13 2022-08-92 15:47:01.747162204 192.9.2.100 198.51.100. 108 ICMP 168 axa26e (622) 64 Echo (ping) request id=ex@e18, seq=355/25345, ttl=64 (no r
14 2022-08-82 15:47:01.747163783  192.9.2.1080 198.51.100. 108 ICHP 182 ax@26e (622) 64 Echo (ping) request id=ex@018, seq=355/25345, ttl=64 (no r
15 3022-08-92 15:47:02.771209952 192.8.2.180 193.51.198. 108 ICHP 188 ex@zbc (700) 64 Echo (ping) request id=-0x0018, seq=356/25681, ttl=64 (no r
16 2022-08-82 15:47:02.771211862 192.9.2.100 198.51.108. 188 ICMP 182 ax@zbc (704) 64 Echo (ping) request id=ex@e18, seq=356/25681, ttl=64 (no r
17 2022-88-82 15:47:03.772258558 192.8.2.180 198.51.100. 188 ICMP 168 axg32f (815) 64 Echo (ping) request id=0x@018, seq=357/25857, ttl=64 (no r
18 2022-98-92 15:47:03.772259724 192.9.2.199 198.51.1900.109 ICMP 102 exe32f (815) 64 Echo (ping) request id-exee18, seq=357/25857, ttl=64 (no r
19 2022-88-92 15:47:84.791118519 192.98.2.1089 198.51.100. 188 ICMP 168 axaaef (1839) 64 Echo (ping) request id=ex@818, seq=358/26113, ttl=64 (no r
20 2022-08-92 15:47:04.791119721  192.9.2.180 198.51.100. 188 ICMP 182 axgaef (1039) 64 Echo (ping) request id=0x0018, seq=358/26113, ttl=64 (N0 r |«
< >
Frame 2: 182 bytes on wire (&16 bits), 182 bytes captured (816 bits) on interface capture_ue 1, i1 58 97 bd b9 77 e 00 50 56 9d e& be 81 00 00 66 X - W P We----of
Ethernet II, Src: VMware Od:eg:be (@9:58:56:9d:e8:ba), Dst: Cisco bo:77:@e (58:97:bd:bo:77:0e) 98 @2 45 82 08 54 A@ 12 408 80 40 01 4d 9b cO @@ - E--T-- @-@M
~[802.1q virtual LAN, PRI: @, DEI: @, ID: 102 92 64 ¢6 33 64 64 03 8@ 98 67 @@ 18 @1 5d e2 46 d-3dd g -1'F
OIE: caiisis iisis dEs = Priority: Best Effort (default) (@) 3l €2 62 00 00 DO GO CL af AC 0O GAGI GO GO 1011 b
B o e « DEI: Ineligible 3 12 13 14 15 16 17 18 19 1a ib 1c 1d 1e 1f 20 21 : " 1
s 22 23 24 25 26 27 28 29 2a 2b 2¢ 2d e 2f 30 31 REXE' () *+,-.f01
ceao 000D 9110 0110 = ID: 102 32 33 34 35 36 37 334867
Type: IPvd (OxOE00)
Internet Protocol Wersion 4, Src: 192.9.2.108, Dst: 1938.51.100.108
Internet Control Message Protocol

Explanation

When a packet capture on a front interface is configured, the switch simultaneously captures each
packet twice:

. After the insertion of the port VLAN tag.
- After the insertion of the VN tag.
In the order of operations, the VN tag is inserted at a later stage than the port VLAN tag insertion.

But in the capture file, the packet with the VN tag is shown earlier than the packet with the port
VLAN tag.

When a capture filter is applied only the packets that match the filter in the ingress direction are
captured.

This table summarizes the task:

Captur Internal port VLAN Directi

Task User filter Captured traffic

e point in captured packets on
Configure and verify Protocol: ICMP
a packet capture Etherne Inaress Source:192.0.2 ICMP echo requests from h
with a filter on the /2 102 on%y .100 192.0.2.100 to host

Destination: 198.51.100.100

198.51.100.100

front interface
Ethernetl/2

Collect Firepower 4100/9300 Internal Switch Capture Files

FCM

Follow these steps on FCM to collect internal switch capture files:

1. Click the Disable Session button to stop the active capture:



Overview Interfaces Logical Devices Security Engine Platform Settings

& Rafresh Pt ST Delets Al Sessons

- EI capi Drop Count: & Operational Siate: up Hulfer Size: 256 M Snap Lengths 1510 Bytes
Interface Hame Filter File Size (in bytes) Flle Hame Devioe Hame
Ethemetl/2 Naone 34700 capl-ethernet-1-2-0.pcap fed1

2. Ensure the operational state is DOWN - Session Admin Shut:

Overview Interfaces Logical Devices Security Engine Platform Settings

P
C Refresh Captune Sesgon st A Sesitones
¥ capl Drosp Cont: 0 Oparational State: DOWN - Sessbon_Admin_Shut Buffer Size: 256 MB Snap Langth: 1518 Bytes B
Interface Name Filter File Size (i bytes) File Narme Device Name
Ethamatif2 Hons 218828 £api-athamats1:2+0,peag fri

3. Click Download to download the capture file:

Overview Interfaces Logical Devices Security Engine Platform Settings

e
& Refresh Cagiture Sesion Delite Al Sedsions
5 capl Drop Count: 0 Oporational Stato: DOWN - Sossion_Admin_Shut Buller Sizo: 256 MB Snap Longth: 1518 Bytes 3B
Interface Name Filteer File Size {in bytes) Fille Hame: Devioe Name
Etharm wtlf2 None Z10828 capl-athemats 1-2-0.pcap frdl I >, |

In the case of port-channel interfaces, repeat this step for each member interface.
FXOS CLI

Follow these steps on the FXOS CLI to collect capture files:

1. Stop the active capture:

firepower# scope packet-capture

firepower /packet-capture # scope session capl
firepower /packet-capture/session # disable
firepower /packet-capture/session* # commit
firepower /packet-capture/session # up

firepower /packet-capture # show session capl detail

Traffic Monitoring Session:
Packet Capture Session Name: capil
Session: 1
Admin State: Disabled
Oper State: Down
Oper State Reason: Admin Disable
Config Success: Yes
Config Fail Reason:
Append Flag: Overwite
Session Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: 0
Drop Count: O

Physi cal ports involved in Packet Capture:
Slot Id: 1
Port Id: 2
Pcapfil e: /workspace/packet-capture/session-1/capl-ethernet-1-2-0.pcap



Pcapsi ze: 115744 bytes

Filter:

Sub Interface: 0O

Application Instance Identifier: ftdl
Application Nane: ftd

2. Upload the capture file from the local-mgmt command scope:

firepower# connect local-mgmt
firepower(local -nmgnt)# copy /packet-capture/session-1/capl-ethernet-1-2-0.pcap ?

ftp: Dest File URI
ht t p: Dest File URI
htt ps: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

ushdri ve: Dest File URI
vol atile: Dest File URI
wor kspace: Dest File UR

firepower(local -nmgnt)# copy /packet-capture/session-1/capl-ethernet-1-2-0.pcap
ftp://ftpuser@10.10.10.1/capl-ethernet-1-2-0.pcap
Passwor d:

In the case of port-channel interfaces, copy the capture file for each member interface.

Guidelines, Limitations, and Best Practices for Internal Switch Packet Capture

For the guidelines and limitations related to Firepower 4100/9300 internal switch capture refer to
the Cisco Firepower 4100/9300 FXOS Chassis Manager Configuration Guide or Cisco Firepower
4100/9300 FXOS CLI Configuration Guide, chapter Troubleshooting, section Packet Capture.

This is the list of best practices based on the usage of packet capture in TAC cases:

- Be aware of guidelines and limitations.

- Capture packets on all port-channel member interfaces and analyze all capture files.

- Use capture filters.

- Consider the impact of NAT on packet IP addresses when a capture filter is configured.

- Increase or decrease the Snap Len that specifies frame size in case it differs from the default
value of 1518 bytes. Shorter size results in an increased number of captured packets and vice
versa.

- Adjust the Buffer Size as needed.

- Be aware of the Drop Count on FCM or FXOS CLI. Once the buffer size limit is reached, the
drop count counter increases.

- Use the filter lvntag on Wireshark to display only packets without the VN-tag. This is useful to
hide VN-tagged packets in the front interface packet capture files.

- Use the filter frame.number&1 on Wireshark to display only odd frames. This is useful to hide
duplicate packets in the backplane interface packet capture files.

- In the case of protocols like TCP, Wireshark by default applies colorization rules that display
packets with specific conditions in different colors. In the case of internal switch captures due
to duplicate packets in capture files, the packet can be colored and marked in a false-positive
way. If you analyze packet capture files and apply any filter, then export the displayed packets
to a new file and open the new file instead.



Configuration and Verification on Secure Firewall 3100

Unlike Firepower 4100/9300, the internal switch captures on the Secure Firewall 3100 are
configured on the application command line interface via the capture <name> switch command,
where the switch option specifies that the captures are configured on the internal switch.

This is the capture command with the switch option:

> capture cap_sw switch ?

buf fer Configure size of capture buffer, default is 256MB

ethernet-type Capture Ethernet packets of a particular type, default is IP

interface Capture packets on a specific interface

i vl an I nner VI an

mat ch Capture packets based on match criteria

ovl an Quter Vlan

packet-1ength Configure maxi mumlength to save fromeach packet, default is
64 bytes

real -time Di spl ay captured packets in real-tine. Warning: using this

option with a slow consol e connection nay result in an
excessive anount of non-di spl ayed packets due to perfornance

limtations.
stop St op packet capture
trace Trace the captured packets
type Capture packets based on a particular type

<Cr>

General steps for packet capture configuration are as follows:

1. Specify an ingress interface:

Switch capture configuration accepts the ingress interface nameif. The user can specify data
interfaces names, internal uplink, or the management interfaces:

> capture capsw switch interface ?

Avail able interfaces to listen:
i n_data_uplinkl Capture packets on internal data uplinkl interface
i n_nmgmt _uplinkl Capture packets on internal nmgmt uplinkl interface
i nsi de Narme of interface Ethernetl/1.205

managenent Name of interface Managementl/1
2. Specify the ethernet frame EtherType. The default EtherType is IP. The ethernet-type option
values specify the EtherType:

> capture capsw switch interface inside ethernet-type ?
802. 1Q

<0-65535> Ethernet type
arp

ip

i p6

pppoed

pppoes

rarp

sgt

vl an

3. Specify the match conditions. The capture match option specifies the match criteria:



> capture capsw switch interface inside match ?
<0-255> Enter protocol number (0 - 255)
ah

eigrp

esp

gre

icnp

i cnmp6

ignp

igrp

ip

ipinip

i psec

mac Mac- address filter
nos

ospf

pcp

pi m

pptp

sctp

snp

spi SPI val ue

tcp

udp

<Cr>

4. Specify other optional parameters such as the buffer size, the packet length, and so on.
5. Enable the capture. The command no capture <name> switch stop activates the capture:

> capture capsw switch interface inside match ip
>no capture capsw switch stop

6. Verify the capture details:

- Administrative status is enabled, and operational status is up and active.

- Packet capture file size Pcapsize increases.

- The number of captured packets in the output of the show capture <cap_name> is non-zero.

- Capture path Pcapfile. The captured packets are automatically saved in the
/mnt/diskO/packet-capture/ folder.

- Capture conditions. The software automatically creates capture filters based on capture
conditions.

> show capture capsw
27 packet captured on disk using switch capture
Readi ng of capture file fromdisk is not supported

>show capture capsw detail
Packet Capture info

Name: capsw
Sessi on: 1

Admin State: enabled
Oper State: up
Oper State Reason: Active
Confi g Success: yes
Config Fail Reason:
Append Fl ag: overwite

Sessi on Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0



Drop Count: 0

Total Physical ports involved in Packet Capture: 1
Physi cal port:

Slot Id: 1

Port 1d: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1l-capsw-ethernet-1-1-0.pcap
Pcapsize: 18838

Filter: capsw 1-1

Packet Capture Filter Info

Name: capsw-1-1

Pr ot ocol : 0

I vl an: 0

Ovlan: 205

Src |p: 0.0.0.0

Dest |p: 0.0.0.0

Src | pv6: -

Dest | pv6: -

Src MAC: 00: 00: 00: 00: 00: 00
Dest MAC: 00: 00: 00: 00: 00: 00
Src Port: 0

Dest Port: 0

Et hert ype: 0

Total Physical breakout ports involved in Packet Capture: O
0 packet captured on disk using switch capture
Readi ng of capture file fromdisk is not supported

7. Stop the captures when needed:

> capture capsw switch stop
>show capture capsw detail
Packet Capture info

Name: capsw

Sessi on: 1

Admin State: disabled

Oper State: down

Oper State Reason: Session_Admin Shut
Config Success: yes

Config Fail Reason:

Append Fl ag: overwite

Sessi on Mem Usage: 256

Session Pcap Snap Len: 1518

Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physi cal port:

Slot Id: 1

Port 1d: 1

Pcapfil e: / mt / di sk0/ packet - capt ur e/ sess- 1- capsw et hernet-1- 1- 0. pcap
Pcapsi ze: 24

Filter: capsw 1-1

Packet Capture Filter Info

Nane: capsw 1-1
Prot ocol : 0

I vl an: 0

Ovl an: 205

Src |p: 0.0.0.0
Dest |p: 0.0.0.0

Src | pv6:



Dest | pv6: -
Src MAC. 00: 00: 00: 00: 00: 00

Dest MAC: 00: 00: 00: 00: 00: 00
Src Port: 0
Dest Port: 0
Et hert ype: 0

Total Physical breakout ports involved in Packet Capture: 0O
0 packet captured on disk using switch capture
Readi ng of capture file fromdisk is not supported

8. Collect the capture files. Follow the steps in the section Collect Secure Firewall 3100 Internal
Switch Capture Files.

In version 7.2, the internal switch capture configuration is not supported on the FMC or FDM. In
the case of ASA software version 9.18(1) and later, internal switch captures can be configured in
ASDM versions 7.18.1.x and later.

These scenarios cover common use cases of Secure Firewall 3100 internal switch captures.

Packet Capture on a Physical or Port-channel Interface

Use the FTD or ASA CLI to configure and verify a packet capture on interface Ethernetl/1 or
Portchannell interface. Both interfaces have the nameif inside.

Topology, packet flow, and the capture points

Chassis
Internal Switch Security Module
FTD/ASA

- -

192.0.2.100 Uplink

[E] ICMP echo-reply outside .
198.51.100.100

Chassis
Internal Switch Security Module
FTD/ASA

192.0.2.100 Uplink

@ ICMP echo-reply outside -
198.51.100.100

Configuration



Follow these steps on ASA or FTD CLI to configure a packet capture on interface Ethernet1/1 or
Port-channell:

1. Verify the nameif:

> show nameif

Interface Narme Security
Ethernetl/1 inside 0
Et hernet 1/ 2 out si de 0
Managerent 1/ 1 di agnostic 0

> show nameif

Interface Narme Security
Port-channell inside 0

Et hernet 1/ 2 out si de 0
Managernent 1/ 1 di agnostic 0

2. Create a capture session:

> capture capsw switch interface inside

3. Enable the capture session:

> no capture capsw switch stop
Verification

Verify the capture session name, administrative and operational state, interface slot, and identifier.
Ensure the Pcapsize value in bytes increases and the number of captured packets is non-zero:

> show capture capsw detail
Packet Capture info

Name: capsw
Sessi on: 1

Admin State: enabled
Oper State: up

Oper State Reason: Active
Confi g Success: yes
Config Fail Reason:

Append Fl ag: overwite

Sessi on Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physi cal port:

Slot Id: 1

Port Id: 1

Pcapfil e: / mt/ di sk0/ packet - capt ur e/ sess- 1-capsw et hernet-1-1-0. pcap
Pcapsize: 12653

Filter: capsw 1-1

Packet Capture Filter Info

Nane: capsw1-1
Pr ot ocol : 0
I vl an: 0

Ovl an: 0



Src |p: 0.0.0.0

Dest |p: 0.0.0.0

Src | pv6: -

Dest | pv6: -

Src MAC: 00: 00: 00: 00: 00: 00
Dest MAC: 00: 00: 00: 00: 00: 00
Src Port: 0

Dest Port: 0

Et hert ype: 0

Total Physical breakout ports involved in Packet Capture: 0O
79 packets captured on disk using switch capture

Readi ng of capture file fromdisk is not supported
In the case of Port-channell the capture is configured on all member interfaces:

> show capture capsw detail
Packet Capture info

Name: capsw
Sessi on: 1

Admin State: enabled
Oper State: up

Oper State Reason: Active
Confi g Success: yes
Config Fail Reason:

Append Fl ag: overwite

Sessi on Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 2

Physi cal port:

Slot Id: 1

Port Id: 4

Pcapfil e: / mt/ di skO/ packet - capt ur e/ sess- 1-capsw et hernet - 1-4-0. pcap
Pcapsize: 28824

Filter: capsw-1-4

Packet Capture Filter Info
Nane: capsw 1-4
Prot ocol :

I vl an:

Ovl an:

Src Ip:
Dest | p:
Src | pv6:
Dest | pv6: -
Src MAC: 00: 00: 00: 00: 00: 00
Dest MAC: 00: 00: 00: 00: 00: 00
Src Port:
Dest Port:
Et her t ype:

eeo

S oooo0o0
oo
o O

o O o

Physi cal port:

Slot Id: 1

Port Id: 3

Pcapfil e: / mt/ di skO/ packet - capt ur e/ sess- 1- capsw et hernet - 1- 3- 0. pcap
Pcapsize: 18399

Filter: capsw 1-3



Packet Capture Filter Info

Nanme: capsw 1-3

Pr ot ocol : 0

I vl an: 0

Ovl an: 0

Src |p: 0.0.0.0

Dest |p: 0.0.0.0

Src | pv6: -

Dest | pv6: -

Src MAC: 00: 00: 00: 00: 00: 00
Dest MAC: 00: 00: 00: 00: 00: 00
Src Port: 0

Dest Port: 0

Et hert ype: 0

Total Physical breakout ports involved in Packet Capture: 0O
56 packet captured on disk using switch capture

Readi ng of capture file fromdisk is not supported
The port-channel member interfaces can be verified in the FXOS local-mgmt command shell via
the show portchannel summary command:

> connect fxos

KSEC- FPR3100- 1 connect local-mgmt

KSEC- FPR3100- 1(| ocal - ngnt) show portchannel summary
Flags: D - Down P - Up in port-channel (nenbers)
I - Individual H - Hot-standby (LACP only)

s - Suspended r - Modul e-renpved

S - Switched R - Routed

U - Up (port-channel)

M- Not in use. Mn-links not net

Group Port - Type Protocol Menber Ports
Channel
1 Pol(U) Eth LACP Ethl/3(P) Ethl/4(P)

1 Pol1( V) Fal se

Cluster LACP Status:

Channel dusterSpanned CusterDetach CusterUnitlD dusterSysliD

1 Pol(U) Fal se Fal se 0 cl ust
To access the FXOS on ASA, run the connect fxos admin command. In the case of multi-

context, run the command in the admin context.
Collect capture files

Follow the steps in the section Collect Secure Firewall 3100 Internal Switch Capture Files.

Capture file analysis



Use a packet capture file reader application to open the capture files for Ethernetl/1. Select the
first packet and check the key points:

1. Only ICMP echo request packets are captured.
2. The original packet header is without the VLAN tag.
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Open the capture files for Portchannell member interfaces. Select the first packet

key points:

1. Only ICMP echo request packets are captured.
2. The original packet header is without the VLAN tag.

and check the
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»|Frame 1: 182 bytes on wire (816 bits), 182 bytes captured (816 bits)
»| Ethernet II, Src: VMware O9d:ef:be (@9:58:56:9d:eg:be), Dst: Cisco _34:9a3:2c (bc:e?:12:34:9a:2c)
»| Internet Protocol Wersion 4, Src: 192.8.2.108, Dst: 198.51.180.188
»| Internet Control Message Protocol
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seq=1/256, ttl=64 (no res
seq=2/512, ttl=64 (no res
seq=3/768, ttl=64 (no res
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seq=5/1280,
seq=6/1536,
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s0q=9/2304,
seq=18/2568,
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Explanation

The switch captures are configured on interfaces Ethernetl/1 or Portchannell.

This table summarizes the task:

Task

Configure and verify a packet capture
on interface Ethernetl/1
Configure and verify a packet capture
on interface Portchannell with
member interfaces Ethernetl/3 and
Ethernetl/4

Capture
point
Ethernetl/
1
Ethernetl/
3
Ethernetl/
4

Internal Directio

filter

None

None

n

Ingress

only

Ingress

only

Captured traffic

ICMP echo requests from host
192.0.2.100 to host 198.51.100.10

ICMP echo requests from host
192.0.2.100 to host 198.51.100.10




Packet Capture on a Subinterface of a Physical or Port-channel Interface

Use the FTD or ASA CLI to configure and verify a packet capture on subinterfaces
Ethernet1/1.205 or Portchannell.205. Both subinterfaces have the nameif inside.

Topology, packet flow, and the capture points

Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 Uplink
@ ICMP echo-reply outside -
198.51.100.100
Chassis
Internal Switch Security Module
FTD/ASA
162.0.2.100 Uplink
@ ICMP echo-reply outside .
198.51.100.100

Configuration

Follow these steps on ASA or FTD CLI to configure a packet capture on interface Ethernetl/1 or
Port-channell:

1. Verify the nameif:

> show nameif

Interface Nane Security
Ethernetl1/1.205 inside 0
Et hernet 1/ 2 out si de 0
Managenent 1/ 1 di agnostic 0

> show nameif

Interface Nane Security
Port-channell.205 inside 0
Et hernet 1/ 2 out si de 0
Managenent 1/ 1 di agnostic 0

2. Create a capture session:



> capture capsw switch interface inside

3. Enable the capture session:

> no capture capsw switch stop

Verification

Verify the capture session name, administrative and operational state, interface slot, and identifier.
Ensure the Pcapsize value in bytes increases and the number of captured packets is non-zero:

> show capture capsw detail
Packet Capture info

Name: capsw
Sessi on: 1

Admin State: enabled
Oper State: up

Oper State Reason: Active
Config Success: yes
Config Fail Reason:
Append Fl ag: overwite

Sessi on Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physi cal port:

Slot Id: 1

Port Id: 1

Pcapfil e: / mt / di sk0/ packet - capt ur e/ sess- 1- capsw et hernet-1- 1- 0. pcap
Pcapsize: 6360

Filter: capsw 1-1

Packet Capture Filter Info

Name: capsw-1-1
Pr ot ocol : 0
I vl an: 0
Ovlan: 205
Src |p: 0.0.0.0
Dest | p: 0.0.0.0
Src | pv6:
Dest | pv6: -
Src MAC 00: 00: 00: 00: 00: 00
Dest MAC: 00: 00: 00: 00: 00: 00
Src Port: 0
Dest Port: 0
Et hert ype: 0

Total Physical breakout ports involved in Packet Capture: 0
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Readi ng of capture file fromdisk is not supported
In this case, a filter with outer VLAN Ovlan=205 is created and applied to the interface.

In the case of Port-channell the capture with a filter Ovlan=205 is configured on all member
interfaces:



> show capture capsw detail
Packet Capture info

Name: capsw
Sessi on: 1

Admin State: enabled

Oper State: up

Oper State Reason: Active
Config Success: yes
Config Fail Reason:
Append Fl ag: overwite

Sessi on Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 2

Physi cal port:

Slot Id: 1

Port Id: 4

Pcapfil e: / mt / di sk0/ packet - capt ur e/ sess- 1- capsw et hernet - 1- 4- 0. pcap
Pcapsize: 23442

Filter: capsw-1-4

Packet Capture Filter Info

Name: capsw 1-4
Pr ot ocol : 0
I vl an: 0
Ovlan: 205
Src |p: 0.0.0.0
Dest |p: 0.0.0.0
Src | pv6: -
Dest | pv6: -
Src MAC: 00: 00: 00: 00: 00: 00
Dest MAC: 00: 00: 00: 00: 00: 00
Src Port: 0
Dest Port: 0
Et hert ype: 0

Physi cal port:

Slot Id: 1

Port Id: 3

Pcapfil e: / mt / di sk0/ packet - capt ur e/ sess- 1- capsw et hernet - 1- 3- 0. pcap
Pcapsize: 5600

Filter: capsw 1-3

Packet Capture Filter Info

Name: capsw 1-3
Pr ot ocol : 0
I vl an: 0
Ovlan: 205
Src |p: 0.0.0.0
Dest | p: 0.0.0.0
Src | pv6:
Dest | pv6: e
Src MAC: 00: 00: 00: 00: 00: 00
Dest MAC: 00: 00: 00: 00: 00: 00
Src Port: 0
Dest Port: 0
Et hert ype: 0

Total Physical breakout ports involved in Packet Capture: O
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Readi ng of capture file fromdisk is not supported

The port-channel member interfaces can be verified in the FXOS local-mgmt command shell via
the show portchannel summary command:

> connect fxos

KSEC- FPR3100- 1 connect local-mgmt

KSEC- FPR3100- 1(| ocal - ngnt) show portchannel summary
Flags: D - Down P - Up in port-channel (nenbers)
- Individual H - Hot-standby (LACP only)

|
s - Suspended r - Modul e-renpved
S - Switched R - Routed
U - Up (port-channel)
M- Not in use. Mn-links not net
Group Port - Type Protocol Menber Ports
Channel
1 Pol(U) Eth LACP Ethl/3(P) Ethl/4(P)

Cluster LACP Status:

Channel dusterSpanned CusterDetach CusterUnitlD dusterSysliD

1 Pol1( V) Fal se Fal se 0 cl ust
To access the FXOS on ASA, run the connect fxos admin command. In the case of multi-

context, run this command in the admin context.
Collect capture files
Follow the steps in the section Collect Secure Firewall 3100 Internal Switch Capture Files.

Capture file analysis

Use a packet capture file reader application to open the capture files for Ethernet1/1.205. Select
the first packet and check the key points:

1. Only ICMP echo request packets are captured.
2. The original packet header has VLAN tag 205.



Time

12022-08-97 21:21:01.607187 192.8.2.100 198.51.100.100 TCHP 186 1
2 3922-98-07 21:21:02.689418 192.8.2.180 198.51.100. 108 ICHP 186
3 2022-98-07 21:21:03.618671 192.8.2.100 198.51.160. 108 ICHP 186
4 2022-08-97 21:21:04.689160 192.8.2.109 198.51.190. 198 TCHP 106
5 2022-88-07 21:21:05.689409 192.8.2.180 198.51.100. 108 TCHP 186
6 2022-08-97 21:21:06.611847 192.8.2.100 198.51.100. 100 P 106
T 2022-08-97 21:21:07.616688 192.8.2.109 198.51.100. 108 TCHP 196
8 2022-08-07 21:21:08.618023 192.8.2.180 198.51.100. 108 TCHP 186
9 2022-08-97 21:21:09.619326 192.8.2.100 198.51.100. 100 ICMp 106
10 2022-08-87 21:21:10.616696 192.8.2.100 198.51.100. 108 ICHP 186
11 2022-88-97 21:21:11.621629 192.9.2.100 198.51.100. 108 ICHP 106
12 2022-08-07 21:21:12.619209 192.8.2.100 198.51.100. 100 ICHP 106
13 2022-88-97 21:21:13.620168 192.8.2.100 198.51.100. 108 ICHP 186
14 2022-88-97 21:21:14.623165 192.9.2.100 198.51.100. 108 ICHP 106
15 2022-08-97 21:21:15.622497 192.8.2.100 198.51.100. 100 TCHP 186
16 2022-88-87 21:21:16.626226 192.8.2.100 198.51.100. 108 ICHP 186
17 2022-88-87 21:21:17.629363 192.8.2.100 198.51.100. 100 ICHP 186
18 2022-88-87 21:21:18.626651 192.8.,2.109 198,51.100, 108 TCHP 186

i}
»| Ethernet IXI, Src: VMware 9d:e8:be (00:50:56:9d:e8:be), Dst: Cisco_34:%a:14 (bc:e?:12:34:%a:14)
~|802.1Q Vvirtual LAN, PRI: @, DEI: @, ID: 285
priority: Best Effort (default) (o)
DEI: Ineligible
ID: 205

i i e i
sess DEOD 1100 1101 =
Type: IPv4 (@x0B0Q)
Trailer: 55555555

:| Internet Protocol Version 4, Src: 192.9.2.100, Dst: 198.51.100.108
:| Internet Control Message Protocol

PFD PTIL knfo Lad
axaldf (16671 64 Echo (ping) request| id=0x0037, seq=1/256, ttl=64 (no res
exd12a (16698) 64 Echo (ping) request id=0xe@37, seq=2/512, ttl=64 (no res
exd21a (16922) 64 Echo (ping) request id-0xe037, seq=3/768, ttl=64 (no res
axaz6c (17004) 64 Echo (ping) request id=ex0e37, seq=4/1024, ttl=64 (no re
Bxa31e (17168) 64 Echo (ping) request id=ex@@37, seq=5/1280, ttl=64 (no re
oxa3df (17375) 64 Echo (ping) request id=exe937, seq=6/1536, ttl=64 (no re
axadds (17619) 64 Echo (ping) request id-exe037, seq=7/1792, ttl=64 (no re
Bxa518 (17688) 64 Echo (ping) request id=ex@@37, seq=8/2048, ttl=64 (no re
Bxa53d (17725) 64 Echo (ping) request id-0x0e37, seq=9/2304, ttl=s64 (no r
axa6zb (17963) 64 Echo (ping) request id=0x@037, seq=19/2568, ttl=64 (no r
2x4707 (18183) 64 Echo (ping) request id=0x@@37, seq=11/2816, ttl=64 (no r
Bxd74b (18251) 64 Echo (ping) request id=0x0037, seq=12/3072, ttl=64 (no r
Bx4781 (18305) 64 Echo (ping) request id=@x@@37, seq=13/3328, ttl=64 (no r
Bx4858 (18520) 64 Echo (ping) request id=0x@@37, seq=14/3584, ttl=64 (no r
Bx4998 (18697) 64 Echo (ping) request id=0x0037, seq=15/3848, ttl=64 (no r
ex499b (18699) 64 Echo (ping) request id=@x@@37, seq=16/4896, ttl=64 (no r
Bx4932 (18738) 64 Echo (ping) request id=-0x0037, seq=17/4352, ttl=64 (no
Bxaas (18949) 64 Echo (ping) request id=ex0e37, seq=18/4608, ttl=64 (no r v
>
bc e7 12 34 93 14 98 5@ 56 9d e be £1 80 00 cd CRET SR B ' EEERE
68 20 45 0@ 02 54 41 1f 40 00 40 01 Ac Be @ @@ B TA- @@ -
B2 64 €6 33 64 64 08 00 6 67 00 37 00 01 bd 2¢ d-3dd-- g7,
@ 62 90 02 02 00 8¢ fe @3 00 00 00 OB 80 10 11 Brrrres aniniaan
12 13 14 15 16 17 18 19 1a 1b ic 1d 1e 1f 20 21 sersares awnenn |
22 23 24 25 26 27 28 29 2a b 2c 2d 2e 2f 30 11 "#3RE () "4,- 01
32 33 24 35 36 37 55 55 55 55 22456TUU LW

Open the capture files for Portchannell member interfaces

key points:

1. Only ICMP echo request packets are captured.

er has VLAN tag 205.

. Select the first packet and check the

2. The original packet head

Mo Destination Protocol Length FD PTTL kfo A
1 2022-08-97 21:21:01.687187 192.8.2.109 198.51.109. 198 ICMP el 1 ax411f (16671 64 Echo (ping) request| id=exee37, seq=1/256, ttl=64 (no res
2 2822-08-87 21:21:82.6089418 192.8.2.180 198.51.160. 188 ICHP 186 Bxd13a (16698) 64 Echo (ping) request id=ex@e37, seq=2/512, ttl=64 (no res
3 2022-98-07 21:21:03.610671 192.9.2.100 198.51.100. 108 ICHP 106 axazla (16922) 64 Echo (ping) request id-0x@e37, seq=3/768, ttl=64 (no res
4 2022-88-087 21:21:84.6089160 192.8.2.180 198.51.100.188 ICMP 186 axazéc (17804) 64 Echo (ping) request id=0xe037, seq=4/1024, ttl=64 (no re
5 2022-98-97 21:21:05.609409 192.8.2.100 198.51.100.108 ICHP 186 Bx4310 (17168) 64 Echo (ping) request id=0x@@37, seq=5/1280, ttl=64 (no rd
6 2022-08-07 21:21:06.611847 192.9.2.100 198.51.100. 100 ICHP 106 aca3df (17375) 64 Echo (ping) request id=0x@937, seq=6/1536, ttl=64 (no re
T 2022-08-97 21:21:87.616688 192.8.2.180 198.51.100. 188 ICMP 186 fxddd3 (17619) 64 Echo (ping) request id=0xe@37, seq=7/1792, ttl=64 (no re
8 2022-08-087 21:21:08.618023 192.8.2.100 198.51.100. 108 ICMP 186 Bx4518 (17688) 64 Echo (ping) request id=0x@037, seq=8/2048, ttl=64 (no rd
9 2022-08-07 21:21:09.619326 192.9.2.100 198.51.100. 100 TCHP 186 @d53d (17725) 64 Eche (ping) request id=0x0037, seq=9/2304, ttl=64 (no re
19 2022-88-87 21:21:18.616696 192.8.2.180 198.51.160. 188 ICHP 186 Bx462b (17963) 64 Echo (ping) request id=0xe@37, seq=18/2560, ttl=64 (no r
11 2022-08-97 21:21:11.621629 192.8.2.100 198.51.100.188 ICHP 186 Bxa707 (181832) 64 Echo (ping) request id=-0x0037, seq=11/2816, ttl=64 (no
12 2022-08-07 21:21:12.619309 192.8.2.189 198.51.100. 108 ICMP 106 axa7ab (18251) 64 Echo (ping) request id=ex0e37, seq=12/3072, ttl=64 (no r
13 2022-08-07 21:21:13.620168 192.8.2.180 198.51.100.188 ICMP 186 Bxa781 (18305) 64 Echo (ping) request id=ex@@37, seq=13/3328, ttl=64 (no r
14 2022-08-97 21:21:14.623169 1592.8.2.108 198.51.100.188 ICHP 186 Bx4858 (18528) 64 Echo (ping) request id-0x0037, seq=14/3584, ttl=64 (no
15 2022-08-07 21:21:15.622497 192.8.2.189 198.51.100.108 ICMP 186 @x4999 (18697) 64 Echo (ping) request id=exee37, seq=15/384@, ttl=64 (no r
16 2022-08-07 21:21:16.626226 192.8.2.180 198.51.160.188 ICMP 186 Bxa9eb (18699) 64 Echo (ping) request id=ex@@37, seq=16/4896, ttl=64 (no r
17 2022-08-97 21:21:17.629363 192.9.2.100 198.51.100. 100 IHe 186 Bx4932 (18738) 64 Echo (ping) request id-9x@037, seq=17/4352, ttl=64 (no r
18 2022-08-07 21:21:18.626651 192.8.2.180 198.51.100. 188 ICHP 106 Bx4a05 (18949) 64 Echo (ping) request id=9x0037, seq=18/4608, ttl=64 (no r w
£ >
A n_wWir i its) bc o7 12 34 93 14 98 5@ 56 9d e be £1 80 00 cd AT LREY B CEERLE
»| Ethernet IXI, Src: VMware_9d:e8:be (90:50:56:9d:e8:be), Dst: Cisco_34:%a:14 (bcie?:12:34:%a:14) B8 00 45 60 0@ S4 41 1f 40 00 40 01 Oc Be 0 80 B TA- @@ -
«| 892.1Q virtual LAN, PRI: @, DEI: @, ID: 285 B2 64 €6 33 64 64 08 00 ©6 67 02 37 00 01 bd 2¢  d-3dd-- g7,
0g0. Priority: Best Effort (default) (0) Té 62 00 00 G0 00 Ge fe 03 60 00 04 00 00 1011  -b---.- voreoee-
| E—— DEI: Ineligible 121314151617 1819 1adbicidie1f 2021 -oooooon oo |
«e.. BOOB 1108 1101 = ID: 205 22 23 24 25 36 37 28 19 2a b 2c 2d 2e 2f 30 31 RERE () "+, 01
Type: IPv4 (040860) 2 32 32 34 35 36 37 55 55 55 55 23456700 LU
Trailer: 55555555
| Internet Protocol Version 4, Src: 192.9.2.100, Dst: 198.51.100.108
| Internet Control Message Protocol

Explanation

The switch captures are configured on subinterfaces Ethernet1/1.205 or Portchannell1.205 with a

filter that matches outer VLAN 205.

This table summarizes the task:

Capture
point
Configure and verify a packet capture on Ethernet
subinterface Ethernet1/1.205 1/1
Configure and verify a packet capture on Ethernet
subinterface Portchannell.205 with 1/3
member interfaces Ethernetl/3 and Ethernet
Ethernetl/4 1/4

Task

Directi
on
Ingress ICMP echo requests from host
192.0.2.100 to host 198.51.100.1

Internal
filter
Outer
VLAN 205 only

Captured traffic

Outer
VLAN 205 only

Ingress ICMP echo requests from host
192.0.2.100 to host 198.51.100.1



Packet Capture on Internal Interfaces
The Secure Firewall has 2 internal interfaces:

- in_data_uplinkl - connects the application to the internal switch.

- in_mgmt_uplinkl - provides a dedicated packet path for management connections, such as
SSH to the management interface, or the management connection, also known as the
sftunnel, between the FMC and the FTD.

Task 1

Use the FTD or ASA CLI to configure and verify a packet capture on the uplink interface
in_data_uplink1.

Topology, packet flow, and the capture points

Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 in_data_uplink1
[;;;;] ICMP echo-reply "
198.51.100.100

Configuration

Follow these steps on ASA or FTD CLI to configure a packet capture on interface
in_data_uplink1:

1. Create a capture session:

> capture capsw switch interface in_data uplinkl

2. Enable the capture session:

> no capture capsw switch stop

Verification

Verify the capture session name, administrative and operational state, interface slot, and identifier.
Ensure the Pcapsize value in bytes increases and the number of captured packets is non-zero:

> show capture capsw detail
Packet Capture info

Name : capsw
Sessi on: 1
Admin State: enabled

Oper State: up



Oper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Fl ag: overwite

Sessi on Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physi cal port:

Slot Id: 1

Port Id: 18

Pcapfil e: / mt / di sk0/ packet - capt ur e/ sess- 1- capsw dat a- upl i nk1. pcap
Pcapsize: 7704

Filter: capsw 1-18

Packet Capture Filter Info

Nanme: capsw 1-18

Pr ot ocol : 0

I vl an: 0

Ovl an: 0

Src |p: 0.0.0.0

Dest |p: 0.0.0.0

Src | pv6: -

Dest | pv6: -

Src MAC: 00: 00: 00: 00: 00: 00
Dest MAC: 00: 00: 00: 00: 00: 00
Src Port: 0

Dest Port: 0

Et hert ype: 0

Total Physical breakout ports involved in Packet Capture: 0O
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Readi ng of capture file fromdisk is not supported

In this case, a capture is created on the interface with an internal ID 18 which is the
in_data_uplinkl interface on the Secure Firewall 3130. The show portmanager switch status
command in the FXOS local-mgmt command shell shows the interface IDs:

> connect fxos

KSEC- FPR3100- 1 connect local-mgmt
KSEC- FPR3100- 1( | ocal - ngnt) show portmanager switch status

Dev/ Por t Mbde Li nk Speed Duplex Loopback Mode Port Manager
0/1 SGM | Up 1G Ful | None Li nk- Up

0/ 2 SGM | Up 1G Ful | None Li nk- Up

0/3 SGM | Up 1G Ful | None Li nk- Up

0/ 4 SGM | Up 1G Ful | None Li nk- Up

0/5 SGM | Down 1G Hal f None Mac- Li nk- Down
0/6 SGM | Down 1G Hal f None Mac- Li nk- Down
o/7 SGM | Down 1G Hal f None Mac- Li nk- Down
0/8 SGM | Down 1G Hal f None Mac- Li nk- Down
0/9 1000_BaseX Down 1G Ful | None Li nk- Down

0/ 10 1000_BaseX Down 1G Ful | None Li nk- Down
0/11 1000_BaseX Down 1G Ful | None Li nk- Down

0/ 12 1000_BaseX Down 1G Ful | None Li nk- Down

0/ 13 1000_BaseX Down 1G Ful | None Li nk- Down

0/ 14 1000_BaseX Down 1G Ful | None Li nk- Down



0/ 15 1000_BaseX Down 1G

0/ 16 1000_BaseX Down 1G

0/ 17 1000_BaseX Up 1G

0/18 KR2 Up 50G
0/ 19 KR Up 25G
0/ 20 KR Up 25G
0/ 21 KR4 Down 40G
0/ 22 n/a Down n/a
0/ 23 n/a Down n/a
0/ 24 n/a Down n/a
0/ 25 1000_BaseX Down 1G

0/ 26 n/a Down n/a
0/ 27 n/a Down n/a
0/ 28 n/a Down n/a
0/ 29 1000_BaseX Down 1G

0/ 30 n/a Down n/a
0/ 31 n/a Down n/a
0/ 32 n/a Down n/a
0/ 33 1000_BaseX Down 1G

0/ 34 n/a Down n/a
0/ 35 n/a Down n/a
0/ 36 n/a Down n/a

Collect capture files

Ful |
Ful |
Ful |

Full

Ful |
Ful |
Ful |
Ful |
Ful |
Ful |
Ful |
Ful |
Ful |
Ful |
Ful |
Ful |
Ful |
Ful |
Ful |
Ful |
Ful |
Ful |

None
None
None
None
None
None
None
N A
N A
N A
None
N A
N A
N A
None
N A
N A
N A
None
N A
N A
N A

Li nk- Down
Li nk- Down
Li nk- Up
Link-Up
Li nk- Up

Li nk- Up

Li nk- Down
Reset
Reset
Reset

Li nk- Down
Reset
Reset
Reset

Li nk- Down
Reset
Reset
Reset

Li nk- Down
Reset
Reset
Reset

To access the FXOS on ASA, run the connect fxos admin command. In the case of multi-
context, run this command in the admin context.

Follow the steps in the section Collect Secure Firewall 3100 Internal Switch Capture Files.

Capture file analysis

Use a packet capture file reader application to open the capture files for interface in_data_uplink1.
Check the key point - in this case, ICMP echo request and echo reply packets are captured. These

are the packets sent from the application to the internal switch.

N, Time Soure Destination Frotoen! Length 3] PTTL Info

12022-08-07 22:40:06.685606 1 192.9.2.100 198.51.100.100 ICHP [102 |exada3 (19859) 64 Echo (ping) request |id=8x003a, seq=33/8448, ttl=64 (repl

2 2022-98-07 22:49:086.685615 198.51.100.180 192.0.2.160 ICMP 102 exbcdc (27868) 64 Echo (ping) reply id=8x@e3a, seq=33/8448, ttl=64 (req.

3 2022-08-07 22:40:07.684219 TOT oI 100 o9 ST 100 100 TCHP o7 LELOE e Lirr ) BXEChSG [pinp) FEqUESt  id-0x003a, seq=34/8704, ttl-64 (repl

4 2022-08-97 22:49:07.68930Q 198.51.100.190 192.9.2.169 ICMP 102 oxedb2 (28082) 64 Echo (ping) reply id=ex@e3a, seq=34/8764, ttl=s4 (requ

5 2022-08-87 22:49:088.685736 192.9.2.16@ 198.51.100. 108 ICMP 102 axdedc (20188) 64 Echo (ping) request id=8xP@3a, seq=35/895@, ttl=64 (repl

6 2022-88-07 22:40:08.600806 108.51.100.160 102.0.2.100 ICMP 102 ox6dbf (28095) 64 Echo (ping) reply id=gx003a, seq=35/8960, ttl=64 (req.

7 2022-08-97 22:40:09.690737 192.9.2.16@ 198.51.1900.108 ICHP 102 axafad (20269) 64 Echo (ping) request id-exee3a, seq=36/9216, ttl=64 (repl

8 2022-08-07 22:49:09.6909744 198.51.100.1800 192.0.2.16@ ICMP 102 ox6e80 (28288) 64 Echo (ping) reply id=8x@e3a, seq=36/9216, ttl=6a (requ

0 2022-88-07 22:40:10.602266 192.9.2.100 108.51.1008.108 ICMP 102 oxafbl (20481) 64 Echo (ping) request id-0x0@3a, seq=37/0472, ttl-64 (repl

10 2022-88-07 22:40:10.692272 198.51.100.180 192.0.2.16@ ICHP 102 axbeds (28373) 64 Echo (ping) reply id=8x@03a, seq=37/9472, ttl=64 (requ

11 2022-88-07 22:40:11.691159 192.9.2.16@ 198.51.100. 108 ICMP 102 Bx5008 (20488) 64 Echo (ping) request id=0x903a, seq=38/0728, ttl=64 (repl

12 2022-08-87 22:40:11.691166 198.51.100.160 192.0.2.100 ICHP 102 ox6fib (28475) 64 Echo (ping) reply id=0xP03a, seq=38/0728, ttl-64 (req.

13 2022-88-07 22:40:12.692135 192.9.2.160 198.51.100. 108 ICMP 102 Bx50b8 (20664) 64 Echo (ping) request id=8x803a, seq=39/9984, ttl=64 (repl

14 2022-08-87 22:40:12.697209 108.51.100.100 102.0.2.16@ ICMP 102 ox6fd7 (28631) 64 Echo (ping) reply id=gxpe3a, seq=39/9984, ttl=64 (req.

15 2022-08-97 22:40:13.697320 192.9.2.180 198.51.100.100 ICHP 102 0x5184 (20868) 64 Echo (ping) request id-8xP@3a, seq=48/10248, ttl-64 (ref

16 2022-88-07 22:409:13.697327 198.51.100.1800 192.0.2.16@ ICMP 102 ex783e (28734) 64 Echo (ping) reply id=Bx@@3a, seq=48/10248, ttl=64 (rec

17 2022-08-87 22:40:14.698512 192.9.2.180 108.51.1008.108 ICMP 102 ox51d8 (20952) 64 Echo (ping) request id-Dx983a, seq-41/10496, ttl-64 (ref

18 2022-98-07 22:40:14.698518 198.51.100.100 192.9.2.169 ICMP 102 ox7edd (28893) 64 Echo (ping) reply id=ex@e3a, seq=41/10496, ttl=64 (rec

< »
Frame 1: 182 bytes on wire (816 bits), 102 bytes captured (816 bits) 80 5@ 56 9d eF 5@ bc eF 12 34 9a 15 06 08 45 0@ P -P-- cde-o-E-
Ethernet II, Src: Cisco_34:9a:15 (bc:e7:12:34:9a:15), Dst: VMware_9d:e7:58 (90:58:56:9d:e7:50) @0 54 4d 93 49 09 40 @1 @9 la <@ 80 82 64 <6 33 ™-@ CERERT: B ]
Internet Protocol Version 4, Src: 192.0.2.100, Dst: 198.51.190.108 2020 64 64 08 00 7f 15 82 21 39 3f fo 62 00 00  dd- - ‘19p-b--
Internet Control Message Protocol ©0 00 b 1a 05 60 00 @2 00 @0 18 11 12 13 14 15 e sinmas 1, fEm=a
16 17 18 19 1a 1b 1c 1d 1e 1f 28 21 22 23 24 25 sans CE AL + 4
26 27 28 20 2a 2b 2c 2d 2e 2f I8 31 32 313 314 35 ()% +,- JSe12345

36 37 55 55 35 55 GTULUL

Explanation

When a switch capture on the uplink interface is configured, only packets sent from the application

to the internal switch are captured. Packets sent to the application are not captured.

This table summarizes the task:




Task

Configure and verify a packet capture
on the uplink interface in_data_uplink1

Task 2

Capt

ure Internal Directio

point filter n
in_data_u None
plink1 only

Captured traffic

ICMP echo requests from host

Ingress 192.0.2.100 to host 198.51.100.:

ICMP echo replies from host
198.51.100.100 to host 192.0.2.1

Use the FTD or ASA CLI to configure and verify a packet capture on the uplink interface
in_mgmt_uplinkl. Only the packets of management plane connections are captured.

Topology, packet flow, and the capture points

(-]

Chassis

Internal Switch

Security Module

in_mgmt_uplink1

MGMT PC, <
FMC ICMP echo-reply,

SSH, Sftunnel

&

FTD/ASA

Management
IP address: 192.0.2.200

Configuration

Follow these steps on ASA or FTD CLI to configure a packet capture on interface

in_mgmt_uplink1:

1. Create a capture session:

> capture capsw switch interface in_mgmt_uplinkl

2. Enable the capture session:

> no capture capsw switch stop

Verification

Verify the capture session name, administrative and operational state, interface slot, and identifier.
Ensure the Pcapsize value in bytes increases and the number of captured packets is non-zero:

> show capture capsw detail
Packet Capture info

Name : capsw
Sessi on: 1

Admin State: enabled
Oper State: up
Oper State Reason: Active
Config Success: yes

Config Fail Reason:



Append Fl ag: overwite
Sessi on Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physi cal port:

Slot Id: 1

Port Id: 19
Pcapfil e: / mt / di sk0/ packet - capt ur e/ sess-1- capsw ngnt - upl i nk1. pcap
Pcapsize: 137248
Filter: capsw 1-19

Packet Capture Filter Info

Nanme: capsw 1-19

Pr ot ocol : 0

I vl an: 0

Ovl an: 0

Src |p: 0.0.0.0

Dest |p: 0.0.0.0

Src | pv6: -

Dest | pv6: -

Src MAC: 00: 00: 00: 00: 00: 00
Dest MAC: 00: 00: 00: 00: 00: 00
Src Port: 0

Dest Port: 0

Et hert ype: 0

Total Physical breakout ports involved in Packet Capture: O
281 packets captured on disk using switch capture

Readi ng of capture file fromdisk is not supported

In this case, a capture is created on the interface with an internal ID 19 which is the
in_mgmt_uplinkl interface on the Secure Firewall 3130. The show portmanager switch status
command in the FXOS local-mgmt command shell shows the interface IDs:

> connect fxos

KSEC- FPR3100- 1 connect local-mgmt
KSEC- FPR3100- 1( | ocal - ngnt) show portmanager switch status

Dev/ Por t Mbde Li nk Speed Duplex Loopback Mode Port Manager
0/1 SGM | Up 1G Ful | None Li nk- Up

0/ 2 SGM | Up 1G Ful | None Li nk- Up

0/3 SGM | Up 1G Ful | None Li nk- Up

0/ 4 SGM | Up 1G Ful | None Li nk- Up

0/5 SGM | Down 1G Hal f None Mac- Li nk- Down
0/6 SGM | Down 1G Hal f None Mac- Li nk- Down
o/7 SGM | Down 1G Hal f None Mac- Li nk- Down
0/8 SGM | Down 1G Hal f None Mac- Li nk- Down
0/9 1000_BaseX Down 1G Ful | None Li nk- Down

0/ 10 1000_BaseX Down 1G Ful | None Li nk- Down
0/11 1000_BaseX Down 1G Ful | None Li nk- Down

0/ 12 1000_BaseX Down 1G Ful | None Li nk- Down

0/ 13 1000_BaseX Down 1G Ful | None Li nk- Down

0/ 14 1000_BaseX Down 1G Ful | None Li nk- Down

0/ 15 1000_BaseX Down 1G Ful | None Li nk- Down

0/ 16 1000_BaseX Down 1G Ful | None Li nk- Down

0/ 17 1000_BaseX Up 1G Ful | None Li nk- Up



0/ 18 KR2 Up 50G Ful | None Li nk- Up

0/19 KR Up 25G Full None Link-Up

0/ 20 KR Up 25G Ful | None Li nk- Up
0/ 21 KR4 Down 40G Ful | None Li nk- Down
0/ 22 n/a Down n/a Ful | N A Reset

0/ 23 n/ a Down n/a Ful | N A Reset

0/ 24 n/a Down n/a Ful | N A Reset

0/ 25 1000_BaseX Down 1G Ful | None Li nk- Down
0/ 26 n/ a Down n/a Ful | N A Reset

0/ 27 n/a Down n/a Ful | N A Reset

0/ 28 n/ a Down n/a Ful | N A Reset

0/ 29 1000_BaseX Down 1G Ful | None Li nk- Down
0/ 30 n/ a Down n/ a Ful | N A Reset

0/ 31 n/ a Down n/a Ful | N A Reset

0/ 32 n/ a Down n/a Ful | N A Reset

0/ 33 1000_BaseX Down 1G Ful | None Li nk- Down
0/ 34 n/ a Down n/a Ful | N A Reset

0/ 35 n/ a Down n/ a Ful | N A Reset

0/ 36 n/ a Down n/ a Ful | N A Reset

To access the FXOS on ASA, run the connect fxos admin command. In the case of multi-
context, run this command in the admin context.

Collect capture files

Follow the steps in the section Collect Secure Firewall 3100 Internal Switch Capture Files.
Capture file analysis

Use a packet capture file reader application to open the capture files for interface
in_mgmt_uplinkl. Check the key point - in this case only the packets from the management IP
address 192.0.2.200 are shown. Examples are SSH, Sftunnel or ICMP echo reply packets. These

are the packets sent from the application management interface to the network through the
internal switch.

No. Time Sourne Destinaton Frotocol Length PO PTTL info
196 2022-08-07 23:21:45.1323362 192.8.2. 208 192.0.2.191 TCP 1518 oxb7de (47056) 64 39181 » 8385 [ACK] Seq=61372 Ack=275 Win=1224 Len=1448 T
197 2022-08-07 23:21:45,1323385 1 192.9.2. 200 192.9.2.191 TCP 1518 axb7d1l (47057) 64 39181 » 8385 [ACK] Seq=62828 Ack=875 Win=1384 Len=1448 TS
198 2022-98-07 23:21:45.133388 192.0.2.208 192.0.2.181 TLSVL. 2 998 exb7d2? (47858) 64 Application Data
199 2022-88-07 22:21:45.928772 192.0.2.200 192.0.2.108 ICHP 78 axbdag (48456) 64 Echo fpiﬂg} I"Pply' id=0x0001, seq=4530/47889, ttl=64
200 20922-88-97 23:21:45.949924 192.8.2.208 192.8.2.101 TLSw1.2 128 ax4a%7 (19095) 64 application Data
201 2022-88-97 23:21:45.949927 192.8.2.200 192.8.2.101 TCcP ie ax4a%8 (19096) 64 B385 + SHEES [nc:] Seq=21997 Ack=26244 Win=4116 Len=0 TSy
282 2022-088-87 23:21:46.0198935 192.8.2.208 192.8.2.101 TLSv1. 2 128 ox4a%d (19037) 64 Application Data
283 2922-88-87 23:21:46.819899 192.8.2.208 192.8.2.101 TLSw1.2 o6 @xda%a (19998) 64 application Data
2084 2022-08-07 23:21:46.819903 192.8.2.208 192.8.2.101 TCP 79 @xdash (19099) 64 8385 » 58885 [ACK] Seq=22853 Ack=26274 Win=4116 Len=8 TSy
285 20922-88-87 23:21:46.8199896 192.8.2.208 192.8.2.181 TCP ie axdadc (19100) 64 B385 + 58885 [ACK] Seq=22853 Ack=26308 Win=4116 Len=@ TSv
2086 2022-08-87 23:21:46.136415 192.8.2.208 192.8.2.101 TCP 7e axb7d3 (47859) 64 30181 + 8385 [ACK] Seq=65188 Ack=921 Win=1384 Len=0 TSval
207 2022-08-07 23:21:46.058148 192.8.2.280 192.9.2.1088 IcHp 78 exbdde (48542) 64 Echo (ping) reply id=0xB0@1, seq=4548/48145, ttl=-64
208 2022-08-07 23:21:47.9804989 192.9.2.200 192.0.2.100 ICHP 78 exbdf2 (48626) 64 Echo (ping) reply id=9x@0el, seq=4541/48401, ttl=64
2089 2022 -08-07 23:21:48.486312 192.8.2.208 192.8.2.101 TP 7w axaadd (19181) 64 8385 + 58885 [ACK] Seq=22853 Ack=26366 Win=4116 Len=8 TSy
210 2022-98-07 23:21:48.903236 192.9.2,200 192.0.2.101 TLSV1.2 747 Bx4ade (19102) 64 Application Data
211 2022-98-07 23:21:48.994386 192.0.2.200 192.0.2.100 ICHP 78 @xbeas (48712) 64 Echo (ping) reply id=gx@0el, seq=4542/48657, ttle6d
212 2022-08-07 23:21:50.008576 192.0.2.200 192.0.2.100 1cHp 78 Bxbeab (4BEGG) 64 Echo (ping) reply ide0xB001, seq=4543/48913, ttlesd
213 2022-88-07 23:21:5@, 149167 192.@.2. 208 192.8.2.101 TCP 1518 axb7da (a7060) 64 39181 + 8385 [&EK] 5eq=65188 Ack=921 Win=1384 Len=1448 TS
214 2832-08-87 23:21:50.140171 192.8.2. 208 192.9.2.181 TP 1518 axb7ds (47861) 64 30181 + 8385 [.HCK] Seqe66636 Ack=921 Wins1384 Len=1448 TS
215 2022-98-07 23:21:50.140175 192.98.2,200 192.0.2.101 TLSvl.2 o930 axb7de (47062) 64 Application Data
216 2022-06-07 23:21:51.015884 192.0.2. 200 192.9.2.100 IcHP 78 oxbecl (48833) 64 Echo (ping) reply  ideexesel, seqe=4544/49169, ttlecd
217 2022-08-07 23:21:51.142842 192.8.2. 208 192.9.2.101 TCP 70 axb7d7 (47063) 64 39181 + 8305 [ACK] Seq=60084 Ack=967 Win=1384 Len=@ TSval
218 2022-08-07 23:21:52.030118 192.8.2, 208 192.0.2.108 ICHP 78 axbfez (48896) 64 Echo (ping) reply id=0x@001, seq=4545/49425, ttl=g4
219 20832-08-07 23:21:53.042744 192.9.2. 208 192.9.2.108 ICHP 78 axbfse (48985) 64 Echo (ping) reply id=axeeel, seq=4546/49681, ttl=64
220 2022-08-07 23:21:53.073144 192.90.2. 200 192.0.2.100 S5H 17e @xadia (44348) 64 Server: Encrypted packet (len=112)
221 20822-085-07 23:21:53.194996 192.9.2. 208 192.9.2.108 TCP 64 axad3s (44341) 64 22 » 53249 [ACK] Seq=1825 Ack=881 Win=946 Len=@
222 2022-08-07 23:21:53.995480 192.8.2. 208 192.9.2.101 TLSv1.2 747 exdasf (19102) 64 Application Data
223 2022-08-07 23:21:54.102899 192.0.2. 200 192.0.2.100 ICHP 78 oxbfé (48995) 64 Echo (ping) reply id=gxpoal, seq=4547/49937, ttl=64
224 2022-08-87 23:21:54.993675 192.9.2. 208 192.9.2.181 TCP 70 axdaad (19184) 64 8305 -+ 58885 [ACK] Seq=23407 Ack=26424 Win=4116 Len=8 TS5\
) TIE VAN AG AT 13091 EC AIETOA ANT A % W 400 4 % Ann Trun J0 avhEsq fAnnoNn EA Cobn Fainmy mamlo 1 Ay FAR-ACAGICAYND *eloca
Frame 1: 747 bytes on wire (5976 bits), 747 bytes captured (5976 bits) ad 53 e 11 38 2a be 7 12 34 9a 90 03 00 45 20 G- -8* B TR - &
Ethernet II, Src: Cisco_34:9a:80 (bcie7:12:34:9a:08), Dst: Cisco_11:38:2a (a4:53:0e:11:38:2a) @2 d9 da 3d 40 00 40 O6 63 b4 <D 00 92 cB B B0 @@ hooo--
Internet Protocol Version 4, Src: 102.8.2.288, Dst: 192.0.2.101 20 82 65 20 71 €6 05 67 1b 23 ¢c5db e3 6b da 88 18 e q gtk
Transmission Control Protocol, Src Port: &3@5, Dst Port: 58885, Seq: 1, Ack: 1, Len: 677 ;: :‘; i; ;; :g 3‘: g; g; :: g: :; :? ?2 ;; ?; :i lAI S jl M
PO Loty e Seclcs byl 07 4 75 10 a4 dS df 64 d8 fe 66 82 Ob cc 8d 2 Gu---d - F- -/
92 b2 1a 64 €7 20 36 03 Be 48 02 Sa Tc 85 30 44 wood- & -H-Z|-@
fa c@ a8 56 b8 ad a7 7e 19 3a cl 9c db 57 Be e@ Voo~ i KW-
be ef 95 22 84 c1 ¢1 9d of 24 78 b4 15 1c 44 de res®ires ofees
ea cb 43 9¢ 1f fd a7 7@ 75 e5 6b ad f8 b ee 47 - C o p Wk G
2f 86 73 8f bl el bS €6 57 e3 a8 46 @e cb 26 b7 L L WeoF:-&

!
Sb ¢7 e3 @0 54 3 ¢1 £F 26 do 87 ea 51 3d 20 a8 [ T Ko Q=
16 fd cb f5 4f 91 98 Se 86 15 17 55 68 &f 5d &4 CERR CELBCR T 1) |




Explanation

When a switch capture on the management uplink interface is configured, only ingress packets
sent from the application management interface are captured. Packets destined for the application
management interface are not captured.

This table summarizes the task:

Capture Internal

Task point filter

Direction Captured traffic

Confiaure and Inaress onl ICMP echo replies from FTD managemet
g g y address 192.0.2.200 to host 192.0.2.100
verify a packet . (from the management f | §
capture on the m__mgmt_ None  interface to the Sftunnel from FTD management IP addre
management uplink1 network through the 192.0.2.200 to FMC IP address 192.0.2.]
9 g SSH from FTD management IP address

uplink interface internal switch) 192.0.2.200 to host 192.0.2.100

Packet Capture Filters

Internal switch packet capture filters are configured the same way as the data plane captures. Use
the ethernet-type and match options to configure filters.

Configuration

Follow these steps on ASA or FTD CLI to configure a packet capture with a filter that matches
ARP frames or ICMP packets from host 198.51.100.100 on interface Ethernetl/1:

1. Verify the nameif:

> show nameif

Interface Narme Security
Ethernetl/1 inside 0
Et hernet 1/ 2 out si de 0
Managenent 1/ 1 di agnostic 0

2. Create a capture session for ARP or ICMP:

> capture capsw switch interface inside ethernet-type arp

> capture capsw switch interface inside match icmp 198.51.100.100
Verification

Verify the capture session name and the filter. The Ethertype value is 2054 in decimal and 0x0806
in hexadecimal:

> show capture capsw detail
Packet Capture info

Name: capsw
Sessi on: 1

Adm n State: di sabl ed
Qper State: down

Oper State Reason: Session_Adm n_Shut
Confi g Success: yes



Config Fail Reason:

Append Fl ag: overwite
Sessi on Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physi cal port:

Slot 1d: 1

Port |d: 1

Pcapfil e: / mt / di sk0/ packet - capt ur e/ sess- 1- capsw et hernet - 1- 1- 0. pcap
Pcapsi ze: 0

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Pr ot ocol : 0
I vl an: 0
Ovl an: 0
Src |p: 0.0.0.0
Dest |p: 0.0.0.0
Src | pv6: -
Dest | pv6: -
Src MAC: 00: 00: 00: 00: 00: 00
Dest MAC: 00: 00: 00: 00: 00: 00
Src Port: 0
Dest Port: 0
Ethertype: 2054

Total Physical breakout ports involved in Packet Capture: O
0 packet captured on disk using switch capture

Readi ng of capture file fromdisk is not supported

This is the verification of the filter for ICMP. IP protocol 1 is the ICMP:

> show capture capsw detail
Packet Capture info

Name : capsw
Sessi on: 1

Adm n State: di sabl ed
Oper State: down

Oper State Reason: Sessi on_Adni n_Shut
Confi g Success: yes
Config Fail Reason:

Append Fl ag:

overwite

Sessi on Mem Usage: 256
Session Pcap Snap Len: 1518

Error Code:
Drop Count:

Total Physi cal

Physi cal port:
Slot Id:
Port 1d:
Pcapfil e:
Pcapsi ze:
Filter:

0
0

ports involved in Packet Capture:

1
1

/ mt/ di skO/ packet - capt ur e/ sess- 1-capsw et hernet-1-1-0. pcap

0
capsw-1-1

1



Packet Capture Filter Info

Name: capsw-1-1
Protocol: 1

I vl an: 0
Ovl an: 0
Src Ip: 198.51.100.100
Dest |p: 0.0.0.0
Src | pv6: -

Dest | pv6: -
Src MAC: 00: 00: 00: 00: 00: 00
Dest MAC: 00: 00: 00: 00: 00: 00
Src Port: 0

Dest Port: 0

Et hert ype: 0

Total Physical breakout ports involved in Packet Capture: 0O
0 packets captured on disk using switch capture

Readi ng of capture file fromdisk is not supported

Collect Secure Firewall 3100 Internal Switch Capture Files

Use ASA or FTD CLI to collect internal switch capture files. On FTD, the capture file can also be
exported via the CLI copy command to destinations reachable via the data or diagnostic
interfaces.

Alternatively, the file can be copied to /ngfw/var/common in expert mode and downloaded from
FMC via the File Download option.

In the case of port-channel interfaces ensure to collect packet capture files from all member
interfaces.

ASA
Follow these steps on to collect internal switch capture files on ASA CLI:

1. Stop the capture:

asa# capture capsw switch stop

2. Verify the capture session is stopped and note the capture file name.

asa# show capture capsw detail
Packet Capture info

Name : capsw
Sessi on: 1
Admin State: disabled
Oper State: down
Oper State Reason: Session_Admin_Shut
Config Success: yes
Config Fail Reason:
Append Fl ag: overwite

Sessi on Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1



Physi cal port:

Slot Id: 1
Port |d: 1
Pcapfile: / mt / di skO/ packet - capt ur e/ sess-1-capsw-ethernet-1-1-0.pcap
Pcapsi ze: 139826
Filter: capsw 1-1

Packet Capture Filter Info

Nanme: capsw 1-1

Pr ot ocol : 0

I vl an: 0

Ovl an: 0

Src |p: 0.0.0.0

Dest |p: 0.0.0.0

Src | pv6: -

Dest | pv6: -

Src MAC: 00: 00: 00: 00: 00: 00
Dest MAC: 00: 00: 00: 00: 00: 00
Src Port: 0

Dest Port: 0

Et hert ype: 0

Total Physical breakout ports involved in Packet Capture: O
886 packets captured on di sk using switch capture

Readi ng of capture file fromdisk is not supported

3. Use the CLI copy command to export the file to remote destinations:

asa# copy flash:/packet-capture/sess-1l-capsw-ethernet-1-1-0.pcap ?

cluster: Copy to cluster: file system
di skO: Copy to diskO: file system

di sk1: Copy to diskl: file system

fl ash: Copy to flash: file system
ftp: Copy to ftp: file system
runni ng-config Update (nerge with) current system configuration
scp: Copy to scp: file system

snb: Copy to snb: file system
startup-config Copy to startup configuration
system Copy to system file system
tftp: Copy to tftp: file system

asa# copy flash:/packet-capture/sess-l-capsw-ethernet-1-1-0.pcap tftp://198.51.100.10/
Source filenane [/packet-capture/sess-1-capsw ethernet-1-1-0.pcap]?

Destination fil ename [sess-1-capsw ethernet-1-1-0.pcap]?

Copy in progress...C

139826 bytes copied in 0.532 secs

FTD

Follow these steps to collect internal switch capture files on FTD CLI and copy them to servers
reachable via data or diagnostic interfaces:

1. Go to diagnostic CLI:

> gystem support diagnostic-cli
Attaching to Diagnostic CLI ... dick "Crl+a then d to detach.
Type help or '?' for a list of avail abl e commands.



firepower> enable
Password: <-- Enter
firepower#

2. Stop the capture:

firepower# capture capi switch stop
3. Verify the capture session is stopped and note the capture file name:

firepower# show capture capsw detail
Packet Capture info

Name: capsw
Sessi on: 1
Admin State: disabled
Oper State: down
Oper State Reason: Session_Admin Shut
Config Success: yes
Config Fail Reason:
Append Fl ag: overwite

Sessi on Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1
Physi cal port:

Slot Id: 1
Port 1d: 1
Pcapfile: / mt / di sk0/ packet - capt ur e/ sess-1-capsw-ethernet-1-1-0.pcap
Pcapsi ze: 139826
Filter: capsw 1-1

Packet Capture Filter Info

Nane: capsw 1-1

Pr ot ocol : 0

I vl an: 0

Ovl an: 0

Src |Ip: 0.0.0.0

Dest |p: 0.0.0.0

Src | pv6: -

Dest | pv6: -

Src MAC 00: 00: 00: 00: 00: 00
Dest MAC: 00: 00: 00: 00: 00: 00
Src Port: 0

Dest Port: 0

Et hert ype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on di sk using switch capture

Readi ng of capture file fromdisk is not supported

4. Use the CLI copy command to export the file to remote destinations.

firepower# copy flash:/packet-capture/sess-l-capsw-ethernet-1-1-0.pcap ?

cluster: Copy to cluster: file system
di skO: Copy to diskO: file system
di sk1: Copy to diskl: file system

fl ash: Copy to flash: file system



ftp: Copy to ftp: file system
runni ng-config Update (nerge with) current system configuration

scp: Copy to scp: file system

snb: Copy to snb: file system
startup-config Copy to startup configuration
system Copy to system file system
tftp: Copy to tftp: file system

firepower# copy flash:/packet-capture/sess-l-capsw-ethernet-1-1-0.pcap tftp://198.51.100.10/
Source filenane [/packet-capture/sess-1-capsw ethernet-1-1-0.pcap]?

Destination fil enanme [sess-1-capsw et hernet-1-1-0.pcap]?

Copy in progress...C

139826 bytes copied in 0.532 secs

Follow these steps on to collect capture files from FMC via the File Download option:

1. Stop the capture:

> capture capsw switch stop

2. Verify the capture session is stopped and note the file name and full capture file path:

> show capture capsw detail
Packet Capture info

Name: capsw
Sessi on: 1
Admin State: disabled
Oper State: down
Oper State Reason: Session_Admin_Shut
Config Success: yes
Config Fail Reason:
Append Fl ag: overwite

Sessi on Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physi cal port:

Sl ot Id: 1
Port 1d: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsi ze: 139826
Filter: capsw 1-1

Packet Capture Filter Info

Name: capsw 1-1

Pr ot ocol : 0

I vl an: 0

Ovl an: 0

Src |p: 0.0.0.0

Dest |p: 0.0.0.0

Src | pv6: -

Dest | pv6: -

Src MAC: 00: 00: 00: 00: 00: 00
Dest MAC: 00: 00: 00: 00: 00: 00
Src Port: 0

Dest Port: 0

Et hert ype: 0

Total Physical breakout ports involved in Packet Capture: O



886 packets captured on di sk using switch capture
Readi ng of capture file fromdisk is not supported

3. Go to expert mode and switch to root mode:

> expert
adm n@ i repower: ~$ sudo su
root @i r epower : / home/ admi n

4. Copy the capture file to /ngfw/var/common/:

r oot @KSEC- FPR3100- 1: / hone/ adm n cp /mnt/disk0/packet-capture/sess-l-capsw-ethernet-1-1-0.pcap
/ngfw/var/common/

r oot @XSEC- FPR3100- 1: / hone/ adm n 1s -1 /ngfw/var/common/sess*

-rwxr-xr-x 1 root admn 139826 Aug 7 20:14 /ngfw/var/common/sess-1l-capsw-ethernet-1-1-0.pcap
-rwXr-xr-x 1 root admn 24 Aug 6 21:58 /ngfw var/comon/sess- 1-capsw- et hernet-1-3-0. pcap

5. On FMC choose Devices > File Download:

FII’E\':U&” Management Ce.nter Overview Analysis Policies Objects Integration Deploy  Q I“Q £# @ lab_domain |\ adminy bl
— —
Device Management VEN Troubleshaot Reporting
Device Upgrade Site To Site File Download
Summary Dashboard s s
1) NAT Remote Access Threat Defense CLI
Pewices b SUmmny of AGHVity on the apgiiance
Qos Dymamic Access Policy Packet Tracer
Network Threats Intrusion Events Status Geolocation Oos Platform Settings Troubleshooting Packet Capture - [1]
FlexConfig Site 1o Site Monitoring
Add Widgets
Certificates ' =2
» Unique Applications over Time - * Top Web = -_—
25
n
15
1] f MNo Data No Data
05
1828 1838 1845 1825 1808
> Trafec by Application Risk - *» Top Server Applications Seen =t *» Top Operating Systems Seen =
Risk ~ Total Bytes (KB)
S | 5283
Mo Data No Data
» TrafMec by Business Relevance =
6. Choose the FTD, provide the capture file name, and click Download:
Firewall Manag?m ent C_;en t_er Overview Analysis Policies Devices Objects Integration Deploy QO @ 2 @ lab_domain | adminw | gl o
Threat Defense CLI | Packet Capturs Packet Tracer
Device
I FPR3100-1 .
File

I sess-1-capsw-ethemet-1-1-0.pcap

Guidelines, Limitations, and Best Practices for Internal Switch Packet Capture



Guidelines and limitations:

- Multiple switch capture configuration sessions are supported, but only 1 switch capture
session can be active at a time. An attempt to enable 2 or more capture sessions results in an
error "ERROR: Failed to enable session, as limit of maximum 1 active packet capture
sessions reached".

- An active switch capture cannot be deleted.

- Switch captures cannot be read on the application. The user must export the files.

- Certain data plane capture options such as dump, decode, packet-number, trace, and
others are not supported for switch captures.

- In the case of multi-context ASA, the switch captures on data interfaces are configured in user
contexts. The switch captures on interfaces in_data_uplinkl, and in_mgmt_uplinkl are
supported only in the admin context.

This is the list of best practices based on the usage of packet capture in TAC cases:

- Be aware of guidelines and limitations.

- Use capture filters.

- Consider the impact of NAT on packet IP addresses when a capture filter is configured.

- Increase or decrease the packet-length that specifies frame size, in case it differs from the
default value of 1518 bytes. Shorter size results in an increased number of captured packets
and vice versa.

- Adjust the buffer size as needed.

- Be aware of the Drop Count in the output of the show cap <cap_name> detail command.
Once the buffer size limit is reached, the drop count counter increases.

Related Information

. Firepower 4100/9300 Chassis Manager and FXOS CLI Configuration Guides
. Cisco Secure Firewall 3100 Getting Started Guide
. Cisco Firepower 4100/9300 FXOS Command Reference



https://www.cisco.com/c/en/us/support/security/firepower-4100-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/getting-started/3100/secure-firewall-3100-gsg.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/CLI_Reference_Guide/b_FXOS_CLI_reference.html
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