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This document describes the configuration and verification of the Firepower, and the Secure Firewall
internal switch captures.

Prerequisites
Requirements

Basic product knowledge, capture analysis.

Components Used



The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

The information in this document is based on these software and hardware versions:

Secure Firewall 31xx, 42xx

Firepower 41xx

Firepower 93xx

Cisco Secure eXtensible Operating System (FXOS) 2.12.0.x

Cisco Secure Firewall Threat Defense (FTD) 7.2.0.x, 7.4.1-172
Cisco Secure Firewall Management Center (FMC) 7.2.0.x, 7.4.1-172
Adaptive Security Appliance (ASA) 9.18(1)x, 9.20(x)

Wireshark 3.6.7 (https://www.wireshark.org/downl oad.html)

Background I nfor mation

High-Level Overview of the System Architecture

From the packet flow perspective, the architecture of the Firepower 4100/9300 and Secure Firewall
3100/4200 can be visualized as shown in thisfigure:

Chassis

Internal Switch Security Module

FTD/ASA

Data Plane (LINA) '
Snort Engine (FTD only)

Backplane/uplink

Front Interfaces

The chassis includes these components:

 Internal switch —forwards packet from the network to the application and vice versa. The internal
switch is connected to the front interfaces that reside on the built-in interface module or external
network modules and connect to external devices, for example, switches. Examples of front interfaces
are Ethernet 1/1, Ethernet 2/4, and so on. The “front” is not a strong technical definition. In this
document, it is used to distinguish interfaces connected to external devices from the backplane or
uplink interfaces.

» Backplaneor uplink —an internal interface that connects the security module (SM) to the internal
switch.

* Management uplink —an internal interface exclusive to Secure Firewall 3100/4200 that provides
management traffic path between the internal switch and the application.


https://www.wireshark.org/download.html

* Management interface - a physical interface on the chassis.
» Data interfaces - interfaces allocated to the application used to forward traffic.

In the case of the Secure Firewall 3100/4200, the data, management and the uplink interfaces are mapped
to specific internal switch ports.

The mapping can be verified in the output of the FXOS local-mgmt command shell show portmanager
switch status command output.

In this example, port 0/18 is the backplane/uplink interface, and port 0/19 is the management uplink
interface.

<#froot>
firepower-3140#

connect | ocal - ngnt

Warning: network service is not available when entering
firepower-3140(local-mgmt)#

connect local-mgmt'

show portmanager switch status

Dev/Port Mode Link  Speed Duplex Loopback Autoneg FEC Link Scan
0/1 SGMII Up 1G Full None No None None
0/2 SGMII Up 1G Full None No None None
0/3 SGMII Down 1G Full n/a No None None
0/4 SGMII Down 1G Full n/a No None None
0/5 SGMII Down 1G Full n/a No None None
0/6 SGMII Down 1G Full n/a No None None
0/7 SGMII Down 1G Full n/a No None None
0/8 SGMII Down 1G Full n/a No None None
0/9 SR_LR Down 25G Full n/a No None None
0/10 SR_LR Down 25G Full n/a No None None
0/11 1000_BaseXDown 1G Full n/a No None None
0/12 1000_BaseXDown 1G Full n/a No None None
0/13 1000_BaseXDown 1G Full n/a No None None
0/14 1000_BaseXDown 1G Full n/a No None None
0/15 1000_BaseXDown 1G Full n/a No None None
0/16 1000_BaseXDown 1G Full n/a No None None
0/17 1000_BaseX Up 1G Full None No None None
0/ 18 KR2 Up 50G

Full None No None None Link-Up
0/ 19 KR Up 25G

Full None No None None Link-Up
0/20 KR Up 25G Full None No None None

This table shows backplane interfaces on Firepower 4100/9300 and uplink interfaces on Secure Firewall
3100/4200:

Port Man

Force-Li
Force-Li
Force-Li
Force-Li
Force-Li
Force-Li
Force-Li
Force-Li
Force-Li
Force-Li
Force-Li
Force-Li
Force-Li

Link-Up

Link-Up

Platform Number of  [Backplane/uplink |Management uplink|M apped Mapped




supported interfaces interfaces internal application
security switch port |interfaces
modules
Firepower S Internal-Data0/0
nternal-
l‘iilr%%é\‘f\’,‘;ept 1 Ethernet1/9 N/A N/A
Internal-Data0/1
4110/4112) Ethernet1/10
. Internal-Data0/0
lerlep(;/(zlvi/?z 1 Ethernet1/9 N/A N/A
Internal-Data0/1
SM1. N/A Internal-Data0/0
Ethernet1/9 Internal-Data0/1
Ethernet1/10
Internal-Data0/0
SM2:
' Internal-Data0/1
Firepower
9300 3 Ethernetl/11 N/A
Ethernet1/12 Internal-Data0/0
SM3: Internal-Data0/1
Ethernet1/13
Ethernet1/14
Secure SM1: in_data uplinkl . . Port 0/18 Internal-Data0/1
Firewall 3100 1 in_mgmt_uplinkl
Port 0/19 Management1/1
SM1:in_data uplinkl Port 0/11  |Internal-Data0/1
SM1: in_data uplink2 in mamt uplinkl Port 0/12 (only |(Internal-Data0/2
Secure 1 (only 4245) _mgmt_up 4245) (only 4245)
Firewall 4200 - :
in_mgmt_uplink2 Port 0/13 Management1/1
Port 0/14 Management1/2

In the case Firepower 4100/9300 with 2 backplane interfaces per module or Secure Firewall 4245 with 2
data uplink interfaces, the internal switch and the applications on the modules perform traffic load-balancing
over the 2 interfaces.

» Security module, security engine, or blade —the module where applications such as FTD or ASA



areinstalled. Firepower 9300 supports up to 3 security modules.
* Mapped application interface - the names of the backplane or uplink interfaces in applications, such
asFTD or ASA.

Use the show interface detail command to verify internal interfaces:

<#root>
>

show i nterface detail | grep Interface

Interface Internal-Control0/0 "ha_ctl_nlp_int_tap", is up, line protocol is up
Control Point Interface States:
Interface number is 6
Interface config status is active
Interface state is active

Interface Internal-Data0/0 "", is up, line protocol is up

Control Point Interface States:
Interface number is 2
Interface config status is active
Interface state is active

Interface Internal-DataO/1 "", is up, line protocol is up

Control Point Interface States:
Interface number is 3
Interface config status is active
Interface state is active
Interface Internal-Data0/2 "nlp_int_tap", is up, Tine protocol 1is up
Control Point Interface States:
Interface number is 4
Interface config status is active
Interface state is active
Interface Internal-Data0/3 "ccl_ha_nlp_int_tap", is up, line protocol 1is up
Control Point Interface States:
Interface number is 5
Interface config status is active
Interface state is active
Interface Internal-Data0/4 "cmi_mgmt_int_tap", is up, line protocol is up
Control Point Interface States:
Interface number is 7
Interface config status is active
Interface state is active
Interface Port-channel6.666 "", is up, line protocol is up
Interface Ethernetl/1 "diagnostic", is up, Tine protocol 1is up
Control Point Interface States:
Interface number is 8
Interface config status is active
Interface state is active

High-Level Overview of the Internal Switch Operations

Firepower 4100/9300



To make aforwarding decision the internal switch uses an interface VLAN tag, or port VLAN tag, and a
virtual network tag (VN-tag).

The port VLAN tag is used by the internal switch to identify an interface. The switch inserts the port VLAN
tag into each ingress packet that came on front interfaces. The VLAN tag is automatically configured by the
system and cannot be manually changed. The tag value can be checked in the fxos command shell:

<#root>

firepower#

connect fxos

firepower (fxos)#

show run int el/2

!Command: show running-config interface Ethernetl/2
!Time: Tue Jul 12 22:32:11 2022

version 5.0(3)N2(4.120)

interface Ethernetl/2
description U: Uplink
no 11dp transmit
no 11dp receive
no cdp enable
switchport mode dotlg-tunnel

swi tchport trunk native vlan 102

speed 1000
duplex full
udld disable
no shutdown

The VN-tag is also inserted by the internal switch and used to forward the packets to the application. It is
automatically configured by the system and cannot be manually changed.

The port VLAN tag and the VN-tag are shared with the application. The application inserts the respective
egressinterface VLAN tags and the V N-tags into each packet. When a packet from the application is
received by the internal switch on the backplane interfaces, the switch reads the egress interface VLAN tag
and the VN-tag, identifies the application and the egress interface, strips the port VLAN tag and the VN-tag,
and forwards the packet to the network.

Secure Firewall 3100/4200
Like in Firepower 4100/9300, the port VLAN tag is used by the internal switch to identify an interface.

The port VLAN tag is shared with the application. The application inserts the respective egress interface
VLAN tagsinto each packet. When a packet from the application is received by the internal switch on the
uplink interface, the switch reads the egress interface VLAN tag, identifies the egress interface, strips the
port VLAN tag, and forwards the packet to the network.



Packet Flow and Capture Points

Firepower 4100/9300 and Secure Firewall 3100

The Firepower 4100/9300 and the Secure Firewall 3100 firewalls support packet captures on the interfaces
of the internal switch.

This figure shows the packet capture points along the packet path within the chassis and the application:

Chassis

Internal Switch Security Module

FTD/ASA

Data Plane (LINA

?@;
Backplane/uplink
&

Front Interfaces

3)

Snort Engine (FTD only)

The capture points are:

1. Internal switch front interface ingress capture point. A front interface is any interface connected to the
peer devices such as switches.

2. Data plane interface ingress capture point

3. Snort capture point

4. Data plane interface egress capture point

5. Internal switch backplane or uplink ingress capture point. A backplane or uplink interface connects
the internal switch to the application.

The internal switch supports only ingress interface captures. That is only the packets received from the
network or from the ASA/FTD application can be captured. Egress packet captures are not supported.

Secure Firewall 4200

The Secure Firewall 4200 firewalls support packet captures on the interfaces of the internal switch. This
figure shows the packet capture points along the packet path within the chassis and the application:



Chassis

Internal Switch Security Module

FTD/ASA

2%kplaneg‘uplink
Q,

4]
Snort Engine (FTD only)

@
Y
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The capture points are:

1. Internal switch front interface ingress capture point. A front interface is any interface connected to the
peer devices such as switches.

2. Internal switch backplane interface egress capture point.

3. Data plane interface ingress capture point

4. Snort capture point

5. Data plane interface egress capture point

6. Internal switch backplane or uplink ingress capture point. A backplane or uplink interface connects
the internal switch to the application.

7. Internal switch front interface egress capture point.

Theinternal switch optionally supports bidirectional - both ingress and egress - captures. By default, the
internal switch captures packetsin the ingress direction.

Configuration and Verification on Firepower 4100/9300

The Firepower 4100/9300 internal switch captures can be configured in Tools > Packet Capture on FCM
or in scope packet-capture in FXOS CLI. For the description of the packet capture options refer to the
Cisco Firepower 4100/9300 FXOS Chassis Manager Configuration Guide or Cisco Firepower 4100/9300
FXOSCLI Configuration Guide, chapter Troubleshooting, section Packet Capture.

These scenarios cover common use cases of Firepower 4100/9300 internal switch captures.
Packet Captureon a Physical or Port-channel Interface

Use the FCM and CLI to configure and verify a packet capture on interface Ethernet1/2 or Portchannel 1
interface. In the case of a port-channel interface, ensure to select al physical member interfaces.

Topology, packet flow, and the capture points



Chassis

i nternal Switch Security Module
] FTD/ASA
192.0.2.100 Backplane
@ ICMP echo-reply -
198.51.100.100

Configuration

FCM

Perform these steps on FCM to configure a packet capture on interfaces Ethernetl/2 or Portchannel 1:

1. Use Tools > Packet Capture > Capture Session to create a new capture session:

Help admin

Overview Interfaces Logical Devices Security Engine Platform Settings System

Packet Capture

Troubleshooting Logs

o sosion T

¢ Refresh Deete Al Sessons

No Session available

2. Select the interface Ethernet1/2, provide the session name and click Save and Run to activate the
capture:

[SINENIE [nterfaces  Logical Devices  Security Engine  Platform Settings

Select an irstance: fedl » av Cancel
frd1 Session Kam €anl

Selected Interfoces Ehametaf2
E 2

Buffer Sive 256 MB =

Snap length; 1518 Brylan
Etharnat1/3 Store Packets Appand

Cagture Filter Apply ke [l
i FTD

E t1/9, Etharnatd/ 10

Etharnant/s
{Bertchann
Etharmant/a
{Partchannals

3. In the case of a port-channel interface, select al physical member interfaces, provide the session name
and click Save and Run to activate the capture:



Overview Interfaces  Logical ces  Security Engine  Flatform Settings System Tools Help  admin

£=He Capture Fites apcty riter R

FXOSCLI
Perform these steps on FXOS CL1 to configure a packet capture on interfaces Ethernetl/2 or Portchannel 1.

1. Identify the application type and identifier:

<#froot>
firepower#

scope ssa

firepower /ssa #

show app-i nstance

App Name Identifier STot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. In the case of a port-channel interface, identify its member interfaces:

<#root>

firepower#

connect fxos

<output skipped>
firepower (fxos)#

show port-channel sunmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed



S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-Tinks not met

Group Port- Type Protocol Member Ports
Channel
1 Pol( SU) Et h LACP Et h1/ 4( P) Et h1/ 5(P)

3. Create a capture session:

<#root>

firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/2

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comni t

firepower /packet-capture/session #

For port-channel interfaces, a separate capture for each member interface is configured:

<#root>



firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/4

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

create phy-port Ethl/5

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comm t

firepower /packet-capture/session #

Verification

FCM



Verify the Interface Name, ensure that the Operational Statusis up and that the File Size (in bytes)
increases:

Overview Interfaces Logical Devices Security Engine Platform Settings

e
G Refresh Capture Sesson Deiete Al Sessions
u capl Drog Count: 0 Buffer Size: 256 MB Snap Length: 1518 Bytes
Intarfacs Nama Filter Flle Skze {in bytes) Fila Momé Davice Namse
Ethamati/z Nane 28632 capl-athermat: 1-2-0.pcap a1 &

Portchannel 1 with member interfaces Ethernet1l/4 and Ethernet1/5:

€ Retrosh Cagture Seusn Dot Al Semiorn

u capl Drop Coust: 0 Bubfer Size: 256 MO Snap Length; 1518 Bytes
Enterisca Name Filter File Wams Davice Rams
Ehemel/s e ] wihermes = fidi
Eherneti/4 hane 85000 cael -ethermet-1-4-0.pcap hdy

Verify the capture details in scope packet-capture:

<#root>

firepower#

scope packet-capture

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nanme: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Oper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0O

Drop Count: O



Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 75136 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Port-channel 1 with member interfaces Ethernetl/4 and Ethernet1/5:

<#root>

firepower#

scope packet-capture

firepower /packet-capture #

show sessi on capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Oper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes



Error Code: 0
Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 4

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-4-0.pcap

Pcapsi ze: 310276 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Slot Id: 1

Port 1d: 5

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-5-0.pcap

Pcapsi ze: 160 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Collect capturefiles
Perform the stepsin the section Collect Firepower 4100/9300 I nter nal Switch Capture Files.
Capturefileanalysis

Use a packet capture file reader application to open the capture file for Ethernet1/2. Select the first packet



and check the key points:

1.
2.
3.

4.

Only ICMP echo-request packets are captured. Each packet is captured and shown 2 times.

The original packet header iswithout the VLAN tag.
Theinternal switch inserts additional port VLAN tag 102 that identifies the ingress interface

Ethernetl/2.
Theinterna

switch inserts an additional VN tag.

- 00 D000 BO0D 1018 ...

» Frame 1: 188 bytes on wire (854 bits)
»_Ethernet

A VN-Tag
Love wuns [ = Direction: From Bridge
[ R P = Pointer: wif_id

GBG 00N DOBR -

168 bytes captured (864 bits) on interface capture ue_1, id @
o be Cisco b:77:0¢ (58:97:bd:b9:77:00)

Destination: 18
Loaped: Mo
Reserved: &
wersion: @
Source: @

Type: B02.10 Virtual LAN (ox8186)

+ 802,10 Virtual LAN, PRI: O, DEI: @, ID: 102

[ T, + e = Priority: Best Effort (default) ()
Y I + ea-. ® DEI: Ineligible

.... 0000 9110 0110 = ID: 102

Typg: IPvd (o

—
Internet Protocol Versiom 4, Src: 192.8.2.180, Dst: 198.5
Internet Control Message Protocol

N

™ Tims St [rem— [ gk PO YT e

© 120232-07-13 06:23:58.285080030 102.0.2,100  108.51.100.100 THe 108 1 Ox0dec (40428) 64 Echo (ping) request
2 2022-07-13 06123158, 285000858 192.0.2.108 198.51. 180, 188 ICHP 182 dxddec (48428} &d Echo (ping) request
3 2022-07-13 86123150, 300048886  152.0.2.108 158.51. 180,108 1CHP 108 ctidd (B656) &4 Echa :pin'gg Fequest
4 2022-07-13 06:23:50. 309153731 152.0.2.100  190.51.100.100 IEHP 102 Oxtedd (48656) 64 Echa (ping) request
5 2022-07-13 06:34:00.333054190  152.0.2.100  198.51.100.100 ICHP 108 ax0F20 (40736) 64 Echo (ping) request
6 2022-07-13 06:24:00,333056014 192.0.2.100  198.51.100.18 ICHP 182 ax0F20 (40736) 64 Echo (ping) request
7 2W0I3-07-13 86:24:01.357173539  192.8.2.100 198.51.180. 108 ICHR 188 Gx0fad (4a740) 64 Echo (ping) request
B 2022-07-13 06:24:01, 357174708  192.9.2.100 198.51.100. 104 ICHP 182 Gx0F2d (40740) 64 Echo (ping) request
9 M022-07-13 06:24:02,.381073741  192.0.2.108 198.51. 106, 168 ICHP ige Gx0fBl (40840) &d Echo (ping) request
18 2022-07-13 86:24:02, 381074950  192.0.2.1060 198.51. 106, 166 ICHP bl @xdfan (4004d) &d Echa (ping) request
11 2022-07-13 86:34:03.405159041  192.0.2.1060 158.51. 106,166 IEHP 108 @xady¥? (41875) &4 Echo (ping) request
12 2022-07-13 86:24:03.405208261  192.0.2.1080 198.51. 168,168 ICHP 182 @xad¥? (410679) &4 Echo (ping) request
13 2022-87-13 86134104 . 420155683  192.8.2.100 198.51. 180,188 ICHP 188 axalef (41231) 64 Echo (ping) request
14 2023-07-13 @6:24:84 470156331  192.0.2.100  198.51.100.100 TP 182 axalef (41231) &4 Echo (ping) request
15 2022-07-13 86:24:05,453156612  192.9.2.100 198.51. 100, 1900 ICHP 108 oxaléa (41322) 64 Echo (ping) request
16 2022-07-13 96:24:05,453158052  192.9.2,100 198,51, 100, 100 ICHP 182 oxalGa (41322) 64 Echo (ping) request
17 2022-07-13 8624106, 4TT127687  192.9.2.100 198,51, 109,104 ICHP 108 @xaled (41449) 64 Echo (ping) request
18 2022-07-13 86:24:06,477129899  192.0.2.100 198,51, 109,108 ICHP 182 @xaled (41449) 64 Echo (ping) request
19 2022-07-13 96:24:07.501251314  192.0.2.100  198.51.1980.100 ICHP 108 axalfe (4162) &4 Echo (ping) request
20 2022-07-13 96:24:07.501293041  192.0.2.100  198.51.199.189 ICHP 182 axalfe (41462) &4 Echo (ping) request
21 2022-87-13 @6:24:108.525089956 192.0.2.109 198.51.109. 108 ICHP 188 axazs7 (41559) &4 Echo (ping) request
12 1022-07-13 B6:34:108,525007068 192.9.2,100 198.51. 100, 109 ICHP 182 0xazs7 (41559) 64 Echo (ping) request
23 2022-07-13 96:24:09,549236500  192.9.2,100 198,51, 100, 100 ICHP 108 @xazad (41641) 64 Eche (ping) request
24 2022-07-13 96:24:109,549238564  192.9.2.100 198,51, 109,184 ICHP 182 oxazad (41641) 64 Echa (ping) request
25 2022-07-13 86:24:10,573118046  192.9.2.109 198,51, 109,108 ICHP pLE] @xa3as (41797) 64 Echo (ping) request
26 2022-07-13 86:24:10.573112504  152.0.2.100  198.51.1980.100 ICHP 102 oxa3as (41797) 64 Echo (ping) request
27 2022-07-13 86:24:11.557086027  192.0.2.100  198.51.109.100 ICHP 108 oxa3a3 (41881) 64 Echo (ping) request
8 2022-07-13 86:24:11.597088170  192.0.2.100  198.51.190.180 ICHP 182 Bxa3ad (41681) 64 Echo (ping) request
19 7022-07-13 B6:34:117.621061032 192.0.2.100 198.51.100. 100 ICHP 106 @xa3dc (41048) 64 Echo (ping) request

id=0unota,
1d=0ne01a,
id=gxe01a,
idugpola,
id=ancoona,
id=ancbola,
id-gxpala,
id=gmioia,
1d=ictiia,
id=ixiddia,
id=dxiddia,
id=icidna,
id=gxeana,
id-expala,
id-expola,
id=gmoo1a,
id=gmoona,
id=ixidia,
id=axedla,
id=anceala,
id-awpala,
id-agxitla,
id=iia,
ld=inciiia,
id=gxidia,
idwixpgna,
idminciina;,
idwinciola,
idwanciala,

5B 9F

gzie
-

seqe7/1702,
seqe7 1702,
seqe8/2048,
4éqe8/2048,
Seqe02304,
$0q=9/2304,
50q-10/2560, ttl-64 (no
50q-10/2560, ttl-64 (no
seqell/2816, ttl=6d4 (no
seqe11/2816, ttl=64 (mo
seqe12/3072, ttl=g4 (mo
seqel2/ 3072, ttl=6a (no
seq=13/3328, ttl=6a (no
s0q-13/3328, ttl-64 (no
seq-14/3584, ttl-64 (no
seq-14/3584, ttl=-64 (no
seq=15/3840, ttl=64 (no
seq=15/3840, ttl=64 (no
Seq=16/4096, ttl=64 (no
seq=16/4096, ttl=64 (no
s0q=17/4352, ttl=64 (no
5eq=17/4352, ttl=64 (no
seq=16/4608, ttl=64 (no
seqe1B/4608, ttl=64 (no
seqeld/agid, ttl=64 (no
sequld/apsa, ttl=64a (no
seqez0/5128, ttl=64 (no
s0q=20/5128, ttl=64 (no

response
response
response
response
response
response
response
response
response
response

50q=21/5376, ttl=64 (no response
bd b9 77 Be 80 50 56 9d ed be B9
Bl B0 0O 06 08 90 45 90 00 34 9d
af c@ co 89 82 64 6 33 64 64 B8
80 07 F4 64 ce 62 00 00 00 BB 20
B0 80 18 11 12 13 14 15 16 17 18
ie Af 20021 32 23 k4 25 26 2T 2
e 2f 39 031 32 33 34 35 36 37

ttl=64 (no response foundl)
ttl=64 (no response foundl)
ttl=6a (a0 response foundl )
ttl=ga (o response Found!)
ttl=gd (no response Found!)
tt1g4 (no response found!)

found |}
found| )
found |}
found!)
found!)
Found!)
Found!)
Found | §
found| )
found| )
found| )
found )
found ! )
found! )
found!)
Found )
found | )
found| )
found )
found! )
found! )
found! )
found )

26 B
e 49
o0 ac
ai &7
19 1a
29 2a

% ¥4

=3

1"8 $%&' ()"
oo fB123 4567

Select the second packet and check the key points:

1. Only ICMP echo-request packets are captured. Each packet is captured and shown 2 times.

2. The original packet header is without the VLAN tag.
3. Theinternal switch inserts additional port VLAN tag 102 that identifies the ingress interface

Ethernetl/2.




™ Tt Sourte [ Praascsl Liagth
12922-07-13 L2B50E0938  192.0.2.100 198.51.180. 108 IcHe 108 1
2 2022-07-13 L2BSOEIRSE  192.0.2.188 198.51. 180, 188 :-ICPP ]19\'2

I3 BT b
Bxddec (40428) id-gxdpla, seqe7/1792, ttl-64 (no response foundl)

ldwieiia, seqe? 1702, ttl=64 (no response foundl)

(ping} request
iy pest

3 2022-87-13 .J00043886  192.0.2.100  196.51.100.180 TEHP 108 plAg) request id=owddla, seqe8/2048, ttl=64 (no respense found!)
4 20232-07-13 .309183731  182.0.2.160  196.51.180.180 1EHP 102 axdedd (40656) 64 Echa (ping) request id=0x001a, seqe8/2048, ttl=gd4 (o response found!)
5 2022-87-13 .333054150  152.0.2.100  198.51.180.108 (e 108 axof2a (40736) 64 Echo (ping) request id=oxoola, $eqe9/2304, ttl=sa (no response found!)
& 2022-87-13 333056014 192.8.2.180  198.51.198.108 (] 182 xaf2a (48736) 64 Echo (ping) request id=BxBdla, %eqe9/23084, ttl=g4 (no response found!)
7 2032-07-13 L357173530  192.0.2.100  196.51.190.100 ICHP 108 axofad (40749) 64 Echo (ping) request id-Bxddla, seqe10/2568, ttl-6d (no response found!)
§ 2022-07-13 .357174708 192.8.2.100  108.51.190.100 TCHP 102 ax0fad (40745) 64 Echo (ping) request id-Bxddla, seq-10/2568, ttl-6d (no response found!)

9 M22-07-13
10 2022-87-13

LIB1073741  152.0.2.100  198.51.100.100 CHE 108 oxoFER {40840) 64 Echo (ping) request id-0x0fla, seqe11/2816, ttl=64 (no response found!)
LIB1074909  152.0.2.100  156.51.100.100 CHE 102 Gx0FE (40840) 64 Echo (ping) request id=Gxddla, seqe11/2816, ttl=64 (no response found!)

a6
@6
26
b
[
a6
a6
L
@6
@6
11 2023-07-13 86 L405160041  152.0.2.100  198.51.180.100 TEHE 108 0xad7? (41673) 6d Echo (ping) request id=8xddla, seqei2/3672, ttl=6d (no response found!)
12 2022-87-13 86 ABSRBOZE1  152.0.2.108 198.51. 168,168 IcHP 182 @xad¥? (41879) &4 Echo (ping) request idedxedla, seqe12/3072, ttl=64 (o response found!)
13 2022-07-13 @6: AZOL55683  192.0.2.100 198.51. 188,188 ICHP 188 axalef (41231} 64 Echo (ping) request ide-axedla, seqe=13/3328, ttl=64 (no response found!)
14 2022-07-13 96:24:04.420156831 192.0.2.180  198.51.190.100 (] 182 axalef (41231) &4 Echo (ping) request id-exeela, seq-13/3328, ttl=64 (no response found!)
15 2022-07-13 96:24:05,453156612 192.0.2,100  198.51.190.100 v 198 axaléa (41322) 64 Echo (ping) request id-ewsdla, seq-14/3584, ttl-64 (no response foundl)
16 2022-07-13 06:24:05,453158052 192.0.2.100  198.51.190.100 v 102 oxaléa (41322) 64 Echo (ping) request ld-owsdla, seq-14/3584, ttl-64 (no response foundl)
17 2022-97-13 @6 @6 ATTLZTEET  192.0.2,108 198,51, 109, 104 ICHP 108 @xaled (41449) 64 Echo (ping) request ld-0xedla, seqe=15/3840, ttl-64 (no response foundl)
18 2022-07-13 06:24:06,477129859  192.0.2.100  198.51.190.100 M 102 Oxaled (41443) 64 Echo (ping) request id-éxedla, seq=15/2840, ttl=64 (no response foundl)
19 2022-07-13 86:24:07.501251314  192.0.2.100  198.51.1980.100 ICHP 108 axalfe (41462) 64 Echo (ping) request id=8xedla, seqe=16/4098, ttl=64 (no response found!)
28 2022-07-13 86 192.8.2.100  198.51.109.100 ICHP 182 axalfe (41462) 64 Echo (ping) request id=gxedla, seqe=16/4098, ttl=64 (no response found!)
21 2022-97-13 86 192.0.2.109 198.51.100. 108 ICHP 108 Bxazs? (41559) 64 Echo (ping) request id=8xedla, seq=17/4352, ttl=64 (no response found!)
12 1022-97-13 26 192.0.2, 109 198.51. 100,109 IcHP 182 @xa257 (4155%) &4 Echo (ping) request id-@xidla, seq=17/4352, ttl-64 (o response found!)
13 2022-97-13 26 192,0.2, 109 198,51, 100, 100 ICHP 106 @xazad (41641) 64 Echo (ping) request id-gxidla, seqe16/4688, ttl-64 (no response found!)
24 2022-07-13 86 152,8. 2,189 198,51, 109, 184 ICHP 182 oxazad (41641) 64 Echa (ping) request id=gxedla, seqe18/4688, ttl=64 (no response found!)
25 2022-07-13 86:24:10,573118046  192.9.2.109 198,51, 109,108 ICHP 108 @xa3as (41797) 64 Echa (ping) request ide-gxedla, seqel®/4864, ttl=64 (no response found!)
26 2022-07-13 86:24:10.573112504  192.0.2.100  198.51.100.100 M 182 @xa3a5 (41797) 64 Echo (ping) request idsgxtdla, seqe1%/4864, ttlsG4 (no response found!)
27 2022-07-13 86:24:11.557086027  192.0.2.100  198.51.109.100 ICHP 108 oxa3a3 (41801) 64 Echo (ping) request idséxBdla, seqe20/5120, ttl=6d (no response found!)
8 2022-07-13 86:24:11.597088170 192.0.2.108  19B.51.190.100 ICHP 182 Bxa3ad (41681) 64 Echo (ping) request idsaxpdla, seqs20/5128, ttlssd (no response found!)
29 7022-07-13 86:24:12.621061022 192.0.2.190  198.51.190.100 ICHP 108 oxa3dc (41948) 64 Echo (ping) request ide@xpdla, seqs21/5376, ttl=64 (no response found!)
» Frame 2: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface capture we 1, id @ | SB 97 bl b9 77 06 00 50 56 90 eB be 81 00 00 66 ¥
» Ethernet II, Src: Viware 9d:e@:be (90:508:56:0d:e8:be), Dst: Cisco b9:77:0e (56:97:bd:b9:77:080) 1D BB 00 45 00 0D 54 9 e 40 00 40 01 af <@ o W .
J 802,10 virtual LAM, PRI: @, DEL: ©, 10: 102 W0 B2 64 ob 33 64 64 B8 09 de a2 80 1a 03 07 f4 64 -d
o ves. = Priority: Best Effort (default) (0) QU A2 R T AT el 2 '
ee ven. = DEL: Ineligible 3 WuAE 12 13 14 15 16 17 18 19 13 1b 2c 1d e 1F 20 1 H 1
0006 0110 0110 = ID: 162 22 23 345 26027 28029 2a 2b e dd 2e 2 30 31 CesERT() "s,-.f00
33 33 34 35 36 37 34567

Internet Protocol Version 4, src: 192.8.2.100, Dst: 198.51.100.180
Internet Control Message Protocol 2

Open the capture files for Portchannel 1 member interfaces. Select the first packet and check the key points:

1. Only ICMP echo-request packets are captured. Each packet is captured and shown 2 times.

2. The original packet header is without the VLAN tag.

3. Theinternal switch inserts an additional port VLAN tag 1001 that identifies the ingress interface
Portchannel 1.

4. Theinternal switch inserts an additional VN tag.

Mo Time Source Destination FProtocol Length FD FTIL Info
r 12022-08-85 23:07:31.865872877 192.8.2.100 198.51.109. 160 e 108 | | ex3zze (12848) 64 Echo (ping) request | id=0x8e2d, seq=245/62720, ttl=64 (nc
2 2022-08-95 23:107:31.B65875131 192.0.2.109 198.51.109.180 IcMe 182 ex3zze (12846) 64 Echo (ping) request | id=exee2d, seq=245/6272@, ttl=64 (nc¢
3 2822-98-95 23:87:32.B67144598 192.8.2.184 198.51.1689. 180 ICcMP las [LFEF] 64 ECho (ping) reques id=gxee2d, seq=246/62976, ttl=64 (nc
4 2822-08-85 23:87:32.B67145852 192.8.2.184 198.51.180. 180 ICHe 182 @x32be (12985) &4 Echo (ping) request id=0x002d, seq=246/62976, ttl=64 (nc
5 2022-08-95 23:07:33.881902485 192.9.2.100 198.51.109.100 IcMe 108 ex3zde (13016) 64 Echo (ping) request id=exee2d, seq=247/63232, ttl=64 (nc
6 2022-88-95 23:87:33.881904191 192.8.2.188 198.51.188.188 ICHP 182 exizde (13816) 64 Echo (ping) request id=8xee2d, seq=247/63232, ttl=64 (nc
7 2022-08-05 23:07:34.883040435  192.9.2.100 198.51.100.100 ICHP 108 ex3372 (13171) 64 Echo (ping) request id=0xee2d, seq=248/63488, ttl=64 (nc¢
8 2022-988-95 23:87:34.883051649 192.8.2.188 198.51.100.188 IcHe la2 ex3373 (13171) 64 Echo (ping) request id=exee2d, seq=248/63488, ttl=64 (nc
9 2022-08-05 23:07:35.883478016 192.8.2.184 198.51.100.188 IcMe 188 @x3427 (13351) &4 Echo (ping) request id=0x0e2d, seq=249/63744, ttl=64 (nc
19 2022-08-95 23:07:35.8834751% 192.0.2.109 198.51.100. 100 ICHP 182 @x3427 (13351) 64 Echo (ping) request id=0xpe2d, seq=249/63744, ttl=64 (nc¢
11 2022-88-85 23:07:36.889741625 192.8.2.100 198.51.160.188 IcHe 188 exidde (13534) 64 Echo (ping) request id=8xeezd, seq=250/6400@, ttl=64 (nc
12 2022-88-95 23:07:36.8895742853 192.8.2.100 198.51.100.188 IcHe 182 exidde (13534) 64 Echo (ping) request id=0x0e2d, seq=250/64000, ttl=64 (nc
13 2022-08-95 23:07:37.913770117  192.0.2.100 198.51.100. 100 ICHP 103 @x35dc (13644) 64 Echo (ping) request id=oxe@2d, seq=251/64256, ttl=64 (nc
14 2022-88-85 23:87:37.913772219 192.8.2.100 198.51.168.188 ICHe 182 ax3sdc (13644) 64 Echo (ping) request id=8xeed, seq=251/64256, ttl=64 (nc
15 2022-88-85 23:07:38.937825879  192.8.2.108 198.51.1084.188 ICHe 188 @x3602 (13826) 64 Echo (ping) request id=0x002d, seq=252/64512, ttl=64 (nc
16 2022-88-95 23:07:38.937831215  192.9.2.189 198.51. 109,109 ICHP 192 @x3602 (13826) 64 Echo (ping) request id=exee2d, seq=252/64512, ttl=64 (nc
17 2022-88-85 23:087:35.961786128 192.8.2.100 198.51.1080. 188 ICHe 188 exised (14861) 64 Echo (ping) request id=8xeeld, seq=253/64768, ttl=64 (nc
18 2022-08-95 23:07:39.961787284  192.90.2.109 198.51.100. 100 ICHe 182 ex3Ged (14061) 64 Echo (ping) request id=0xee2d, seq=253/64768, ttl=64 (nc
19 2022-88-95 23:07:40.985773090  192.9.2.180 198.51. 109,109 IcHe 108 @x37ds (14293) 64 Echo (ping) request id=exee2d, seq=254/65024, ttl=64 (nc
< >
> Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_ue_3, ii| 0000 a2 76 f2 @0 90 25 00 58 56 9d 8 be 89 26 80 54 voo %P Ve BT
> Ethernet II, Sre: VMware 9d:eg:be (00:50:56:9d:e8:be), Dst: a2:76:f2:00:00:25 (a2:76:f2:00:00:25) | 9010 90 8@ 81 @0 93 ed 28 80 45 80 90 54 31 le 40 0@ rrerere EeT2.8
WH-Tag 0020 48 81 1b 7f €O 9@ B2 64 6 33 64 64 08 00 le d& @ - d -3dd
Wik dciid, b, AREE EEE : . = Direction: From Bridge ; 00 2d 00 f5 36 a2 ed 62 00 00 00 6@ 7a 2f 6b @0 ------b ooc2/

B0 60 99 98 18 11 12 13 14 15 16 17 18 19 1a 1b

Pointer: vif_id
Destination: &4
. = Looped: No

. = Reserved: &

= version: @
Source: @

0 dc 1d de if 20 21 22 23 24 25 26 27 28 29 za zb - 1'% $RET()%s
4 e 2c 2d 2e 2f 30 31 32 33 34 35 36 37 20 e /8123 4567

Type: 882,10 Virtual LAN (@x8108)
802.10 Virtual LAN, PRI: @, DEI: @, 1D: 1891

B00. = Priority: Best Effort (default) (@)

. = DEI: Imeligible

e.. 0611 1116 1001 = ID: 16061 3

Type: IPvd (0x0B09)
Internet Protocel Version 4, Src: 192.8.2.100, Dst: 198.51.180.100
Internet Control Message Protocol 2

Select the second packet and check the key points:

1. Only ICMP echo-request packets are captured. Each packet is captured and shown 2 times.

2. The original packet header is without the VLAN tag.

3. Theinternal switch inserts an additional port VLAN tag 1001 that identifies the ingress interface
Portchannel 1.



No. Time Souree Dastnation Frotoced Length FO FTIL Ifo
12022-08-05 23:87:31.865872877 192.9.2.100 198.51.100. 1089 ICHP 1es ’I @x322¢ (12846) 64 Echo (ping) request | id=0x002d, seq=245/62728, ttl=64 (ng
2 2022-88-85 23:87:31.865875131 192.8.2.188 198.51.108. 188 ICHMP 182 lex322e (12846) 64 Echo (ping) request | id=exee2d, seq=245/62728, ttl=6a (ng
3 2022-08-05 23:07:32.867144508 .9.2.100 108.51.100.160 IcHp 108 " Bx32b9 (12985) B4 Echo (ping) request id-exee2d, seq=246/62976, ttl=64 (nc
4 2022-08-95 23:07:32.867145852 108 198.51.100.109 ICHP 102 @x32b9 (12985) 64 Echo {ping) request id-exeezd, seq=246/62976, ttl=64 (nc
5 2022-88-95 23:87:33.8B1992485 lee 198.51.198.189 ICMP 188 @x3zdg (13016) 64 Echo {ping) request id=exe02d, seq=247/63232, ttl=64 (nc
6 2022-88-85 23:87:33.881904191 28 198.51.190.189 ICHP 182 @x32de (13016) 64 Echo {ping) request  id=0xe02d, seq=247/63232, ttl=64 (nc
7 2022-98-95 23:907:34.883049425 108 198.51.100.169 ICHP 108 2x3373 (13171) 64 Echo {ping) request id-exeead, seq-248/63488, ttl=64 (nc
8 2022-08-85 23:07:34.883051649 108 198.51.108. 160 ICMP 102 ex3373 (13171) 64 Echo (ping) request id=ex@e2d, seq=248/63438, ttl=64 (nc
0 2022-88-05 23:87:35.883478016 .1900 108.51.1008.160 1P 108 8x3427 (13351) 64 Echo (ping) request id-0xe02d, seq-249/63744, ttl-64 (nc
10 2022-88-05 23:87:35.883479190 108 198.51.108.169 ICHP 182 ex3427 (13351) 64 Echo (ping) request id=exee2d, seq=249/63744, ttl=s6a (nc
11 2022-88-05 23:87:36.880741625 .108 198.51.108. 160 ICHP 168 ex3ade (13534) 64 Echo (ping) request id-2x@02d, seq=250/64000, ttl=64 (nc
12 2022-08-85 23:07:36.880742853 .188 198.51.100.160 ICHP 182 ox3dde (13534) 64 Echo (ping) request id-8x802d, seq-250/64808, ttl=64 (nc
13 2022-88-05 23:87:37.913770117 108 198.51.108.169 ICHP 168 ex354c (13644) 64 Echo (ping) request id=2x@e2d, seq=251/64256, ttl=64 (nc
14 2022-08-85 23:07:37.013772219 .2.1008 108.51.108.100 IcMP 182 Bx354c (13644) 64 Echo (ping) request id=@xee2d, seq=251/64256, ttl=64 (nc
15 2@22-88-95 23:87:38.937829B879 188 198.51.108.188 ICHP 188 @x3602 (13826) &4 Echo (ping) request id=-8xe@2d, seq=252/64512, ttl=64 (nc
16 2@22-88-85 23:87:38.937831215 «leg 198.51.108.18@ ICHP 182 ex36082 (13826) 64 Echo (ping) request id=@xee2d, seq=252/64512, ttl=64 (nc
17 2022-08-85 23:97: .1908 108.51.1008.160 1CMP 188 ex3Ged (14061) 64 Echo (ping) request id-exee2d, seq-253/64768, ttl-64 (nc
18 2022-88-05 108 198.51.100.169 ICHP 102 ex36ed (14061) 64 Echo (ping) request id-oxe02d, seq-253/64768, ttl=64 (nc
19 2022-88-05 .108 198.51.100. 160 ICHP 168 ex37ds (14293) 64 Echo (ping) request id=2xee2d, seq=254/65824, ttl=6d (nc |~
< >
Frame 2: 182 bytes on wire (816 bits), 182 bytes captured (B16 bits) on interface capture ue 3, ia a2 76 f2 00 00 25 00 5@ 56 9d ef be 81 0@ @3 09 W EeP Ve
Ethernet II, Src: VMware od:eB:be (@88:58:56:9d:eB:be), Dst: a2:76:f2:00:808:25 (a2:76:f2:00:00:25) 98 00 45 00 90 54 32 2e 40 00 40 01 1b 7f c@ @0 E--T2. @@
B02.10 virtual LAN, PRI: ©, DEL: @, ID: 1@l 92 64 €6 33 64 64 03 00 1e d6 00 2d @0 f5 a6 a2  d-3dd-- ----
B8, ... ... ... = Priority: Best Effort (default) (8) ed 62 90 60 00 €0 7a 2f @b G0 0 00 00 00 12 11 b 2/
I S = DEI: Ineligible 3 12 13 14 15 16 17 18 19 1la 1b 1c 1d 1e 1f 20 21 N : !
. P61l 1119 1001 = 03 1861 22 23 24 25 26 27 28 29 2a 2b 2c 2d ze 2f 30 31 A3EE' () "+,-./01
32 33 34 35 36 37 234567
Type: IPv4 (@xeE8a)
Internet Protocol Version 4, Src: 192.9.2.188, Dst: 198.51.188.188
Internet Control Message Protocol =

Explanation

When a packet capture on afront interface is configured, the switch simultaneously captures each packet
twice:

 After theinsertion of the port VLAN tag.
» After theinsertion of the VN tag.

In the order of operations, the VN tag is inserted at alater stage than the port VLAN tag insertion. However,
in the capture file, the packet with the VN tag is shown earlier than the packet with the port VLAN tag.

This table summarizes the task:

Capture Internal port
Task ap VLAN in captured |Direction |Captured traffic

point

packets
Configure and verify a |CMP echo requests from host
packet capture on Ethernetl/2 102 Ingressonly [192.0.2.100 to host
interface Ethernet1/2 198.51.100.100
Configure and verify a
packet capture on
interface Portchannel 1 |[Ethernet1/4 | CMP echo requests from host
) 1001 Ingressonly [192.0.2.100 to host

with member Ethernetl/5 198.51.100.100
interfaces Ethernet1/4 D
and Ethernetl/5

Packet Captures on Backplane Interfaces

Use the FCM and CLI to configure and verify a packet capture on backplane interfaces.

Topology, packet flow, and the capture points



Chassis
Internal Switch Security Module

FTD/ASA

e

F 3

192.0.2.100 Backplane

[

ICMP echo-reply

198.51.100.100

Configuration
FCM

Perform these steps on FCM to configure packet captures on backplane interfaces:

1. Use Tools > Packet Capture > Capture Session to create a new capture session:

Help admin

Overview Interfaces Logical Devices Security Engine Platform Settings System

Packet Capture

Troubleshooting Logs

o sosion T

¢ Refresh

No Session available

2. To capture packets on al backplane interfaces, select the application, then All Backplane Ports from
the Capture On the dropdown list. Alternatively, choose the specific backplane interface. In this case,
backplane interfaces Ethernetl/9 and Ethernetl/10 are available. Provide the Session Name and click
Save and Run to activate the capture:

Overview Interfaces Logical Devices Security Engine Platform Settings

Select an instance: fdl e o —
| fd1 Session Name* a1 |
Selected Interfaces Mo
Buffier Size 56 MB -
Ethemetl/2
Snap kength: 1518 Bytes
Store Packets [ overwite [T
CotEa N [ Baciplone Ports I
Ethemet1/3
Capturé F |
Ethernet1/10
Ml Backplane Ports
Ethematl/1

FXOSCLI



Perform these steps on FXOS CL1 to configure packet captures on backplane interfaces:

1. Identify the application type and identifier:

<#root>
firepower#

scope ssa

firepower /ssa#

show app-i nstance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. Create a capture session:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/9

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

create phy-port Ethl/10

firepower /packet-capture/session/phy-port* #



set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comni t

firepower /packet-capture/session #

Verification
FCM

Verify the I nterface Name, ensure that the Operational Statusis up and that the File Size (in bytes)
increases:

Overview Interfaces Loglcal Devices Security Engine Platform Settings System Teols Help admin

& Refresh Capiure Sesson Delete Al Sessions
- u capl Drop Count: 0 Operational State: up Buffer Size: 236 MB Snap Length: 1318 Bytes
Interface Hame Filber Fibe Size (in bytes) File Hame Device Hame
Ethermnet1/10 horse 194352 capl-ethernet- 1-10-0.peap fid1

Ethamatl/9 Nong 286368 capl-athamat- 1-9-0.pcap frd1

FXOSCLI

Verify the capture details in scope packet-capture:

<#root>

firepower#

scope packet-capture
firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl



Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 10

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-10-0. pcap

Pcapsi ze: 1017424 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Slot Id: 1

Port 1d: 9

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-9-0.pcap

Pcapsi ze: 1557432 hytes

Filter:



Sub Interface: 0

Application Instance Identifier: ftdl

Application Name: ftd

Collect capturefiles
Perform the stepsin the section Collect Firepower 4100/9300 I nter nal Switch Capture Files.

Capturefileanalysis

Use a packet capture file reader application to open the capture files. In the case of more than 1 backplane
interface, ensure to open all capture files for each backplane interface. In this case, the packets are captured
on the backplane interface Ethernet1/9.

Select the first and the second packets, and check the key points:

1. Each ICMP echo request packet is captured and shown 2 times.

2. The original packet header is without the VLAN tag.

3. Theinternal switch inserts additional port VLAN tag 103 that identifies the egress interface
Ethernetl/3.

4. Theinternal switch inserts an additional VN tag.

™ Time Stures Demastn Frsdzest Lt FE FTIL i
12022-87-14 20:20:36.513854256  102.0.2.108  198.51.100.100 1cHe 108 1 aus098 (22928 64 Echo (ping) request | id-ex0e91, seqe15/3848, ttleE4 (no response found!)
2 022-97-14 20:29:356.513857280 192.0.2.109 198.51.100. 100 cme 188 DHS090 (22928 &4 Echo (ping) reguest | id-gx0o8l, seq-15/3848, ttl-s4 (reply im 3)
3 2022-87-14 30:29:36.514117304  108.51.100.188 192.9.2.104 IcHe 108 BHCce (52268 64 Echo (ping) reply ide0uonal, seq-15/3648, ttl-64 (request in 2)
4 2022-07-14 20:20:36.514119312  108.51. 160,106 102.6.2. 108 IcHe 108 Oxcclc (52268) 64 Echo (ping) reply  id-0uB001, seq-15/3848, ttle64
5 2022-07-14 20:20:37.537723822 102.0.2.108  108.51,180.100 IcHe 108 045300 (23840 64 Echo (ping) request 1d-0x0001, seq-16/4006, ttl-64 (no response foundl)
6 2022-07-14 20:20:37.S37726588 102.0.2.108  198.51,180.100 1cHe 108 0x5a00 (23840 64 Echo (ping) request 1d-0x0001, seq-16/4006, ttl-64 (reply in 7)
7 2022-07-14 20120:17 SIB0A6165 15851100, 100 : 1cHe 108 excesb (52379) 64 Echo (ping) reply  Ld=0x0001, Seqe16/4006, ttl-64 (request in &)
B 2022-07-14 F0:30:17. 538048311 1598.51.100.189 IcHe 1a8 Bxcedb (52379) &4 Echo (ping) reply Ld-0x0E01, Seq-16/4006, ttl-64
5 2022-07-14 20:20: 38561776064  152.06.2. 180 1cMe 108 BxSab? (23223) B4 Echa (ping) request Ld-0x0081, Seq=17/4352, ttl=64 (no response found))
10 2022-07-14 20:20:38. 561778318  152.0.2.168 (=0 108 BxSab? (23223) &4 Echo (ping) request Ld=Dx0081, feq=17/4352, ttl=s4 (Feply in 11)
10 2022-07-14 201201318 562040328  158.51.100.100 1P 108 Bxcced (S2420) 64 Echo (ping) reply Ld=gn001, $6q=17/4352, ttl=84 (request in 18)
12 2022-07-14 20:20:38.562050333  158.51.100.100 1cHe 108 Bxcced (52420) 64 Echo (ping) reply id=0xB001, S0q=17/4352, ttl=g4
13 2023-07-14 20:20:39 585677043  192.0.2.100 P 188 Bxshas (23366) 64 Echo (ping) request id=ox8081, $0q=18/4602, ttl=64 (no response found!)
14 2023-07-14 20:20:39 585678455  192.0.2.108 1P 188 BxShas (23366) 64 Echo (ping) request id-8xBB01, seq-18/4608, ttles4 (reply in 15)
15 2023-07-14 20:20:30 585036554  198.51.100.100 ICHP 108 excdid (52621) 64 Echo (ping) reply ide0xB081, soq-18/4608, ttle64 (request in 14)
16 3022-07-14 30:20:30. 585037000 158.51.100. 100 102.0.2.100 TCHP 108 owcddd (52621) &4 Echo (ping) reply id-owddal, seq-18/4608, ttl-64
17 2022-07-14 F0:20:40. 600804804 192.0.7, 108 198,51, 100, 188 IcHe L] @xSh7b (23410) 64 Echo (ping) request id-@wdddl, seq-19/4@64, ttl=64 (no response foundl)
18 2022-07-14 20:20:40.600507618 102.0.2.100  108.51.100.180 cHe 108 oxSh7h (23419 64 Echo (ping) request id=0x001, seq-19/4864, ttlesd (reply in 1)
10 2022-07-14 20:20: 40618170685 106,51, 100,106 192.0.2. 106 1cHe 168 oxcdif (52623) 64 Echo (ping) reply  Ld=0x0001, seqe19/4864, ttl-64 (request in 18)
20 2022-07-14 F0:20:40.610181944 158.51.100.100 192.0.2.10¢ IcHe iag oxcddf (52623) &4 Echo (ping) reply ideidddl, seqe15/4864, ttl=64
21 2022-07-14 20:20:41.633885153  192.0.2.1068 198,51, 166, 108 ICMP a8 oxSb7e (234232) 64 Echo (ping) request Ld-0x0di, seqe=208/5120, ttl-64 (no response foumdl)
22 2022-07-14 20:20:41.633006957  192.0.2.168 198,51, 166, 108 1cMe a8 oxSb¥e (234232) 64 Echo (ping) request Ld-0x08di, seqe=208/5128, ttl-64 (reply in 23}
23 2022-07-14 20:20:41.034084182 158.51.100.100 192.0.2.100 1cMe 188 oxceds (32768) &4 Echo (ping) reply id=oxdodl, seqe20/5120, ttl-84 (request in 22)
24 2022-07-14 20:20:41.634085368  158.51.100.100 192.90.2.100 IcHe 108 Bxceds (52799) &4 Echo (ping) reply id=oxdodl, seq-20/5120, ttl-sa
25 2022-07-14 20:20:42.657700E5E  192.0.2.188 198,51, 180, 188 cHe 108 exshfe (23536) &4 Echo (ping) request Id-ox9ed1l, seqe=21/5376, ttl=sa (no response found!)
26 2022-07-14 PO:20:42. 657711660 192.0.2.100 198,51, 180, 188 cHe 108 exshfe (23536) &4 Echo (ping) request Id-oxoedl, seqe=21/5376, ttlesa (reply in 27)
27 2022-87-14 FO:20:42.657920675 198.51.100.100 192.9.2.109 IcHP 1088 excedd (52809) &4 Echo (ping) reply idepwamel, seqe21/5376, ttlesa (request in 28)
38 2023-07-14 20:20:43 657981971  198.51.100.100 193.0.2.100 ICHP 188 Bxceds (52809) 64 Echo (ping) reply id=0xB081, $0q=21/5376, ttl-gd
30 2023-07-14 20:20:43 681736607 192.0.2.100 198,51, 100. 160 ICHP 108 Bx5c52 (23634) 64 Echo (ping) request id-oxo®dl, seq-22/5632, ttl-64 (no response found))

» Ethernet 1T, Src: Cisco b9:77:2d (58:97:bd:bo:77:2d)

Direction: To Bridge
Pointer: vif_id
pestination: @
Looped: No
Reserved: @

version: @

Spurce; 19

1 , B ¢
Effort (default) (@)
. = DEL: Imeligible

. BEU9 9118 9111 = ID: 183

Type: IPvd {mes!
Internet Protocol version 4, src: 192.8.2.100, Dst: 198.51.100,100

internet control Message Protocel

Frame 1: 188 bytes on wire (864 bits), 188 bytes captured (864 bits) on interface capture vd g, id &
Dst: VMware Sd:e7:50 (00:50:56:5d:e7:5a)

00 50 56 9d e? 50 58 97
00 fa B1 B0 B3 67 08 B0
40 91 f4 1¢ €0 00 02 64
B8 91 88 af 29 7a do 62
00 90 62 80 10 11 12 13
1c 1d 1e 1f 20 21 22 23
2¢ 2d Ze 2f 30 31 32 33

bd b9 77 2d 89 26 0B 80
45 00 0B 54 59 90 40 00
€6 13 64 64 08 00 22 68
B0 00 09 08 b3 d7 @9 80
14 15 16 17 18 19 1a 1b
24 15 26 27 28 19 2a Ib
3 35 36 37

[ S
g E--TV.@

@ d 38d-"h
B e

"8 S5 ()"
2o /0123 4567

Select the third and the fourth packets, and check the key points:

1. Each ICMP echo reply is captured and shown 2 times.
2. Theorigina packet header iswithout the VLAN tag.
3. Theinternal switch inserts additional port VLAN tag 102 that identifies the egressinterface

Ethernet1/2.




4. Theinternal switch inserts an additional VN tag.

™ Timse Pe— Destratcn
1 2022-07-14 20:29:36. 513854256 192,90.2.109 198,51, 199, 108
2 MWz 536, 513857289 192.9.2.189 198,51, 199, 108
3 W22~ S514117394  198.51.100.109 192.0.2.108
4 2022~ -514119312  198,51.100.109 192.0.2.180
5 022~ LS3TIRIERZ 192,9.2.109 198.51. 109, 109
6 2022~ LSITTR658E  192,9.2.100 198,51, 199, 1060
7 W23- SSIBBM6165 198,51, 108, 190 192.8.2.180
8 22 S53IBMEI11 198.51.100.100 192.0.2.108
9 0922 SSE17TH0G4  192.0.2.100 198.51. 180, 168
18 2022 SS61778318  192.9.2.100 198.51. 100, 160
11 2032~ -S6IBMEIEE  198.51.100.100 192.0.2.1080
12 2922~ L562050333  198,51.100. 190 192.9.2.100
13 2022~ LSESGTTR43  192.9.2.180 198.51. 100, 168
14 20332~ JSESGTRASS  192.8.2.100 198 51. 109, 168
1% 28232~ JSESO3E551  198.51.100.180 192.0.2.108
16 2822 (5ES03TO08  198.51.100.188 192.0.2.198
17 20822 (GOGRABARGA  192.8.2.100 198.51. 100, 168
18 2922~ CEQORATEIE  192.9.2.100 198.51. 190, 103
19 2022~ LE1D1ITO6E5 198,51, 100,190 192.0.2.100
20 2023 610181944 198,51, 100,100 192.0. 2,100
21 20232 -0 S633A05153  192.9.2.100 198.51. 100, 168
22 2022 633806997 192.9.2.100 198.51. 100, 168
23 2022 S634BR4102  198.51.108.180 192.0.2,188
24 2922 SB3APASIGE 198,51, 100,108 192.0.2.100
25 2922~ SESTTRSE9E  192.9.2.180 198.51. 190, 163
26 202207 - SESTTLLEED  192.8.2.180 198,51, 190, 168
27 2022 SGSTHEBETS  192.51.100.100 192.0.2.108
28 2022 657081971 192.51.100.180 1932.0.2.108
29 2022-07-14 20:20:43 681736697  192.9.2.1890 198.51. 100, 168

Frame 1:
Ethernet II, Src: Cisco b3:77:0e (58:07:bd:bA:77:8e), Dst: VMware Od:zef:be {06:50:56:9d:e8:be)
| Vii-Tag
[ . = Direction: To Bridge
- P T = Polinter: wif_id
<00 0OBD GO0 BRD8 ... .. ven = Destination: @
ven = Looped: No
. = Reserved: @
= version: @

. orame saaw oaees OO0 0000 1010 = Source: 10
T i 802,10 virtual Lan (“Hslm
B e
@00, tarv euer eren = Prigrity: Best Effort (default) (9)
. = DEE: Ineligible

Lree 0000 9110 0110 - 1D: 102
Type: IPvé (9x0800)

Internet Protocol Version 4, Srci 198.51.100.109, Dst: 192.0.2.180
Internet Control Message Protocol

Length o
108 om590 (22928)
108 v

108

108 1

128 0

108 dm5a0e (23948)
188 exccgb (52379)
188 axcesh (52379)
108 axsaby (23223)
108 axsaby (23223)
188 @xcccd (52430)
108 excocd (52430)
188 a6 (23366)
188 axsban (23366)
108 axedsd (52621)
108 @xcdad (52621)
108 @xsh7b (23419)
108 BshTh (23419)
108 xedaf (52623)
108 axedaf (52623)
108 dushye (23422)
108 aushye (23422)
108 @uce36 (52708)
108 Bwce3s (52799)
188 ox5bFo (23536)
188 aushfa (23536)
108 Buceds (52809)
108 Buceds (52809)
108 @x5c53 (23634)

168 bytes on wire (864 bits), 168 bytes captured (864 bits) en interface capture vd 8, id @

{ping)

[T
(ping}
(ping})
(ping)
(ping)
(ping)
(ping)
(ping}
(ping)
(ping)
(ping)
(ping)
(ping)
(ping}
(ping)
(ping)
(ping)
(ping)
(ping)

64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Eche {ping)
64 Eche {ping)
64 Echo (ping)
64 Echo (ping)
&4 Echo (ping)
&4 Echo (ping)

request

EqUeS
request
reply
reply
request
request
reply
reply
reguest
reguest
reply
reply
request
request
reply
raply
reguest
request
reply
reply
regiest
reguest
reply
reply
request

1d=ineial,
ide@migal,
idedmeeal,
idegm@aal,
ids@ueonl,
idegmenl,
ide@ue0ol,
idimiaal,
idexaoal,
idegxeeal,
ids@uenl,
ideamenal,
id=miaal,
1dimiaai,
id=amooal,
idegxeaal,
ids@wpoal,
ids@wonol,
id-gupaal,
id=imiat,
Lo =i,
ideBxaaal,
ideduaoal,
ideduanol,

seq=15/3840,
seq=15/3840,
Seqe15/3E48,
Seqe15/ 3649,
seq=16/4006,
seq=16/80096,
Seqel6/aiG,
Seqe16/ 4096 ,
seqelifaisg,
seqel7fa3sz,
seqe17/4352,
seqel7/4352,
seqe18/4608,
Seqe18/4608,
seqe1B/ 608,
seqe18/ 4683,
seqe19/ 4864,
seqe10/aE64,
seqei0faB6d,
Seqe10/4864,
Seqe20/5129,
5eqe20/5129,
58q=20/5120,
58q=20/5120,
S8q=21/5376,
Seq=21/5376,
Seq=21/5376,
Seq=21/5376,
seq=22/5632,

0 ot o

B 50 56 54 28 be 58
B0 23 21 00 0D &6 08 B
4B 81 cl BB c6 33 64 64

64 (no response foundl)

=64 (reply in 3)

(request in 2)

{no respense found! )
(reply in 7)
{request in &)

(no response found!)
(reply in 11)
(request in 1@)

(no response found] )
(reply in 15)
(request in 14)

{no response found!)
(reply in 12}
{request in 18)

(no response found!)
(reply in 23)
(request in 22)

{no response Foundl )
(reply in 27}

=64 (request in 26)

£

<64 (no response Found!)

bd b 77 B¢ 89 26 0O OB
4% 80 00 54 ¢c Ze 9D OO
€8 89 82 61 BR 8O 23 6B

o2 81 0@ of B9 7a
o9 80 90 B0 10 11 12 13
1c 1d 1e 1f 20 21 22 23
2c 2d 2¢ 3 30 31 32 33

9 62 90 00 92 80 b3 d7 09 0p
14 15 16 17 18 1% 1a 1b
24 35 26 2T 28 29 2a Ib

34 35 38 37 o= /0123 4567

1™ $%8"()"+

Explanation

When a packet capture on a backplane interface is configured, the switch simultaneously captures each

packet twice. In this case, the internal switch receives packets that are already tagged by the application on
the security module with the port VLAN tag and the VN tag. The VLAN tag identifies the egress interface

that the internal chassis uses to forward the packets to the network. The VLAN tag 103 in ICMP echo
request packets identifies Ethernet1/3 as the egress interface, while VLAN tag 102 in ICMP echo reply
packets identifies Ethernetl/2 as the egress interface. The internal switch removesthe VN tag and the
internal interface VLAN tag before the packets are forwarded to the network.

This table summarizes the task:

Task .
point

Capture

Internal port

VLAN in captured

packets

Direction

Captured traffic

Configure and verify
packet captures on
backplane interfaces

Backplane
interfaces

102

103

Ingress

only

|CMP echo requests from host
192.0.2.100 to host
198.51.100.100

ICMP echo replies from host
198.51.100.100 to host
192.0.2.100




Packet Captureson Application and Application Ports

Application or application port packet captures are always configured on backplane interfaces and
additionally on the front interfaces if the user specifies the application capture direction.

There are mainly 2 use cases.

» Configure packet captures on backplane interfaces for packets that leave a specific front interface. For
example, configure packet captures on the backplane interface Ethernetl/9 for packets that leave
interface Ethernet1/2.

» Configure simultaneous packet captures on a specific front interface and the backplane interfaces. For
example, configure simultaneous packet captures on interface Ethernetl/2 and on the backplane
interface Ethernetl/9 for packets that leave interface Ethernet1/2.

This section covers both use cases.

Task 1

Use the FCM and CLI to configure and verify a packet capture on the backplane interface. Packets for which
the application port Ethernet1/2 isidentified as the egress interface are captured. In this case, ICMP replies
are captured.

Topology, packet flow, and the capture points

Chassis
Internal Switch Security Module
FTD/ASA

Paort VLAM 102

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane

v

Configuration
FCM

Perform these steps on FCM to configure a packet capture on the FTD application and the application port
Ethernetl/2:

1. Use Tools > Packet Capture > Capture Session to create a new capture session:



Overview Interfaces Logical Devices Security Engine Platform Settings

SEHEIGE Tools

Packet Capture

Help admin

Troubleshooting Logs

[Coriresesion

¢ Refresh Delete Al Sessions

No Session available

2. Select the application, Ethernet1/2 in the Application Port dropdown list and select Egress Packet
in the Application Capture Direction. Provide the Session Name and click Save and Run to
activate the capture:

Overview Interfaces Logical Devices Security Engine Flatform Settings

Select an Instance: frdl - Save and Run Save Canced
T TR Session Name? p—ry I
Selected Interfaces ot
Buffer Size 256 MB hd
Ethernet1/2
Snap length: 1518 Eytes
store packes sopens
Capture On fd -
ks Apphcation Port
Ethernety/1 = PREatio Ethsemetl2 -
FTD )
Ethemet1y9, Ethermet1/10 Apphcation CapLure Deection Al Packets m
Capture Fiter Apply Filter m

Etharmatt/1

FXOSCLI
Perform these steps on FXOS CL1 to configure packet captures on backplane interfaces:

1. Identify the application type and identifier:

<#root>
firepower#

scope ssa

firepower /ssa#

show app-i nstance

App Name Identifier STot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. Create a capture session:



<#root>

firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create app-port 1 112 Ethernetl/2 ftd

firepower /packet-capture/session/app-port* #

set app-identifier ftdl

firepower /packet-capture/session/app-port* #

set filter ""

firepower /packet-capture/session/app-port* #

set subinterface O

firepower /packet-capture/session/app-port* #

up

firepower /packet-capture/session* #
conmmi t

firepower /packet-capture/session #

Verification

FCM

Verify the Interface Name, ensure that the Operational Statusis up and that the File Size (in bytes)

increases:

[VERNENE Interfaces Logical Devices Security Engine  Platform Settings

u capl Drop Count: 0 Operational State: up
Interface Hama Filter Filae Size (in bytes)

2 - Etharmati/10 Hone 576

Nonsk 4360

Buffer Size: 256 MB

- 1175.peap

capl-vetharmat- 1036.peap

edl

& Refresh Capture Session Delete Al Sessicns

snap Length: 1518 Bytes

FXOSCLI

Verify the capture details in scope packet-capture:



<#root>

firepower#

scope packet-capture

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Oper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: O

Application ports involved in Packet Capture:

Slot Id: 1

Li nk Nanme: 112

Port Nane: Ethernetl/2

App Name: ftd
Sub Interface: 0

Application Instance Identifier: ftdl

Application ports resolved to:

Nanme: vnicl

Eq Slot 1d: 1

Eq Port 1d: 9



Pcapfile: /workspace/ packet-capture/session-1/capl-vethernet-1036. pcap

Pcapsi ze: 53640 bytes

VI an: 102

Filter:

Nane: vnic2

Eq Slot 1d: 1

Eq Port 1d: 10

Pcapfile: /workspace/ packet-capture/session-1/capl-vethernet-1175. pcap

Pcapsi ze: 1824 bytes

VI an: 102

Filter:

Collect capturefiles
Perform the stepsin the section Collect Firepower 4100/9300 I nter nal Switch Capture Files.
Capturefileanalysis

Use a packet capture file reader application to open the capture files. In the case of multiple backplane
interfaces, ensure to open all capture files for each backplane interface. In this case, the packets are captured
on the backplane interface Ethernet1/9.

Select the first and the second packets, and check the key points:

1. Each ICMP echo reply is captured and shown 2 times.

2. Theorigina packet header iswithout the VLAN tag.

3. Theinternal switch inserts additional port VLAN tag 102 that identifies the egress interface
Ethernetl/2.

4. Theinternal switch inserts an additional VN tag.



o, Tum Sewrce Destraton Frstoos! Lmgeh FE P TTL iy
12022-08-01 10:03:22.231237959  198.51.100.100 192.0.2.160 fla 2] 108 1 axA2f8 (17144) 64 Echo (ping) reply | id=oxp0l2, seqs1/3%6, ttl=sd
2 3023-88-91 10:03:33.331339747  198.51.100.180 192.0.2.100 = 108 exdzfE (17144) 64 Echo (ping) reply | id=ex@012, seq=1/2%6, ttl=eq
3 2023-08-91 10:03:23.232204769  198.51.100.180 192.8.2.180 oM 188 L ide=gxpa12, seq=2/512, ttl=sq
4 2023-88-91 10:03:23.332247753 198.51.100.100 192.0.1.108 oM 188 exa3bz (17331) 64 Echo (ping) reply  ideex@@12, seqs2/512, ttlsed
5 20823-88-91 10:03:24.334703981 198.51.100.100 192.0.1.108 MR 188 exaase (17562) 6a Echo (ping) reply  id=fx@@ll, seqe3/768, ttlsed
6 2022-88-01 10:03:24.234706751 198.51.100.100 102.0.2.108 TCHP 188 exadse (17562) & Echo (ping) reply  id=x@@l2, seqe3 /768, ttlesd
7 2022-98-01 10:03:25.258672440 198.51.100.100 102.0.2.108 TCHP 108 BxAd64 (17568) 64 Echo (ping) reply  ide@x@@12, seqe4/1024, ttls64
B 2002-08-01 10:03:25.258674861 108.51.109.100 192.0.2.108 IcHe 108 Ox4d64 (17508) 64 Echo (ping) reply  id=exee12, seqe4/1024, ttle=64
O 2022-08-91 19:03:26.282663160 198.51.100.180  192.9.2.10¢ IcMe 108 xddcy (17603) &4 Echo (ping) reply id=0x@12, seqe5/1280, ttl-64
12 2022-08-01 10:03:26. 282666183 198,51, 100.180  192.2.2.100 IcMe 108 axddcy (17603 &4 Echo (ping) reply idwixdidl2, seqes/1280, ttl-64
11 2022-08-01 10:03:27.306671604 108.51.100.100 192.9.2.100 IcHe 108 axddaT (17639) &4 Echo (ping) reply idwixppl2, seqeé/1536, ttl-64
12 2022-08-01 10:03:27.306674378 198,51, 100.180  192.2.2.180 IcMe b oxddeT (17639) 64 Echo (ping) reply id=0xD012, seqe6/1536, tTl=64
13 2022-08-01 10:03:28 IMGEA6T7 198,51, 100,180  192.9.2.180 Icme pL ax4550 (17744) &4 Echo (ping) reply id=0x0012, seq=7/1792, trl=64
14 2022-08-01 10:03:28. 330667153 108.51.100.100  192.9.2.100 1cHe 108 BxASS0 (17744) 64 Echo (ping) reply  Ed=0x0012, seqs7/1792, ttl=éd4
15 2022-02-01 10:03:29.354705931  108.51.100.100  192.9.2.100 1cHP 108 04553 (17747) 64 Echo (ping) reply  ideoxo012, seges /2048, ttlstd
16 2022-02-01 10:03:29.354936706  108.51.100.100  192.9.2.100 1P 108 BxASS3 (17747) 64 Echo (ping) reply  id=0x0012, seqe8,/2048, ttl=sd4
17 2022-02-91 10:03:10.378705204  198.51.100.180  192.8.2.100 1P 108 BxASaT (17215) 64 Echo (ping) reply  id=0x0012, seq=0/2384, ttl=sd
18 2022-02-91 10:03:10.378798172 198.51.100.180 192.8.2.100 M 108 axasa7 (17815) 64 Echo (ping) reply  idegwPa12, seqs9/2304, ttls6d
19 2022-02-91 10:03:11.402772217 198.51.100.180 192.8.2.108 MR 108 AaG7a (18047) 64 Echo (ping) reply  ideewd@l2, seqs18/2560, ttlssa
30 2022-08-01 10:03:31 402774775 108.51.100.180 192.8.2.100 ICHP 188 BwaG7a (18042) 64 Echo (ping) reply  id-ewd@12, seq=18/2560, ttlsca
21 2023-08-01 10:03:32 426603254 108.51.100.180 192.8.2.100 MR 1608 ouaGAa (18058) 64 Echo (ping) reply  id-ew@@12, seq-11/2816, ttlesa
22 2023-08-01 10:03:32 426605601 108.51.100.100 192.8.2.180 IcHP 108 oxdGRa (18053) &4 Echo (ping) reply  id-0xpe12, seqe11/2816, ttl-sa
]
Frame 1: 108 bytes on wire (864 bits), 188 bytes captured (864 bits) on interface capture_ud 8, id o 98 58 56 %d o8 be 58 97 bd b9 77 0 89 26 BB G@ PV X - ow R
Ethernet I, Sre: Cisco h9:77:0e (SE:97:bd:ba:77:0e), Dst: VMware Sd:eS:be (09:58:56:9d:e8:be) 00 0a G100 00 66 0F 00 45 00 00 54 42 i 00 00 foo B TH
FVnN-Tag A0 01 43 b5 6 33 64 64 O 00 OF 64 B0 0D 00 04 @0 -3dd d
Direction: To EBridge 00 12 00 01 dd a4 o7 62 B 09 00 00 &3 B 09 40 b
Pointer: vif §d 00 00 00 00 10 11 12 13 14 15 16 17 18 19 1a 1b
oestination: @ 1c 1d 1e 1f 28 21 23 23 24 3% 36 27 32 X9 2 2b "8 SXE" ()"
2c 2d 2e 2f 30 31 32 33 34 35 36 37 so /8123 4567
Boue ane . = Looped: Mo 4
. = Reserved: @
............ = Version: @
000 GO0 1818 = Source: 19
'_'Iypc: #02.10 Virtual LAN (@x819a)
[TF] sal LAN, PRI: @, DEI: @, ID: 197
.. = Priority: Best Effort (default) (@)
.. = DEI: Imeligible 3
P 2118 9118 = ID: 182
Type: IPvd (@x0808)
Internet Protocol Version 4, Src: 198.51.100.100, Dst: 192.9.2.100
Internet Control Message Protocol

Explanation
In this case, Ethernet1/2 with port VLAN tag 102 is the egress interface for the ICMP echo reply packets.

When the application capture direction is set to Egressin the capture options, packets with the port VLAN
tag 102 in the Ethernet header are captured on the backplane interfaces in the ingress direction.

This table summarizes the task:

Capture Internal port VLAN

Task point in captured packets

Direction [Captured traffic

Configure and verify
captures on application (Backplane
and application port interfaces

Ethernet1/2

ICMP echo replies from host
198.51.100.100 to host
192.0.2.100

Ingress

102
only

Task 2

Use the FCM and CLI to configure and verify a packet capture on the backplane interface and the front
interface Ethernet1/2.

Simultaneous packet captures are configured on:

» Front interface — the packets with the port VLAN 102 on the interface Ethernet1/2 are captured.
Captured packets are ICMP echo requests.

» Backplane interfaces — packets for which Ethernet1/2 isidentified as the egress interface, or the
packets with the port VLAN 102, are captured. Captured packets are ICMP echo replies.



Topology, packet flow, and the capture points

Chassis
Internal Switch Security Module
FTD/ASA

Port VLAM 102

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane

Configuration
FCM

Perform these steps on FCM to configure a packet capture on the FTD application and the application port
Ethernetl/2:

1. Use Tools > Packet Capture > Capture Session to create a new capture session:

Overview Interfaces Logical Devices Security Engine Platform Settings Help  admin

G Tools

Packet Capture

Troubleshooting Logs

o sosion T

¢ Refresh

No Session available

2. Select the FTD application, Ethernet1/2 in the Application Port dropdown list and select All
Packetsin the Application Capture Direction. Provide the Session Name and click Save and Run

w Interfaces Logical D ity Engine  Platfor Sysl Tools Help  admin
frd1 | I Sazsiom Name®™ capl I
Salacted Interfaces Hone
Buffer Size 256 MB -
Etharnat1/2
Snap bangth: 1518 Eytes
Stare Packets | overarite [ECTSE]
Capture On ftd -

Applcation Port Ethemet1/2 -
Applcation Capture Direction [STESER=SN Egress Facket

Capture Filter Apply Fiar

Etheenatl/t

FXOSCLI



Perform these steps on FXOS CL1 to configure packet captures on backplane interfaces:

1. Identify the application type and identifier:

<#root>
firepower#

scope ssa

firepower /ssa#

show app-i nstance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. Create a capture session:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port ethl/2

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

exit

firepower /packet-capture/session* #

create app-port 1 linkl2 Ethernetl/2 ftd

firepower /packet-capture/session/app-port* #

set app-identifier ftdl

firepower /packet-capture/session* #



enabl e

firepower /packet-capture/session* #
commi t

firepower /packet-capture/session # commit

Verification
FCM

Verify the Interface Name, ensure that the Oper ational Statusis up and that the File Size (in bytes)
increases.

ystem Tocls Help admin

FXOSCLI

Verify the capture details in scope packet-capture:

<#froot>
firepower#

scope packet-capture

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes



Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 410444 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

AppTlication ports involved in Packet Capture:

Slot Id: 1

Li nk Nane: |ink12

Port Nane: Ethernetl/2

App Nane: ftd

Sub Interface: 0

Application Instance Identifier: ftdl

Application ports resolved to:
Name: vnicl

Eq Slot 1d: 1

Eq Port 1d: 9



Pcapfile: /workspace/ packet-capture/session-1/capl-vethernet-1036. pcap

Pcapsi ze: 128400 bytes

VI an: 102

Filter:

Name: vnic2

Eq Slot 1d: 1

Eq Port 1d: 10

Pcapfile: /workspace/ packet-capture/session-1/capl-vethernet-1175. pcap

Pcapsi ze: 2656 bytes

VI an: 102

Filter:

Collect capturefiles
Perform the stepsin the section Collect Firepower 4100/9300 I nternal Switch Capture Files.
Capturefileanalysis

Use a packet capture file reader application to open the capture files. In the case of multiple backplane
interfaces, ensure to open all capture files for each backplane interface. In this case, the packets are captured
on the backplane interface Ethernet1/9.

Open the capture file for the interface Ethernet1/2, select the first packet, and check the key points:

1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.

2. Theorigina packet header iswithout the VLAN tag.

3. Theinternal switch inserts additional port VLAN tag 102 that identifies the ingress interface
Ethernetl/2.

4. Theinternal switch inserts an additional VN tag.



W, Tome Sowrme Gestraton Frote Lesgth E FIIL kit
~  12832-88-01 11:33:19.070693881 192.8.32.100 192.51.1080. 168 ple 3 108 1 idegx@o13, seqe1f256, ttlséd (no response found!)
2 2022-88-81 11:33:19.078695347 192.8.2.100 198.51.160, 108 oM 182 excens (49161) 64 Echo (ping) request] idsPw@o13, seq=1/256, ttl=64 (no response found!)
3 2022-88-81 11:33:19.871217121  192.8.2.190 198.51.160, 108 1o 182 TG EXECHG [ PInE) TEq0 idegn@a13, seqe1/256, ttleta (no response found!)
4 2022-88-81 11:33:19.871218458  192.8.2.190 198.51.160. 108 oM 182 exceea (49161) 64 Echo (ping) request idsPw@e13, seqe1/256, ttle6d (no response found!)
5 2022-88-81 11:33:20.072036625 192.8.2.100 198.51.160. 108 1o 108 axceae (49326) 61 Echo (ping) request idsPw@e13, seqs2f512, ttle6d (no response found!)
B 2022-88-81 11:33:70.872038399  192.8.2.180 198.51.100. 188 Tomr 182 axclae (49326) &4 Echo (ping) request id-8x@813, seq=2/512, ttl=64 (no response Found!)
7 2023-88-81 192.8.2.188 198.51.168. 108 1M 198 Bxc167 (49511) 64 Echo (ping) request idsPwidd13, seqe3f768, ttled (no response found!)
B 2022-08-01 192.8.2.188 198.51.100. 100 ple 192 Bxc167 (49511) &4 Echo (ping) request id-8x@813, seq=3/768, ttl=64 (no response Foundl)
0 2022-08-01 11:33:22.074576648  192.08.2.100 198.51.100, 108 ple 198 Bxc175 (40525) 64 Echo (ping) request id-fwdd13, seqed/10824, ttlesd (no response found|)
10 2022-08-01 11:33:22.074578010 192.8.2.100 198.51.100, 108 ple 192 Bxc175 (40525) &4 Echo (ping) request id-0w@d13, seq=4/1024, ttl=sa (no response foundl)
11 2022-08-01 11:33:23.075779089 192.0.2.100 198.51.100, 108 ple 108 BACINE (49672) 64 Echo (ping) request id-0wdod3, seqe5/1280, ttlesd (no response found|)
12 2022-08-91 11:33:23,07578151%  192.9.2.100 198.51.100, 109 e, 192 BACINE (49672) 64 Echo (ping) request id-gwddd3, seqe5/1280, ttle6d (no response found|)
13 2022-08-91 11:33:24,081839400  192.9.2.100 198.51.100, 108 Tcmp 108 BxC211 (49681) 64 Echo (ping) request id-0wdddl, seqe6f1536, ttle6d (no response found|)
14 2022-08-91 11:33:24,081841386  192.0.2.100 198.51.100, 108 e, 192 BxC211 (49681) 64 Echo (ping) request {d-0wdd13, seqe6/1536, ttle4 (no respense foundl)
15 2022-08-01 11:33:25,105806249  192.0.2.100 198.51.100. 108 e, 108 Dxc2ed (49899) 64 Echo (ping) request id-0wdd13, seqe7/1792, ttleé4 (no respense foundl)
16 2022-08-01 11:33:25, 105807895  192.0.2.100 198.51.100. 108 e, 192 Dxc2el (49899) 64 Echo (ping) request id-0wdddl, seqe?/1792, ttl=éd (no response found!)
17 2022-08-01 11:33:26.129836278  192.0.2.100 198.51.100. 100 ToMe 108 Oxcabd (S100) 64 Echo (ping) request id=0xd013, seqeg/2048, ttl=64 (no response found!)
18 2022-08-01 11:33:26.129839114  192.0.2.100 198.51.100. 100 TCM 102 Oxeabd (S0100) 64 Echo (ping) request id=0xd013, seqeg/2082, ttl=64 (no response found!)
19 2022-08-01 11:33:27,153828653  192.0.2.100 198.51.100, 100 1o 108 oxcate (S0204) 64 Echo (ping) request id=9x@d13, seqo/2304, ttl=éa (no response found!)
20 2032-98-91 11:33:37.153830201  192.9.2.100 198.51.100, 100 1o 192 oxcate (50204) 64 Echo (ping) request id-0xpd13, seqe0/23a4, ttl=éa (no respense found!)
21 2022-88-91 11:33:38.17784717%  192.9.2.100 198.51.100, 100 oM 108 oxes16 (5S0454) 64 Echo (ping) request id=oxed13, seqs10/2568, ttlsts (no response found))
22 2022-88-91 11:33:38.177249075  192.9.2.100 198.51.160, 108 oM 192 oxes16 (50454) 64 Echo (ping) request id=Pxa013, seq=10/2568, ttl=64 (no response found!)
23 2022-88-91 11:33179.201804768  192.9.2.100 198.51.100, 100 oM 108 axcs7a (50552) 64 Echo (ping) request idsPwd013, seqe=11/2816, ttl=d (no response found!)
24 3022-08-01 11:33:29.301806482  192.0.2.100 198.51.168. 188 ToHr 182 Bxcs78 (50552) 64 Echo (ping) request id-Bwdd13, seqs=11/2816, ttls6a (no response found))
25 2022-08-91 11:33:30,235834765 192.0.2.100 198.51.100.100 oM 198 axcs8s (50565) 64 Echo (ping) request id-Bwdd13, seqs12/3872, ttls6a (no response found))
26 }032-08-81 11:33:30.225836835 192.8.2.100 198.51.100. 108 ple 192 BacERS (50565 64 Echo (ping) request id-Swddl3, seqs12/3871, ttl=&d (po response found!)
27 1022-08-21 11:33 240878055 192.8.2.109 198.51.100. 109 ple 198 BxcE1R (58711) 64 Echo (ping) request id-Swdd13, seqe13/3328, ttl=64 (Po response found))
18 }022-08-01 11:33 249831121 192.8.2.109 198.51.100, 108 ple 192 BxcE1R (58712) 64 Echo (ping) request id-Swdd13, seqe13/3328, ttle6d (no response found!)
20 2022-08-01 11:33:32.273867060 192.0.2.100 198.51.100, 108 ple 198 @xceaf (S8767) 64 Echo (ping) request id-8wdd13, seqe14/3584, ttle=64 (no response foundl)
» Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (364 bits) on interface capture w1, id @ 000 5§ 97 bd b0 77 de BB 50 56 od eB be 8D ZE BO D2 Xo-ow P V- R
» Ethernet 11, Src: Viware ddiedibe (89:90:56:0d:ed:be), Dst: Cisco bo:77:0e (58:97:bd:ba 77 de) G010 00 B0 B1 00 00 66 O 0D 45 00 OO 54 0 09 40 0O foo BT
020 &0 01 Bd 83 CO 00 02 64 6 33 G4 64 08 00 8d ¢ @occoood ddeos|
- Birection: From Bridge B30 00 13 00 81 £2 b9 &7 62 00 00 00 BB cb TF 6 B0 ocob eeeess
- Pointer: vif id 00 00 00 00 18 11 12 13 14 15 16 17 18 19 1a b - -oooee coeonn
_ 205 lc 1d e Af 20 21 22 23 24 25 26 27 28 29 2a 2b see 1T SRR ()%
N 4 eoce 2o 2d e 2F 39 31 32 33 34 35 36 37 2ol B123 4567
= Reserved: @
= version: @
= Spurce: @
| 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 182
[ N . . = Priority: Best effort (default) (@)
PR . . . = DEL: Ineligible 3
eone BOGD 2110 0110 = ID: 192
|_Lipei 1Pvd {0x0200)
Internet Protocel version 4, Sroi 192.9.2.100, Dst: 198.51.100.100
Internet Control Message Protocol 2

Select the second packet and check the key points:

1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.

2. Theorigina packet header iswithout the VLAN tag.

3. Theinternal switch inserts additional port VLAN tag 102 that identifies the ingress interface
Ethernetl/2.

Ha. Time Sewrce esnanen Frotend
1 2022.08-01 11:33:19.070693081  192.9.2.100 198.51.168. 160 TcHP id=ex@e13, seqe1/256, ttl=6a (no response found!)

| 2 1922.88-81 11:33:19.0870695347 197.9.2.100 198.51.160. 100 1o p e ideBxp@13, seqe1/256, ttl=sd (no response found!)
3 2022:08-01 11:33:19.071217121  192.9.2.100 198, 51168100 1o (ping) id=ex@013, seqe1f256, ttl=sa (no response found!)
4 2022-88-81 11 9.071218458 192.8.2.180 198, 51168160 1o 162 xcO09 (49161) 64 Echo (ping) request id=BxPe13, seqs1f256, ttlssd (no response found!)
5 2022-08-01 0.072036625 192.9.2.180 1598, 51,108,180 = 168 axcoae (49326) 64 Echo (ping) request id=ex913, seq=2/512, ttl=s4 (no response found!)
6 2022-04-01 11:33:20.072038399 158, 51,108,180 1cmp 162 axcoae (49326) 64 Echo (ping) request id=ex013, seq=2/512, ttl=s4 (no response found!)
7 2022-08-01 158, 51,100,180 1cne 168 Oxcl6T (49511) 64 Echo (ping) request id=exe013, seq=3/768, ttl=64 (no response found!)
B 2022-08-01 198, 51,100,100 ToHe 102 OxC167 (49511) 64 Echo (ping) request id-gx0e13, seq=3/768, ttl=64 (no response found!)
o H22-08-01 158, 51,1049 . 100 i, 4 1o BxclTS (49525) 64 Echo (ping) request id=owo913, seq=4/1024, ttl=64 (no response foundl)
19 2022-08-01 158, 51,109, 100 i, 4 102 @clTS (49525) 64 Echo (ping) request id=ow013, seq=4/1024, ttl=64 (no response foundl)
11 2022-08-01 192 .8, 2. 18800 158, 51, 1049, 1089 i, o 1o @CI0E (49672) 64 Echo (ping) request 1d-0x0013, seq=5/1280, ttl-64 (no response foundl)
12 2032-08-01 192 .8, 2. 1040 158, 51, 1040 . 108 ple, o 1oz DC208 (49672) 64 Echo (ping) requeest id-ow@013, seq=5/1280, ttl=64 (no response foundl)
13 2032-08-01 192 .8, 2. 100 198, 51. 1040 . 108 Iche o8 @C21 (49681) 64 Echo (ping) request 1d-ow@013, seq=6/1536, ttl=64 (no response foundl)
14 2032 06-01 192.@. 2. 100 198, 51. 1040 . 100 Iche 1z @c21 (49681 ) 64 Echo (ping) request ild-owe013, seq-6/1536, ttl=64 (no response foundl)
15 2022-06-01 192.@. 2. 100 198, 51. 109 . 100 Iche 1oE Owc2el (49800) 64 Echo (ping) request 1d-owe013, seq=7/1792, ttl-64 (no response foundl)
16 2022-09-01 192.9.2.100 198, 51,1060 100 o 102 fuc2ez (49590} 64 Echa (ping) request id-pxee13, seq-7/1792, ttle64 (no response found])
17 2022-09-01 6.129836278  192.0.2.100 198, 51.160.100 o 108 fxciba (50100) 64 Echa (ping) request id-pxee13, seq-8/2048, ttl-64 (no response foundl)
18 2922- 0501 129838114 192.0.2.1080 198, 51,100 160 bl ez fxciba (50100) 64 Echa (ping) request id-oweeld, seq-8/2048, ttl-64 (no respense found!)
19 2922-08-01 -153828653  192.9.2.100 198. 51,100 160 bl 1o fxca?s (58294) &4 Echa (ping) request id-oxeel3, seq-0/2304, ttle64 (no respense found!)
20 7032-68-01 S153830201  192.98.2.188 198.51.100 . 100 i, 182 Bxcais (58294 &4 Echo (ping) request id-ex9013, seqe9fz3e4, ttle64 (no response found!)
21 2932-85-01 SA77BATLTS  192.98.2.188 198.51.100 . 100 ICHP 188 Bxc516 (58454) Echo (ping} request id-ex@e13, seq=18/2560, ttl=6d4 (no response Found!)

22 2032-88-01 SAT7BASATS 198.51. 100 . 108 ICHP 182 Bxc516 (S8454) Echa (ping) request ideexee13, seq=18/2568, ttl=sa (no response found!)

23 2022-88-091 11:33:29.201504760 198, 51. 100 . 108 i, 188 BxcsiE (50552) Echa (ping) request id-ex@e13, seq=11/2816, ttl=ga (no response found!)
24 2022-98-01 9. 201806458

25 2022-08-01 0. 225834765 158, 51.108. 1806 1o 168 OxesES (S0565) Echo (ping) request ideBxBo1l, seq=12/3072, ttl=gd (no response Found!)
26 2022-08-01 0.225836035  192.0.2.100 158, 51.100. 1806 Tome 162 OxesES (S0565) Echo (ping) request ideoxBoll, seq=12/3072, ttl=gd (no response Found!)

6
a
6
198, 51. 100 . 108 i, 4 182 BxcsiE (50552) &4 Echa (ping) request id-ex9013, seqe11/2816, ttl=g4 (no response Found!})
64
[
[

37 3023 08-01 1249838055  192.0.2.100 158.51.100.180 1owp 108 axesls (58712) Echo (ping) request id-ox013, seq=13/3238, ttl=g4 (ne response Found!)
30 20230801 11:33:31. 349831131 182.0.2.100 158.51.100.100 1owp 162 axesls (58712) 64 Echo (ping) request id=pxBo13, seqe=13/3228, ttl=gd {no response Found|}
30 2023-08-01 11:33:32.373867960  182.0.2.100 158.51.100.100 Iowp 108 axcsaf (50767) 64 Eeha (ping) request id-0x0013, seqe=14/3584, ttles (no response Foundl)
<
- Frame 2: 182 bytes on wire (816 bits), 182 bytes captured (816 bits) on interface capture_ud 1, id o 100 58 97 bd b9 77 Oe B0 50 56 90 €B be 81 00 BD 66 K- w PV i
»_Ethernet 11 C: Vi o 158: 569 08 i i77:0e (S8:97:bd:b9:77:0e) MG 08 00 45 80 00 54 D @9 40 D0 40 01 8d al D E-T- §-@
802.10 Virtual LAN, PRI: @, DEL: @, 1D: 102 G0 @2 64 ¢6 33 64 64 08 90 B4 Fc 00 13 00 01 f2 b9 d3dd- - |
t veee weis aeae ® Priority: Best Effort (default) () 030 @7 62 00 00 00 00 cb 7f 06 00 00 B0 00 00 10 11 b
O v e et 2 DEL: Ineliglble 3 W50 12 13 14 15 16 17 18 15 1a 1b 1c 1d 1e 1f 20 21 1
. WOH 2223 24 25 26 27 28 29 2a @b 2c 2d 2e 2f 30 31 CESKE() "+,-./01
. o110 @110 = 10: 102 R e £ B
i LPvd (fisos

Internet Protocol Version 4, Srei 192.0.2.100, Dst: 198.51.100.100
Internet Control Message Protecol 2

Open the capture file for the interface Ethernet1/9, select the first and the second packets, and check the key
points:

1. Each ICMP echo reply is captured and shown 2 times.
2. The original packet header is without the VLAN tag.
3. Theinternal switch inserts additional port VLAN tag 102 that identifies the egress interface



Ethernetl/2.

4. Theinternal switch inserts an additional VN tag.

Frame 1: 188 bytes on wire (864 bits), 188 bytes captured (864 bits) om interface capture_ue 2, id @

8 58 56 9d o8 be 58 97

2c 2d 2e¢ 3F 30 21 32 33

™ T Seerce [rm— Frotosi Longth rD PITL b

1 2022-08-01 11:33:19.071512698  198,51.180.100 192.9.2.100 ICHP 188 r[ SxaAfIT (20263) 64 Echo (ping) reply id=@od013, seqelf256, ttl=6a

2 2022-08-01 11:33:19.071514882 . 192.9.2.100 ICHp 108 Dxaf 1) 64 Echo (pl reply id=@od13, seqe1f256, ttl=6a

3 2022-08-01 1 0. 072677302 192.9.2.100 ICHP 108 B Loavaly TP ideedeld, seqe2/512, ttlega

4 2022-08-01 1 0.072679384 192.9.2.100 ICHP 108 axaffh (20475) 64 Echo (ping) reply  Qdeo0013, seqe2/512, ttls=ea

5 2022-08-01 11:33:21.073913640 192.9.2.100 ICHP 108 axSoac (20652) 64 Echo (ping) reply  Qdeo0013, seqe3/76E, ttl=sa

6 2022-08-01 11:33:21.073915699 192.9.2.100 ICHP 108 axSoac (20652) 64 Echo (ping) reply  id=ew0013, seqe3f7es, ttlssa

7 2022-88-01 11:33:22.075239381 192.9.2.100 1P 108 axs12e (20798) 64 Echo (ping) reply  ids@wd0l3, seqeaf1624, ttlsca
8 2022-88-81 11:33:22.075241491 192.9.2.100 ICHP 108 ax513e (20798) 64 Echo (ping) reply  ids@wd0l3, seqea 1824, ttl=ca
9 2022-88-81 11:33123.076447152 192.9.2.100 e 168 Bx51c9 (20937) 64 Echo (ping) reply  ids@wd0l3, seqes 1288, ttlsca
10 2022-88-81 11:33123.076449303 192.9.2.100 I 168 ex51e9 (20037) 64 Echo (ping) reply  ids@wd013, seqe5 1280, ttls6a
11 2022-88-91 11:33:24. 082407806 192.9.2.100 P 108 ansiee (21134) 64 Echo (ping) reply  ids@wd013, seqe6/1536, ttleca
12 2022-88-91 1 4. DB 2ATOE0D 197.6.2.100 ICHP 108 ax52Ee (21134) 64 Echo (ping) reply  ide@cddl3, seqe6/1536, ttlesd
13 2022-88-91 11:33:35,106362424 197.6.2.100 ICHP 108 ax52af (21167) 64 Echo (ping) reply  ide@wddl3, seqe7 1792, ttlesd
14 3022-08-01 11:33:25,106384540 192.6.2.100 ICHP 108 axszaf (21167) 64 Echo (ping) reply  ide@wddl3, seqe7/1792, ttle6d
15 2022-08-01 11:33:26.130437851 102.0.2.100 ICHP 108 Bx53a6 (21414} &4 Echo {ping) reply id=fodd13, seq-B/2048, ttl-64
16 3022-08-91 11:33:26,130440320 192.9.2.100 ICHP 108 dx53ab (21414) 64 Echo (ping) reply id-0c0013, seq-8/2048, ttl-g4
17 2022-08-91 11:33:27.154398212 192.9.2.100 ICHP 108 am54d6 {21574) 64 Echo (ping) reply id=inodid, seqe0/2304, ttl=G4
18 3022-08-91 11:33:27.154400198 192.9.2.100 ICHP 1o@ ax5446 (21574) &4 Echo (ping) reply Qd=fnoddid, seqe=9/2304, ttl-64
19 2022-08-91 11:33:28, 178469866 192.0.2.100 ICHP 108 ex5403 {21651) 64 Echo (ping) reply id=fnoddid, seq=10/2568, til-64
20 2022-08-01 11:33:28,178471810 192.9.2.100 ICHP 168 ex5403 (21651) 64 Echo (ping) reply id=foddid, seq=10/2568, til=64
21 2022-08-01 11:33:29,2023958069 192.9.2.100 ICHP 108 axs4fa (21748) 64 Echo (ping) reply  id=0x0013, seq=11/2816, ttl=64
22 2022-02-01 11:33:29,202390067 192.9.2.100 ICHP 108 axsafa (21748) 64 Echo (ping) reply  id=0x0013, seqe11/2816, ttl=g4
23 2022-02-01 11:33:30,22039873% 192.9.2.100 ICHP 108 Bx5526 (21798) 64 Echo (ping) reply  id=0x0013, seqe=12/3072, ttl=cs4
24 2022-08-01 11:33:30,220401017 . 192.9.2.100 ICHP 108 Bx5526 (21798) 64 Echo (ping) reply  id=@x0013, seqe12/3072, ttl=c4
25 2022-08-01 11:33:31.250387808 . 192.9.2.100 ICHP 108 axssf2 (22002) 64 Echo (ping) reply  id=@x0013, seqe=13/3328, ttl=e4
26 2022-88-81 11133131.250389971 . 192.9.2.100 ICHP 108 axssf2 (22082) 64 Echo (ping) reply  ids@wde13, seqe13/3328, ttl=sa
27 2022-88-81 11:33132.274816811 . 192.9.2.100 e 108 Bx5660 (22112) 64 Echo (ping) reply  ids@wd@13, seqe14/3584, ttl=6a
26 7022-88-81 11:33:32.274418229 : 192.9.2.100 e 108 Bu5660 (22112) 64 Echo (ping) reply  ids@wd@13, seqe14/3584, ttl=6a
29 2022-88-81 11:33:33.298397657 198.51.100.100 192.9.2.100 ICHe 108 exs6e7 (22247) 64 Echo (ping) reply  ide@xd013, seqe15/3840, ttlesa

bd b0 77 Be 89 26 B0 0D

24 35 36 37

X w &

Ethernet 11, Sre: Cisco bo:77:0e (S8:07:bd:bo:77:0e), DSt: VMware 9d:e@:be (00:50:56:9d:e8:be) 00 0a §1 00 00 66 08 00 45 OO 00 54 4F 27 00 09 fi: = T0"
~ VN-Tag 4 Bl Je 86 6 33 64 64 oD O 02 64 00 00 95 T @ r-3dd doe
a... = Direction: To Bridge o0 13 00 01 f2 b9 o7 62 00 o0 &0 00 b TF 06 b
= Pofnter: vif {d 00 00 00 00 10 11 12 13 14 15 16 17 18 19 1a 1b
PPl 1c 1d le 1f 30 21 23 23 24 2% 26 27 38 35 2 b "8 $XE" ()"
= Destination: @

p=-fB123 4567

. Looped: Mo 4

= Reserved: @

dhes ares are. = Varsion: @

ver seer eeas ... DOOG DRG0 1010

: 802,10 Virtual LAN (Bx8100)

"1Q Virtual LAN, PRI: 8, DEI: @, I0; 192
- = Priority: Best Effort {default) (9)

codl eer suee vees = DED: Ineligible 3

wene OO0 0110 0110 = ID: 102
Type: IPva {Oni@d)

Internet Protocel version 4, Src: 198.51,100.100, Dst: 192,0.2.100

Internet Control Message Protecol 2

Source: 18

Explanation

If the option All Packetsin the Application Capture Direction is selected, 2 simultaneous packet captures
related to the selected application port Ethernet1/2 are configured: a capture on the front interface
Ethernetl/2 and a capture on selected backplane interfaces.

When a packet capture on afront interface is configured, the switch simultaneously captures each packet
twice:

» After theinsertion of the port VLAN tag.
 After theinsertion of the VN tag.

In the order of operations, the VN tag isinserted at a later stage than the port VLAN tag insertion. But in the
capture file, the packet with the VN tag is shown earlier than the packet with the port VLAN tag. In this
example, the VLAN tag 102 in ICMP echo request packets identifies Ethernetl/2 as the ingress interface.

When a packet capture on a backplane interface is configured, the switch simultaneously captures each
packet twice. The internal switch receives packets that are already tagged by the application on the security
module with the port VLAN tag and the VN tag. The port VLAN tag identifies the egress interface that the
internal chassis uses to forward the packets to the network. In this example, the VLAN tag 102 in ICMP
echo reply packets identifies Ethernet1/2 as the egress interface.

The internal switch removesthe VN tag and the internal interface VLAN tag before the packets are
forwarded to the network.

This table summarizes the task:

Task Capture point|Internal port Direction |Captured traffic




VLAN In
captured packets

ICMP echo replies from host

.B";‘C';p' ane 102 Ingress only|198.51.100.100 to host
Configure and verify intertaces 192.0.2.100
captures on application
and application port
Ethernet1/2 Interface ICMP echo requests from host
Ethernet1/2 102 Ingress only (192.0.2.100 to host
198.51.100.100

Packet Captureon a Subinterface of a Physical or Port-channel Interface

Use the FCM and CLI to configure and verify a packet capture on subinterface Ethernet1/2.205 or port-
channel subinterface Portchannel 1.207. Subinterfaces and captures on subinterfaces are supported only for
the FTD application in container mode. In this case, a packet capture on Ethernet1/2.205 and

Portchannel 1.207 are configured.

Topology, packet flow, and the capture points

Chassis
By Internal Switch Security Module
FTD/ASA

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane

Configuration
FCM

Perform these steps on FCM to configure a packet capture on the FTD application and the application port
Ethernetl/2:

1. Use Tools > Packet Capture > Capture Session to create a new capture session:

Overview Interfaces Logical Devices Security Engine Platform Settings System |WGGIEM Help  admin

Packet Capture Troubleshooting Logs

[ e seron T

C Refresh l Capture Session

No Session available




2. Select the specific application instance ftd1, the subinterface Ethernet1/2.205, provide the session
name, and click Save and Run to activate the capture:

FTD
ot1/9, Ethmmatl/10

3. In the case of a port-channel subinterface, due to the Cisco bug ID CSCvg33119 subinterfaces are not
visible in the FCM. Use the FXOS CLI to configure captures on port-channel subinterfaces.

FXOSCLI

Perform these steps on FXOS CL1 to configure a packet capture on subinterfaces Ethernet1/2.205 and
Portchannel 1.207:

1. Identify the application type and identifier:

<#froot>
firepower#

scope ssa

firepower /ssa #

show app-i nstance

App Name Identifier STot ID Admin State Oper State Running Version Startup Version Deploy Ty
ftd ftdl

1 Enabled OnTline 7.2.0.82 7.2.0.82 Container No R
ftd ftd2 1 EnabTed Online 7.2.0.82 7.2.0.82 Container

2. Inthe case of a port-channel interface, identify its member interfaces:

<#root>

firepower#

connect fxos


https://tools.cisco.com/bugsearch/bug/CSCvq33119

<output skipped>
firepower (fxos)#

show port-channel sunmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not 1in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
1 Pol( SU) Et h LACP Et h1/ 3(P) Et h1/ 3(P)

3. Create a capture session:

<#root>

firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/2

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set subinterface 205

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #



comni t

firepower /packet-capture/session #

For port-channel subinterfaces, create a packet capture for each port-channel member interface:

<#root>

firepower#

scope packet-capture

firepower /packet-capture #

create filter vlan207

firepower /packet-capture/filter* #

set ovlan 207

firepower /packet-capture/filter* #

up

firepower /packet-capture* #

create session capl

firepower /packet-capture/session*

create phy-port Ethl/3

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set subinterface 207

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

create phy-port Ethl/4

firepower /packet-capture/session/phy-port* #



set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set subinterface 207

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

conmi t

firepower /packet-capture/session #

Verification
FCM

Verify the Interface Name, ensure that the Operational Statusis up and that the File Size (in bytes)
increases:

Ovandiw Interdfaces Loghal Davices  Security Englne  Platform Settings

& Rebeih | Capbus Sewon Dite. Ml sk

S cagd Do Count: & | cperationat siste: up Muter Sire: X356 M Smap Length: 1518 Hytes

= - -
e | ey P

Port-channel subinterface captures configured on FXOS CLI are also visible on FCM; however, they cannot
be edited:

& Rebsh | Caphue Semon | Dl M Semons

Dro Cownt: 0 [ oreranons: state: v [ar—- Seap Lengthc 1518 s

FXOSCLI

Verify the capture details in scope packet-capture:

<#root>



firepower#

scope packet-capture

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 9324 bytes

Filter:

Sub Interface: 205

Application Instance Identifier: ftdl

Application Nane: ftd



Port-channel 1 with member interfaces Ethernetl/3 and Ethernet1/4:

<#root>

firepower#

scope packet-capture

firepower /packet-capture # show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Oper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 3

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-3-0.pcap

Pcapsi ze: 160 bytes

Filter:

Sub Interface: 207

Application Instance Identifier: ftdl

Application Nane: ftd



Slot Id: 1

Port 1d: 4

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-4-0.pcap

Pcapsi ze: 624160 bytes
Filter:

Sub Interface: 207

Application Instance Identifier: ftdl

Application Nane: ftd

Collect capturefiles
Perform the stepsin the section Collect Firepower 4100/9300 I nter nal Switch Capture Files.
Capturefileanalysis

Use a packet capture file reader application to open the capture file. Select the first packet and check the key
points:

1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.

2. The original packet header hasthe VLAN tag 205.

3. Theinternal switch inserts additional port VLAN tag 102 that identifies the ingress interface
Ethernet1/2.

4. Theinternal switch inserts an additional VN tag.



™ Tt Susite Eaatstion Peetninl
= 1 2032-08-04 £7:21:56.9933021802 192.8.2.188 198.51.180. 100 Icw
2 2022-08-04 987:21:56.993303597  192.0.2.100 198.51.100. 100 1w
3 2022-08-04 07:22:06, 204364777 192.8.2.108 198.51.1080, 108 IcHe
4 2022-08-04 07:22:06, 204267373 192.8.2.108 198.51.180, 108 ple o
5 2022-08-84 07:22:07.215113309%  192.8.2.180 198.51.180, 108 ple o
6 2022-08-84 07:22:07.215115445  192.8.2.180 198.51.180, 103 e o
7 2022-08-04 07:22:08,220938577  192.8.2.180 198.51.100, 103 a0
B 2022-08-04 07:22:08,220040825  192.8,2.180 198.51.100, 103 IcHe
O 2022-08-04 07:22:09,253044601  192.0.2.180 198.51.100, 163 IcH
18 2022-08-04 &7:22:09.253046095  192.9.2.180 198.51.100, 163 o
11 2022-08-04 &7:22:10.277953078  192.9.2.100 198.51.180, 183 IcHe
12 2022-08-04 &7:22:10,277954736  192.9.2.100 198.51.180, 183 bla, o
13 2022-08-04 87:22:11.301531282 192.9.2.100 198.51.180. 183 pla, o
14 2022-08-04 67:22:11.301533680  192.9.2.100 198.51.180. 163 o
15 2022-08-04 67:22:12.325536521  192.9.2.100 198.51.180. 183 o
16 2032-08-04 07:23:12,32553789%  192.0.2.108 198.51.180, 168 plal
17 3032-08-04 07:22:13,326008040  192.0.2.108 198.51.180, 168 1M
18 3032-08-04 07:23:13,326590258  192.0.2.108 198.51.100, 168 el 2
15 3032-08-04 87:23:14.341944772  192.0.2.108 198.51.100, 168 el
20 2022-08-04 B7:22:14.341946245  192.98.2.108 198.51.188. 168 bl
21 7022-08-04 B7:22:15.365041588  192.98.2.1098 198.51.188. 168 ey
22 3023-08-04 B7:33:15.365042566 192.8.2.108 198.51.108. 108 ple. o
33 }023-08-24 07:32:16.380973643 192.8.7.128 198.51.1088, 188 cH
24 3033-08-84 07:22:16.380975128  192.8.7.188 198.51.1088, 108 cH
25 2022-08-24 87:22:17. 413036452  192.08.2.108 198.51.1080, 108 ple o
26 2022-08-24 07:22:17.413038008  192.8.2.188 198.51.1080, 108 IcHwe
27 M22-08-04 07:32:18,437954335  192.8.2.180 198.51.1080, 108 IcHe

»_Ethérnet 11,

Direction: From Bridge
Pointer: vif,
Destination: 24

Looped: No 4
Reserved: @

Versiom: @

Source: @

Bar crar ese
. Bemelﬂl elaa

502,13 Virtusl LA (0x5108) _
0218 V!rluai LAN, PRI: ©, DEI: @, 10: 162

A . = Priority: Best Effort (default) (8)
e . = DEL: Ineligible 3
. B aus 0118 - ID: 182
: B02.10 Virtual LAN (dxB100;
| 02,1 Virtual LAM, PRI: @, DEL: @, 10: 205
B, ..t oeeae we.. = Priority: Best Effort (default) ()
ol sens = DEL: INE
. BOOD 1108 1181 = ID: 205 2
Type: IPvd (@x0m0a)
Tatérnet Protocel Version 4, Sré: 192.9.2.100, Dit: 198.51.100.150
Internét Control Méssage Protocol

112

112
182
112
1a2
112
182
112
102
112
102
112
182
1z
18z
12
192
12

oxgaRl (39553)
ox9acd (19619}
ox9acd (39619
oxobaz (39731}
oxeb33 (39731}
@xScde (39550}
Bxscde (39550}
oxseeh (48139)
oxseeh (48139)
oxsdes (40124)
oxsdes (403124)
oxsda2 (40354)
oxoda2 (40354)
Bx5ea7 (48455)
Bx5ea7 (8455)
Bndea (A0554)
Bxdeba [A8554)
engefb (48699)
exsefb (48699)
oxafes (48936)
oxafes (40936)
Oxa070 (41861
Oxa070 (41861
oxalle (41246)

» Frame 1: 112 bytes on wire (896 bits), 112 bytes captured (896 bits) on interface capture_ud_1, id 8
Sre: VMware 9d:e8:be [00:50:56:0d:e8:be), Dit: a2:76:F2:00:00:1b (a2:76:F2:00:00:1b)

—
PITL W
&4 Echo q‘.vine) roquest

roquest
roquest
roquest
request
roquest
raqueest
raquest
Foqisest
Faqisest
Foqisest
FEqiseat
FEqiseat
Fiqseat
Fiqueest
request
request
request
roquest
roquest
raquest
request
request
roquest
roquest
roquest

&4 Eche (ping)
&4 Eche (ping)
64 Eche (ping)
64 Eche (ping)
64 Echo (ping)
64 Eche (ping)
64 Eche (ping)
64 Echo (pling)
64 Echo (pling)
64 Eche (ping)
&4 Eche (ping)
&4 Echo (ping)
&4 Echo (ping)
&4 Echo (ping)
&4 Echo (ping)
&4 Echo (ping)
&4 Echo (ping)
&4 Echo (ping)
&4 Echo {ping)
&4 Echo {ping)
&4 Echo {ping)
&4 Eche (ping)
&4 Eche (ping)
&4 Eche (ping)

L

1d-0x0022,
1d-0x0022,
id-0w0022,
id-0w0022,
id=0%0022,
id=0w0022,
id=0x0022,
id=0x0022,
ide@udaz:,
ide@udaz:,
id=gwdazz,
ideawdazz,
ideawdazz,
idadao22,
idexB22,
id-0x0022,
id-0x0022,
id-0x0022,
id-0x0022,

9% 74 40 99 49 @1 b2 38
08 @0 eb 95 00 22 00 @1
d9 ad o0 o 00 00 00 @0
18 19 1a
28 20 2a 2b 2c 2d 2e 2f

50q=1/256, ttl64 (no response found!)

50q=1/256, ttl-64 (no response found!)

50q=18/2568, ttl-54 (no response foundl)
50q=108/256@, ttl-564 (no response foundl)
50q=11/2816, ttl-564 (no response foundl)
seq=11/2816, ttl-64 (no response foundl)
s0q=12/3072, ttl-64 (o response foundl)
524q=12/3072, ttl=64 (no response foundl)
50q=13/3328, ttl=64 (no response foundl)
50q=13/3128, ttl=64 (no response foundl)
seqe14/1584, ttl=64 (no response found!)
Leq=14/1584, ttl=64 (no response found!)
2eq=15/31840, ttl=64 (no response found!)
2eq=15/3040, ttl=64 (Ao response found!)
2eq=16/4006, ttl=64 (Ao response found!)
seq=16/4096, ttl=64 (Ao response found!)
26q=17/4352, ttl=64 (Ao responde found!)
6q=17/4352, ttl=64 (fo response found!)
seq=18/4508, ttl=64 (no response found!)
s0q=18/4508, ttlebd (no response found!)
s0q=19/4864, ttl=64 (no response found!)
$0q=19/4864, ttle6d (no response found!)
50q=208/5128, ttl=64 (no response found!)
50q=20/5128, ttle64 (no response found!)
50q=21/5376, ttl=564 (no response foundl)
50q=21/5376, ttl-564 (no response foundl)
50q=22/5632, ttl-564 (no response foundl)

00 00 1b NCONED oF 8 be 89 26 80 54
00 00 66 31 00 00 cd 08 0D 45 00 00 54
0 80 02 64 b 33 64 64
88 73 eb 62 00 00 00 20
19 11 12 13 14 15 16 17
28 2 32 23 34 35 26 37
30 31 32 33 34 35 36 37

1b 1c 1d 1e of

[T s
()%, - 01234567

Select the second packet and check the key points:

1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.

2. Theorigina packet header has the VLAN tag 205.

. Tima [ Dot Prataicl
17932-08-84 07:21:56.9033021082 192.0.2.108 198.51. 100, 108 Icme
| 2 7932-08-84 07:21:56.902303507  192.9.2.108 198.51. 100 . 108 cHe
3 20220884 87 .214264777  192.0.2.108 198,51, 180 180 MR
4 7922-08-84 87 L214267373  192.0.2.108 194,51, 180 . 100 IcMP
5 2022.03-84 87 7.215113393  192.8.2.180 194.51. 100 . 108 e
6 2022-08-84 7.215115845  192.8.2.180 198,51, 108, 108 MP
7 1022-08-84 07:22:08.229938577  192.0.2.100 199,51, 108, 108 a2
8 2022-08-04 192.9.2.1080 198,51 109, 108 1cMe
9 2022-08-04 192.9.2.108 198,51, 109, 108 1cMe
18 2022-08-04 192.9.2. 18 198,51, 100, 108 LMe
11 2022-08-04 192.9.2. 18 198,51, 104, 108 LMe
12 2022-08-04 192.9.2. 108 198,51, 100, 10 ImMe
13 2022-08-04 1. 30031282 192.0.2. 108 198,51, 104, 100 ImMe
14 2032-08-04 1. 301033600 192.0.2. 1080 198,51, 104, 100 IMe
15 2922-06-84 2.325036521  192.0.2.108 198,51, 104, 109 Icme
16 203206 -04 2.325037895 192.0.2.100 198,51, 104, 108 Icme
17 1922-08-84 192.9.2. 108 198.51. 104, 108 Icme
18 1932-08-84 192.0.2. 188 198.51. 104 . 188 IcMe
19 7032-088-04 192.0.2.180 198.51. 100 . 108 e
70 7922-08-84 192.8.2.188 198,51 189 . 180 MP
21 7922-08-84 192.9.2.108 198,51 180 . 180 MR
32 1922-08-04 192.8.2.108 198,51 109 . 189 cMP
23 1922-08-04 192.8.2.108 198,51, 108 . 108 e
24 1022-08-04 192.8.2.100 198,51, 108, 108 e
25 1032-08-04 192.0.2. 108 198,51, 109, 1889 e, o
26 1032 08-04 192.0.2. 108 158,51, 109, 188 e, o
27 1W32-08-04 192,09, 2. 108 158,51, 109, 188 e,

4

802.10 virtual Lm, PRI: @, DEL: @, ID: 2085
0. . = Priority: Best Effort (default) (@)

= DEL: Ineligible

« 0009 1100 1101 = I 205 2

Types IPvd (SnodSoa)

Internet Protocol version 4, Sre: 192.8.2.100, 0st: 156.51.100.100

Internet Control Message Protocol

112
182
112
192
112
102
12

112

(39553)
{39619)
(39619)
(39731)
(29731)
(29950)
(39950)
oxvce (40139)
oxoceh (48139)
(40324)
(40324)
(a0E54)
(a0354)
(ap455)
{#ea55)
exvesa (40554)
exteGa (40554)
exgefh (40659)
exgefh (40659)
oxafes (40936)
oxsfes (409346)
2079 (41081)
oxa07d (41081)
onalle (41246)

oxodal
xoea7
xoea7

UL s
&4 Echo (ping) requu!
i

rﬂuut
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request

3
&4 Echo (ping)
&4 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
&4 Echo (ping)
&4 Echo (ping)
64 Echo (ping)
64 Echo (ping)
&4 Echo (ping)
&4 Echo (ping)
&4 Echo (ping)
&4 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
54 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)

id=auaniz,
ideauaazz,
id=gx0022,
ide@uB0az,
ide@uB0zz,
ideauB0iz,
ideauB0iz,
idwaeana2,
ide@e0022,
idw@e0022,
im0z,
id=ennzz,
1dwietnzz,
idwietnzz,
idwiepazz,
idwoenazz,
idenepazz,
ideanaazz,
ideguoezz,
=00z,
=00z,
ide@nB0zz,
ide@nB0zz,
ideia0zz,
idwonde2,
idwond02,
idwoxdo22,

az 76 f2
@ o 45
@2 64 b
b 62
12 13 14
i 13 4
32 33 34

seq=1/256, ttl=s4 (no response found|)
seq=1/256, ttl=&4 (no response found|)

seq=18/2568, ttl=64 (no response Found!)
seq=18/ 2568, response Found! )
seq=11/2216, response Found! )
seq=11/2216, response Found!)
seq=13/3072, respanse Found!)
seqelaf 0Tz, respanse Found!)
seqe13/3328, tel=ga (o response Found!)
seqe13/3328, tel=6a (no response found!)
seqeld/i584, ttle=64 (no response Foundl)
seqe14/3584, trl=6d (no response foundl)
seqe15/3840, ttl=6d (no response foundl)
seqe15/3840, response foundl)
seq=16/4006, respanse foundl)
seq=16/4006, response foundl)
seqe17/4352, raspanse found!)
seq=17/4352, respanse foundl)
seqe=18/4608, response found!)
seq=18/4688, response Found!)
seq=19/4864, response Found!)
seqe19/4864, response Found!)
seqea/ 5128, response Found!)
Seqede/ 5128, response Found!)
SequzL/ 536, response Found!)
Sequl/5376, ttle6d (no response Foundl)
Sequ22f5632, ttl=64 (no response Foundl)
00 00 1b 20 5B 56 3d ed be 81 ) @9 od
@ 0 54 95 T4 40 00 40 01 b8 30 B 0
I3 &4 64 D8 BB &b 95 80 22 00 61 88 73
00 00 0 49 S0 20 00 9D @0 00 &0 10 11
15 16 17 1% 1% 1a 1b ic 1d 1e 1f 20 21
25 16 27 28 2% 2a rb o2c 2d 2e 2f 30 31
3% 36 37

tavas mawnas |
CHRERT() "4 -. i1
PEELTTS

Now open the capture files for Portchannel 1.207. Select the first packet and check the key points

1.
2.
3.

Portchannel 1.
4,

The internal switch inserts an additional VN tag.

Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.
The original packet header hasthe VLAN tag 207.
The internal switch inserts an additional port VLAN tag 1001 that identifies the ingress interface




—
FD PTIL o

W, Tens Sowre Desmnation Frosond Lergth

r 12022-98-04 BB:18:24.572548269  192.168.247.100 192.168.247.102 ICHP 128 1 255 Echo (ping) request | id=0xpa7b, seqee/@, ttls255 (no response found!)
2 2022-98-04 08:18:24.572550073 192.168.247.100 192.168.247.102  ICHP 1a 255 Echo (ping) request |idsoxpa7h, seq=a/8, ttl=355 (no response found!)
3 2022-98-04 BE118:24.573IB6638 192.168.247.188 192.168.247.182 IcHp 128 Ssa 255 E¢ id=gxpo7h, seq=1/256, ttl=255 (no response found!)
4 2022-98-84 BB218:24.573287648  192.168.24 192.168.247.182 ICHp 18 aubadf (24735) 255 Echo (ping) request id-Bwda7b, seqs1/256, ttl=255 (no response found!)
5 2022-98-04 DB118:24.573704751 192.168.24 192.168.247.102  ICHP 128 @x60a8 (24736) 255 Echo (ping) request idsewpaTh, seq=2/512, ttls3ss (no response found!)
6 2022-08-04 BB:18:24.573705748 192.168.24 192.168.247.182  ICHP 18 6038 (24736) 255 Echo (ping) request idewpaTh, seq=2/512, ttls3ss (no response found!)
7 2022-08-84 0B:18:24.574368638 192.168.24 102.168.247.102  ICHP 128 @x6aal (24737) 255 Echo (ping) request id-BxpoTb, seqe3/768, ttle255 (no response found!)
B 2022-98-84 DE218:24, 574360574 192,168,247, 1082 e 118 Ba6Bal (24737) 255 Echo (ping) request id-@wdd7b, seqe3/768, ttl=255 (no response found|)
9 2022-98-04 08:18:24,574914512 192.168.247. 102 e 128 @x6@a2 (24738) 255 Echa (ping) request id-0udd7h, seqed/1024, ttl=255 (no response foundl)
10 2022-08-84 0B:18:24,574915415 102.168.247.102  ICHP 118 @x68a2 (24738) 255 Echo (ping) request id-BxBo7b, seqe4/1024, ttl=255 (no response foundl)
11 2022-98-084 BB:18:24, 575442569 102, 168,247,108 192.168.247.182 IcHp 128 Bw60a3 (24730) 255 Echo (ping) request id=-0wxp07b, seqe5/1280, ttl=255 (no respomse Foundl)
12 2022-08-084 BB:18:24, 575443600 192,168,247, 100 192, 168.247.182 Ichp 118 @a6Bald (24739) 255 Echo (ping) request id=-0xp07b, seqe5/1280, ttl=255 (no respomse Foundl)
13 2022-08-04 BB:18:24,.575918119 192,168,247, 180 192, 168.247.182 Ichp 128 @abBad (24740) 255 Echo (ping) request id=0up07b, seqe6/1536, ttl=255 (mo respomse Foundl)
14 2022-08-04 BB:18:24.575919057 192,168,247, 180 192, 168.247.182 IcHp 118 Duwbaad (24740) 255 Echo (ping) request id=0xp07b, seqe6/1536, ttl=255 (mo respomse Foundl)
15 2022-08-04 BE:18:24, 5TEA07671 192,160,247, 180 192, 168,247,182 IcHp 128 Owbaas (24741) 255 Echa (ping) request Id=0xp07b, seqe7/1792, ttl=255 (no respomse Foundl)
16 2022 -08-04 BE:18:24, STEABOSES 192,160,247, 180 192, 168.247.182 IcHp 118 Owbaas (24741) 255 Eche (ping) request Id=0xpO7b, seqe=7/1792, ttl=285 (no respomse Foundl)
17 2022-08-04 BE:18:24, 576885643 192,168,247, 188 192, 168,247,182 ICHp 128 Oxbaab (24742) 255 Echo (ping) request id=0xdoTh, seqed/20a8, ttl=255 (Ao response Foundl)
18 2022-08-04 0B:18:24. 576886561 192.168.247.100 192.168.247.102  IEWp 118 Ox60ak (24742) 255 Echo (ping) request id-Bx00Tb, seqe2/3088, ttle255 (no response Foundl)
15 2022-08-04 0B:18:24.577354328  192.160.247.100 192.168.247.102  IEHp 128 06047 (24743) 255 Echa (ping) request id-Bx00Tb, seqes /2304, ttl=258 (no response Foundl)
202023-02-04 QB:18:24.577355238  192.168.247.100 192.168.247.102  IEHp 118 ox60a7 (24743) 255 Echo (ping) request id-Bxo0Th, seqes /2304, ttle388 (o response Foundl)
21 2023-08-04 B8:18:24. 577987632  192.168.247.100 192.168.247.162  ICHP 128 axbaag (24744) 255 Echa (ping) request idedxdoTh, ieqe10/3%60, ttl=3%5 (0o réesponsé Foundl)
23 2023-08-04 08:18:24. 577989200  192.168.247.100 1932.168.247.162  ICHP 1na Exbaag (24744) 255 Echa (ping) requést id-BxBaTh, seqe10/2568, ttle2%5 (o response Foundl)
23 2023-08-04 08:18:24. 578448781  192.168.24 197.168.247.162  ICHP 128 Bxbaad (24745) 255 Echo (ping) request ideBxBaTh, seqe11/3816, ttl=255 (no response Foundl)
24 3022-02-04 08:18:24 578440500 193 .158.24 197.168.247.182  ICHP 13 Gxbaad (34745) 255 Echo (ping) request ideBxdoTh, seqe11/3816, ttl=355 (no response Foundl)
25 2022-92-04 08:18:24.578900043  192.168.24 192.168.247.182 i g 128 Bxdaa (24746) 255 Echo (ping) request id=expath, seq=12/3872, ttl=255 (no response Foundi)
26 2027-92-04 BE118:24.578900807 192.168.24 192.168.247.102 IcHp 118 Bxdaa (24746) 255 Echo (ping) request id-expath, seq=12/3872, ttl=255 (no response Foundi)
27 2022-98-04 BB:18:24. 570426962 192.168.247.100 192.168.247.182 ICHP 128 Bubaab (24747) 255 Echo (ping) request id-8xpo7b, seqe=13/3328, ttl=155 (no response foundl)

<

» Frame 1: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits) on interface capture_ud 3, id @ 00 80 1c 00 17 df d6 ec B0 89 26 80 3d

» Ethernet 11, Sre: Cisco db:ec:od (B0:17:df:déiec:00), Dat: ad:76:f2:00:00:1c (42:76:F2:00:00:1¢) B0 03 00 Bl 90 00 cf 0F D 45 DO 00 64

+f VN-Tag @8 ff 01 ea dd cd a8 7 64 ob aB 7 66

Liet wins mees sesn sies cees sees aee. = Direction: From Bridge :::::‘;‘::z: ‘::‘:::::‘;S;::::
Bl ein eaen ees Pointér: vif_id il

.00 2068 BOL1 1181 Destination: &1

ed ab cd ab cd cd ab ¢d ab cd ab cd
ab cd ab ed ab cd ab «d cd ab ¢d ab cd ab cd

o
ab
ed ab cd ab cd ab ¢
ab
ab

« B82.1¢ Virtual LAN, PRI: @, DE1: @, I0: 1681

. = Priority: Best Effort (default) (@)

e . . = DEL: Ineligible 3
- 3311 1110 1001 - ID: 1801

Type: m:,!? Virtual LAN (0x8100)
| #02.1¢ virtual LAN, PRI: ©, DEI: @, ID: 207

B, wiar oeae we.. = Priority: Best Cffort (default) (@)
) + eese wea. = DEL: Ineligible

. BOOD 1108 1111 - ID: 207 2
Type: IPva {@xd2oa)
Intérnet Protocol Version 4, Src: 197.168.247.108, Dst: 160.168.247.102
Intérnet Control Message Protocol

Select the second packet and check the key points:

1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.
2. Theorigina packet header has the VLAN tag 207.

e, Tena Seon [orr— [ [r= P B
12022-08-04 DB11EI 24572548060 192.168.247. 100 192, 168.247.102 IcHp 128 1 d=0xB0Th, seq=0/0, ttl=255 (no response Foundl)
| 22002-08-04 08:18:24.572550071  192.168.247.100 192.168.247.102  ICHP 118 d=0xB0Th, seq=0/0, ttl=355 (no response Foundi)
3 0022-08-04 02:18:24.572086630  192.168.247.180 192,188, 2347.182 IcHe 128 opast (24735 ARG deddTh, seq=1/256, ttl=255 (no response Foundl)
43022-08-04 02:18:34.573287640  192.168.247.100 192.168.247.182  ICHP 118 axgasf (24735) 295 Echo (ping) request id-DxBOTb, seq=1/256, Ttl=29% (6o response foumd!)
£3027.08-04 02:18:34.873794751  192.168.247.100 192.168.247.182  ICHP 128 axgosd (24736) 255 Echo (ping) request id-DxBOTb, seq2/512, Ll=29% (no response Foumd!)
6 2022-08-04 08:18:24.573795748  192.168.247.100 152.168.247.102  ICHP 118 BxEAa0 (24738) 255 Echo (ping) requést id-BxpoTh, seqe2/512, ttl=2%% (no response Found!)
7 2022-08-04 08:18:24.574368638 192.163.347.100 152.168.247.182  ICHP 128 Bxgdal (24737) 255 Echo (ping) request id-BxpoTh, seqe3/768, ttle255 (no response Found!)
8 20922-08-84 98:18:24.574365574  192.168.347.188 192.168.247.182 ICHP 118 BxEdal (24737) 255 Echo (ping) request id-Buda7h, seqe3/768, ttl=255 (no response found!)
5 2022-08-04 05:18:24.574014512 192.165.247.100 192.168.247.102  ICHP 128 ax6daz (24738) 255 Echo (ping) request id-@x@7h, seqe4/1024, ttl-355 {no response found!)
10 2022-08-04 08:18:24.574015415 192.168.247.100 193.168.247.102  ICHP 118 axgfaz {24738) 255 Echo (ping) request id-Dx®07b, seqedf1024, ttle355 (no response found!)
11 2027 -08-04 08:15:24.575442560 102.168.247. 100 192, 168.347.102  ICHP 138 awEiad (24739) 255 Echo (ping) request 1d-8x007b, seqe5/1288, ttle255 (no response found!)
17 2027 -08-04 08:18:24.575443601 192.168.247. 100 192,168.347.102  ICHP 118 awEad (24739) 255 Echo (ping) request 1d-0w007b, seqe5/1288, ttl-255 (no response found!)
13 2022 -08-04 08:18:24.575018110  192.168.247. 100 192,168.347.102  ICHP 138 am6dad (24740) 255 Echo (ping) request id=0xB07b, seqe6/1536, ttl=355 (no response found!)
14 2037 -08-04 08:18: 24575010857  192.168.247.100 193.168.247.102 ICHP ii8 dmbdad {24740} 255 Echo (ping) request 1d=-0xddTh, seqe6/1536, ttl=255 (no response found!)
15 2037 -08-04 08:18:24.576407671  192.168.247.100 192, 168.2347.102 ICHP 138 dxbdas {24741} 255 Echo (ping) request id=0xddTh, seqs7/1792, ttl=255 (no response found!)
16 2027 -08-04 05:18:24.576408585  192.168.247.100 192, 168,247,102 ICHP 118 oxbdas {24741} 255 Echo (ping) request id=0x®dTh, seqs7/1792, ttl=235 (no response found!)
17 2022-08-04 O5:18:24.576885643  192.108.247.100 192.168.347.102  ICHP 128 axgost (24742) 395 Echo (ping) request id=0x30Tb, seqe8/2048, ttl=355 (no response found!)
18 3022-08-04 03:18:24.576886561  192.168.247.108 192.168.247.182 ICHP 118 Oxbast (24742} 285 Echo (ping) request id-@x®d7b, seqe8/2043, ttl=255 (no response found!)
15 2023-08-04 08:18:24.577394328  192.168.347.100 192.168.247.102  ICHP 128 BxEaaT (24743) 355 Echo (ping) request id-BxBBTh, seqe9/2304, ttla3%5 {no response found!)
20 2022-08-04 08:18:24.577395234  192.168.347.100 192.168.247.102  ICHP 118 Bxgda7 (24743) 255 Echo (ping) request ideBxdTh, seqe5/2304, ttla355 (no response found!)
21 2022-08-04 08:18:24.577087632 192.168.247.100 192.168.247.102  ICHP 128 oxEdaR (24744) 255 Echo (ping) request id-Bxp7h, seqe10/2568, ttl-355 (no response found!)
27 2022-08-04 08:18:24.577080290  192.168.247.100 192.168.247.102  ICHP 118 omEdaR (24744) 255 Echo (ping) request id-Gx@7h, seq-10/2568, tt1-355 (no response found|)
23 2032-08-04 05:15: 24578445781 192.168.247.190 192, 168.347. 102 ICHR 128 Dx60a0 (24745) 255 Echo {ping) request id-8xB07b, seq-11/2816, tt1-255 (o response found|)
24 2027 -08-04 05 15: 24578440000 192,168, 247,100 192, 168.247. 102 ICHR 118 Dm60a0 (24745) 255 Echo (ping) request id-0mD07h, seqe-11/2816, ttl1-255 (o response found|)
25 2027 -08-04 081524, 576000043 192,168, 247,100 192, 168,247, 102 ICHR i ox6aa (24746 255 Echo (ping) request i1d-mB07h, seq-12/3072, ttl=255 (mo response found|)
26 2022 -08-04 08:18: 24575000897 192,168, 247,100 192, 168,247,102 ICHP iia dmGdan (24746) 255 Echo (ping) request 1d-0mBd7hb, seq-12/3072, ttl-255 (no response found|)
2T 2023 -08-04 0818 24.573426962 192,168, 247,100 192, 168,247,102 ICHP 18 dmidal {24747} 255 Echo (ping) request 1d-dwdd7h, seq-13/3328, ttl=255 (no response found|)
» Frame z: 118 bytes on wire (944 bits), 118 bytes captured (44 bits) on interface capture_ue 3, id @ az 76 £ 00 00 1c 80 17 df db ec 80 81 00 00 of
» Ethernet 11, Src: Cisco d6iec:dd (90:17:df:d6:ec:e0), Dst: a2:76:f2:00:00:1c (az:76:f2:00:00:1c) 68 62 45 00 00 64 50 9t 80 00 FF 81 ¢a dd &b a8
| 802.1¢ virtual LAN, PRI: @, DEL: ©, ID: 207 7 64 c@ a8 f7 56 00 06 o5 c5 08 7h 00 00 00 00
. . = priority: Best Effort (default) (o) 20 92 &4d 8c 42 78 ab ¢d ab cd ab ¢d ab cd ab cod
. . = 0E@: Ineligible ab cd ab od ab cd ab ¢d ab cd ab od ab od ab od
ees BOB0 1100 1111 = ID: 207 2 ab ¢d ab od ab cd ab cd ab od ab cd ab od ab cd
ab cd ab od ab od ab ¢d ab od ab od ab od ab cd
Typa: TRed (60098) abedabed abed o
Internet Protocel version 4, Sroi 192.168.247.109, Dst: 192.168.247.102
Internet Control Message Protocol

Explanation

When a packet capture on afront interface is configured, the switch simultaneously captures each packet
twice:

» After theinsertion of the port VLAN tag.
» After theinsertion of the VN tag.



In the order of operations, the VN tag isinserted at alater stage than the port VLAN tag insertion. But in the
capture file, the packet with the VN tag is shown earlier than the packet with the port VLAN tag.
Additionally, in the case of subinterfaces, in the capture files, every second packet does not contain the port

VLAN tag.

This table summarizes the task:

Task

Capture point

Internal port
VLAN in captured
packets

Direction

Captured traffic

Configure and verify a

Ethernet1/3 and
Ethernetl/4

acket capture on Inaress ICMP echo requests from host
B ierf e Ethernet1/2.205 102 On?y 192.0.2.100 to host
Ethernet1/2.205 198.51.100.100
Configure and verify a
packet capture on
Portchannel 1 Ethernetl/3 Inaress |CMP echo requests from
subinterface with 1001 o 192.168.207.100 to host
member interfaces Ethernetl/4 y 192.168.207.102

Packet Capture Filters

Use the FCM and CLI to configure and verify a packet capture on interface Ethernet1/2 with afilter.

Topology, packet flow, and the capture points

4
-

Chassis

Internal Switch

Security Module

FTD/ASA

Backplane

19202, 100
19292700
19x02102
@ ICMF echo-reply

198.51.100.100

Configuration

FCM

Y

Perform these steps on FCM to configure a capture filter for ICMP echo request packets from host
192.0.2.100 to host 198.51.100.100 and apply it to packet capture on interface Ethernet1/2:




1. Use Tools > Packet Capture> Filter List > Add Filter to create a capturefilter.

2. Specify the Filter Name, Protocol, Sour ce | Pv4, Destination | Pv4 and click Save:

o o IR

fiter_jamg. =001 00: 0010 19202100 & ] 0103 001001 S0 19202100 u 0 1 ] (] (] #8
Edit Packet Fiter Tx
Filter Narme™
Proteel KM |
EtherTyee Any -
trear visn 0 Outar visn 0
Source Destnation
it 19202100 e 198.51, 100,100
L = 18
Pert ] Pert o
HAC 00:00:00500:00:00 MAC 0500:00;00:00:00
Canzel

3. Use Tools > Packet Capture > Capture Session to create a new capture session:

Overview Interfaces Logical Devices Security Engine Platform Settings AGLIEN Help  admin

o scmion T

G Refresh Delete Al Sessions

No Session available

4. Select Ethernetl/2, provide the Session Name, apply the capture filter and click Save and Run to
activate the capture:

Select an instance: | fed1 - =
T Sesson Name® ool
I Selected Irterfnces Etherneti/2 I
Butfer Sue 256 MB -
i [N
Srap length: 518 Bytes
Store Packets Append
L] Capture Fil Aaply Fiter RS
Etharmati/a
FID sugle Another Fikee  Srante Fiker
B £1/%, Echarnati/i0

Apply  Erer_iemp v To | Ethemet1f2 ~ @

Etharmatil

FXOSCLI

Perform these steps on FXOS CL1 to configure packet captures on backplane interfaces:



1. Identify the application type and identifier:

<#root>

firepower#

sScope ssa

firepower /ssa#

show app-i nstance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. ldentify the I P protocol number in https://www.iana.org/assignments/protocol-numbers/protocol -
numbers.xhtml. In this case, the ICMP protocol number is 1.

3. Create a capture session:

<#root>

firepower#

scope packet-capture

firepower /packet-capture #

create filter filter_icnp

firepower /packet-capture/filter* #

set destip 198.51.100. 100

firepower /packet-capture/filter* #

set protocol 1

firepower /packet-capture/filter* #

set srcip 192.0.2.100

firepower /packet-capture/filter* #

exit

firepower /packet-capture* #

create session capl


https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml
https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

firepower /packet-capture/session* #

create phy-port Ethernetl/2

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set filter filter_icnp

firepower /packet-capture/session/phy-port* #

exit

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

conmi t

firepower /packet-capture/session #

Verification
FCM

Verify the Interface Name, ensure that the Operational Statusis up and that the File Size (in bytes)
increases:

_Gogen sessn [TETTER

Filter List Add Pl

Verify the Interface Name, the Filter, ensure the Operational Statusis up, and the File Size (in bytes)
increases in Tools > Packet Capture > Capture Session:

& Rebesh CaptreScamon | Diciete Al Sessors

u capl Trap Cousti 0 aperational State; wp Bulfer Sire; 256 MO Snap Lengthi 1518 Dyles

BaM0

capl-ethernet-i-2-G.pcap L1




FXOSCLI

Verify the capture details in scope packet-capture:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show filter detai

Configure a filter for packet capture:

Narme: filter_icnp

Protocol: 1

Ivlian: 0O
Ovlan: 0

Src Ip: 192.0.2.100

Dest [p: 198.51.100.100

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: O

Dest Port: O

Ethertype: 0

Src Ipvé6:

Dest Ipvé6:

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up



Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 213784 bytes

Filter: filter_icnp

Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Collect capturefiles
Perform the stepsin the section Collect Firepower 4100/9300 I nter nal Switch Capture Files.
Capturefileanalysis

Use a packet capture file reader application to open the capture file. Select the first packet and check the key
points

1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.

2. The original packet header is without the VLAN tag.

3. Theinternal switch inserts additional port VLAN tag 102 that identifies the ingress interface
Ethernet1/2.

4. Theinternal switch inserts an additional VN tag.
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1 2022-88-92
22822-
3 2823-
4 2822-
5 2822-
6 2022-

22
Lk

L-F]
19 2822-08-82
20 2022-08-02

15:46:55.683277768
15:46:55.68327068E

15:46:56.627139252
146:

56.627140919
57.651185193
57.651186787
58.675153317

146
146
146:58.675154503

146:59.609152639
14659, 6991536835
147:00.723142641
147:09.723144643
147 :91.747162284
147:01.747163783
15:47:02.771209952
15:47:02.771211862
15:47:03.772258550
15:47:03.772259724
15:47:04.791118519
15:47:04,791119721

Seuige

192.8.2.1e0
192.8.2.188
192.8.2.188
192.8.2.188
192.8.2.188
192.9.2.180
192.8.2.188
192.9.2.188
192.9.2.180
192.9.2.188
192.9.2.188
192.9.2.100

192.8.2.190

Type: 802.19 Virtual LAN {8x8108)

Detnstion

198.51.108. 169
198.51.198.180
198.51.108.188
198.51.108.18@
198.51.198.189
198.51.108.180
198.51.108. 188
198.51.108.160
198, 51,108,100
198.51.108.188
198.51.100.100
198,51,100. 100
198.51.108. 169
198.51.100. 109
198,51,100. 100
198.51.108. 169
198.51.100. 109
198,51, 198, 189
198,51, 108, 189
198,51,100. 100

Direction: From Bridge
Pointer:
Destination: 1@
Looped:
Reserved:
version:
Source:

vif_id
Ho
a
-]
a

» Frame 1: 188 bytes on wire (264 blts), ma Irytes captured (554 bits) on interface capture_ud_1, il
her

Prasocel Length PO PTTL W
ICHP 108 1 @xe012 (18) 64 Echo (ping) request| id=exee1s, seq=349/23809, ttl=64 (no r
ICHP 182 Beaa12 64 Echo i request| id=6x8@18, seq=349/23809, ttl=64 (no r
ICHP 188 eéxdddb (219) 64 Echo (ping) request id-0x8@818, seq=358/24865, ttl=64 (no r
IcHP 182 exoedb (219) 64 Echo (ping) request id=exee1s, seq=358/24865, ttl=6d (no r
cMP 188 @x@lch (459) 64 Echo (ping) request ide=@x@e@18, seqe351/24321, ttlesd (no r
ICHP 182 @x@lch (459) 64 Echo (ping) request id=-@x@e18, seq=351/24321, ttl=sd (no r
ICHP 188 exe1ds (a7@) 64 Echo (ping) request id=ex@e1s, seqe=352/24577, ttlesd (no r
ICHP 182 exdlds (47@) 64 Echo (ping) request ide@x@@18, seqe352/24577, ttlesd (no r
1CHP 188 axe1fa (500) 64 Echo (ping) request id-@x@o18, seqe=353/24833, ttlesd (no r
1CHP 182 axe1fa (500) 64 Echo (ping) request ide=ex@e1s, seqe=353/24833, ttlesd (no r
1CHP 108 ax01f9 (505) 64 Echo (ping) request ide@x@018, seqe354/25080, ttlesd (no r
1CHP 182 axa1fe (505) 64 Echo (ping) request id=@x@@18, seq=354/25@89, ttlesd (no r
ICHP 108 eBxd26e (622) 64 Echo (ping) request ide@x0@18, seqe355/25345, ttlesd (no r
1CHP 102 ax026e (622) 64 Echo (ping) request id=0x0018, seq=355/25345, ttlsed (no r
1CHP 188 exfzbe (700) 64 Echo (ping) request id=@x0@18, seq=356/25601, ttl=éd (no r
ICHP 182 exe2bc (70@) 64 Echo (ping) request id=@xe@18, seq=356/256081, ttl=s4 (no r
1CHP 188 ox032f (815) 64 Echo (ping) request id=-0x0018, seq=357/25857, ttl=64 (no r
1CHP 182 exe32f (815) 64 Echo (ping) request id=exee1s, seq=357/25857, ttl=64 (no r
ICHP 188 exedef (1839) 64 Echo (ping) request id=ex@e@18, seq=358/26113, ttl=6d (no r
1CHP 182 exeef (1839) 64 Echo (ping) request id=0x@o18, seq=358/26113, ttl=64 (no
¥
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28,

2080 9118 9118 = ID:
Type: IPv4 (0x0E00)

= DEIL:
1e2

B2.1Q virtual LAN, PRI: @, DEL: @, 1D: 182

............ = Priority: Best Effort (default) (@)
Ineligible

3

| Internet Protocel Wersion 4, Src:
»| Internet Control Message Protocol

192.8.2.108, Dst:

198.51.188. 168

2

Select the second packet, and check the key points:

1. Only ICMP echo request packets are captured. Each packet is captured and shown 2 times.
2. The original packet header is without the VLAN tag.
3. Theinternal switch inserts additional port VLAN tag 102 that identifies the ingress interface

Ethernet1/2.

<

Mo Time

I 1 2022-08-02

| 2 2022-08-02
3 2022-08-02
4 2022-08-02
5 2022-08-02
6 2022-08-02
7 2022-08-02
8 2022-08-02
9 2022-08-02
10 1022-08-02
11 2022-08-02
12 2022-08-
13 2022-08-02
14 2023-08-02
15 2022-88-
16 2022-08-
17 2022-088-
18 2022-88-
19 2022-@8-
20 2022-88-

15:46:55.683277768
15:46:55.603279688
15:46:56,.627139252
15:46:56.627140919
15:46:57.651185192
15:46:57.651186787
15:46:58.675153317
15:46:58. 675154582
15:46:59.699152639
15:46:59.699153835
15:47:00.723142641

147 :80.723144643
7:091.747162204
7:81.747163783
147:92.7713089952
t47:82.771211062
147:93.772258558
147:83.772259724
147:84.701118519
147:84.791119721

Source
192.8.2.180
192.9.2.100
192.8.2.100
192.98.2.100
192.9.2.100
192.8.2.190
192.98.2.180
192.98.2.100

192.8.2.180

Destination
198.51.100. 189
198.51.100. 108
198,51.100., 100
198.51.100. 189
1938.51.100, 108
198.51.1900. 100
193.51.108, 188
193.51.100, 188
198.51.190, 109
198.51.108. 188
198.51.100. 100
198.51.188. 188
198.51.100. 188
198.51.100. 100
198.51.100. 188
198.51.190.188
198.51.100. 188
198.51.108.188
198.51.198.188
198.51.100. 188

280,

0060 0110 0110 = 10:
Type: IPvd (0xBE0O)

182

s Tnternet Protocol Version 4, Src: 192.0.2.100, Dst: 108.51.100.100
»| Internet Control Message Protocol

2

> Frame 2: 182 bytes on wire (816 bits), 182 bytes captured (816 bits) on interface capture_ue 1, i
» Ethernet II, Src: Wware Od:eB:be (@9:50:56:9d:e8:be), Dst: Cisco b9:77:0e (58:97:bd:bo:77:80e)

#02.10 v1rtual LAN, PRI: @, DEI: @, ID: 182
............ = Priority: Best Effort (default) (@)
= DEI: Ineligible

Frotocol Length FD PTTL info
ICMP 108 1 exeals (1a8) 6d Echo (ping) request | id=exee18, seq=349/23809,
ICHP 182 axee12 (18) 64 Echo (ping) reguest | id=0x0018, seq=349/23809,
ICHP 108 e:oedb {219) 64 Echo (ping) request 1d=-0x0018, seq=350/24065,
ICMP 192 axeddb (219) 64 Echo (ping) request id=9x@018, seq=350/240865,
ICHP 108 axelch (459) 64 Echo (ping) request id=0x0018, seq=351/24321,
ICHP 182 @x@ich (459) 64 Echo (ping) request id=0x0018, seq=351/24321,
ICHP 108 axelds (47@) 64 Echo (ping) request id=ex@e18, seq=352/24577,
ICMP 102 ax@1dé (470) 64 Echo (ping) request id-0x0018, seq=352/24577,
ICHP 108 axe1fa (500) 64 Echo (ping) request id=0xee18, seq=353/24833,
ICMP 182 axelfa (5ea) 64 Echo (ping) request id=ex@818, seq=353/24833,
ICHP 108 oxe1fe (505) 64 Echo (ping) request id=exee18, seq=354/25089,
ICHP 182 axe1fe (505) 64 Echo (ping) request i seq=354/25689,
IcMP leg ax@26e (622) 64 Echo (ping) request id=0x@018, seq=355/25345,
ICMP 182 oxdzée (622) 64 Echo (ping) request id=0x0018, seq=355/25345,
ICMP 188 axezbc (704) 64 Echo (ping) request ids= s5eq=356/25681,
ICHP 102 @x@2bc (709} 64 Echo (ping) request seq=356/25601,
ICHMP 168 ex832f (815) 64 Echo (ping) request seq=357/25857,
ICMP 182 exe32f (B15) 64 Echo (ping) request id=8x@81E, seq=357/25857,
ICHMP 168 axadef (1839) 64 Echo (ping) request id=@x@918, seq=358/26113,
ICHMP 182 exadaf (1939) 64 Echo (ping) request id-0x8018, seq=358/26113,
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Explanation

When a packet capture on afront interface is configured,

twice:

» After theinsertion of the port VLAN tag.
 After the insertion of the VN tag.

the switch simultaneously captures each packet




In the order of operations, the VN tag isinserted at alater stage than the port VLAN tag insertion. But in the
capture file, the packet with the VN tag is shown earlier than the packet with the port VLAN tag.

When a capture filter is applied only the packets that match the filter in the ingress direction are captured.

This table summarizes the task:

Internal port
Task Capture  |VLANn Direction |User filter Captured traffic
point captured
packets
Configure and Protocol: ICMP
verify a packet
. ) ICMP echo requests from
capturewitna \oyorner1ip | g0p  [INOress \Sourcel92.0.2100 oq192.0.2.100 to host
filter on the front only 198.51.100.100
interface Destination: e
Ethernet1/2 198.51.100.100

Collect Firepower 4100/9300 I nternal Switch Capture Files

FCM
Perform these steps on FCM to collect internal switch capture files:

1. Click the Disable Session button to stop the active capture:

Overview Interfaces Logical Devices Security Engine Platform Settings

& Refrash Capitune Session Dot Al Sessons

- | 5 | capl Drogs Cosnts Operatianal State: up Miitfer Size: 256 MG Saap Length: 1511 Byt

2. Ensure the operational stateis DOWN - Session_Admin_Shut:

Overview Interfaces Logical Devices Security Engine Platform Settings

pra

G Refresh Capitune Sesson Deete Al Ses5006

S capl Drop Count: 0 Oparational State: DOWH - Sesskon_Admin_Shut Bufler Size: 256 MB Snap Length: 1518 Bytes

Interface Name Filter File Size (in bytes) Fil Namse Drarvice Name

218828 capl-athemats 1:2-0,pcap frdi

3. Click Download to download the capturefile:



Overview Interfaces Logical Devices Security Engine Platform Settings

& Refresh Capiture Sesion Delete Al Sessions
» capl Drop Count: 0 Operational Stata: DOWN - Session_Admin_Shut Bulfer Size: 256 MB Snap Length: 1518 Bytes i

Interface Name Filtar File Size {in bytes) Fibe Hame Dewicn Name

Etharnat/2 Nora 210828 capl-athemat-1-2-0.peap [ L,

In the case of port-channel interfaces, repeat this step for each member interface.
FXOSCLI
Perform these steps on the FXOS CL1 to collect capture files:

1. Stop the active capture:

<#root>

firepower#

scope packet -capture

firepower /packet-capture #

scope session capl

firepower /packet-capture/session #

di sabl e

firepower /packet-capture/session* #

comnmi t

firepower /packet-capture/session #

up
firepower /packet-capture #

show session capl detai

Traffic Monitoring Session:
Packet Capture Session Name:

capl

Session: 1

Adm n State: Disabled

Oper State: Down



Qper State Reason: Adnin Disable

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: O

Physical ports involved in Packet Capture:

STot Id: 1
Port Id: 2
Pcapfile:

/ wor kspace/ packet - capt ur e/ sessi on-1/ capl- et hernet-1-2-0. pcap

Pcapsize: 115744 bytes

Filter:

Sub Interface: 0

AppTlication Instance Identifier: ftdl
AppTlication Name: ftd

2. Upload the capture file from the local-mgmt command scope:

<#root>

firepower#

connect | ocal - ngnt

firepower(local-mgmt)#

copy / packet - capture/session-1/capl-ethernet-1-2-0.pcap ?

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI

firepower(local-mgmt)#

copy /packet-capture/session-1/capl-ethernet-1-2-0.pcap ftp://ftpuser@O0. 10. 10. 1/ capl- et hernet - 1- 2- 0. pc:

Password:

In the case of port-channel interfaces, copy the capture file for each member interface.



Guidelines, Limitations, and Best Practicesfor Internal Switch Packet Capture

For the guidelines and limitations related to Firepower 4100/9300 internal switch capture refer to the Cisco
Firepower 4100/9300 FXOS Chassis Manager Configuration Guide or Cisco Firepower 4100/9300 FXOS
CLI Configuration Guide, chapter Troubleshooting, section Packet Capture.

Thisisthelist of best practices based on the usage of packet capture in TAC cases.

» Beaware of guidelines and limitations.

» Capture packets on all port-channel member interfaces and analyze all capture files.

e Usecapturefilters.

» Consider the impact of NAT on packet | P addresses when a capture filter is configured.

* Increase or decrease the Snap L en that specifies frame size in case it differs from the default value of
1518 bytes. Shorter size results in an increased number of captured packets and vice versa.

* Adjust the Buffer Size as needed.

» Beaware of the Drop Count on FCM or FXOS CLI. Once the buffer size limit is reached, the drop
count counter increases.

» Usethefilter lvntag on Wireshark to display only packets without the VN-tag. Thisis useful to hide
V N-tagged packets in the front interface packet capture files.

» Usethefilter frame.number & 1 on Wireshark to display only odd frames. Thisis useful to hide
duplicate packets in the backplane interface packet capture files.

* Inthe case of protocols like TCP, Wireshark by default applies colorization rules that display packets
with specific conditions in different colors. In the case of internal switch captures due to duplicate
packets in capture files, the packet can be colored and marked in a false-positive way. If you analyze
packet capture files and apply any filter, then export the displayed packets to a new file and open the
new file instead.

Configuration and Verification on Secure Firewall 3100/4200

Unlike Firepower 4100/9300, the internal switch captures on the Secure Firewall 3100/4200 are configured
on the application command line interface via the captur e <name> switch command, where the switch
option specifies that the captures are configured on the internal switch.

Thisisthe capture command with the switch option:

<#froot>
> capture cap_sw sw tch

?

buffer Configure size of capture buffer, default is 256MB

ethernet-type Capture Ethernet packets of a particular type, default is IP

interface Capture packets on a specific interface

ivlan Inner Vlan

match Capture packets based on match criteria

ovlan Outer Vlan

packet-length Configure maximum Tength to save from each packet, default is
64 bytes

real-time Display captured packets in real-time. Warning: using this

option with a slTow console connection may result in an
excessive amount of non-displayed packets due to performance
Timitations.

stop Stop packet capture

trace Trace the captured packets

type Capture packets based on a particular type



<Cr>

General steps for packet capture configuration are as follows:
1. Specify an ingress interface:

Switch capture configuration accepts the ingress interface nameif. The user can specify datainterfaces
names, internal uplink, or the management interfaces:

<#root>
>

capture capsw switch interface ?

Available interfaces to Tisten:
in_data_uplinkl Capture packets on internal data uplinkl interface
in_mgmt_uplinkl Capture packets on internal mgmt uplinkl interface
inside Name of interface Ethernetl/1.205

management Name of interface Managementl/1l

The Secure Firewall 4200 supports bidirectional captures. The default value isingress, unless specified
otherwise:

<#root>
>

capture capi switch interface inside direction

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

Additionall, the Secure Firewall 4245 has 2 internal data and 2 management uplink interfaces:

<#root>
>

capture capsw switch interface

eventing Name of interface Managementl/2
in_data_uplinkl Capture packets on internal data uplinkl interface
in_data_uplink2 Capture packets on internal data uplink2 interface
in_mgmt_uplinkl Capture packets on internal mgmt uplinkl interface
in_mgmt_uplink2 Capture packets on internal mgmt uplink2 interface
management Name of interface Managementl/1l



2. Specify the ethernet frame EtherType. The default EtherType is IP. The ether net-type option values
specify the EtherType:

<#root>
>

capture capsw switch interface inside ethernet-type ?

802.1Q

<0-65535> Ethernet type
arp

ip

ip6

pppoed

pppoes
rarp

sgt
vlan

3. Specify the match conditions. The capture match option specifies the match criteria:

<#root>
>

capture capsw switch interface inside match ?

<0-255> Enter protocol number (0 - 255)
ah

eigrp

esp

gre

icmp

icmp6

igmp

igrp

ip

ipinip

ipsec

mac Mac-address filter
nos

ospf

pcp

pim

pptp

sctp

shp

spi SPI value
tcp

udp

<cr>

4. Specify other optional parameters such as the buffer size, the packet length, and so on.



5. Enable the capture. The command no capture <name> switch stop activates the capture:

<#root>
>

capture capsw switch interface inside match ip

>

no capture capsw switch stop

6. Verify the capture details:

» Administrative statusis enabled, and operational statusis up and active.

» Packet capture file size Pcapsize increases.

» The number of captured packets in the output of the show capture <cap_name> is non-zero.

» Capture path Pcapfile. The captured packets are automatically saved in the /mnt/diskO/packet-
capture/ folder.

» Capture conditions. The software automatically creates capture filters based on capture conditions.

<#root>
>

show capture capsw

27 packet captured on disk using switch capture

Reading of capture file from disk is not supported

>

show capture capsw detail

Packet Capture info

Nane: capsw
Session: 1

Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:



Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1
Physical port:

Slot Id: 1
Port Id: 1
Pcapfil e: / mt / di sk0/ packet - capt ur e/ sess- 1- capsw et her net - 1- 1- 0. pcap
Pcapsi ze: 18838
Filter: capsw-1-1

Packet Capture Filter Info

Nane: capsw 1-1
Protocol: 0
Ivlan: 0
Ovl an: 205
Src Ip: 0.0.0.0
Dest Ip: 0.0.0.0
Src Ipvé6: i
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture
Reading of capture file from disk is not supported

7. Stop the captures when needed:

<#root>
>

capture capsw switch stop

>

show capture capsw det ai



Packet Capture info

Nane: capsw
Session: 1

Adm n State: di sabl ed
Qper State: down

Qper State Reason: Session_Adm n_Shut

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0
Drop Count: 0
Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 24

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture
Reading of capture file from disk is not supported

8. Collect the capture files. Perform the steps in the section Collect Secure Firewall Internal Switch
CaptureFiles.

In Secure Firewall software version 7.4, the internal switch capture configuration is not supported on the
FMC or FDM. In the case of ASA software version 9.18(1) and later, internal switch captures can be
configured in ASDM versions 7.18.1.x and later.



These scenarios cover common use cases of Secure Firewall 3100/4200 internal switch captures.

Packet Captureon a Physical or Port-channel Interface

Usethe FTD or ASA CLI to configure and verify a packet capture on interface Ethernetl/1 or Portchannel 1
interface. Both interfaces have the nameif inside.

Topology, packet flow, and the capture points
Secure Firewall 3100:

Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 Uplink
@ ICMP echo-reply outside -
198.51.100.100
Secure Firewall 4200 with bidirectional captures:
Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 Uplink

@ ICMP echo-reply

outside
198.51.100.100

Configuration

Perform these stepson ASA or FTD CL1 to configure a packet capture on interface Ethernet1/1 or Port-
channel 1.

1. Verify the nameif:

<#froot>
>

show nanei f




Interface

Et hernet 1/ 1

Ethernetl/2
Managementl/1

<#root>
>

show nanei f

Interface

Port - channel 1

Ethernetl/2
Managementl/1

Name

i nsi de

outside
diagnostic

Name

i nsi de

outside
diagnostic

2. Create a capture session

<#root>

>

capture capsw switch interface inside

Security

0

Security

0

The Secure Firewall 4200 supports capture directionality:

<#root>

> capture capsw switch interface inside direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface inside direction both

3. Enable the capture session:

<#root>

> no capture capsw switch stop



Verification

Verify the capture session name, administrative and operationa state, interface slot, and identifier. Ensure
the Pcapsize value in bytes increases and the number of captured packets is non-zero:

<#root>
>

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port 1d: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsi ze: 12653

Filter: capsw-1-1

Packet Capture Filter Info
Name: capsw-1-1
Protocol:
Ivlan:
Ovlan:

Src Ip:
Dest Ip:
Src Ipvé6:
Dest Ipv6:

o o

- OO O OO
o o
o o



Src MAC: 00:00:00:00:00:00

Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
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Reading of capture file from disk is not supported

Secure Firewal 4200:

<#root>
>

show cap capsw det ai

Packet Capture info

Nane: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0
Direction: bot h

Drop: disable



Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
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Reading of capture file from disk is not supported

In the case of Port-channel1 the capture is configured on all member interfaces:

<#root>
>

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 2



Physical port:

Slot Id:

Port 1d:

Pcapfile:

Pcapsi ze:

Filter:

Name:
Protocol:
Ivlan:
Ovlan:
Src Ip:
Dest Ip:
Src Ipvé6:

Dest Ipvé6:

Src MAC:
Dest MAC:
Src Port:

Dest Port:
Ethertype:

Physical port:

Slot Id:

Port 1d:

Pcapfile:

Pcapsi ze:

Filter:

Name:
Protocol:
Ivlan:
Ovlan:
Src Ip:
Dest Ip:
Src Ipvé6:

Dest Ipvé6:

Src MAC:
Dest MAC:
Src Port:

Dest Port:
Ethertype:

/mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-4-0.pcap

28824

capsw 1-4

Packet Capture Filter Info

capsw-1-4

[« ]

- OO0 O oo
o o
(=]

00:00:00:00:00:00
00:00:00:00:00:00
0
0
0

/mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-3-0.pcap

18399

capsw-1-3

Packet Capture Filter Info

capsw-1-3

[N e]

e NeloNelNel
o o
[ e]

00:00:00:00:00:00
00:00:00:00:00:00
0
0
0

Total Physical breakout ports involved in Packet Capture: 0
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Reading of capture file from disk is not supported

The port-channel member interfaces can be verified in the FXOS local-mgmt command shell viathe show
portchannel summary command:

<#root>
>

connect fxos

firewall#

connect | ocal - ngnt

firewall(local-mgmt)#

show portchannel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed

S - Switched R - Routed
U - Up (port-channel)
M - Not 1in use. Min-1links not met
Group Port- Type Protocol Member Ports
Channel
1 Pol1( V) Et h LACP Et h1/ 3(P) Et hl/ 4(P)

Channel PeerKeepAliveTimerFast

Channel ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

To access the FXOS on ASA, run the connect fxos admin command. In the case of multi-context, run the
command in the admin context.



Collect capturefiles

Perform the steps in the section Collect Secure Firewall Internal Switch Capture Files.

Capturefileanalysis

Use a packet capture file reader application to open the capture files for Ethernetl/1. In this example, the

packets capture on the Secure Firewall 3100 are analyzed. Select the first packet and check the key points:

1. Only ICMP echo request packets are captured.
2. The original packet header is without the VLAN tag.

N Time Saurce Destinzbon Protoced Length FD FTIL kfo
120822-88- S 925768 192.8.2.100 198.51.100.108 IcHP 182 1 Bcoale (36448 64 Echo (pin uest | id=8x0e3d4, seq=1/256, ttl=64 (no res
2 2022-08- 5 2921684 192.9.2.109 198.51.100.100 ICHP 192 exSaza (39482) 64 Echo (ping) request 1d=0x0034, $0q=2/512, ttl=64 (no res
3 2022-08- iS5 924468 192.8.2.100 198.51.100.100 ICHP 182 exgaab (39590) 64 Echo (ping) request 1d=0x0034, seq=3/768, ttl=64 {(no res
42022-08- 150:09.928484 192.0.2.100 198.51.160.100 ICHP 102 exvafe (39678) 64 Echo (ping) request id=0x0034, seq=4/1024, ttl=64 (no re
5 2022-08- 5 928245 192.9.2.109 198,.51.100. 100 ICHP 192 fxobie (39696) 64 Echo (ping) request 1d=0x0034, seq=5/1280, ttl=64 (no re
6 2022-08- B -929144 192.8.2.100 198.51.100.108 ICHP 182 cab3a (39732) 64 Echo (ping) request 1d=0x@034, seq=6,/1536, ttl=64 (no re
7 2022-08- 150:12.932043 192.9.2.160 198.51.160.100 ICHP 102 exobB3 (39811) 64 Echo (ping) request id=0x0034, seq=7/1792, ttl=64 (no re
8 2022-08- 5 934155 192.8.2.100 198.51.100. 100 ICHP 182 exobab (39819) 64 Echo (ping) request 1d=0x0034, seq=8/2048, ttl=64 (no re
9 2022-08- 15 932004 192.9.2.100 198.51.160. 160 ICHP 102 Bx9chT (39943) 64 Echo (ping) request id=@xee34, seq=9/2304, ttl=64 (no re
10 2022-08- 158:15.937143 162.8.2.160 198.51.160.100 ICHP 102 Bx9cch (48134) 64 Echo (ping) request 1d=0x0034, seq=18/2560, ttl=64 (no r
11 2022 -86- 5 « 934848 192.8.2.189 198.51.100, 198 ICHP 192 exodes (40296) 64 Echo (ping) request 1d=-0x0034, seq=11/2816, ttl=64 (no r
12 2022-88- 5 - 936908 1692.8.2.10@ 198.51.100 .10 ICHP 182 ecoded (18429) 64 Echo (ping) request id=2x@e34, seq=12/3@72, ttl=64 (no r
13 2022-08- 5 . 939584 192.9.2.109 198,51.100.100 ICHP 182 fxde5a (40538) 64 Echo (ping) request 1d=0x0034, seq=13/3328, ttl=64 (no r
14 2022-08- 5 941262 192.0.2.100 198.51.160. 160 ICHP 102 exgefb (40699) 64 Echo (ping) request id=0xee34, seqs14/3584, ttls=64 (no r
15 2022-88- :5 948716 1692.8.2.10@ 198.51.100 .10 ICHP 182 xofs5e (18784) 64 Echo (ping) request id=2x9e34, seq=15/3840, ttl=64 (no r
16 2022-08- 5 - 940288 192.9.2.109 198,51.100.100 ICHP 182 pxofed (40932) 64 Echo (ping) request 1d=0x0034, seq=16/4096, ttl=84 (no r
17 2022-86- = -943302 192.8.2.100 198.51.100.108 IcHP 182 exad3l (41889) 64 Echo (ping) request id=0x@034, seq=17/4352, ttl=s4 (no r
18 2022-88-07 19:50:23.944679 192.8.2.100 198.51.100 .10 ICHP 182 Bxads? (41863) 64 Echo (ping) request id=2x9034, seq=18/4608, ttl=64 (no r
< >
»|Frame 1: 182 bytes on wire (816 bits), 182 bytes captured (816 bits) be @7 12 34 9a 14 00 S50 56 9d e8 be 63 @9 45 20 eordresf WeseaeEn
»| Ethernet IXI, Src: VMware od:eg:be (98:50:56:9d:e8:be), Dst: Cisco_34:9a:14 (bcie?:12:34:0a:14) 98 54 92 19 48 0@ 40 @1 b3 9c ¢0 @8 62 64 ¢6 33 To@@ coooed3
»| Internet Protocel Version 4, Src: 192.6.2.10@, Dst: 198.51.190.108 2 64 64 03 00 <6 91 00 34 00 01 61 17 fo 62 @@ 0@  dd.-- -4 -a-be-
»| Internet control Message Protocol 20 08 18 ec OB 00 62 B2 00 84 18 11 12 12 14 15 o
6 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25 - --co- - "84
6 27 28 29 2a 2b 2c 2d 2e 2f 38 31 32 33 34 35 &' ()%+,- ./e12345
36 37 55 55 55 55 7V

Open the capture files for Portchannel 1 member interfaces. Select the first packet and check the key points:

1. Only ICMP echo request packets are captured.
2. The original packet header is without the VLAN tag.

N Time Source Destriation Froocol Length FED FTIL ko
1 2022-088-07 20:40:58.657533 192.9.2.100 198.51.108. 108 ICHP 182 1 Bx9206 (37526 64 Echio (ping) request | id=@x@03s, seq=1/256, ttl=64 (no res
2 2022-08-07 20:40:59.658611 192.9.2.100 198,51.100, 109 ICHP 102 x9370 (37744) 64 Echo (ping) request id=0x@935, seq=2/5i2, ttl=64 (no res
3 2022-08-07 20:41:00.655662 192.9.2.100 198.51.108. 188 ICHP 182 e@x93fe (37872) 64 Echo (ping) request id=@x@e3s, seq=3/768, ttl=64 (no res
4 2022-08-07 20:41:01.659749 192.9.2.100 198.51.108. 108 ICHP 182 @x946f (37999) 64 Echio (ping) request id=xe03s, seq=4/1024, ttl=64 (no rd
5 2022-08-07 20:41:02.660624 192.9.2.180 198,51.100, 100 ICHP 162 @xadad (38052) 64 Echo (ping) request id=0x@035, seq=5/1288, ttl=64 (no re
6 2022-08-07 20:41:03.663226 192.9.2.108 198.51.108. 188 ICHP 182 @x952d (38189) 64 Echo (ping) request id=@x@e3s, seq=6/1536, ttl=64 (no r
T 2022-08-07 20:41:04.561262 192.9.2.1908 198.51.108. 188 ICHP 182 @x958d (28285) 64 Echo (ping) request id=0x0035, seq=7/1792, ttl=64 (no rd
8 2022-08-07 20:41:05.665955 192.9.2.109 198.51.108. 180 ICHP 102 ex95d8 (38360) 64 Echo (ping) request id=exe93s, seq=8/2048, ttl=64 (no re
9 2022-08-07 20:41:06.566538 192.9.2.108 198.51.108. 188 ICHP 182 @x964b (38475) 64 Echo (ping) request id=ex@e3s, seq=9/2384, ttl=64 (no r
19 2022-08-97 20:41:07.667298 192.9.2.180 198.51.108, 109 IcHp 182 ox972b (28699) 64 Echo (ping) request id=0x@035, seq=10/2560, ttl=64 (no r
11 2022-88-87 28:41:088.678548 192.9.2.108 198.51.108. 188 ICHP 182 oxgE0a (28922) 64 Echo (ping) request id=exee3s, seq=11/2816, ttl=64 (no r
12 2022-88-97 28:41:09.668278 192.9.2.108 198.51.108. 188 ICHP 182 ex9831 (38961) 64 Echo (ping) request id=x@035, seq=12/3072, ttl=64 (no r
13 20822-08-97 20:41:10.672417 192.9.2.100 198.51.108. 109 ICHP 182 oxdEaz (29974) 64 Echo (ping) request id=0x@035, seq=13/3328, ttl=64 (no r
14 2022-88-87 28:41:11.671369 192.9.2.108 198.51.108. 188 ICHP 182 ex98f7 (39159) 64 Echo (ping) request id=e@x@e3s, seq=14/3584, ttl=64 (no r
15 2022-08-27 20:41:12.675462 192.8.2.108 198.51.108. 188 ICHMP 182 ex99ed (39396) 64 Echo (ping) request id=ex@035, seq=15/3848, ttl=64 (no r
16 2022-08-97 20:41:13.674503 192.9.2.100 198.51.108. 109 ICHP 182 @x9aBd (39556) 64 Echo (ping) request id=0x@035, seq=16/4835, ttl=64 (no r
17 2022-88-07 20:41:14.674093 192.8.2.100 198.51.108.180 ICMP 182 ex2af3 (39667) 64 Echo (ping) request id=0xee3s, seq=17/4352, ttl=64 (no r
18 2022-08-07 20:41:15.676904 192.9.2.100 198.51.100.100 IcMp 182 @xobge (30822) 64 Echo (ping) request id=9x@935, seq=18/4608, ttl=64 (no r
< >
*|Frame 1: 182 bytes on wire (816 bits), 182 bytes captured (816 bits) be €7 12 34 9a 2¢ 00 58 56 9d o8 be 03 00 45 @0 ceade P We-esoE
»| Ethernet II, Src: VMware 9d:eB:be (@0:58:56:9d:eB:be), Dst: Cisco 34:9a:2c (bc:e?:l2:3d:9a:2c) 98 54 02 96 40 00 40 @1 bb 16 ¢0 00 02 64 ¢6 33 T @@ -----d-3
»| Internet Protocol Wersion 4, Src: 192.9.2.100, Dst: 108.51.106.16@ 64 64 08 00 58 a8 0@ 35 0@ @1 4d 23 fo 62 00 @0 dd-X--5 --Mu-b-
| Internet Control Message pProtocol 2 29 98 Je cE B4 90 B9 9@ 09 8@ 18 11 12 13 14 15 e e
16 17 18 19 1a 1b 1c 1d 1e 1f 28 21 22 23 24 25 . = 1Task
26 27 28 20 2a 2b 2c 2d e 2f 3@ 31 32 33 34 35 &'()%4,- ./012345
36 37 55 55 55 55 sIUUUY

Explanation
The switch captures are configured on interfaces Ethernet1/1 or Portchannel 1.

This table summarizes the task:

Task Capture Internal |Direction |Captured traffic




point filter

Configure and verify a packet Ingress ICMP echo requests from host
capture on interface Ethernetl/1 Ethernetl/1 - |None only* 192.0.2.100 to host 198.51.100.100
Configure and verify a packet

(I;?)F::gizi\r(l)rr\]ell rlltiift?wc?nember Ethernet1/3 None Ingress |CMP echo requests from host
interfaces Ethernetl/3 and Ethernet1/4 only* 192.0.2.100 to host 198.51.100.100
Ethernetl/4

* Unlike 3100, the Secure Firewall 4200 supports bidirectional (ingress and egress) captures.

Packet Captureon a Subinterface of a Physical or Port-channel Interface

Usethe FTD or ASA CLI to configure and verify a packet capture on subinterfaces Ethernet1/1.205 or
Portchannel 1.205. Both subinterfaces have the nameif inside.

Topology, packet flow, and the capture points

Secure Firewall 3100:

Internal Switch

Chassis

Security Module

FTD/ASA

- -

192.0.2.100

Uplink

Y

@ ICMP echo-reply

198.51.100.100

outside

Secure Firewall 4200:




Chassis

Internal Switch Security Module
FTD/ASA

- -

192.0.2.100

@ ICMP echo-reply

outside
198.51.100.100

Uplink

v

Configuration

Perform these steps on ASA or FTD CLI to configure a packet capture on interface Ethernet1/1 or Port-
channel1:

1. Verify the nameif:

<#root>
>

show nanei f

Interface Name Security
Et hernet 1/ 1. 205 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0
<#root>

>

show nanei f

Interface Name Security
Port - channel 1. 205 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. Create a capture session:

<#root>



>

capture capsw switch interface inside

The Secure Firewall 4200 supports capture directionality:

<#root>

> capture capsw switch interface inside direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface inside direction both

3. Enable the capture session:

<#root>

> no capture capsw switch stop

Verification

Verify the capture session name, administrative and operational state, interface slot, and identifier. Ensure
the Pcapsize value in bytes increases and the number of captured packets is non-zero:

<#root>
>

show capture capsw det ai |

Packet Capture info

Nane: capsw
Session: 1

Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:



Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port 1d: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsi ze: 6360

Filter: capsw-1-1

Packet Capture Filter Info

Nane: capsw 1-1
Protocol: 0

Ivlan: 0

Ovl an: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
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Reading of capture file from disk is not supported

In this case, afilter with outer VLAN Ovlan=205 is created and applied to the interface.

In the case of Port-channel1 the capture with afilter Ovlan=205 is configured on all member interfaces:

<#root>

>



show capture capsw det ai

Packet Capture info

Nanme: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 2

Physical port:

Slot Id: 1

Port 1d: 4

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-4-0.pcap
Pcapsi ze: 23442

Filter: capsw 1-4

Packet Capture Filter Info

Name: capsw-1-4
Protocol: 0

Ivlan: 0

vl an: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0



Physical port:

Slot Id: 1

Port 1d: 3

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-3-0.pcap
Pcapsi ze: 5600

Filter: capsw-1-3

Packet Capture Filter Info

Name: capsw-1-3
Protocol: 0

Ivlan: 0

Ovl an: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
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Reading of capture file from disk is not supported

The port-channel member interfaces can be verified in the FXOS local-mgmt command shell via the show
portchannel summary command:

<#root>
>

connect fxos

firewall#

connect | ocal - ngnt

firewall(local-mgmt)#

show portchannel sunmmary



Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-1links not met
Group Port- Type Protocol Member Ports
Channel
1 Pol( V) Et h LACP Et h1/ 3(P) Et h1/ 4(P)

Channel PeerKeepAliveTimerFast

1 Pol(U) False

Cluster LACP Status:

Channel ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

1 Pol(U) False False 0 clust

To access the FXOS on ASA, run the connect fxos admin command. In the case of multi-context, run this
command in the admin context.

Collect capturefiles
Perform the stepsin the section Collect Secure Firewall Internal Switch Capture Files.
Capturefileanalysis

Use a packet capture file reader application to open the capture files for Ethernet1/1.205. In this example,
the packets capture on the Secure Firewall 3100 are analyzed. Select the first packet and check the key
points:

1. Only ICMP echo request packets are captured.
2. The original packet header has VLAN tag 205.



Mo Time Source Destination FProtocol Length PD PTIL knfo
12022-08-07 21:21:01.687187 192.98.2.100 198.51.100. 100 TCHP 106 1 axa1lf (16671 64 Echo (ping) request| id=0x0037, seq=1/256, ttl=64 (no res
2 2822-08-07 21:21:82.6089418 192.8.2.180 198.51.160.188 ICHP 186 Bxalia (16698) 64 Echo (ping) request id=0xe@37, seq=2/512, ttl=64 (no res
3 2022-08-07 21:21:02.610671 192.8.2.180 198.51.100.188 ICHP 1086 Bxa21a (16922) 64 Echo (ping) request id-0x0037, seq=3/768, ttl=64 (no res
4 2022-08-97 : 609168 192.8.2.189 198.51.100.108 ICMP 106 axa26c (17004) 64 Echo (ping) request id=-exe937, seq=4/1024, ttl=64 (no re
5 2022-08-07 192.8.2.180 198.51.160.188 ICHP 186 8x4318 (17168) 64 Echo (ping) request id=exe@37, seq=5/1280, ttl=64 (no re
6 2022-08-07 192.98.2.100 198.51.100. 100 ICHP 106 axa3df (17375) 64 Echo (ping) request id-0x@037, seq=6/1536, ttl=64 (no r
7 2022-08-97 192.9.2.160 198.51.160.100 TCHP 106 ex4ad3 (17619) 64 Echo (ping) request id=ex@e37, seq=7/1792, ttl=64 (ne re
8 2022-08-07 192.8.2.180 198.51.160.188 ICMP 186 Bxa518 (17688) 64 Echo (ping) request id=exe@37, seq=8/2048, ttl=64 (no re
9 2022-08-07 192.9.2.100 198.51.100. 100 IcHP 106 Bx453d (17725) 64 Echo (ping) request id-0xee37, seq=9/2304, ttl=64 (no re
19 2022-88-87 192.8.2.109 198.51.100.188 ICMP 106 axa6zb (17963) 64 Echo (ping) request id=0x0037, seq=10,/2560, ttl=64 (no r
11 2022 -88-87 192.8.2.100 198.51.100. 108 ICHP 106 exa707 (18183) 64 Echo (ping) request id=0x@@37, seq=11/2816, ttl=64 (no r
12 2022-08-97 21:21:12.619309 192.9.2.100 198.51.100. 100 ICHP 106 @x474b (18251) 64 Echo (ping) request id=0x0037, seq=12/3072, ttl=64 (no r
13 2022-88-97 21:21:13.620168 192.8.2.180 198.51.100.188 ICMP 186 Bxa781 (18305) 64 Echo (ping) request id=@x@@37, seq=13/3328, ttl=64 (no r
14 2022-88-87 21:21:14.623165 192.8.2.100 198.51.100. 108 ICHP 106 Bx4858 (18520) 64 Echo (ping) request id=0x@@37, seq=14/3584, ttl=64 (no r
15 2022-08-97 21:21:15.622497 192.9.2.100 198.51.100. 100 ICHP 186 @x4909 (18697) 64 Echo (ping) request id=0x0037, seq=15/3848, ttl=64 (no r
16 2022 -88-87 i 192.8.2.180 198.51.100.108 ICHP 186 Bxa9eb (18699) 64 Echo (ping) request id=@x@@37, seq=16/4896, ttl=64 (no r
17 2022-08-87 1592.8.2.108 198.51.100.188 ICHP 1086 Bx4932 (18738) 64 Echo (ping) request id-0x0037, seq=17/4352, ttl=64 (no
18 2022-88-87 21:21:18.626651 192.8.2.109 198.51.100,108 ICMP 106 @x4a05 (18949) 64 Echo (ping) request id=exee37, seq=18/4608, ttl=64 (no r

< >

> Er H i i its) be ©F 12 34 93 14 00 50 56 9d o8 be 81 G0 @@ ¢d -4 PV

41 1f 40 00 48 91 @c fe c@ M E--TA- @@

»| Ethernet II, Src: VMware 9d:e8:be (00:50:56:9d:e8:be), Dst: Cisco_34:%a:14 (bc:e?:12:34:%a:14) B8 20 45 62 09 54 .
+| 892.1Q Virtual LAN, PRI: @, DEI: @, ID: 285 B2 64 €6 33 64 64 08 00 06 67 00 37 00 01 bd 2¢ d-3dd-- g7,
WO, 55 biin b = Priority: Best Effort (default) (@) o 62 00 00 00 00 8o fe 02 00 00 0O 00 00 10 11 -b---- - el
. = DEI: Ineligible 12 13 14 15 16 17 18 19 1a 1b ic 1d 1e 1f 20 21 trasesns -1
2000 1100 1101 = 1ID: 205 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 "sSRA'() *+,-./01
= ID: ! 2
Type: Ipva (0x0808) 2 32 33 34 35 36 37 55 55 55 55 23456700 LU

Trailer: 55555555
»| Internet Protocel Wersion 4, Src: 192.9.2.100@, Dst: 198.51.100.108
| Internet Control Message Protocol

Open the capture files for Portchannel 1 member interfaces. Select the first packet and check the key points:

1. Only ICMP echo request packets are captured.
2. The original packet header has VLAN tag 205.

Mew Time Source Destnation Protocel Length P PTTL info
12822-88-87 21:21:81.687187 192.8.2.180 198.51.188. 188 ICHMP 186 1 ax411f (16671 64 Echo (ping) request| id=exee37, seq=1/256, ttl=64 (no res
2 2022-08-07 21:21:02.609418 192.8.2.180 198.51.100.108 ICHP 106 Bxdl3a (16698) 64 Echo (ping) request id=exee37, seq=2/512, ttl=64 (no res
3 2022-08-97 21:21:03.610671 192.0.2.10@ 198.51.100. 100 ICHP 1086 cdzia (16922) 64 Echo (ping) request id=ex@d37, seq=3/768, ttl=64 (no res
4 2822-88-87 i 192.8.2.180 198.51.160.188 ICHP 186 Bxaz6c (178a4) 64 Echo (ping) request id=exee37, seq=4/1024, ttl=64 (no re
5 2022-08-07 192.8.2.100 198.51.100.188 IcHP 1086 Bx4318 (17168) 64 Echo (ping) request id-0x0037, seq=5/1280, ttl=64 (no ra
6 2022-08-97 21:21:06.611847 192.8.2.109 198.51.100.108 ICHP 106 aca3df (17375) 64 Echo (ping) request id=ex0e37, seq=6/1536, ttl=64 (no re
T 2022-08-07 21:21:87.616688 192.8.2.180 198.51.160.188 ICHP 186 exddd3a (17619) 64 Echo (ping) request id=ex@@37, seq=7/1792, ttl=64 (no re
8 2022-08-07 21:21:08.618023 192.9.2.100 198.51.100. 100 IcHP 106 @xas518 (17688) 64 Echo (ping) request id=exe937, seq=8/2048, ttl=64 (no re
9 2022-08-07 21: 619326 192.0.2.10@ 198.51.160, 100 ICHP 106 oxas3d (17725) 64 Echo (ping) request id=exea37, seq=9/2384, ttl=64 (no re
10 2022-88-87 192.8.2.100 198.51.100.108 ICHP 106 Bxa62b (17963) 64 Echo (ping) request id=0x0037, seq=10/2560, ttl=64 (no r
11 2022-08-07 192.0.2.10@ 198.51.100. 100 ICHP 106 @ea707 (18183) 64 Echo (ping) request id=0x@d37, seq=11/2816, ttl=64 (no r
12 2022-88-87 192.8.2.109 198.51.100.188 IcHP 186 fxa7ab (18251) 64 Echo (ping) request id=exee37, seq=12/3672, ttl=64 (no r
13 2022-88-87 192.8.2.100 198.51.100.108 IcHP 106 Bxa781 (18305) 64 Echo (ping) request id=0xe@37, seq=13/3328, ttl=64 (no r
14 2022-08-07 192.0.2.10@ 198.51.100. 100 ICHP 166 @858 (18528) 64 Echo (ping) request id=ex@d37, seq=14/3584, ttl=64 (no r
15 2022-88-87 192.8.2.100 198.51.100.188 ICHP 186 Bxa999 (18697) 64 Echo (ping) request id=ex@e37, seq=15/384@, ttl=64 (no r
16 2022-88-87 1592.8.2.108 198.51.100.188 IcHP 1086 Bxa90b (18699) 64 Echo (ping) request id=-0x0037, seq=16/4096, ttl=64 (no
17 2022-88-87 192.8.2.189 198.51.100,108 IcHP 106 @x4932 (18738) 64 Eche (ping) request id=exee37, seq=17/4352, ttl=64 (no r
18 2022-88-87 192.8.2.100 198.51.100.188 ICHP 186 Bxdads (18949) 64 Echo (ping) request id=@xe@37, seq=18/46e8, ttl=64 (no r

< >

»_Ery A i i its) be &7 12 34 93 14 98 5@ 56 9d ef be £1 00 00 cd vl P W

BE B0 A5 00 00 54 41 1f 40 00 40 B1 O¢ Be cd 8B - TA- B8 -
B2 64 €6 33 64 64 95 B0 @6 67 00 3T 0B 01 bd 2c d-3dd-- g7,
fo 62 00 00 00 00 Be fe ©3 00 00 PO BB 80 10 11 b oo
12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 < covovee o <1
22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 “sEXR°() *4,-. 01
32 33 34 35 36 37 55 55 55 55 23456700 LY

»|Ethernet IXI, Src: VMware_9d:e8:be (00:58:56:9d:e8:be), Dst: Cisco_34:9a:14 (bc:e7:12:34:9a:14)

A T = Priority: Best Effort (default) (@)
. ssss ssss ss4s = DEI: Ineligible

co.. BEOO 1108 1101 = ID: 205 b
Type: IPvd (@x0809) 2 -
Trailer: 55555555

| Internet Protocel Wersion 4, Src: 192.9.2.100, Dst: 198.51.100.108
| Internet Control Message Protocol

Explanation

The switch captures are configured on subinterfaces Ethernet1/1.205 or Portchannel 1.205 with a filter that
matches outer VLAN 205.

This table summarizes the task:

Capture Internal

Task point filter

Direction |Captured traffic

ICMP echo requests from host
192.0.2.100 to host
198.51.100.100

Configure and verify a packet
capture on subinterface Ethernetl/1
Ethernet1/1.205

Outer Ingress
VLAN 205 [only*




Configure and verify a packet

capture on subinterface Ethernetl/3 Outer Ingress ICMP echo requests from host
Portchannel 1.205 with member VLAN 205 lonlv* 192.0.2.100 to host
interfaces Ethernet1/3 and Ethernet1/4 y 198.51.100.100

Ethernetl/4

* Unlike 3100, the Secure Firewall 4200 supports bidirectional (ingress and egress) captures.

Packet Captureon Internal Interfaces

The Secure Firewall 3100 has 2 internal interfaces:

* in_data uplinkl - connects the application to the internal switch.

e in_mgmt_uplinkl - provides a dedicated packet path for management connections, such as SSH to
the management interface, or the management connection, also known as the sftunnel, between the
FMC and the FTD.

The Secure Firewall 4200 has up to 4 interna interfaces:

* in_data uplinkl andin_data uplink2 (4245 only) - these interfaces connect the application to the
internal switch. In the case of 4245, the packets are load balance across the 2 uplink interfaces.

e in_mgmt_uplinkl and in_mgmt_uplink2 - these interfaces provide a dedicated packet path for
management connections, such as SSH to the management interface, or the management connection,
also known as the sftunnel, between the FMC and the FTD. The Secure Firewall 4200 supports 2
managemet interfaces.

Task 1
Usethe FTD or ASA CLI to configure and verify a packet capture on the uplink interface in_data_uplink1.
Topology, packet flow, and the capture points

Secure Firewall 3100:

Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 in_data_uplink1
@ ICMP echo-reply -
198.51.100.100

Secure Firewall 4200:



Chassis
Internal Switch Security Module

FTD/ASA

in_data_uplink1

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

A 4

Configuration
Perform these stepson ASA or FTD CLI to configure a packet capture on interface in_data_uplink1:

1. Create a capture session:

<#froot>
>

capture capsw switch interface in_data_uplinkl

The Secure Firewall 4200 supports capture directionality:

<#root>

> capture capsw switch interface in_data uplinkl direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface in_data uplinkl direction both

2.Enable the capture session:

<#root>

> no capture capsw switch stop

Verification

Verify the capture session name, administrative and operationa state, interface slot, and identifier. Ensure
the Pcapsize value in bytes increases and the number of captured packets is non-zero:



<#root>

>

show capture capsw det ai

Packet Capture info

Nane:

Session:

Adm n State:

Qper State:

Oper State Reason:

Config Success:
Config Fail Reason:
Append Flag:

capsw

enabl ed

up

Active

yes

overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518

Error Code:
Drop Count:

0
0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id:

Port 1d:

Pcapfile:

Pcapsi ze:

Filter:

18

/mnt/disk0/packet-capture/sess-1-capsw-data-uplinkl.pcap

7704

capsw-1-18

Packet Capture Filter Info

Name:
Protocol:
Ivlan:
Ovlan:

Src Ip:
Dest Ip:
Src Ipvé6:
Dest Ipvé6:
Src MAC:
Dest MAC:
Src Port:
Dest Port:
Ethertype:

capsw-1-18

[N e]

- OO0 O oo
o o
(=]

00:00:00:00:00:00
00:00:00:00:00:00
0
0
0



Total Physical breakout ports involved in Packet Capture: 0

66 packets captured on disk using switch capture

Reading of capture file from disk is not supported

In this case, a capture is created on the interface with an internal ID 18 whichisthein_data uplinkl
interface on the Secure Firewall 3130. The show portmanager switch status command in the FXOS local-
mgmt command shell shows the interface IDs:

<#root>
>

connect fxos
firewall#
connect | ocal - ngnt

firewall(local-mgmt)#

show portmanager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode Port Manager
0/1 SGMII Up 1G Full None Link-Up

0/2 SGMII Up 1G Full None Link-Up

0/3 SGMII Up 1G Full None Link-Up

0/4 SGMII Up 1G Full None Link-Up

0/5 SCGMII Down 1G Half None Mac-Link-Down
0/6 SCGMII Down 1G Half None Mac-Link-Down
0/7 SCGMII Down 1G Half None Mac-Link-Down
0/8 SCGMII Down 1G Half None Mac-Link-Down
0/9 1000_BaseX Down 1G Full None Link-Down
0/10 1000_BaseX Down 1G Full None Link-Down
0/11 1000_BaseX Down 1G Full None Link-Down
0/12 1000_BaseX Down 1G Full None Link-Down
0/13 1000_BaseX Down 1G Full None Link-Down
0/14 1000_BaseX Down 1G Full None Link-Down
0/15 1000_BaseX Down 1G Full None Link-Down
0/16 1000_BaseX Down 1G Full None Link-Down
0/17 1000_BaseX Up 1G Full None Link-Up

0/ 18 KR2 Up 50G Ful | None Li nk- Up

0/19 KR Up 25G Full None Link-Up

0/20 KR Up 25G Full None Link-Up

0/21 KR4 Down 40G Full None Link-Down
0/22 n/a Down n/a Full N/A Reset

0/23 n/a Down n/a Full N/A Reset

0/24 n/a Down n/a Full N/A Reset

0/25 1000_BaseX Down 1G Full None Link-Down



0/26
0/27
0/28
0/29
0/30
0/31
0/32
0/33
0/34
0/35
0/36

n/a

n/a

n/a
1000_BaseX

n/a

n/a

n/a
1000_BaseX

n/a

n/a

n/a

Down n/a Full N/A
Down n/a Full N/A
Down n/a Full N/A
Down 1G Full None
Down n/a Full N/A
Down n/a Full N/A
Down n/a Full N/A
Down 1G Full None
Down n/a Full N/A
Down n/a Full N/A
Down n/a Full N/A

Reset
Reset
Reset
Link-Down
Reset
Reset
Reset
Link-Down
Reset
Reset
Reset

To access the FXOS on ASA, run the connect fxos admin command. In the case of multi-context, run this

command in the admin context.

Collect capturefiles

Perform the stepsin the section Collect Secure Firewall Internal Switch Capture Files.

Capturefileanalysis

Use a packet capture file reader application to open the capture files for interface in_data_uplink1. In this
example, the packets capture on the Secure Firewall 3100 are analyzed.

Check the key point - in this case, ICMP echo request and echo reply packets are captured. These are the
packets sent from the application to the internal switch.

Time
12822
22022
3 2022
42822
52022
6 2822
72022
82022
9 2022

1@ 2922
11 2822
12 2022
13 2022
14 2822
15 2822
16 2022
17 2022
18 2822

-BE-87
-88-27
-BE-a7
-B8-87
-88-27
-B8-87
-BE8-87
-88-07
-BE-87
-BE-27
-BE-87
-B8-87
-BE-27
-BE-97
-BE-87
-B8-27
-BE-a7
-BE-87

22:48:

22:41
22:
22:
22:48:
22:48:
22:48:
22:48:
22:48:
22:40:
22:48:

22:48:
22:40:
22:48:
22:48:
22:48:
22:48:
22:48:

Internet Control Message Protocol

.I Saurce Cestmation Frotocs] Length P FTTL Info
96685606 192.9.2.10@ 198.51.100. 108 ICMP 102 |exadaz (19859) 64 Echo (ping) request |id=expe3a, seq=33/8448, ttl=sd4 (repl
186 . 685615 198.51.106.1680 192.6.2.1680 ICMP 182 axbcde (27868) 64 Echo (ping) reply id=8x003a, seq=33/3448, ttl-64 (req.
:07.684219 B TCAP o7 TRAGen (100457 BIECHG (PIng] Fequest  id-exeela, seq=34/8784, ttl=64 (repl
:97.68938@ 198.51.100.180 192.0.2.16@ ICMP 102 ex6db2 (28082) 64 Echo (ping) reply id=8x@e3a, seq=34/8784, ttl=64 (req.
98.685736 192.9.2.100 108.51.100.108 ICMP 102 oxdedc (20188) 64 Echo (ping) request id-0x0@3a, seq=35/8960, ttl-64 (repl
08. 690806 198.51.100.180 192.9.2.16@ ICMP 102 axedbf (28095) 64 Echo (ping) reply id=ex@e3a, seq=35/8960, ttl=64 (reqw
©9.699737 192.9.2.16@ 198.51.100. 108 ICMP 102 axafad (20269) 64 Echo (ping) request id=8xP03a, seq=36/9216, ttl=64 (repl
99.600744 198.51.100.160 102.0.2.18@ ICMP 102 Ox6e20 (28288) 64 Echo (ping) reply id=px003a, seq=36/0216, ttl-64 (req.
10.692266 192.0.2.168 198.51.100.108 ICMP 102 axafbl (20401) 64 Echo (ping) request id=8xP@3a, seq=37/9472, ttl=64 (repl
10.692272 198.51.100.100 192.0.2.160 ICMP 102 axeds (28373) 64 Echo (ping) reply id=8x@e3a, seq=37/9472, ttl=64 (req.
11.691159 192.9.2.100 108.51.100.100 ICHP 102 Ox5008 (20488) 64 Echo (ping) request id-0xP@3a, seq=38/0728, ttl-64 (repl
11.691166 198.51.100.180 192.0.2.16@ ICHP 102 ax6f3b (28475) 64 Echo (ping) reply id=8x@e3a, seq=38/9728, ttl=64 (req.
12.692135 102.9.2.100 108.51.100.108 ICMP 102 0x50bE (20664) 64 Echo (ping) request id=0x9@3a, seq=39/0984, ttl=64 (repl
12.697289 198.51.100.188 192.8.2.100 ICHP 162 ox6fd7 (28631) 64 Eche (ping) reply id=-8xp@3a, seq=39/9984, ttl=-64 (reqe
13.697320 192.9.2.16@ 198.51.100. 108 ICMP 102 Bx5184 (20868) 64 Echo (ping) request id=0x903a, seq=48/10248, ttl=64 (rep
13.607327 108.51.100.180 102.08.2.100 ICMP 102 ox783e (28734) 64 Echo (ping) reply id=-8xp@3a, seq=42/10248, ttl=64 (rec
14.698512 192.9.2.16@ 198.51.1900.108 ICHP 102 ax51d8 (20952) 64 Echo (ping) request id-8xee3a, seq=41/10496, ttl=64 (ref
14.698518 198.51.100.100 192.0.2.16@ ICMP 102 ox7edd (28893) 64 Echo (ping) reply id=8x9@3a, seq=41/10496, ttl=64 (rec
»
Frame 1: 182 bytes on wire (816 bits), 102 bytes captured (816 bits) 90 50 56 9d 7 S0 bc eF 12 34 93 15 68 o8 45 8@ PV P L EEER] 2
Ethernet II, Src: Cisco_34:9a:15 (bc:e7:12:34:9a:15), Dst: VMware O9d:e7:58 (80:50:56:9d:e7:50) 99 54 4d 93 40 00 40 O1 0@ 1a O 0O 02 64 6 33 ™-@ sasaaflsl
Internet Protocol Version 4, Src: 192.6.2.108, Dst: 198.51.109.108 0020 64 64 08 00 7f 15 [JEE o0 21 30 3f fo 62 00 g0 dd -19?-b--
20 09 8b 1a 05 00 00 90 02 82 10 11 12 13 14 15 . sinnRane
16 17 18 19 1a 1b 1c id le 1f 20 21 22 23 24 25 *raa "ag%
26 27 28 29 2a 2b 2c 2d 2e 2f 38 31 37 33 34 35 &'()%+,- ./012345
36 37 55 55 55 55 67U

Explanation

When a switch capture on the uplink interface is configured, only packets sent from the application to the
internal switch are captured. Packets sent to the application are not captured.

This table summarizes the task:

Task

Capture point

Internal
filter

Direction

Captured traffic

Configure and verify a packet

in_data_uplink1

None

Ingress

|CMP echo requests from host




capture on the uplink interface only* 192.0.2.100 to host
in_data_uplinkl 198.51.100.100

ICMP echo replies from host
198.51.100.100 to host
192.0.2.100

* Unlike 3100, the Secure Firewall 4200 supports bidirectional (ingress and egress) captures.
Task 2

Usethe FTD or ASA CLI to configure and verify a packet capture on the uplink interface
in_mgmt_uplink1. Only the packets of management plane connections are captured.

Topology, packet flow, and the capture points

Secure Firewall 3100:

Chassis
Internal Switch Security Module
FTD/ASA
Management
in_mgmt_uplink1 IP address: 192.0.2.200
MGMT PC,
FMC ICMP echo-reply, @\
SSH, Sftunne
Secure Firewall 4200:
Chassis
Internal Switch Security Module
FTD/ASA
@\ Management
in_mgmt_uplink1 IP address: 192.0.2.200
MGMT PC, < »
FMC ICMP echo-reply, @\

SSH, Sftunne

Configuration
Perform these steps on ASA or FTD CL1 to configure a packet capture on interface in_mgmt_uplink1:

1. Create a capture session:



<#root>
>

capture capsw switch interface in_ngnt_uplinkl

The Secure Firewall 4200 supports capture directionality:

<#root>

> capture capsw switch interface in_ngnt_uplinkl direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface in_nmgnt_uplinkl direction both

2. Enable the capture session:

<#root>

> no capture capsw switch stop

Verification

Verify the capture session name, administrative and operational state, interface slot, and identifier. Ensure
the Pcapsize value in bytes increases and the number of captured packets is non-zero:

<#root>

> show capture capsw detai l

Packet Capture info

Nane: capsw
Session: 1

Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes



Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port 1d: 19

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-mgmt-uplinkl.pcap
Pcapsi ze: 137248

Filter: capsw-1-19

Packet Capture Filter Info

Name: capsw-1-19
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

281 packets captured on di sk using switch capture

Reading of capture file from disk is not supported

In this case, a capture is created on the interface with an internal 1D 19 whichisthein_mgmt_uplink1
interface on the Secure Firewall 3130. The show portmanager switch status command in the FXOS local-
mgmt command shell shows the interface IDs:

<#root>
>

connect fxos



firewall#

connect | ocal - ngnt

firewall(local-mgmt)#

show portmanager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode Port Manager
0/1 SGMII Up 1G Full None Link-Up

0/2 SGMII Up 1G Full None Link-Up

0/3 SGMII Up 1G Full None Link-Up

0/4 SGMII Up 1G Full None Link-Up

0/5 SCGMII Down 1G Half None Mac-Link-Down
0/6 SCGMII Down 1G Half None Mac-Link-Down
0/7 SCGMII Down 1G Half None Mac-Link-Down
0/8 SCGMII Down 1G Half None Mac-Link-Down
0/9 1000_BaseX Down 1G Full None Link-Down
0/10 1000_BaseX Down 1G Full None Link-Down
0/11 1000_BaseX Down 1G Full None Link-Down
0/12 1000_BaseX Down 1G Full None Link-Down
0/13 1000_BaseX Down 1G Full None Link-Down
0/14 1000_BaseX Down 1G Full None Link-Down
0/15 1000_BaseX Down 1G Full None Link-Down
0/16 1000_BaseX Down 1G Full None Link-Down
0/17 1000_BaseX Up 1G Full None Link-Up

0/18 KR2 Up 50G Full None Link-Up

0/ 19 KR Up 25G Ful | None Li nk- Up

0/20 KR Up 25G Full None Link-Up

0/21 KR4 Down 40G Full None Link-Down
0/22 n/a Down n/a Full N/A Reset

0/23 n/a Down n/a Full N/A Reset

0/24 n/a Down n/a Full N/A Reset

0/25 1000_BaseX Down 1G Full None Link-Down
0/26 n/a Down n/a Full N/A Reset

0/27 n/a Down n/a Full N/A Reset

0/28 n/a Down n/a Full N/A Reset

0/29 1000_BaseX Down 1G Full None Link-Down
0/30 n/a Down n/a Full N/A Reset

0/31 n/a Down n/a Full N/A Reset

0/32 n/a Down n/a Full N/A Reset

0/33 1000_BaseX Down 1G Full None Link-Down
0/34 n/a Down n/a Full N/A Reset

0/35 n/a Down n/a Full N/A Reset

0/36 n/a Down n/a Full N/A Reset

To access the FXOS on ASA, run the connect fxos admin command. In the case of multi-context, run this
command in the admin context.

Collect capturefiles
Perform the stepsin the section Collect Secure Firewall Internal Switch Capture Files.

Capturefileanalysis



Use a packet capture file reader application to open the capture files for interface in_mgmt_uplink1. In this
example, the packets capture on the Secure Firewall 3100 are analyzed.

Check the key point - in this case only the packets from the management | P address 192.0.2.200 are shown.
Examples are SSH, Sftunnel or ICMP echo reply packets. These are the packets sent from the application
management interface to the network through the internal switch.

Mo, Time

A6 AN A0 AT 1301468

Transport Layer Security

196 2022-08-87 23:21:45,
197 2022-08-07 23:21:45,
198 2022-08-07 23:21:45.
199 2022-08-07 23:21:45.
200 2022-08-07 23:21:45.
201 2022-08-07 23:21:45.
202 2022-08-07 23:21:46.
203 2022-08-07 23:21:46.
204 2022-08-07 23:21:46.
205 2022-08-07 23:21:46.
206 2022-88-07 23:21:46.
207 2022-88-87 23:21:46.
208 2022-08-07 23:21:47.
200 2022-88-87 23:21:48.
210 2822-88-87 23:21:48.
211 2022-88-07 23:21:48.
212 2022-88-87 23:21:50.
213 2022-08-07 23:21:50.
214 7022-08-87 23:21:50.
215 2022-08-07 23:21:50.
216 2022-885-07 23:21:51.
217 20822-08-07 23:21:51.
218 2022-98-07 23:21:52,
219 2022-08-87 23:21:53.
220 2022-08-87 23:21:53.
221 2022-08-07 23:21:53.
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223 2022-08-87 23:21:54.,
224 2022-88-87 23:21:54.
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Ethernet II, Src: Cisco_34:9a:8@ (bcie7:12:34:9a:88), Dst: Cisco 11:38:2a (a4:53:8e:11:38:2a)
Internet Protocol Version 4, Src: 192.8.2.288, Dst: 192.8.2.181

Transmission Control Protocol, Src Port: 8385, Dst Port: 58885, Seq: 1, Ack:
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64 39181 + 8385 [ACK] Seq=61372 Ack=875 Win=1324 Len=144% T¢
64 29181 » 83085 [#f(] Seq=62820 Ack=875 Win=1384 Len=1448 TS
64 Application Data

64 Echo (ping) reply id=0x0001, seq=4539/47889, ttl=64

64 application Data

64 B385 -+ SHEES [nc:] Seq=21997 Ack=26244 Win=4116 Len=8 TS\
64 Application Data

64 Application Data

64 BI85 + SEEES [ACK] Seq=22853 Ack=26274 Win=4116 Len=8 TSy
64 B35 -+ 58885 [ACK] Seq=22853 Ack=26300 Win=4116 Len=8 TSy
64 39181 -+ 8385 [ACK] Seq=65188 Ack=921 Win=1384 Len=0 Tsval
64 Echo (ping) reply id=0x00e1, seq=4540/48145, ttl=64

64 Echo (ping) reply id=éxeael, seq=a541/48481, ttl=64
64 B385 » S8BES [ACK] Seqe=22853 Ack=26366 Win=4116 Len=8 TSy
64 Application Data

64 Echo (ping) reply idedx@ael, seqed542/486567, ttle=64

64 Echo (ping) reply id=0x0001, seqe=4543/48913, ttleca
64 39181 » 8365 [ACK] Seq=65188 Ack=921 Win=1384 Len=144% TS
64 39181 » 8305 [ACK] Seqe66636 Ack=921 Win=1384 Lenw1448 TS
64 Application Data

64 Echo (ping) reply id=gxeoel, seq=4544/49169, ttl=64

64 39181 » 8305 [ACK] Seqe=698@4 Ack=267 Win=1384 Len=@ Tsval
64 Echo (ping) reply id=oxenel, seq=1545/40425, ttl-64

64 Echo (ping) reply id=0xpael, seq=4546/49681, ttl=64

64 Server: Encrypted packet (len=112)

64 22 » 53249 [ACK] Seq=1825 Ack=881 Win=946 Len=@

64 Application Data

64 Echo (ping) reply id=0x0001, seq=4547/49937, ttl=64

64 8305 » 58885 [ACK] Seq=23487 Ack=26424 Win=4116 Len=8 TSy
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Explanation

When a switch capture on the management uplink interface is configured, only ingress packets sent from the
application management interface are captured. Packets destined for the application management interface

are not captured.

This table summarizes the task:

Task

Capture point

I nternal
filter

Direction

Captured traffic

Configure and
verify a packet
capture on the
management
uplink interface

in_mgmt_uplink1

None

Ingress only*

(from the
management
interface to the

network through the

internal switch)

ICMP echo repliesfrom FTD
management | P address
192.0.2.200 to host 192.0.2.100

Sftunnel from FTD management IP
address 192.0.2.200 to FMC IP
address 192.0.2.101

SSH from FTD management IP
address 192.0.2.200 to host
192.0.2.100




* Unlike 3100, the Secure Firewall 4200 supports bidirectional (ingress and egress) captures.
Packet Capture Filters

Internal switch packet capture filters are configured the same way as the data plane captures. Use the
ether net-type and match options to configure filters.

Configuration

Perform these stepson ASA or FTD CL1 to configure a packet capture with afilter that matches ARP
frames or ICMP packets from host 198.51.100.100 on interface Ethernet1/1:

1. Verify the nameif:

<#root>
>

show nanei f

Interface Name Security
Et hernet1/1 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. Create a capture session for ARP or ICMP

<#root>
>

capture capsw switch interface inside ethernet-type arp

<#root>

> capture capsw switch interface inside match icnp 198.51. 100. 100

Verification

Verify the capture session name and the filter. The Ethertype value is 2054 in decimal and 0x0806 in
hexadecimal:

<#root>
>

show capture capsw det ai l



Packet Capture info

Name: capsw

Session: 1

Admin State: disabled

Oper State: down

Oper State Reason: Session_Admin_Shut
Config Success: yes

Config Fail Reason:

Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0
Filter: capsw 1-1

Packet Capture Filter Info

Nane: capsw 1-1
Protocol: 0
Ivlan: 0
Ovlan: 0
Src Ip: 0.0.0.0
Dest Ip: 0.0.0.0
Src Ipvé6: -
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Et hertype: 2054

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture

Reading of capture file from disk is not supported

Thisisthe verification of thefilter for ICMP. IP protocol 1 isthe ICMP:



<#root>
>

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1
Admin State: disabled
Oper State: down
Oper State Reason: Session_Admin_Shut
Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0
Filter: capsw 1-1

Packet Capture Filter Info

Nane: capsw 1-1
Pr ot ocol : 1
Ivlan: 0
Ovlan: 0
Src |Ip: 198. 51. 100. 100
Dest Ip: 0.0.0.0
Src Ipvé6: i
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0

Ethertype: 0



Total Physical breakout ports involved in Packet Capture: 0
0 packets captured on disk using switch capture

Reading of capture file from disk is not supported

Collect Secure Firewall Internal Switch Capture Files

Use ASA or FTD CLI to collect internal switch capture files. On FTD, the capture file can also be exported
viathe CLI copy command to destinations reachable via the data or diagnostic interfaces.

Alternatively, the file can be copied to /ngfw/var/common in expert mode and downloaded from FMC via
the File Download option.

In the case of port-channel interfaces ensure to collect packet capture files from all member interfaces.
ASA
Perform these steps on to collect internal switch capture fileson ASA CLI:

1. Stop the capture:

<#root>
asa#

capture capsw switch stop

2. Verify the capture session is stopped and note the capture file name,

<#root>

asa#

show capture capsw det ai |

Packet Capture info

Nanme: capsw
Session: 1

Adm n State: di sabl ed
Qper State: down

Oper State Reason: Session_Adm n_Shut



Config Success: yes
Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfil e:

/mnt/disk0/packet-capture/

sess- 1- capsw- et her net - 1- 1- 0. pcap

Pcapsize: 139826
Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture

Reading of capture file from disk is not supported

3. Usethe CLI copy command to export the file to remote destinations:

<#root>

asa#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap ?

cluster: Copy to cluster: file system
diskO: Copy to disk0: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system

running-config Update (merge with) current system configuration



scp: Copy to scp: file system

smb: Copy to smb: file system

startup-config Copy to startup configuration

system: Copy to system: file system

tftp: Copy to tftp: file system
asa#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap tftp://198.51.100. 10/

Source filename [/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap]?
Destination filename [sess-1-capsw-ethernet-1-1-0.pcap]?
Copy in progress...C

139826 bytes copied in 0.532 secs

FTD

Perform these steps to collect internal switch capture fileson FTD CLI and copy them to servers reachable
viadata or diagnostic interfaces:

1. Go to diagnostic CLI:

<#root>
>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Click 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

firepower>

enabl e

Password:

<-- Enter

firepower#

2. Stop the capture:

<#root>
firepower#

capture capi switch stop

3. Verify the capture session is stopped and note the capture file name;



<#root>

firepower#

show capture capsw det ai

Packet Capture info

Narne: capsw
Session: 1

Admi n State: di sabl ed
Oper State: down

Oper State Reason: Session_Adni n_Shut

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1
Physical port:

Slot Id: 1
Port Id: 1
Pcapfil e:

/mnt/disk0/packet-capture/

sess- 1- capsw- et her net - 1- 1- 0. pcap

Pcapsize: 139826
Filter: capsw-1-1

Packet Capture Filter Info
Name: capsw-1-1
Protocol:
Ivlan:
Ovlan:

Src Ip:

Dest Ip:

Src Ipvé6:
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port:
Dest Port:
Ethertype:

o o

- OO O OO
o o
o o

o O O

Total Physical breakout ports involved in Packet Capture:



886 packets captured on disk using switch capture

Reading of capture file from disk is not supported

4. Use the CLI copy command to export the file to remote destinations.

<#root>
firepower#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap ?

cluster: Copy to cluster: file system
diskO: Copy to disk0: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system

smb: Copy to smb: file system
startup-config Copy to startup configuration
system: Copy to system: file system
tftp: Copy to tftp: file system

firepower#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap tftp://198.51.100. 10/

Source filename [/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap]?
Destination filename [sess-1-capsw-ethernet-1-1-0.pcap]?
Copy in progress...C

139826 bytes copied in 0.532 secs

Perform these steps on to collect capture files from FMC via the File Download option:

1. Stop the capture:

<#root>
>

capture capsw switch stop

2. Verify the capture session is stopped and note the file name and full capture file path:

<#root>
>

show capture capsw det ai



Packet Capture info

Nane: capsw
Session: 1

Adm n State: di sabl ed
Qper State: down

Qper State Reason: Session_Adm n_Shut

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfil e: / mt / di sk0/ packet - capt ur e/ sess-1- capsw et her net - 1- 1- 0. pcap
Pcapsize: 139826

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture
Reading of capture file from disk is not supported

3. Go to expert mode and switch to root mode:

<#root>



>

expert

admin@firepower:~$

sudo su

root@firepower:/home/admin

4. Copy the capture file to /ngfw/var/common/:

<#root>

root@KSEC-FPR3100-1:/home/admin

cp / mt/ di skO/ packet - capt ur e/ sess- 1- capsw et hernet - 1- 1- 0. pcap / ngf w/ var/ conmon/

root@KSEC-FPR3100-1:/home/admin

I's -1 /ngfw var/conmon/ sess*

-rwxr-xr-x 1 root admin 139826 Aug 7 20:14

/ ngf w/ var/ common/ sess- 1- capsw- et her net - 1- 1- 0. pcap

-rwxr-xr-x 1 root admin 24 Aug 6 21:58 /ngfw/var/common/sess-1-capsw-ethernet-1-3-0.pcap

5. On FMC choose Devices > File Download:
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6. Choose the FTD, provide the capture file name, and click Download:

Firewall Manag?mem penter Overview Analysis Policies Devices Objects Integration Deploy  Q é) Fo N+ JET main | adminw g
Threat Defense GLI | Packet Capture | Packet Trace
Device
FPR3100-1 v
File

sess-1-capsw-ethemnet-1-1-0.pcap

=

Guidelines, Limitations, and Best Practicesfor Internal Switch Packet Capture

Guiddlines and limitations;

» Multiple switch capture configuration sessions are supported, but only 1 switch capture session can be
active at atime. An attempt to enable 2 or more capture sessions resultsin an error "ERROR: Failed
to enable session, aslimit of maximum 1 active packet capture sessionsreached”.

* An active switch capture cannot be deleted.

 Switch captures cannot be read on the application. The user must export the files.

 Certain data plane capture options such as dump, decode, packet-number, trace, and others are not
supported for switch captures.

* Inthe case of multi-context ASA, the switch captures on data interfaces are configured in user
contexts. The switch captures on interfacesin_data _uplinkl, and in_mgmt_uplink1 are supported only
in the admin context.

Thisisthelist of best practices based on the usage of packet capture in TAC cases.



Be aware of guidelines and limitations.

Use capturefilters.

Consider the impact of NAT on packet | P addresses when a capture filter is configured.

Increase or decrease the packet-length that specifies frame size, in case it differs from the default
value of 1518 bytes. Shorter size results in an increased number of captured packets and vice versa.

* Adjust the buffer size as needed.

» Beaware of the Drop Count in the output of the show cap <cap_name> detail command. Once the
buffer size limit is reached, the drop count counter increases.

Related | nfor mation

* Firepower 4100/9300 Chassis Manager and FXOS CL| Configuration Guides
» Cisco Secure Firewall 3100 Getting Started Guide
» Cisco Firepower 4100/9300 FXOS Command Reference



https://www.cisco.com/c/en/us/support/security/firepower-4100-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/getting-started/3100/secure-firewall-3100-gsg.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/CLI_Reference_Guide/b_FXOS_CLI_reference.html

