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Introduction

Goal

The goal of this document is to demonstrate the upgrade process of Firepower Threat Defense
(FTD) in High Availability mode on Firepower appliances.

Lab components
. 2 x FP4150

- 1 x FS4000
-1PC

Topology
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The software Image versions before starting the activity:

- Firepower Management Center (FMC) 6.1.0-330
- FTD primary 6.1.0-330

- FTD secondary 6.1.0-330

- FXOS primary 2.0.1-37

- FXOS secondary 2.0.1-37

Action Plan

Step 1: Check the prerequisites

Step 2: Upload the images to FMC and SSP

Step 3: Upgrade the Secondary FXOS 2.0.1-37 -> 2.0.1-86

Step 4: Swap the FTD failover (you will have Primary/Standby, Secondary/Active)
Step 5: Upgrade the Primary FXOS 2.0.1-37 -> 2.0.1-86

Step 6: Upgrade the FMC 6.1.0-330 -> 6.1.0.1

Step 7: Upgrade the FTD HA pair 6.1.0-330 -> 6.1.0.1

Step 8: Deploy a policy from FMC to the FTD HA pair



The FTD HA upgrade process

Step 1: Check the prerequisites

Consult the FXOS Compatibility Guide to determine the compatibility between:

- Target FTD software version and FXOS software version
- Firepower HW platform and FXOS software version

http://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-
compatibility.html#pgfld-136544

Check the FXOS Release Notes of the target version to determine the FXOS upgrade path:

http://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos201/release/notes/fxos201 rn.ht
ml#pafld-141076

Consult the FTD target version Release Notes to determine the FTD upgrade path:

http://www.cisco.com/c/en/us/td/docs/security/firepower/601/6012/relnotes/firepower-system-
release-notes-version-6012.html#pafld-378288

Step 2: Upload the images
On the 2 FCMs upload the FXOS images (fxos-k9.2.0.1.86.SPA)
On the FMC upload the FMC and FTD upgrade packages:

- For the FMC upgrade: Sourcefire_3D_Defense_Center_S3 Patch-6.1.0.1-53.sh
- For the FTD upgrade: Cisco FTD_SSP_Patch-6.1.0.1-53.sh

Step 3: Upgrade the Secondary FXOS

Before the upgrade:

FPR4100- 4- A / system # show firnware nonitor FPRM Package-Vers: 2.0(1.37) Upgrade-Status: Ready
Fabric Interconnect A: Package-Vers: 2.0(1.37) Upgrade-Status: Ready Chassis 1: Server 1:
Package-Vers: 2.0(1.37) Upgrade-Status: Ready

Start the FXOS upgrade:


http://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html#pgfId-136544
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http://www.cisco.com/c/en/us/td/docs/security/firepower/601/6012/relnotes/firepower-system-release-notes-version-6012.html#pgfId-378288
http://www.cisco.com/c/en/us/td/docs/security/firepower/601/6012/relnotes/firepower-system-release-notes-version-6012.html#pgfId-378288
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The FXOS upgrade will require a chassis reboot:

Update Bundle Image

¢ ) All existing sessions will be
\'{IJ terminated and FCM will not be

accessible during the process.It
may take several minutes.Chassis will
reboot after upgrade, please relaunch FCM
after upgrade completes.

Selected version 2.0(1.86) will be
installed. Do you want to proceed?

Yes No

You can monitor the FXOS upgrade from the FXOS CLI. All 3 components (FPRM, Fabric
interconnect and Chassis) have to be upgraded:

FPR4100- 4- A# scope system FPR4100-4-A /system # show firmaare nonitor FPRM Package- Vers:
2.0(1.37) Upgrade-Status: Upgrading Fabric Interconnect A: Package-Vers: 2.0(1.37) Upgrade-
Status: Ready Chassis 1: Server 1: Package-Vers: 2.0(1l.37) Upgrade-Status: Ready

Note — Few minutes after starting the FXOS upgrade process you might be disconnected from
both FXOS CLI and GUI. You should be able to login again after few seconds.

After ~5 min the FPRM component upgrade completes:

FPR4100-4- A /system # show firmavare nonitor FPRM Package-Vers: 2.0(1.86) Upgrade-Status: Ready
Fabric Interconnect A: Package-Vers: 2.0(1.37) Upgrade-Status: Upgrading Chassis 1. Server 1:
Package-Vers: 2.0(1.37) Upgrade-Status: Upgrading

After ~10 min and as a part of the FXOS upgrade process the Secondary Firepower device



restarts:

Pl ease stand by while rebooting the system..
Restarting system

After the restart the upgrade process resumes:

FPR4100-4- A /system # show firmwvare nonitor FPRM Package-Vers: 2.0(1.86) Upgrade-Status: Ready
Fabric Interconnect A Package-Vers: 2.0(1.37) Upgrade-Status: Upgrading Chassis 1. Server 1:
Package-Vers: 2.0(1.37) Upgrade-Status: Upgrading

After total of ~30 min the FXOS upgrade completes:

FPR4100-4- A /system # show firmavare nonitor FPRM Package-Vers: 2.0(1.86) Upgrade-Status: Ready
Fabric Interconnect A: Package-Vers: 2.0(1.86) Upgrade-Status: Ready Chassis 1: Server 1:
Package-Vers: 2.0(1.86),2.0(1.37) Upgrade-Status: Ready

Step 4: Swap the FTD failover states

Before swapping the failver states make sure that the FTD module on the Secondary chassis is
fully UP:

FPR4100- 4- A# connect nodule 1 consol e Firepower-nodul el>connect ftd Connecting to ftd console...
enter exit to return to bootCLI > show high-availability config Failover On Fail over unit
Secondary Failover LAN Interface: FOVER Ethernetl1/8 (up) Reconnect timeout 0:00:00 Unit Poll
frequency 1 seconds, holdtinme 15 seconds Interface Poll frequency 5 seconds, holdtinme 25 seconds
Interface Policy 1 Monitored Interfaces 3 of 1041 naxi num MAC Address Move Notification |Interval
not set failover replication http Version: Qurs 9.6(2), Mate 9.6(2) Serial Nunmber: Qurs
FLM2OOGEQFW Mate FLMR2OOGENIOU Last Fail over at: 15:08:47 UTC Dec 17 2016 This host: Secondary -
St andby Ready Active time: O (sec) slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)) status (Up Sys)
Interface inside (192.168.75.112): Normal (Mnitored) Interface outside (192.168.76.112): Nornal
(Monitored) Interface diagnostic (0.0.0.0): Normal (Waiting) slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up) Gther host: Primary - Active Active time: 5163 (sec)
Interface inside (192.168.75.111): Normal (Mnitored) Interface outside (192.168.76.111): Nornal
(Monitored) Interface diagnostic (0.0.0.0): Normal (Waiting) slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up) Stateful Failover Logical Update Statistics Link :
FOVER Et hernet1/8 (up) Stateful Obj xmt xerr rcv rerr General 65 0 68 4 sys cnd 65 0 65 0 ...

Swap the FTD failover states. From the Active FTD CLI:

> no failover active Switching to Standby >

Note - At this point you might have ~1 packet of FTD transit traffic dropped



Step 5: Upgrade the Primary FXOS appliance

Similar to Step 2 upgrade the FXOS appliance where the Primary FTD is installed - This step can
take ~30 minutes or more to complete.

Step 6: Upgrade the FMC software

Upgrade the FMC, in this scenario from 6.1.0-330 to 6.1.0.1.

Step 7: Upgrade the FTD HA pair

Before the upgrade:

> show hi gh-availability config Failover On Failover unit Primary Failover LAN Interface: FOVER
Et hernet 1/8 (up) Reconnect tineout 0:00:00 Unit Poll frequency 1 seconds, holdtine 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds Interface Policy 1 Monitored Interfaces
3 of 1041 maxi mum MAC Address Move Notification Interval not set failover replication http
Version: Qurs 9.6(2), Mate 9.6(2) Serial Number: Qurs FLM200O6ENOU, Mate FLM2OOG6EQFW Last

Fai |l over at: 15:51:08 UTC Dec 17 2016 This host: Primary - Standby Ready Active tine: 0 (sec)

sl ot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)) status (Up Sys) Interface inside (192.168.75.112):
Normal (Monitored) Interface outside (192.168.76.112): Normal (Mnitored) Interface diagnostic
(0.0.0.0): Normal (Waiting) slot 1: snort rev (1.0) status (up) slot 2: diskstatus rev (1.0)
status (up) Qther host: Secondary - Active Active time: 1724 (sec) Interface inside

(192.168. 75.111): Normal (Mnitored) Interface outside (192.168.76.111): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting) slot 1: snort rev (1.0) status (up) slot 2:

di skstatus rev (1.0) status (up) Stateful Failover Logical Update Statistics Link : FOVER

Et hernet1/8 (up) Stateful Oobj xmit xerr rcv rerr General 6 0 9 0 sys cnd 6 0 6 O

From the FMC System > Updates menu initiate the FTD HA upgrade process:

Overview Analysis Policies Devices Objects AMP O RO Help v admin v

I'_'I:ll'lfl'l;lLllc'llil:ll:i Users Domains. Integration Updates Licenses v Health = Monitoring v Tools v

Rule Updates Geolocation Updates

& Upload Update
=ritly running software version: G.L.0
Updates
Ivpe Version  Date Release Notes  Heboot
Sourcefire Vidlnerability And Fingerprint Database Updates 75 Weed Mow 16 16:50:43 UTE 2016 #
Cisco FTD Patch 6.1.0.1-53  Fri Dec 2 17:36:27 UTC 2016 Yes + [
Cetoo FTD S5P Patch 5.1.0.1-53 Fri Dec 2 17:37:52 UTC 2016 Ted b

Optionally you can launch the FTD upgrade Readiness Check which includes an FTD DB integrity



check:

Dwerview Analyss Policles Devices [:ll'.:_:El:l'E AME ¥ Help mdmin v

Configuration Users Domains Integration Updates Licenses » Health = Monitoring * Tools »

Rule Updates  Geolocation Updates

Cumently running scftware wersion: G.1.0

Selected Update

Type Cisco FTD 558 Patch
WErsion 6.1.0,1-53

Date Fri Dec 2 17:37:52 UTC 2016
Rizlease Moles

Reboot Yes

FTCa850-HA

Cisco Firepower 4150 Threat Defense Cluster

D4150-4 (active) Health Policy % ©
0,62, 148,125 - Cisco Frepower 4150 Threat Defense wb.1.0 MM@A

04150.3 Healtls P-uln:r X ©
10.62.148.89 - Cisco Firepower 4150 Threat Defense v6.1.0 Iﬂhij_ﬂfﬂhﬂl.{.\'_ﬂﬂlﬂu.li 3109 -

| mnnﬁnmﬂhnﬁtll Install | Cancel

The check took ~5 min and was successful:

0 waiting O running O retrying 1 success O failures

" Remote Install sm 25 X

Apply to FTD4150-HA.
Readiness Check To 10.62.148.125 Success

Initiate the installation irocess:

E L4 0 FI-NIS’D'HI&
Cisco Firepower 4150 Threat Defense Cluster
) FTD4150-4 (active) Health Policy) X ©
10.562.148.125 - Cisco Firepower 4150 Threat Defense v6.1.0 lumaj_ljﬂjsh_mlu:x_zﬂlﬁ_u_ﬂ

. HEillth‘EﬂrE'b‘

10.62.148.89 - Cisco Firepower 4150 Threat Defense v6.1.0
. Launch Readiness Check - Cancel




First the Primary/Standby FTD is upgraded:

Help * admin v

Deployments & ?
(.1 total) 0 waitir 1 running O retryi 0 success 0 failures
"4 Remote Install im 21s

Apply to FTD4150-HA.
10.62.148.89 : Initializing

The standby FTD module reboots with the new image:
(1 total) 0 waiting 1 running O retryir 0 success O f

[ . Remote Install 7m S0%

Apply to FTD4150-HA.
10.62.148.89 : Last Message : System will now reboot. (no
communication)

You can verify the FTD status from the FXOS BootCLI mode:

FPR4100- 3- A# connect nodul e 1 consol e Firepower-nodul el> show services status Services currently
running: Feature | Instance ID| State | Up SIiNC@ -----------mmmmmmmmmm -
------------- ftd | 001_JAD201200RAWLYCWO6 | RUNNING | :00:00: 33

The Secondary/Active FTD CLI shows a warning message due to software version mismatch
between the FTD modules:

firepower#
************\AARNI'\G\—***V\ARNI’\IG\—***\AARNI'\G\—*******************************

Mate version 9.6(2) is not identical with ours 9.6(2)4
************\AARNI'\G\—***V\ARNI’\IG\—***\AARNI'\G\—******************************* Begl nnl ng
configuration replication: Sending to mate. End Configuration Replication to nate

The FMC shows that the FTD device was successfully upgraded:

(1 total) 1 waitng O 0 0 0

| Bemale Iaviall 1&am s

Apply to FTD4150-HA.
10.62.148.89 : Device successfully upgraded




The upgrade of the second FTD module starts:

:] total) 0 1 running 0 ! i i

BB Erstall 1&m Fis

Apply to FTDA150-HA.
10.62.148.125 : | 1% ] Running scrpt 000_start/ 101 _run_pruning.pl...

At the end of the process the Secondary FTD boots with the new image:

Deploy . Help * admin

Deployments &7
(2 total) 0w 1 running 0O ret 1 success O
. Remote Install 24m 555

Apply to FTD4150-HA.
10.62.148.125 : Last Message : System will now reboot. (no
communication)

At the background the FMC, using the internal user ‘enable_1’, swaps the FTD failover states and
temporarily removes the failover configuration from the Secondary FTD:

firepower# show | ogging Dec 17 2016 16:40: 14: %ASA-5-111008: User 'enable_1' executed the 'no
failover active' command. Dec 17 2016 16:40: 14: %ASA-5-111010: User 'enable_1', running 'N A
fromIP 0.0.0.0, executed 'no failover active' Dec 17 2016 16:41:19: %ASA-5-111008: User

‘enabl e_1' executed the 'clear configure failover' command. Dec 17 2016 16:41:19: %ASA-5-111010:
User 'enable_1', running "NA fromIP 0.0.0.0, executed 'clear configure failover' Dec 17 2016
16: 41:19: %ASA-5-111008: User 'enable_1' executed the 'copy /noconfirmrunning-config

di skO: / nodi fi ed-config.cfg" conmand. Dec 17 2016 16:41:19: %ASA-5-111010: User 'enable_1',
running 'NA fromIP 0.0.0.0, executed 'copy /noconfirmrunning-config diskO:/nodified-
config.cfg' firepower# Switching to Standby firepower#

Note - At this point you might see ~1 packet drop due to failover state swapping

In this case the whole FTD upgrade (both units) took ~30 minutes:

Verification



FTD CLI verification from the Primary FTD device:

> show high-availability config Failover On Failover unit Primary Failover LAN Interface: FOVER
Et hernet 1/8 (up) Reconnect tineout 0:00:00 Unit Poll frequency 1 seconds, holdtine 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds Interface Policy 1 Monitored Interfaces
3 of 1041 maxi mum MAC Address Move Notification Interval not set failover replication http
Version: Qurs 9.6(2)4, Mate 9.6(2)4 Serial Number: Qurs FLM2006ENOU, Mate FLM2OO6EQFW Last

Fai | over at: 16:40:14 UTC Dec 17 2016 This host: Primary - Active Active tine: 1159 (sec) slot
0: UCSB- B200- M3-U hw/sw rev (0.0/9.6(2)4) status (Up Sys) Interface inside (192.168.75.111):
Normal (Monitored) Interface outside (192.168.76.111): Normal (Mnitored) Interface diagnostic
(0.0.0.0): Normal (Waiting) slot 1: snort rev (1.0) status (up) slot 2: diskstatus rev (1.0)
status (up) G her host: Secondary - Standby Ready Active tine: 0 (sec) slot 0: UCSB-B200-M3-U
hw/ sw rev (0.0/9.6(2)4) status (Up Sys) Interface inside (192.168.75.112): Normal (Monitored)
Interface outside (192.168.76.112): Nornal (Mnitored) Interface diagnostic (0.0.0.0): Nornal
(Waiting) slot 1: snort rev (1.0) status (up) slot 2: diskstatus rev (1.0) status (up) Stateful
Fai | over Logical Update Statistics Link : FOVER Ethernetl/8 (up) Stateful Cbj xmit xerr rcv rerr
General 68 0 67 0 ... >

From the Secondary FTD device:

> show high-availability config Failover On Failover unit Secondary Failover LAN Interface:
FOVER Et hernet 1/8 (up) Reconnect tineout 0:00:00 Unit Poll frequency 1 seconds, holdtine 15
seconds Interface Poll frequency 5 seconds, holdtime 25 seconds Interface Policy 1 Mnitored
Interfaces 3 of 1041 maxi num MAC Address Move Notification Interval not set failover replication
http Version: Qurs 9.6(2)4, Mate 9.6(2)4 Serial Nunber: Qurs FLM2OOG6EQFW WMate FLMR2OOG6ENOU Last
Fai | over at: 16:52:43 UTC Dec 17 2016 This host: Secondary - Standby Ready Active tine: 0 (sec)
sl ot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)4) status (Up Sys) Interface inside
(192.168.75.112): Normal (Monitored) Interface outside (192.168.76.112): Normal (Mbnitored)
Interface diagnostic (0.0.0.0): Normal (Waiting) slot 1: snort rev (1.0) status (up) slot 2:
di skstatus rev (1.0) status (up) Oher host: Primary - Active Active tinme: 1169 (sec) Interface
inside (192.168.75.111): Normal (Monitored) Interface outside (192.168.76.111): Nor nal
(Monitored) Interface diagnostic (0.0.0.0): Nornmal (Waiting) slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up) Stateful Failover Logical Update Statistics Link :
FOVER Et hernet1/8 (up) Stateful Obj xmit xerr rcv rerr General 38 0 41 0

>

Step 8: Deploy a policy to the FTD HA pair

After the upgrade is completed there is need to deploy a policy to the HA pair. This is shown in the
FMC UL:



m Help » admin

% ?

0 waiting O running Oretrying 2 success O failures

" Remote Install 28m 145 X

Deploy the policies:

Deploy Policies version:2016-12-17 06:08 PM

¥ 3 Frps150-HA

D NGFW Settings: FTD4150
D Access Control Policy: FTD4150

D - Intrusion Paolicy: Balanced Secunty and Connectivity

D |DNS Policy: Default DNS Palicy

1

| @ —pPrehlter Policy: Default Prefilter Policy
| D Network Discovery
2 Device Configuration{Details)

Verification

The upgraded FTD HA pair as it seen from the FMC Ul:



Overview Analysis Policies g*EV[«-0 Objects AMP

| Device Management MNAT VPN QoS Platform Settings

4 ] Ungrouped (1)
4 ap FTD4150-HA
Cisco Firepower 4150 Threat Defense High Availability

() FTD4150-3(Primary, Active)
10.62.148.89 - Cisco Firepower 4150 Threat Defense - v6.1.0.1 - routed

FTD4150-4(Secondary, Standby)
10.62.148.125 - Cisco Firepower 4150 Threat Defense - v6.1.0.1 - routed

The upgraded FTD HA pair as it seen from the FCM Ul:

w  Interfaces ESISINCANTIEN Security Engine  Platform Settings

a FTOAL50-3 =20 nadalcre St ok *

a4 FTD . 10,053 ILESREEN. ) TLE ST Etharnet 1T ﬁﬂ-u-q. ity A

Poris; ARtk
Clenter Opprational Status i mof-appiicable
Cuts Interfaces: FEramad 176 Ftherratlil Firepereer Munagemene 10 10 52 148 8%
Hiuragnrrant LKL Fip Pk
uuiS 1 b bB0CITH

Related Documents
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http://www.cisco.com/c/en/us/support/security/firepower-ngfw/tsd-products-support-series-home.html
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