Troubleshoot "invalid tagname or tagvalue in
DNS TXT record" or "invalid value for DNS
TXT record" in ESA
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Introduction

This document describes DomainKeys Identified Mail (DKIM) 2048 key length signature that has
been created in the Email Security Appliance (ESA) and needs to be implemented in the Domain
Name Server (DNS).

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Domain Keys Signing Keys
- Domain Keys Signing Profiles

Components Used

This document is not restricted to specific software and hardware versions.

Background Information

When a signing key is created, you specify a key size. Larger key sizes are more secure;
however, larger keys also can impact performance.

Once you have associated a Signing Key with a domain profile, you can create DNS text record
which contains your public key. You do this via the Generate link in the DNS Text Record column
in the domain profile column.

You can also view the public key via the View link on the Signing Keys page, as shown in the
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Problem

DNS error "invalid tagname or tagvalue in DNS TXT record"” or "invalid value for DNS TXT record"
when the DKIM 2048 signature is generated in the ESA.

Validate the configuration from ESA.

Navigate to Mail Policies > Signing Profiles.

Solution

Verify these two options:
a) Selector typo:

The selector is an arbitrary string that is used in order to allow multiple DKIM DNS records for a
given domain. A selector value and length must be legal in the DNS namespace and in email
headers with the additional provision that they cannot contain a semicolon. Examples of selectors
with namespaces:

san. mat eo. _domai nkey. exanpl e. com bost on. _domai nkey. exanpl e. com
b) Some DNS needs an extra line or configuration in order to accept this size:

Delete the quotes “” generated in the middle of the record when you upload the record on your
DNS or add the record in the separate lines and remove the extra quotes.

el el g R e e e L e R e
DS Text Record: eltietigthE

rika._domainkey.arika.com, IN TXT “w=DEIMI1;
p=MIBIANBgEghkIGIWIBAGEFAADCAQEAMIIBCgRCADEAKPIWIN T/ 6nBkS15 10050
+ KWL KW Twyg ThBrDThkaPOap2 Y TRIF LnhFOMUGYmp+BLoWgSvpb1Nd

JEE IR ZRIRGIDA ZREMACtr FHEVWgHYL Y 2ATwd 2 DdwoMuaShz X jdcBEF4PUMISMXRO]
SIPEOIZ|ISXEPHZ yOURYC+ il PCYADOCIAYIBeGPICs +owB6dRXMmM 1 X®

AW IGTEIGWenGT 2 p2cx LLRBOHR WM baOAcPDUZ INeMPyGeQ LA mHY ulOKBYg QK
GOhrAM2gIUiApgrRwFfeGnTgRapRs

JRAUOTUINYGSWYYIDO 12 + 1BsYIBuDMxk S 3B XeFhTgve g 3iQI DAGQAR:"

Note: The ESA appliance supports keys from 512 bits up to 2048 bits. Validate your DNS
provided.

Depends on the DNS provider, how the ESA presents the DKIM 2048 length signature and the
DNS control panel interpretation of the record generates errors for the DKIM verification or the
configuration within the TXT record.



Related Information

- Email Security Appliance User Guide

- DKIM Signing Configuration

- Best Practices ESA - SPF DKIM DMARC

. Technical Support & Documentation - Cisco Systems

BJB failed to connect to BDB backend. Make sure you are connected to Cisco Internal Network. If
you are connected please open BDB so the authentication cookies can be refreshed. [close]



https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/213939-esa-configure-dkim-signing.html
https://www.cisco.com/c/dam/en/us/products/collateral/security/esa-spf-dkim-dmarc.pdf
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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