Mitigate “ Not Available” Security Feature Status

Contents

Introduction
Requirements
Prerequistes
Solution
Remove Machine Override to Fall Back to Cluster L evel

Related Information

| ntr oduction

This document describes how to troubleshoot and resolve ESA and CES security features showing “Not
Available” on mail policies.

Contributed by Alan Macorra and Mathew Huynh Cisco CX Engineers.
Requirements

Prerequistes

* Any ESA (Email Security Appliance)/CES (Cloud Email Security) on any version of AsyncOS.
» Device licensed with available feature keys for security services.
» Understanding of the different levels of cluster configuration and overrides.

Background

The ESA (Email Security Appliance)/CES (Cloud Email Security) deviceisfailing to execute any security
scanning from services such as:

Anti-Spam

Anti-Virus

Advanced Malware Protection
Graymail

Outbreak filters

DLP (Outbound only)



Feature keys are available and can be verified on the GUI or CLI.
GUI: System Administration > Feature Keys
CLI: featurekeys

Security features on Incoming and Outgoing Mail Policies display "Not Available" even though the service
is enabled.

Problem

» Feature keys are available on the device, however, services display "Not Available" when executing
scans.

* When clicking the "Not Available" link on the mail policies, it redirects to the global settings for that
specific security service. This displays the service is enabled and imposing any modifications does not
change the "Not Available" status on the mail policies.
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Solution

This issue occurs when feature keys expire before renewal and license re-installation. When this arises, the
End User License Agreement (EULA) must be re-accepted. Since the devices were enabled prior to
expiration, the initial feature keys were reinstalled/renewed, the EULA was not presented again and the
device(s) were set to the cluster level.

To resolve this, you must override the settings on the ESA/CES to machine level to allow the EULA to
present for acceptance. In doing so, the device registers the keys for renewal and re-activate the features

again.

% Note: The configuration mode you are currently logged in with displays on the upper-left where it
displays Mode -- Cluster/Group/M achine. Depending on the mode, what is displayed can be
different from the initial output provided, which is aready in Machine M ode.

A Warning: When creating overrides for this solution, ensure you DO NOT select Move
Configuration, asthisforcesthe cluster level configuration into an unconfigured mode for the
specific service. If thisis selected when removing the override, the feature falls back into an
unconfigured (not enabled) state.

On each security service that displays"Not Available":

1. Click the Not Available link from the Incoming or Outgoing Mail Policies Page.

2. Thisredirectsto the global settings per engine.

3. Select Change Mode... and from the drop-down menu select the machine that is currently logged in.

4. Click on Override Settings.

5. Select Copy from: Cluster (this copies your current enabled settings from the cluster level down to
your machine).

6. Click Submit.

7. The configuration displaysit is enabled. Proceed by clicking on the Edit Global Settings...

8. The EULA displays, you can read through and accept the EULA.

9. Commit Changes by saving this setting.

10. Repeat the steps on your other features, which require you to re-enable.

Sample output:

Using the drop-down on the right, change it to the machine you're logged into:

Mode —Cluster: Gear 1 Change Mode...
= Centralized Management Options
Settings are defined:

Delete Settings for this feature at this mode.
You can also Manage Settings.



Copying the settings from the cluster to the machine override:

Mode —Machine: ESA_1.disco.com | change Mode... v

= Centralized Management Options

Creating New Settings for Machine: ESA_1.cisco.com

Note: Creating new settings for this machine will override the settings currently inherited from Cluster: Gear 1.

Start with default settings

® Copy from: | Cluster: Gear 1 ¥
Cluster: Gear 1
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After clicking on the Edit Global Settings... the EULA displays:
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Accept the EULA and your commit changes.

The settings for Sophos is reflected on the mail policy and no longer shows "Not Available".

Remove M achine Overrideto Fall Back to Cluster Level

To remove the machine override settings:

1. Go to Machine M ode from the drop-down menu.
2. Click to expand the Centralized M anagement Options.



3. Click on the Delete Settings.

4. Click the Delete button and the settings fall back to the higher level (Group or Cluster, whichever is
configured).

5. Verify the settings are properly configured on the higher level selected.

6. Commit Changesto save this setting.

Sample Output:
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Related | nfor mation

e Cisco Email Security Appliance - End-User Guides
e Technical Support & Documentation - Cisco Systems



https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/index.html

