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Introduction
This document describes how to renew an expired certificate on the Cisco Email Security
Appliance (ESA).

Renew a Certificate on the ESA
If you have an expired certificate on your ESA (or one that will soon expire), you can simply
update the current certificate:
1. Download the Certificate Signing Request (CSR) file.
2. Provide the CSR file to your Certificate Authority (CA) and request a Privacy-Enhanced Mail
(PEM) (X.509) signed certificate.
3. Update your current certificate via one of the methods that are described in the sections that
follow.

Update the Certificate Via the GUI
Note: These steps assume the certificate has been created, submitted, and committed to the
ESA configuration. If you create a new certificate, remember to submit and commit to save
the certificate to the appliance before you download the CSR.
In order to begin, navigate to Network > Certificates from the appliance GUI. Open your
certificate and download the CSR file via the link that is shown in the next image. If the ESA is a
member of a cluster, you must verify the other cluster member certificates and use the same
method for each machine. With this method, the private key remains on the ESA. The last step is
to have the certificate signed by your CA.
Here is an example:

1. Download CSR file to your local computer, as shown in the previous image.
2. Provide the CSR file to your CA and request an X.509 formatted certificate.
3. Once you receive the PEM file, import the certificate via the Upload Signed Certificate
section. Also, upload the intermediate certificate (if available) in the optional section.
4. Submit and commit the changes.
5. Return to the main Certificates page (Network > Certificates from the GUI).
6. Verify that the new expiration date appears and that the certificate shows as VALID/ACTIVE.
7. Submit and commit the changes.

Update the Certificate Via the CLI
You can also update the certificate via the CLI. This method might seem more intuitive, as the
prompts are in question/answer format.
Here is an example:

myexample.com> certconfig

Choose the operation you want to perform:
- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities
- CRL - Manage Certificate Revocation Lists
[]> certificate
List of Certificates
Name
Common Name
--------- -------------------tarheel.r myexample.com

Issued By
-------------------myexample.com

Status
------------Active

Remaining
--------327 days

test
Demo

test
Cisco Appliance Demo

test
Cisco Appliance Demo

Valid
Active

3248 days
1570 days

Choose the operation you want to perform:
- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI
- NEW - Create a self-signed certificate and CSR
- EDIT - Update certificate or view the signing request
- EXPORT - Export a certificate
- DELETE - Remove a certificate
- PRINT - View certificates assigned to services
[]> edit
1. [myexample.com] C=US,CN=myexample.com,L=RTP,O=Cisco Inc.,ST=NC,OU=TAC
2. [test] C=US,CN=test,L=yanceyville,O=test,ST=NC,OU=another test
Select the certificate profile you wish to edit:
[]> 1
Would you like to update the existing public certificate? [N]> y
Paste public certificate in PEM format (end with '.'):
-----BEGIN CERTIFICATE----FR3XlVd6h3cMPWNgHAeWGYlcMKMr5n2M3L9-----END CERTIFICATE----.
C=US,CN=myexample.com,L=RTP,O=Cisco Inc.,ST=NC,OU=TAC
Do you want to add an intermediate certificate? [N]> Y
Paste intermediate certificate in PEM format (end with '.'):
[Removed for simplicity]
Do you want to add another intermediate certificate? [N]>
Would you like to remove an intermediate certificate? [N]>
Do you want to view the CSR? [Y]>
-----BEGIN CERTIFICATE REQUEST----MIICpjCCAY4CAQAwYTELMAkGA1UEBhMCVVMxFDASBgNVBAMTC3RhcmhlZWwucnRwYM2lmN12Rq3BkQ==
-----END CERTIFICATE REQUEST----List of Certificates
Name
Common Name
Issued By
--------- -------------------- -------------------tarheel.r myexample.com
myexample.com
test
test
test
Demo
Cisco Appliance Demo Cisco Appliance Demo

Status
------------Active
Valid
Active

Remaining
--------327 days
3248 days
1570 days

Choose the operation you want to perform:
- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI
- NEW - Create a self-signed certificate and CSR
- EDIT - Update certificate or view the signing request
- EXPORT - Export a certificate
- DELETE - Remove a certificate
- PRINT - View certificates assigned to services
[]>

Choose the operation you want to perform:
- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities
- CRL - Manage Certificate Revocation Lists
[]>
>commit
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