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Introduction
This document describes how to generate and install a certificate for configuration and use on a
Cisco Security Management Appliance (SMA).

Prerequisites
You will need to have access to run the command openssl locally.
You will need admin account access to your Email Security Appliance (ESA), and admin access to
the CLI of your SMA.
You must have these items available in .pem format:
●

●

●

X.509 certificate
Private key that matches your certificate
Any intermediate certificates provided by your Certificate Authority (CA)

How to Generate and Install a Certificate on a SMA
Tip: It is recommended to have a certificate signed by a trusted CA. Cisco does not
recommend a specific CA. Depending on the CA you choose to work with, you may receive
back the signed certificate, private key, and intermediate certificate (where applicable) in
various formats. Please research or discuss directly with the CA the format of the file they
provide to you prior to installing the certificate.
Currently, the SMA does not support generating a certificate locally. Instead, it is possible to

generate a self-signed certificate on the ESA. This can be used as a workaround to create a
certificate for the SMA in order to be imported and configured.

Create and Export Certificate from an ESA
1. From the ESA GUI, create a self signed certificate from Network > Certificates > Add
Certificate. When creating the self-signed certificate, it is important for "Common Name
(CN)" to use the hostname of the SMA and not of the ESA, so that the certificate can be
properly used.
2. Submit and commit changes.
3. Export the certificate created from Network > Certificates > Export Certificates. You have
two options, (1) export and save/use as self-signed certificate, or (2) download certificate
signing request (if you are needing to have the certificate signed externally): Save/Use as
Self-Signed Certificate: Choose Export CertificatesGive it a file name (e.g. mycert.pfx) and
passphrase that will be used when converting the certificate.This will automatically prompt
you to save the file locally.Proceed to "Convert the Exported Certificate".Download
Certificate Signing Request Network > CertificatesClick on the certificate name you
created.In the "Signature Issued By" section, click Download Certificate Signing
Request...Save the .pem file locally and submit to the CA.
Convert the Exported Certificate
The certificate created and exported from the ESA will be in .pfx format. The SMA only supports
.pem format for importing, so this certificate will need to be converted. In order to convert
certificate from .pfx format to .pem format, please use the following openssl command example:

openssl pkcs12 -in mycert.pfx -out mycert.pem -nodes

You will be prompted for the passphrase used while creating the certificate from the ESA. The
.pem file created in the openssl command will contain both the certificate and the key in .pem
format. The certificate is now ready to be configured on the SMA. Please proceed to "Install the
Certificate" section of this article.

Create Certificate with OpenSSL
Alternatively, if you have local access to run openssl from your PC/workstation, you can issue the
following command to generate the certificate and save the needed .pem file and private key into
two separate files:

openssl req -newkey rsa:2048 -new -nodes -x509 -days 3650 -keyout sma_key.pem -out sma_cert.pem

The certificate is now ready to be configured on the SMA. Please proceed to "Install the
Certificate" section of this article.

Additional Option, Exporting a Certificate from an ESA
Instead of converting the certificate from .pfx into .pem, as mentioned above, you can save a
configuration file without masking the passwords on the ESA. Open the saved ESA .xml
configuration file and search for the <certificate> tag. The certificate and private key will be already

in .pem format. Copy the certificate and private key for importing the same into the SMA as
described "Install the Certificate" section below.
Note: If you did opt for #2 above, "Download Certificate Signing Request", and have the
certificate signed by a CA, you will need to import the signed certificate back to the ESA the
certificate was created from prior to saving the configuration file for making a copy of the
certificate and private key. Import can be done by clicking on the certificate name on ESA
GUI and use option " Upload Signed Certificate".

Install the Certificate on the SMA
A single certificate can be used for all services, or an individual certificate can be used for each of
the four services:
Inbound TLS
Outbound TLS
HTTPS
LDAPS
On the SMA, log into via the CLI and complete the following steps:
●

●

●

●

1. Run certconfig.
2. Choose the setup option.
3. You will need to choose whether to use the same certificate for all services, or to use
separate certificates for each individual service: When presented "Do you want to use one
certificate/key for receiving, delivery, HTTPS management access, and LDAPS?", answering
"Y" will only require you to enter in the certificate and key once, and will then assign that
certificate to all services.If you choose to enter "N", you will need to enter in the certificate,
key, and intermediate certificate (where applicable) for each service when prompted:
Inbound, Outbound, HTTPS, and Management
4. When prompted, paste the certificate or key.
5. End with '.'on its own line for each entry in order to indicate that you are done pasting the
current item. (See the "Example" section.)
6. If you have an intermediate certificate, be sure to enter it when prompted to do so.
7. Once completed, press Enter to return to the main CLI prompt of the SMA.
8. Run commit to save the configuration.
Note: Do not exit the certconfig command with Ctrl+C since this immediately cancels your
changes.

Example
mysma.local> certconfig
Currently using the demo certificate/key for receiving, delivery, HTTPS management access, and
LDAPS.

Choose the operation you want to perform:

- SETUP - Configure security certificates and keys.
[]> setup
Do you want to use one certificate/key for receiving, delivery, HTTPS management access, and
LDAPS? [Y]> y
paste cert in PEM format (end with '.'):
-----BEGIN CERTIFICATE----MIIDXTCCAkWgAwIBAwIJAIXvIlkArow9MA0GCSqGSIb3DQEBBQUAMG4xCzAJBgNV-----END CERTIFICATE----.
paste key in PEM format (end with '.'):
-----BEGIN PRIVATE KEY----MIIEvQIBADANBgkqhkiG9w0BAQEFAASCBKcwggSjAgEAAoIBAQCj89KXq8N0AGR/-----END PRIVATE KEY----.
Do you want to add an intermediate certificate? [N]> n
Currently using one certificate/key for receiving, delivery, HTTPS management access, and LDAPS.

Choose the operation you want to perform:
- SETUP - Configure security certificates and keys.
- PRINT - Display configured certificates/keys.
- CLEAR - Clear configured certificates/keys.
[]>
mysma.local> commit
Please enter some comments describing your changes:
[]> Certificate installation
Changes committed: Fri Nov 10 11:46:07 2017 EST

Verify the Imported and Configured Certificate on the SMA
1. Connect to the SMA via GUI using HTTPS (https://<SMA IP or hostname>) and enter in your
log-in credentials.
2. Next to the URL in the address bar on your browser, click the lock icon or information icon to
check validity of the certificate, expiry, etc. Depending on which browser you are using, your
actions and results may vary.
3. Click on the Certification Path to check the chain of certificates.

Related Information
●
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