Configure SAML SSO External Authentication for
ESA and SMA Administration
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| ntroduction

This document describes how to configure SAML 2.0 SSO externa authentication for ESA and SMA
system administration.

Environment

* Products: Email Security Appliance (ESA), Security Management Appliance (SMA)

* Appliesto: ESA and SMA system administration

» Cluster behavior: Service Provider (SP) and IdP profiles are configured at the machine level; external
authentication mapping is configured at the cluster level.

Prerequisites

* Administrative access to the ESA/SMA web interface

» X.509 certificate and private key available in PKCS #12 (PFX) or PEM format (self-signed or CA-
signed)

» Accessto athird-party Identity Provider (IdP) application and its SAML metadata/ SSO URL



Preconfiguration Checklist

» Verify the management interface hostname/FQDN that administrators use to access the appliance;
confirm the Assertion Consumer Service (ACS) URL matches that hostname.

* If the applianceisin acluster, plan to configure SAML at the machine level for each member before
enabling SAML externa authentication.

» Determine whether the 1dP requires a separate application or realm per appliance.

» Confirm that the required certificates and keys are available.

» Confirm the IdP sends the group or role attribute required for ESA/SMA role mapping.

Caution: This document does not apply to End User Quarantine (EUQ) SAML SSO.

Background Information

» Cisco TAC does not provide technical support for third-party 1dP configuration. Sample configuration
references are provided for common IdPs.

SSO SAML IdPs
» Duo Access Gateway(DAG) adds two-factor authentication, complete with popular cloud services

using SAML 2.0 federation.

» Active Directory Federation Services (ADFS) - tested with ADFS 2,3,4, Azure Active Directory
(Azure AD), SecureAUTH, and PingFederate

» Additional two-factor authentication can be used if the 1dP supportsit within the SAML 2.0 Single
Sign-On framework.

» Okta supports authentication with an IdP which supports the service.

Configurethe ESA/SMA as a Service Provider
Navigate to System Administration > SAML > (Machine Level) > Add Service Provider.

% Note: ESAsin acluster require machine-level configuration for all members of the Cluster before
SAML can be enabled.

* If the option at the bottom of the page, Shar e this configuration acr oss machinesin the cluster, is
selected, these conditions apply:
» All fields arereplicated to the cluster members except the Assertion Consumer URL.
» The Assertion Consumer URL auto-popul ates the hostname of the management interface as the
ACS.



» Environments that use an alternate hostname to access the host require manual configuration for
each host, for example, CES hosted appliances.

» Profile Name: Name used to label the SP instance in the ESA or SMA interface.

» Entity ID: Name used for the SP instance as the 1dP seesit. This name isthe label used by the
IdP to represent the SP. This can be any name, for example, ESA_SP or ESA_SSO.

» NameID Format: Non-configurable field.

» Assertion Consumer URL or Assertion Consumer Service (ACS): URL used by the IdP to
communicate with this ESA/SMA host.

» SP Certificate:

Format: X.509 public/private certificates in PFX/PKCS12 or PEM format.

Option 1. Select from Certificate List: Select from certificates already created on the
ESA within Network > Certificates.

Option 2: Upload Certificate and Key: Upload a PEM-formatted certificate and key.
Option 3: Upload PKCS#12: Upload aPKCS #12 file.

Optional: Create a self-signed certificate on the ESA/SMA for SAML Single Sign-On.
If required, password-protect the private key.

% Note: If PEM-formatted certificates are used, preserve each certificate and private key in separate

files.



SAML Settings
Service Provider Settings
Profile Name: __Esu

[Configuration Settings:

Entity 1D: (3 —

Name ID Format: 2 urnioasis: names:tesSAML: 1.1 nameid-
format: unspecfied _,..-_"'/_;_:

Assertion Consumer

wre: @ | itps:dhllll-esa2 example.com

¥

SP Certificate: _
® Select from Certificate List: [?) Select a Cerificate,,, ¥

Upload Certificate and Key: (7

Upload PRGCS #12: (7)

Uploaded Certificate Details:

Issuer: C=US\CN=SAML_S50\L=Raleigh\0=Cisco\ST=NC
‘emailaddress=]| NG ov-:s0_17¢

Subject: C=US\CN=SaML_SSO\L=Raleigh\O=Cisca\ST=NC
\ematiaddress- [N \OU -£5A_TAC

Expiry Sep 21 16:16:12 2022 GMT
Date:

Sign Reguests
Sign Assertions

Make sure that you configure the same settings on your fdentity Provider as well,

Organization Details:
9 Mame: ||:h|-i:.- corp

Display Name: ||:|.,,.,-5

URL: |h:tp';:.n’f{-scu.{cm

Technical Contact: Email: _—

Duplicates all settings except the
_ ‘ P p— = R .
Share this configuration across machines in cluster :I.-' Assertion Consumer URL

Service Provider Setup Page

Service Provider Setup Page

Sign Requests: Option to sign ESA/SMA SAML communication sent to the IdP.
Sign Assertions. Option to require the IdP to sign assertions sent to the ESA/SMA.
Organization Details. Can be populated with the appropriate company data.
Submit and Commit Changesto preserve the settings.

Download the SP M etadata from the SAML Configuration page.

Configurethe Identity Provider (1dP) to work with the ESA/SM A Appliances
% Note: Some IdPs require separate Applications or Realms for each ESA. (example: DUO)

These links provide sample configurations for multiple 1dPs at the time of publication.
Cisco TAC does not provide technical support for third-party products. These examples are provided as



references.

Configure I DP settings on the ESA/SM A

1. Navigate to System Administration > SAML.
2. Select Add I dentity Provider.

» Two options are available:

* Import IdP Metadata

» ConfigureKeys Manually:
» Entity 1D: Can be any value used to identify the IdP
* SSO URL: URL to which the SP sends SAML authentication requests
» Upload the private key and public certificate in separate files

3. Sharethis configuration across machinesin cluster to replciate he configuration across all ESAsin the
cluster:

SAML Settings

Identity Provider Setting

Profile Name: I My _I1dP

Lonfiguration Settings: | ) Configure Keys Manually

Entity ID: (2) ['ESA_IdP_cluster
SSO URL: (2 hitps:/login.myidp.con/ IR
N o csa
.
Certificate: Browse... Mo file selected.

Uploaded Certificate Details:
Issuer: C=US\CN=SAML_SSO\L=Raleigh\0O=Cisco\ST=NC
‘emailAddress={ N .CV=ESA_TAC

Subject: C=US\CN=SAML_SSO\L=Raleigh\0=Cisco\ST=NC

vemailaddress=EGTcTczNEEIN c-c54 TAC

Expiry Sep 21 16:16:12 2022 GMT
Date:

Import IDP Metadata

No file selected. Duplicates all settings

Share this configuration across machines in cluster (@ to Cluster Members

Manually Enter IdP Content

Manually Enter |dP Content

4. Upload Metadata from IdP



» Select Import |dP M etadata.

* Browse to the metadata file saved from the I|dP and save the configuration.

» The option to Share this configuration across machinesin a cluster isavailableif it appliesto the
deployment.

SAML Settings

Identity Provider Setting

Profile Name: | |azy RE_IDP

Cnnﬁguratinn SEttil'lg_'-'.: Cunﬁgure KE"I’S Hanua”v

Entity ID: (7)

SS0 URL: (7)

A
Certificate: Mo file selected.
© Import IDP Metadata
Browse.. Mo file selected.
Uploaded Metadata Details:
Entity ID: https://sts.windows.net/eat06&daa- 28e1f39e0b/
S50 URL: https:/flogin.microsoftonline.com/eat064aa- ) '28e1f39e0b/sami2
Duplicates all settings to |
Share this configuration across machines in cluster @j‘ Cluster Members

Upload Metadata from Idp

Upload Metadata from Idp

Enable External Authentication using SAML on the ESA/SM A

Similar to LDAP external authentication, SAML Single Sign-On requires mapping to assign groups to
administrative roles.

1. Navigate to System Administration > Users (Cluster Level) > External Authentication > Enable.
2. Select Authentication Type: SAML.

3. Attribute Name for Matching the Name Map (Optional): Enter the attribute name to search from the
group mapping.

% Note: The attribute name depends on the attributes configured for the Identity Provider to relay in the
SAML response. The appliance searches for matching entries of the specified attribute name in the
SAML response against the attributes configured in the Group Mapping field. If thisfield is not
configured, the appliance searches all attributes present in the SAML response against the configured
Group Mapping field.



4. Enter the group name attribute as defined in the SAML directory based on the predefined or custom user
role.

» The Group Mapping field must contain a group attribute. The Unspecified Groups attribute can be
added to authenticate SAML assertions or responses.

External Authentication Settings

¥ Enable External Authentication
Authentication Type: | samL  r
SAML Profile: CAML profile has been configured af System Administrabon > SAM|

Attribute Name for Matching the Group Map: (2 membergf

Abtribute Name, separate multiole éntries with a comma
Group Mappeng: Group Name in Directory Role (7 Add Row
ESA_Admens Clowd Admimstrator v ||
e e
[eine Subme

External Authentication Settings

External Authentication Settings

5. Submit and Commit Changes.

After successful configuration, anew link is displayed at the bottom of the logon page. The ESA/SMA
logon page displays a Use Single Sign-On link that redirects administrators to the corporate I dentity
Provider (1dP).

When selected, the administrator is redirected to the corporate SAML logon page.

loud Email Security Appliance -
ersion: 13.0.0-392 I

Username: | | *

Passphrass: | |

Use Single Sgn-On Link will redirect to SAML

Use Sngle Sgn-On Link redirects to SAML



Troubleshoot

Use these indicators to identify whether the issue is related to the appliance configuration or the IdP
configuration.

SSO Redirect Link does not Appear on the Login Page (" Use Single Sign-On™)
Confirm that System Administration > Users > External Authentication > SAML is configured.

Redirect Returnsto ESA/SMA Login Pagewith " Single Sign-On Authentication
Failed! Please contact your administrator."

Error: "Single Sign-On Authentication Failed! Please contact your administrator.”

» Authentication failed at the IdP.
» Thisindicates that the configuration is working to the point of reaching the Single Sign-On
authentication page and submitting credentials.
» Thisfailureis often dueto the IdP configuration and requires additional verification of 1dP
Settings.

Redirect Returnsto ESA/SMA Login Pagewith " Authorization Failure! Please contact
your administrator."

Error: "Authorization Failure! Please contact your administrator.”

» Authentication passed, but authorization failed at the ESA/SMA.
» Focus on the settings within Users > External Authentication > SAML.
» Attribute Name, Group Name, and Group Mapping.

Related | nfor mation

e Cisco Email Security Appliance - User Guides
» Cisco Content Security Management Appliance - User Guides
e Cisco Web Security - User Guides



https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-user-guide-list.html

