Configure Zoho Mail with ESA / CES
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| ntroduction
This document describes the procedure to configure and integrate Zoho mail with Cisco ESA / CES.
Prerequisites

Working knowledge and admin access to Zoho Dashboard.

Knowledge and access to Email Security appliance.

Configure Gateway on Zoho Admin Portal

1. Navigate to Portal > Mail Settings.

2. Configure your inbound and outbound gateway .
Inbound Gateway:

Add the IP addresses of Cisco ESA serversthat receive emails for the domain configured in your Zoho
account



Email Foli >
T Inbound Gateway IP Addresses

Emall Routing & An inbound gateway is a server through which all the incoming emails for your domain passes. The gateway processes the emails in some way, s

spam, and then passes it on to the server that delivers the emails to the recipients. Learn more
Configuration

Inbound Gateway IP address Select IP mask
| 32
Outbound Gateway /
Tools & Configurations 3 IP Addresses
Export Mail Account Mo inbound gateway configured
Retry Emails

Reject non-inbound gateway emails @ )

You can choose to accept or reject emails that are received from non-inbound gateways. Learn more

Outbound Gateway:

Specify the destination host (MX record or |P address) for your outgoing emails.

Email Policy 7
Outbound Gateway Configuration

Email Routing

An outbound gateway is a server through which all emails that sent from your domain pass. The gateway typi

: . spam, before delivering the email to other servers. Learn more
Configuration

Inbound Gateway Destination Host (MX / |P Address) *
Outbound Gateway
Apply for (7
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Export Mail Account

Retry Emails m Reset

Configure Cisco Email Gateway for both Inbound and Outbound

Configure Mail from Cisco Secure Email to Zoho Mail (Inbound)

Recipient Access Table

Configure Recipient Access Table (RAT) to accept mail for your domains:

1. Navigate to Mail Policies > Recipient Access Table (RAT).

2. Click Add Recipient.

3. Add your domainsin the Recipient Address field.

4. Choose the default action of Accept.

5. Click Submit.

6. Click Commit Changes in the upper right-hand of the Ul to save your configuration changes.



Recipient Details
Order: E1

Recipient Address: (2 [your_domain_here.com

Action: | [Accept v |
Bypass LDAP Accept Queries for this Recipient

Custom SMTP Response: (8) | No

O | Yes
Response Code: | |51

Response Text:

Bypass Receiving Control: (2 (® No
Yes

SM TP Routes

Set the SMTP route to deliver mail from Cisco Secure Email to your Zoho Mail domain:

1. Navigate to Network > SMTP Routes.
2. Click Add Route...
» Receiving Domain: enter your domain name.
* Destination Hosts: add your original Zoho Mail MX record.
3. Click Submit.
4. Click Commit Changes in the upper right-hand of the Ul to save your configuration changes.

Add SMTP Route

SMTP Route Settings

Receiving Domain: (2] [domaln‘com

Destination Hosts:

Priority (7) Destination (7) Port [ Add Row
[o |server.zoho.com | [25 I}

(Hostname, IPv4 or IPv6 address.)
Outgoing SMTP Authentication: | No outgoing SMTP authentication profiles are configured. See Network > SMTP Authentication

Note: DANE will not be enforced for domains that have SMTP Routes configured.

Destination Controls

Impose a self-throttle to a delivery domain in your Destination Controls as you do not want any throttling by
Zoho due to its unknown reputation.

1. Loginto your Gateway.
2. Navigate to Mail Policies > Destination Controls.



3. Click Add Destination and configure settings:
» Destination: enter your domain name
» Concurrent Connections: 10
* Maximum Messages Per Connection: 20
e TLS Support: Preferred
4. Click Submit.
5. Click Commit Changes in the upper right-hand of the User Interface (Ul) to save your configuration
changes.

DNS (M X Record) Configuration

You are ready to cut over the domain through a Mail Exchange (M X) record change. Work with your DNS
administrator to resolve your MX records to the | P addresses for your Cisco Secure Email Cloud instance, as
provided in your Cisco Secure Email welcome letter.

Configure Mail from Zoho Mail to Cisco Secure Email (Outbound)

Configure RELAYLIST on Cisco Secure Email Gateway

Refer to your Cisco Secure Email welcome letter. In addition, a secondary interface is specified for
outbound messages via your Gateway.

1. Loginto your Gateway.
2. Navigate to Mail Policies> HAT Overview.

Note: Make sure the Listener isfor Outgoing. OutgoingMail, or Mail Flow-Ext etc are most
common names used.

1. Click Add Sender Group...
2. Configure the Sender Group as:
* Name: RELAY_ZOHO
Comment: <<enter acomment if you wish to notate your sender group>>
Policy: RELAYED
Click Submit and Add Senders.
Sender: hostname of your zoho based domain (e.g .zoho.com) Note: The . (dot) at the beginning
of the sender domain name is required.
3. Click Submit.
4. Click Commit Changes in the upper right-hand of the Ul to save your configuration changes.

EnableTLS

1. Click <<Back to HAT Overview.

2. Click the Mail Flow Policy RELAYED. Under section Encryption and Authentication. For TLS,
choose: Preferred.

3. Click Submit.

4. Click Commit Changesin the upper right-hand of the Ul to save your configuration changes.



Verify
Test your Inbound and/or Outbound mail traffic:

Validate the mail logs in Message Tracking on your Cisco Secure Email and Web Manager (also known as
SMA) for mail logs tested for both inbound and outbound traffic.

Troubleshoot

1. Check for | P address and hostname used on both Zoho and Cisco CES

2. Check if the RAT, SMTP Routesis all configured correctly.



