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This document describes how to request accessto their Cloud Email Security (CES) CLI.

Background I nformation

Cisco CES customers are entitled to access the CLI of their ESA and SMA provided through an SSH Proxy
using key authentication. CLI accessto your hosted appliances must be limited to key individuals within
your organization.

Linux and Mac Users

For Cisco CES customers:
Instructions for a shell script utilizing SSH in order to make CLI access via CES proxy.

Prerequisites

As a CES customer, you must have engaged CES On-Boarding/Ops, or Cisco TAC in order to have SSH
Keys exchanged and placed:



1. Generate Private/Public RSA key(s).

2. Provide Cisco with yourPublicRSA key.

3. Wait for Cisco to save and notify you that your key(s) have been saved to your CES customer
account.

4. Copy and modify the connect2ces.sh script.

How do | create Private/Public RSA keys(s)?

Cisco recommends using 'ssh-keygen' on the terminal/CL1 for Unix/Linux/OS X. Use the ssh-keygen -b
2048 -t rsa -f ~/.ssh/<NAM E> command.

S

Note: For more information, visit https.//www.ssh.com/academy/ssh/keygen.

Ensure that you safeguard access to your RSA private keys at all times.

Do not send your private key to Cisco, only the public key (.pub).

When submitting your public key to Cisco, identify the email address/first name/last name that the
key isfor.

How do | open a Cisco Support Request to provide my public key?

Navigate to this link.

Ensure that you properly identify the SR as'Cisco CES Customer SSH/CLI Setup', and so on.

Configuration

In order to get started, opencopy the script providedand use one of these proxy hosts for the Host Name.

Ensure you choose the correct proxy for your region (that is, If you are aUS CES customer, in order to
reach F4 data center and appliances, use the f4-ssh.iphmx.com. If you are an EU CES customer with an
appliance in German DC, use f17-ssh.eu.iphmx.com.).

AP (ap.iphmx.com)
f15-ssh.ap.iphmx.com
f16-ssh.ap.iphmx.com

CA (ca.iphmx.com)
f13-ssh.ca.iphmx.com
f14-ssh.ca.iphmx.com

EU (c3s2.iphmx.com)
f10-ssh.c3s2.iphmx.com
f11-ssh.c3s2.iphmx.com

EU (eu.iphmx.com)(German DC)
f17-ssh.eu.iphmx.com
f18-ssh.eu.iphmx.com

US (iphmx.com)
f4-ssh.iphmx.com
f5-ssh.iphmx.com


https://www.ssh.com/academy/ssh/keygen
https://mycase.cloudapps.cisco.com/case
https://docs.ces.cisco.com/docs/cli-instructions-connect2cessh-linuxos-x-users#section-connect-2-ces-sh

What if | want to connect to morethan one Email Security Appliance (ESA) or
Security Management Appliance (SMA)?

Copy and save a second copy of the connect2ces.sh, such as connect2ces 2.sh.

S

Note: You will want to edit the ‘cloud_host' to be the additional appliance you wish to access.
Y ou will want to edit the 'local_port' to be something OTHER than 2222. If not, you will receive an
error, "WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED!"

How can | configure my ESA or SMA tolog in without prompting for a password?
Read this guide.
What can thislook like once |l havethe prerequisites completed?

joe.user@my_local > ~ ./connect2ces

[-] Connecting to your proxy server (f4-ssh.iphmx.com)...

[-] Proxy connection successful. Now connected to f4-ssh.iphmx.com.
[-] proxy running on PID: 31253

[-] Connecting to your CES appliance (esal.rs1234-01.iphmx.com)...

Last login: Mon Apr 22 11:33:45 2019 from 10.123.123.123
AsyncOS 12.1.0 for Cisco C100V build 071

Welcome to the Cisco C100V Email Security Virtual Appliance

NOTE: This session will expireif left idle for 1440 minutes. Any uncommitted configuration changes will
be lost. Commit the configuration changes as soon as they are made.

(Machine esal.rs1234-01.iphmx.com)>
(Machine esal.rs1234-01.iphmx.com)> exit

Connection to 127.0.0.1 closed.
[-] Closing proxy connection...
[-] Done.

connect2ces.sh

S

Note: Ensure you choose the correct proxy for your region (that is, If you are a US CES customer,
in order to reach F4 data center and appliances, use the f4-ssh.iphmx.com. If you are an EU CES
customer with an appliance in German DC, use f17-ssh.eu.iphmx.com.).

#l/bin/bash

#-- EDIT THE BELOW VALUES ------------=-===-=-=-
# The following values should aready be established with CES:
# cloud user="username"


http://How%20to%20configure%20SSH%20Public%20Key%20Authentication%20for%20login%20to%20the%20ESA%20without%20a%20password

# cloud_host="esaX.CUSTOMER.iphmx.com" or "smaX.CUSTOMER.iphmx.com"
## [ASSURE THAT YOU HAVE THE PROPER REGIONAL CESDATACENTER SET!]
# private_key="LOCAL_PATH_TO_SSH_PRIVATE_RSA_KEY"
# proxy_server="PROXY_SERVER" [SELECT ONLY ONE!]

#

## For 'proxy_server', these are SSH proxies:

HH

## AP (ap.iphmx.com)

### f15-ssh.ap.iphmx.com

## £16-ssh.ap.iphmx.com

HH

## CA (caiphmx.com)

### f13-ssh.ca.iphmx.com

### f14-ssh.ca.iphmx.com

HH

## EU (c3s2.iphmx.com)

### £10-ssh.c3s2.iphmx.com

### £11-ssh.c3s2.iphmx.com

fazzd

## EU (eu.iphmx.com)(German DC)

### f17-ssh.eu.iphmx.com

## £18-ssh.eu.iphmx.com

fazzd

## US (iphmx.com)

## f4-ssh.iphmx.com

## f5-ssh.iphmx.com

cloud user="username"
cloud_host="esaX.CUSTOMER.iphmx.com"

private key="LOCAL_PATH_TO_SSH_PRIVATE_RSA_KEY"
proxy_server="PROXY_SERVER"

#-- LEAVE THESE VALUES ASIS --------------m-----
# 'proxy_user' should not change

# 'remote_port' stays 22 (SSH)

# 'local_port' can be set to different value, if needed

proxy_user="dh-user"
remote_port=22
local_port=2222

#-- DONOT EDIT BELOW THISLINE ----=---=====-——-

proxycmd="ssh -f -L $local_port:$cloud_host:$remote_port -i $private key -N
$proxy_user@$proxy_server"

printf "[-] Connecting to your proxy server ($proxy_server)..\n"

$proxycmd >/dev/null 2>& 1

if nc-z 127.0.0.1 $local_port >/dev/null 2>& 1; then

printf "[-] Proxy connection successful. Now connected to $proxy_server.\n"
else

printf "[-] Proxy connection unsuccessful. Quitting...\n"

exit

fi



# Find proxy ssh process

proxypid="ps -xo pid,command | grep "$cloud_host" | grep "$proxy_server" | head -nl | sed "s/[ \t]*//" | cut
-d"t-fr

printf "[-] proxy running on PID: $proxypid\n"

printf "[-] Connecting to your CES appliance ($cloud_host)...\n\n"
ssh -p $local_port $cloud _user@127.0.0.1

printf "[-] Closing proxy connection...\n"
kill $proxypid

printf "[-] Done\n"

#-- Want to avoid having to type password each time?

#-- See: https://www.cisco.com/c/en/us/support/docs/security/email -security-appliance/118305-technote-
esa-00.html

#-- Need access to more than one ESA or SMA? Copy the same script and rename to connect2ces 2.sh, or
similar.

Origina doc: https://github.com/robsherw/connect2ces.

Windows Users

Instructions for using PUTTY and utilizing SSH in order to make CLI access via CES proxy.
Prerequisites

As a CES customer, you must have engaged CES On-Boarding/Ops, or Cisco TAC to have SSH Keys
exchanged and placed:

1. Generate Private/Public RSA key(s).

2. Provide Cisco with your Public RSA key.

3. Wait for Cisco in order to save and notify you that your key(s) have been saved to your CES customer
account.

4. Setup PUTTY as detailed here in these instructions.

How do | create Private/Public RSA keys(s)?

Cisco recommends using PUTTY gen (https:.//www.puttygen.com/) for Windows.

For more information: https://www.ssh.com/ssh/putty/windows/puttygen.

S

Note: Ensure that you safeguard access to your RSA private keys at all times.

Do not send your private key to Cisco, only the public key (.pub).

When submitting your public key to Cisco, identify the email address/first name/last name that they
key isfor.

How do | open a Cisco Support Request to provide my public key?

Navigate to this link.


https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118305-technote-esa-00.html
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118305-technote-esa-00.html
https://github.com/robsherw/connect2ces
https://www.puttygen.com/
https://www.ssh.com/ssh/putty/windows/puttygen
https://mycase.cloudapps.cisco.com/case

Ensure that you properly identify the SR as'Cisco CES Customer SSH/CLI Setup', and so on.

How can | configure my ESA or SMA tolog in without prompting for a password?
Read this guide.

PuTTy Configuration

In order to get started, open PUTTY and use one of these proxy hosts for the Host Names:

Ensure you choose the correct proxy for your region (that is, If you are a US CES customer, in order to
reach F4 data center and appliances, use the f4-ssh.iphmx.com. If you are an EU CES customer with an
appliance in German DC, use f17-ssh.eu.iphmx.com.).

AP (ap.iphmx.com)
f15-ssh.ap.iphmx.com
f16-ssh.ap.iphmx.com

CA (ca.iphmx.com)
f13-ssh.ca.iphmx.com
f14-ssh.ca.iphmx.com

EU (c3s2.iphmx.com)
f10-ssh.c3s2.iphmx.com
f11-ssh.c3s2.iphmx.com

EU (eu.iphmx.com)(German DC)
f17-ssh.eu.iphmx.com
f18-ssh.eu.iphmx.com

US (iphmx.com)
f4-ssh.iphmx.com
f5-ssh.iphmx.com


http://How%20to%20configure%20SSH%20Public%20Key%20Authentication%20for%20login%20to%20the%20ESA%20without%20a%20password

i PUTTY Configuration

Categony:
= S_essiu:un | B azic optionz for pour PuT T zezzion |
= T L.Dglglng — Specify the destination you want to connect to
—J- Termina
- Kephoard Host Mame [or [P address] Port
- Bell |F4-ssh.iphms. com |22
- Features Connechion bpe:
- Window " Raw  Telnet ©© Rlagin & S5H  Serial
- Appearance }
- Behaviour — Load, zave or delete a stored sezsion
. Tranzlation Saved Sesszions
- Selection
& I:"" E':'l':'t!‘m Default Settingz Load |
=] Connection
- Data S ave |
- Prosy
- Telnet Delets |
- Rlogin
[+-55H
- Seial Cloze window on exit:
© Alwaps Newer  (* Only on clean exit

About |

ClickDataand for login details, use auto-login username and enter dh-user.

Open I

Cancel

% PuTTY Configuration
Categary:
=- S_ESSiDn Drata to gend to the server |
L.Dggmg Login detailz
[=I- Terrninal
- Kepboard Auto-login username Idh-user
- Bell _ _
. Features — Terminal detailz
[=]- Wfirdow T erminal-type string I:-:term
- Appearance :
Bpp . Terminal zpeeds |384EIEI,384EIEI
- Behawviour
Translgtlnn — Environment variables
- Selection
- Colours Yariable | #dd
[=- Connection
Value I Femove |
--:It-:l

- Prows
- Telnet
- Rlogin
[+-55H
- Sernial

About |

Cancel

Open I

Choose SSH and check Don't start a shell or command at all.



2 PuTTY Configuration Pl

Category:
- S_ESSiDn | Options contralling 55H connections |
= T L.Dglglng Data to gend to the server
—I- Termina
- Keyboard Remote cammand:
- Bell I
- Features
= Window
- Appearance v Don't start a shell or command at all
. Behaviour [" Enable compression
- Tranzlation Prefered S5H protocal version;
- Selection T tonly 1 v 2 2 arly
- Colours . .
- Cannection — Encruption optionz
- Data Encryption cipher selection policy:
- Pramy AES [S5H-2 only]
- Telnet Blowfish Up
Ene ADES _|
- warn below here -- D
3 Archour [S5H-2 anly) o |
DES
[~ Enable legacy use of zsingle-DES in 55H-2

Aot | Open I Cancel

Click Authand for Private key file for authentication, browse and choose your private key.

2 PuTTY Configuration x|
Cateqgaory:
- Keyboard ﬂ | Optiong contraling S5H authentication |
- Bell
.. Features ™ Bupass authentication entirely [SSH-2 anly]
B 'W'lni-:uw —Authentication methods
- Appearance
EEEaviuur IV attempt authentication using Pageant
— Translation [~ &ttempt TIS or CroptoCard auth [S5H-1]
- Galection V' Attempt "'kephoard-interactive’ auth [SSH-2)
5 I:;-.ﬁ::ljt;-gri —Authentication parameters
- Data ™ Allow agent forwarding
- Prasy [T Allow atternpted changes of username in S5H-2
- Telnet Frivate key hle for authentication:
- Rlogin I Browse... |
- 55H
- Kes
LTTY
=11
----- Tunnels
..... Bugs |
- Serial (=
Ahout | Open I Cancel |
Click Tunnels.

Enter in a Sour ce port; thisis any arbitrary port of your choice (example uses 2200).



Enter in aDestination; thisisyour ESA or SMA + 22 (specifying SSH connection).

2 PUTTY Configuration x|
Categony:
- K.eyboard ﬂ | Options controling S5H part forwarding
EE”t — Port formarding
- Features
S Window [™ Local ports aceept connections from other hozts
- Appearance [~ Remaote ports do the same [55H-2 only]
- Behaviaur Forwarded ports: e |
- Tranglation
- Selection
- Colours
=] C fi
= ?_h;?;m Add new fonwarded port; /
- Prasy Source port IEEEIEI &dd |
- Telnet - -
- Rlagin Destination Ieseﬂ o iphn. con; 22
* Local " Flemate " Dynamic
' Auto 0 |Pvd " IPvE
»
Open I Cancel
After you click Add it must look like this.
@ PuTTY Configuration x|
Categaory:
- K.eyboard ;I | Optione cantraling S5H part fansarding |
EE”t — Part fonwarding
- Features
5 Window [ Local ports aceept connections from other hosts
. Appearance [~ Femoate ports do the same [S5H-2 only
. Behaviour Fonwarded ports: Blemiawe
- Tranzlation -
. S glaction L2200  esal.pouiphmxcon: 22
- Colours
= C i
= lfl_r_-lgl::;:h Add new fonwarded port:
- Prawgy Source port I
- Telnet -
- Rlagin Destination I
El- 55H % |ocal " Remate " Dwnamic
- Kew % Auto = IPyd " IPvE
----- Buth
o TTY
AR
----- Tunrels
..... Bugs
- Serial
About | Open Cancel




In order to save the session for future use, click Session.
Enter aname for your 'Saved Session', and click Save.

% PuTTY Configuration x|
Categary:
= zi = | Bazic options for your PuT T seszion |
- Termingl — Specify the destination you want to connect to
= Termina
- Kevhoard Hast Mame [or IP address] Part
- Bell If#-ssh.iphm:-:.u:u:um |22
- Features Connection pe:
= Window " Raw © Telet © Rlagin @ S5H  Serial
- AppEarance }
.. Behaviour ~ Load, zave or delete & stored sezsion
. Tranzlation saved JEsII0Ns
- Selection [Fy Saved Session
& E"" E':'l':'tf'"s Default Seftings Load
=J- Connection
- Data -
- Prosy
o Telnet Delete |
- Rlogin
- 55H
Kex i Cloze window on exit:
'?_‘#t\? O Alwaps ¢ Never 0 Only on clean exit
ol |
Abavt | Open I Cancel |

At thistime you can click Open and initiate the proxy session.

There will not be any login or command prompt. Y ou will now need to open a second PUTTY session to
your ESA or SMA.

Use the hostname 127.0.0.1 and use the source port number in the tunnel configuration shown earlier.
For this example, 2200 is used.

ClickOpenin order to connect to your appliance.



2 PuTTY Configuration x|
Categony:
=l S.essinn | B azic options for your PuT T zeszion |
L_u:ugglng pecify the destination you want to connect ko
[=I- Terrminal
Host Mame [or IP address] Purt
- K.evboard
- Eell [127.0.0.1 2200
- Features annection tpe:
= Window " Raw © Telet £ Rlogin ™ 55H ¢ Serial
- AppEarance B i
.. Behaviour Load, zave or delete a stored session
.. Tranzlation Saved Seszions
- Selection
I::::I::u_urs Drefault Settings Load |
[=]- Connection
- Data Cave |
- Prosy
- Telret Delete |
- Rilogin
[+- 55H
-~ Serial Cloze window on exit:
 Alwaps Mewver & Only on clean exit
Ahout | Open I Cancel

When prompted use your appliance username and password, the same as you will with Ul access.

Troubleshooting

If your SSH key pair was generated using OpenSSH (non-PuTTy), you are unable to connect and will be
presented with an "old PEM format" error.



PuTTY Fatal Error

(server sent: publickey)

Disconnected: No supported authentication methods available

oK

The private key can be converted usingPuTTY Key Generator.

Open PUTTy Key Generator.
ClickL oadin order to browse and load your existing private key.

Y ou will need to click the drop-down and chooseAll Files (.)so you can locate the private key.

ClickOpenonce you have located your private key.
Puttygen will provide a notice like in thisimage.



https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
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File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

ssh-rsa A
AAAAB3NzaC1yc2EAAAADAQABAAACAQDBI1R657syE4AMM7WDEZWNGHSDbRptJsq
XLdYO0iW70r1thQWCZ9drKaezW8aVXgSTwiKvpldoyP7JNyLTA6HzXEJGR

+5598zsl ) 'm0
ovPinryp| PuTTYgen Notice X bV o
Key finger e

Key comnm 0 Successfully imported foreign key

(OpenSSH SSH-2 private key (old PEM format)).

s To use this key with PuTTY, you need to

Confirm p use the "Save private key" command to

save it in PuTTY's own format.

Actions
Generate e
Load an e OK
Save the gemerarsuwey T SdveE PUDNC KEY T oave privae key
Parameters
Type of key to generate:
(® RSA (O DsA (O ECDSA (O ED25519 (O SSH-1 (RSA)
Number of bits in a generated key: 2048

» ClickSave private key.
* Fromyour PUTTY session, use this converted private key and save the session.
» Attempt re-connecting with the converted private key.

Confirm that you are able to access your appliances via the command line.



