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This document describes the flow of events between AnyConnect and the Secure Gateway during an
SSLVPN connection establishment.

Background I nformation

AnyConnect

AnyConnect is the Cisco VPN client designed for Secure Socket Layer (SSL) and Internet Key Exchange
(IKEv2) protocols. It is available for most of the desktop and mobile platforms. AnyConnect primarily
establishes secure connections with Firepower Threat Defense (FTD), Adaptive Security Appliances (ASA),
or Cisco IOS® and Cisco |I0OS® XE routers called Secure Gateways.

Secure Gateway

In Cisco terminology, an SSL VPN server is called a Secure Gateway, while an (IPSec) IKEV2 server is
known as a Remote Access VPN Gateway. Cisco supports SSL VPN tunnel termination on these platforms:



Cisco ASA (ASAv, 5500, and 5500-X Series)

Cisco FTD (FTDv, 1000, 2100, 3100, 4100, 4200, and 9300 Series)
Cisco ISR 4000 and ISR G2 Series

Cisco CSR 1000v

Cisco Catalyst 8000v

AnyConnect SSL VPN Connection Flow

The events that take place between AnyConnect and the Secure Gateway during an SSL VPN connection
establishment are divided into six phases:

1. SSL Handshake

2. POST - Group Selection

3. POST - User Authentication with Username/Password (Optional)
4. VPN Downloader (Optional)

5. CSTP CONNECT

6. DTLS Connection (Optional)

SSL Handshake

The SSL handshake is initiated by the AnyConnect Client after the completion of the Transmission Control
Protocol (TCP) 3-way handshake with a Client Hello message. The flow of events and the key takeaways
are as mentioned:

Client Hello

The SSL session begins with the client sending a Client Hello message. In this message:

* The SSL Session ID isset to O, indicating the initiation of a new session.
» The payload includes the client supported cipher suites and a client-generated random nonce.

Server Hello

The Server responds with a Server Hello message, which includes:

» The selected cipher suite from the list provided by the client.
» The server generated SSL Session ID and a random nonce.

Server Certificate

After the Server Hello, the server transmits its SSL certificate, which serves asits identity. Key points are:

« |f this certificate fails a strict validation check, AnyConnect, by default, blocks the server.
» The user has the option to disable this block, but subsequent connections display a warning until the
reported errors are resolved.



Client Certificate Request

The server can also request a client certificate, sending alist of Subject Name of all the Certificate
Authorities (CA) certificates |oaded on the Secure Gateway. This request serves two purposes:

* It helpsthe client (user) choose the correct identity certificate if multiple ID certificates are available.
» Ensures that the returned certificate is trusted by the Secure Gateway, although further certificate
validation must still occur.

Client Key Exchange

The client then sends a Client Key Exchange message, which includes a pre-master secret key. Thiskey is
encrypted using:

» Thepublic key of the server from the server certificate, if the chosen cipher suite is RSA-based (for
example, TLS_RSA_WITH_AES 128 CBC_SHA)

» The DH public key of the server provided in the Server Hello message, if the chosen cipher suiteis
DHE-based (for example, TLS DHE_DSS WITH_AES 256 CBC_SHA).

Based on the pre-master secret, the client-generated random nonce, and the server-generated random nonce,
both the client and the Secure Gateway independently generate a master secret. This master secret is then
used to derive session keys, ensuring secure communication between the client and the server.
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POST - Group Selection

During this operation, the client does not possess information about the connection profile unless explicitly
specified by the user. The connection attempt is directed toward the Secure Gateway URL
(asa.example.com), as indicated by the group-access element in the request. The client indicates its support
for aggregate-authentication version 2, which represents a significant improvement over the earlier version,
particularly in terms of efficient XML transactions. Both the secure gateway and the client must agree on the
version to be used. In scenarios where the secure gateway does not support version 2, an additional POST
operation istriggered, causing the client to fall back to the earlier version.

In the HTTP response, the secure gateway indicates these:

» Theversion of aggregate authentication that the secure gateway supports.
» Tunnel group list and the Username/Password Form.



Note: The Form includes a select element, which lists the group aliases of all connection profiles
configured on the secure gateway. By default, one of these group aliases is highlighted with the
selected = "true" boolean attribute. The tunnel-group and group-alias elements correspond to this
chosen connection profile.



Anyconnect

POST / HTTP/11

Host: :

User-Agent: AnyConnect Windows 5.L.1.42

Accept: */*

Accept-Encoding: identity

X-Transcend-Version: 1

X-Aggregate-Auth: 1

Connection: close

Content-Length: 812

Content-Type: application/x-www-form-urlencoded

<Zxml version="1.0" encoding="UTF-§"%>

<config-suth client="vpn" type="init” aggregate-auth-version="2">

<wversion who="vpn">61142</version>

<device-id>win</device-id>

<mac-address-list>

<mac-address public-interface="true">00-50-56-bd-c3-bi</mac-address></ mac-address-list>
<group-access>httpa:/ = [group-access>

</jconfig-auth>

$8L Session Close

POST - Group Selection 1

Secure Gateway

HTTP/11 200 OK

Content-Type: text/xml; charset=utf-8
Transfer-Encoding: chunked
Cache-Control: no-store

Pragma: no-cache

Connection: Keep-Alive

Date: Thu, 05 Sep 2024 04:45:24 GMT
X-Aggregate-Auth: 1

<¥xml version="1.0" encoding="UTF-4"7>

=config-auth elient="vpn" type="auth-request” version="2">
<aggregate-mith=

<opaque is-for="gg">
<tunnel-group>Accounts_TG</tunnel-group:
«group-aliassAccounts</group-aliass
<config-hash>1725611216623</config-hash>

< opagque>

<auth id="main">

<title>Login</title>

<messagesPlease enter your username and password.</messages
<banner></banner>

<farms

<input type="text” name="username"” label="Username:"></input>
<input type="password" name="password” label="Password:"></input>
<select name="group_list" label="GROUP:">

<option sel d="true">A < optl

<option>Sales</option>

<fselect>

=fform:

<fauths

<feonfig-auths

851 Session Close

b 4

If the user chooses a different connection profile from this list, another POST operation takes place. In this
case, the client sends a POST request with the group-select element updated in order to reflect the chosen
connection profile, as seen in thisimage.
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881 Session Resumption —J 35L Session Resumption

POST [ HTTP/11 N

Host: __

User-Agent: AnyConnect Windows 5.1.1.42

Accept: */* HTTP/11200 OK

Accept-Encoding: identity Content-Type: text/xml; charset=utf-8

X-Transcend-Version: 1 Transfer-Encoding: chunked

X-Aggregate-Auth: 1 Cache-Control: no-store

Connection: close Pragma: no-cache

Content-Length: 1074 Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded Date: Thu, 05 Sep 2024 04:45:28 GMT
X-Aggregate-Auth: 1

<¥xml version="L0" encoding="UTF-§">

<config-auth client="vpn® type="init" aggregate-auth-version="2">

<version whos"vpn®»5.1.142< version>

<device-idswin</device-ids

<mac-wddress-list>

<mac-wddress public-interface="true>00-50-56-bd-c3-ba</mac-address> < /mac-address-list>
<group-select>Sales</group-select>

<capabilities></capabilities>

<jconfig-auth>

=¥xml version="1.0" encoding="UTF-8"7>

<config-auth client="vpn" type="auth-request” aggregate-auth-version="z">
<opaque is-for="ag">
<tunnel-group>Sales_TG</tunnel-group>
<group-alias>8ales</group-alias>
<config-hash>1725511216623</config-hash>

</opaque>

<auth ids"main">

<title> Login</title>

¢ =message>Please enter your username and password. </ messages
<banner></banner>

=farms>

<input type="text” name="username"” label="Username:"></input>
<input type="password” name="password” label="Pazsword:"></input>
<select name="group_list" label="GROUP:">
<gption>Accounts</option>
<option selected="true">8ales< /option>

</zelect>

= (forms
| <fauth>
<feonfig-auths

$58L Session Close $SL Session Close

W

POST - Group Selection 2

POST - User Authentication

In this operation, AnyConnect sends this information to the Secure Gateway:

» Chosen Connection Profile Information: This includes the tunnel-group name and the group alias as
indicated by the Secure Gateway in the earlier operation.
» Username and Password: The authentication credentials of the user.



Note: Since thisflow is specific to AAA authentication, it can differ from other authentication
methods.

In response to the POST operation, the Secure Gateway sends an XML file containing this information:

Session ID: Thisis not the same as the SSL session ID.

Session Token: Thistoken is later used by the client as the WebV PN cookie.

Authentication Status. Indicated by an auth element with id = success.

Server Certificate Hash: This hash is cached in the preferences.xml file.

vpn-core-manifest Element: This element indicates the path and version of the AnyConnect core
package, along with other components like Dart, Posture, | SE Posture, and so on. It is used by the
VPN Downloader in the next section.

vpn-profile-manifest Element: This element indicates the path (the name of the profile) and the SHA-
1 hash of the profile.



Note: If the client does not have the profile, the VPN Downloader in the next section downloadsit.
If the client already has the profile, the SHA-1 hash of the client's profile is compared with that of
the server. In case of amismatch, the VPN Downloader overwrites the client profile with the one
on the Secure Gateway. This ensures that the profile on the Secure Gateway is enforced on the
client after authentication.
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Secure Gatewny

POST [ HTTPfL1Host: 1
User-Agent: A dows 8.1.1.42

Accept: */*

«<fxm] versions="1.0" encoding="UTF-87>

<config-auth elient="vpa" type="auth-reply” aggregate-auth-version="2"> <version
who="vpn">5.1Laz¢/version> <device-id . >win</device-id>

<mac-address-lst=

<muac-address public-interfsces"true">00-50-56- bud: c3-bd< /mac-addresss> </mac-address.list>
<sesabon-tokens < fsesslon-tokens

cression-id>/sessionsid»

<opaque i-for="sg">

<tunnel-group>Sales_TG«/tunnel-group>

<group-alins>Sales</group-aling

<config-hashe-17ess11216623< config-hash=</opaque:>

<auths

<password>cisco</password>

cusernamesciseo< fusernames-</auths

<group-select=Salea</group-select>

«config-auths

%81 Session B

HTTP/11200 0K
Content-Type: text/xmb charset=utf-a
Transfer-Encoding: chunked
Cache-Control: no-store

Pragma: no-cache

Connection: Keep-Alive

Duate: Thu, 05 Sep 2024 04:45:34 GMT
X-Aggregate-Auth: 1

<Txml version="L0" encoding="UTF 87>

<config-auth client="vpn® type="complete” nggregate-nuth-version="s"

<session-id>-2069331968</sension-id>
sl L

2 aLAE0sBoECTEEFss DALGAOCEFTH zaA < neaion
<auth id="suceess™s
<banners.</banners
<message id="0" parami="" parama="">< messges
<fauths
<capabiliviess
<eryplo-supported >ssl-dhe</crypto-supported>
</capabilities>
<config cent="vpn® type="private®s
<vpn-hase-configs
<base-package-uri= (CACHE ste,/2< base-package-uri>
<server-cert-hash> 5299 AICMDTZIAFDPSES 1568 28 FIFFED ECEDF< /server-cert -hash>
</vpn-base-config=
<opaque is-for="vpa-client"><service-profil ifests
<ServiceProfiles rev="10"> <Profile service-types"user">
<FileName>«/FileNames
<FileExtensionzxml</FileExtensions
<Directory></Directory> <DeployDirectorys</DeployDirectory>
«[eseription>AnyConnect VPN Profile</Description:
<DownleadRemoveEmpiy=falee</DownloadRemoveEmpty=
«/Profile=
</ServiceProfiless
< service-profile-manifests
<vpn-client-pkg-versions
<phgversionss, 11424 pkgversions
< wpn-client-pkg-versions
<vpn-core-manifest>
VP Pev="LO"
<file version="5.11.42" id="VPNCore" is_core="yes" type="mai* action="Install® oe="win:10.0.10240%>
<urisbinaries/daco-seeure-cllent-win-s L1.42-core-vpn-webd eploy-ke.mal < /ur>
<display-namesCiseo Secure CHent - AnyConnect VPN</display-name:>
</ files

«file version="5. 1042 id="ISEPosture” < /file>
<file version="s.1.042" id="gina"—. </fle>
<file verslon="s1L142" id="NVM".. </file>
«<file verslon="5.1142" id="Umbrella"_ </file>
A2 id="NAM™... < /file=
cfile versions"s 114867 id="ZTA" «/filex
<fvpn=

< fwpn-core-manifests

</opagque>

<vpn-profile-manifests

<V Fev="LO">

<file type="profile" service-type="uscr'>

| <urisfCACHE/ste/profiles/nsav.xml«< uri>

<hash type="sha1"-ssEsiAAsDE21AZA2BDa1aFs17DABTO EF2Bes2 a9 hashs
«ffiles

<fvpn>

< fvpn-profile- manifest=

<vpn-customization-manifests

</files

< fwpns

< fwpn-language-manifest >

< feonfigs

«eonfig-auth>

83L Bession Close —| 981 Session Close

POST - User Authentication

AnyConnect Downloader

The AnyConnect Downloader always initiates anew SSL session, which is why users can encounter a
second certificate warning if the certificate of the Secure Gateway is untrusted. During this phase, it
performs separate GET operations for each item that must be downl oaded.



Note: If the client profile is uploaded on Secure Gateway, it is mandatory for download; otherwise,
the entire connection attempt is terminated.
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[ New ] SSL Session-2 | New | 851 Session-2

GET [CACHE/stc/profiles/asav.xm] HTTP,/11

User-Agent: AnyConnect Downloader Windows 5.1.1.42 HTTP/11 200 OK
Accept: ®/* Content-Type: text/xml
Cookie: webvpn=12A3F3@-2069331968..... Content-Length: 2816 Cache-
P— Control: max-age=6000
Connection: Keep-Alive

Date: Thu, 05 Sep 2024 04:46:55 GMT

>
<HostEntry=
<HostName>ASAv</HostName>
<HostAddress> ) </HostAddress>
<(HostEntry>
</BerverList>
<[AnyConnectProfile>

881 Session-2 Close ey 33L Session-2 Close

VPN Downloader

CSTP CONNECT

AnyConnect performs a CONNECT operation as the final step in establishing a secure channel. During the
CONNECT operation, the AnyConnect client sends various X-CSTP and X-DTLS attributes for the Secure
Gateway in order to process. The Secure Gateway responds with additional X-CSTP and X-DTLS attributes
that the client applies to the current connection attempt. This exchange includes the X-CST P-Post-Auth-
XML, accompanied by an XML file, which islargely similar to the one seen in the POST-User
Authentication step.

After receiving a successful response, AnyConnect initiates the TL S data channel. Simultaneously the
AnyConnect Virtual adapter interface is activated with an MTU value equal to X-DTLS-MTU, assuming
that the subsequent DTL S handshake is successful.
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[ Mew ] 851 Session-3 3| New | 851 Session-3
CONNECT [CSCOSSLC/ tunnel HTTRfL1
Host: e
User-Agent: Cisco AnyConnect VPN Agent for Windows 5.1.1.42
Cookie: webvpn=12A3F3@- 2065331968 HTTP{11 200 OK Server: ASA (5.15(4)42)
K-CETP-Version: 1 X-CBTP-Version: 2
X-CSTP-Hostname: DESKTOP-PMHSETS X-CETP-Protocol: Copyright (c) 2004 Cisco Systems, Inc.
X-CETP-MTU: 1399 X-C8TP-Address: 192.168.33.1
K-C3TP-Address-Type: IPve,IPv4 H-CETP-Netmask: 255.255.255.0
X-CSTP-Local-Address-[P4: 10.106.69.69 X-CETP-Hostname: H
X-CSTP-Base-MTU: 1500 X-CETP-DNS: «
X-CSTP-Remate-Address-TP4: 10.106.61.16 X-CSTP-DN8:
X-CETP-Full-1Pvé-Capability: true X-CETP-Lease- Duration: 1209600
X-DTLS-Master-Secret: 113385812F86CBAESF-..... X-CSTP-Session-Timeoul: none
X-DTLS-CipherSuite: DHE-REA-AES286-GCM- SHARR4:DHE-REA-AES 1S 6-SHASE: ..., X-CBTP-Seasion-Timeout-Alert-Interval: 60
X-DTLS12-CipherSuite: ECDHE-RSA-AES256-G0M-SHA284:ECDHE-ECDEA-ARS256-COM-8HAR4: | X-CETP-Session-Timeout- Remaining: none
X-DTLS-Accept-Encoding: lze X-C8TP-1dle-Timeoat: 1800
X-DTLS-Header-Pad-Length: o X-CBTP-Disconnected-Timeout: 1800
X-CSTP-Accept-Encoding: lzs.deflate X-CSTP-Default-Domain:
X-C8TP-Protocal: ight (c) 2004 Ci Inc. X-CSTP-3plit-Include: 10.106.45.0/255.255.255.0

X-CETP-Keep: true
X-CETP-Tunnel-All-DNS: false
| —— X-CSTP-DPD: 30 X-CSTP-Keepalive: 20
X-CSTP-MSIE-Proxy-Lockdown: true
X-CSTP-$marteard-Removal-Disconnect: true
X-DTLS-Session-ID; 0E66CF1T67BDCEIESTETEIFDIC 4
X-DTLS-Port: 443
X-DTLS-Keepalive: 20
X-DTLS-DPD: 30
X-CETP-MTU: 1398
K-DTLS-MTU: 1390
X-DTLS12-Cipherfuite: ECDHE-ECDSA-AES256-GCM-SHA3 84
X-CSTP-Routing-Filtering-Ignore: false
X-CSTP-Quarantine: false
X-CSTP-Disable-Always-On-VPN: false
X-CETP-Client-Bypass-Protocol: false
X-CSTP-TCP-Keepalive: true
X-CETP-Poat-Auth-XML:
<config-auth client="vpn" type="compleie” aggregate-auth-versjon="2">
<pession-id>-2069331968< seanion-id>
<pengion-token>12A3F3@- 2069331968 @08LA...< pession-token>
<guth id="success">
<message id="0" param1="" paramz=""></message>
</outh:=
<capabilities>
<eryplo-supportedssl-dhes/erypro-supported:

</capabilities>
<config client="vpn" type="private»
<vpn-base-config>
<base-package-urix/CACHE stcf2 </base-package-uri>
<gerver-cert-hash>£2D920A2C81D. < server-cert-hash>

</vpn-base-config>
«</config>
<eonfig-auths
Anyconnect VA enabled with DTLS
bt only TLS seszion has been
established so far

TLS Encrypted Data ——————3 TLS Encrypted Data

CSTP Connect

DTL S Handshake

This handshake is relatively quick due to the attributes exchanged between the client and server during the
CONNECT event. The Datagram Transport Layer Security (DTLS) handshake proceeds as.

Client

X-DTLSMaster-Secret: The DTLS Master Secret is generated by the client and shared with the server. This
key iscrucial for establishing asecure DTLS session.

X-DTLS-CipherSuite: Thelist of DTLS Cipher Suites supported by the client, indicating the encryption
capabilities of the client.

Server

X-DTLS-Session-ID: The DTLS Session ID assigned by the server for the client to use, ensuring session
continuity.

X-DTLS-CipherSuite: The cipher suite selected by the server from the list provided by the client, ensuring



both parties use a compatible encryption method.

Note: While the DTLS handshake is in progress, the TL S data channel continues to operate. This
ensures that data transmission remains consistent and secure during the handshake process. A
seamless transition to the DTL S data encryption channel occurs only after the DTLS handshakeis

complete.
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TLS Encrypted Data ————————3 TLS Encrypted Data
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DTLS Change Cipher Spec, L —
Encrypted Handshake Message

DTLS Encrypted Data ~————3 DTLS Encrypted Data

DTLS Handshake

DTLS Port Blocked

In the event that the DTL S port is blocked or the Secure Gateway failsto respond to DTLS Client Hello
packets, AnyConnect performs an exponential backoff with up to fiveretries, starting with a 1 second delay
and increasing up to 16 seconds.

If these attempts are unsuccessful, AnyConnect appliesthe actual TLS MTU, as specified by the X-CSTP-
MTU value returned by the Secure Gateway during the CONNECT operation, to the AnyConnect virtual
adapter. Since thisMTU differsfrom the earlier applied MTU (X-DTLS-MTU), areconfiguration of the
virtual adapter is necessary. This reconfiguration appears to the end-user as a reconnect attempt, though no
new negotiations occur during the process. Once the virtual adapter is reconfigured, the TLS data channel
continues to operate.
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TLS Encrypted Data &3 TLS Encrypted Data
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» Cisco VPN Technologies Documentation Reference

» Cisco Technical Support & Downloads



https://www.cisco.com/c/en/us/support/docs/interfaces-modules/virtual-private-network-module/221568-vpn-technologies-documentation-reference.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

