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Use the arrow keys to move betueen fields, and the TAB key to togyle
betueen the form fields and buttons.

Press the ENTER key when finished, or ESC to cancel.

#NOTE: Gateway for administration portal return traffic only.

IP Address
Netuwork Mask i
Gateway= (Optional) .

< 0K > <Cancel>
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& View Online Help
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Demo Data allows you to see how Cisco AMP for Endpoints works by populating
your Console with replayed data from actual malware infections. Enabling Demo.
Data will add computers and events to your Cisco AMP for Endpoints Console so
You can see how the Dashboard, File Trajectory, Device Trajectory, Threat Root
Cause, and Detections and Events displays behave when malware is detected
'Demo Data can coexist with live data from your Cisco AMP for Endpoints
deployment, however, because of the severity of some of the Demo Data

Accounts

Roman Valenta v

Demo Computers

WannaCry Click here to view PDF

The WannaCry attack involves a remote compromise through the Windows SMB
(Server Message Block) service using the ETERNALBLUE exploit. Upon system
‘compromise, the attacker drops the WannaCry ransomware variant that i iniially
identified by AMP for Endpoints using ransomware indicators of compromise, and
later by AMP Cloud signatures.

‘SFEicar Click here to view PDF
Learn how Indications of Compromise can alert you to potential maiware
‘problems and how to determine their effects in Device Trajectory.

ZAccess Click here to view PDF
Use Device Trajectory to watch a rootkit exploit privilege escalation on a
‘computer, and use File Trajectory to discover which other endpoints have been
‘compromised.

ZBot Ciick here to view PDF
See how a vulnerable version of Infernet Explorer can expose you to malware.
Use Device Trajectory to learn what happened and use application biocking lsts
10 stop the future execution of vuinerable programs.

CozyDuke Click here to view PDF
Trace a detection back to an abused DLL search path, block any communications
to s upstream CnC, and deploy an Endpoint I0C o contain further attacks.





OPS/217747-installation-and-configuration-of-amp-vi-53.jpeg
) —
OWNLORD https.://pe-packages. asp. cisco. con/PrivateCloud/3. 2.0/MOTD

‘o MOTD for today, nothing to download. Continuing.

JOANLOAD https<pe-packages. amp, 35co. con/Pr vateC] oud/3. 2.0/MOTD-AnpSync-1.0.7
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m"‘;' AMP for Endpoints  private cioud administration Portat

# | Configuration ~  Operations »  Status ~  Integrations ~

© Maintenance Mode

The device is in maintenance mode.
External services are unavaiable.

Updates keep your Private Cloud device up to date.

Support

© Sanity Check Failing

Check Update ISO

A Amouncements  ?Help @ Logout
Standaione | W | & |~

© Disabling TLS 1.011.1

& Download

© There is N0 150 loaded. Load an 1SO and try again

Content
© 3.2.0_202010081917
Gllent Definitions, DFG, Tetra Gontent Version

© ABSENT

Protect DB Version

Checked 24 minutes ago; the update check failed

Software

© 3.5.3_202111080345

Cloud Software Version

Checked 24 minutes ago; the update check failed.

% Update Content
% Import Protect DB

@ mport a Protect DB snapshot o your standalone device
©.The previous Protect DB import failed.
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“tsth’ AMP for Endpoints erwate Coud Adminstration Pota A Amnouncements  2Help @ Logout

# | Configuration - Operations - Status - Integrations - Support - 7 Standalone |

© sanity Check Failing

Updates keep your Private Cloud device up to date. & Download amp-sync

& Check Update ISO

©There is no ISO loaded. Load an ISO and try again
Content

9 3.2.0_ 202010081917 & Update Contert
Client Definitions, DFC, Tetra Con Versior
© ABSENT

Protect DB Versior ©Import a Protect DB snapshot to your standalone device.

Checked 1 minute ago: the update check failed

Software

Software

© 3.2.0 292010982118 @ Updat

Checked 1 minute ago: the update check failed
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cisco. AMP for Endpoints  private cious Administration portal Support  7Help @ Logout

# | Configuration ~  Operations ~  Status ~  Integrations ~  Support ~ ~ -

Installation Options.

o INStall or Restore

Hered ate nstaiston
> Installor Restore Either perform a clean installation or select a location to restore your device from. When restoring you will
> License have the option to edit your configuration before restore proceeds.

Clean Installation

Restore o ence ([

Restore a recovery file using your browser. Note that this method s only recommended for smal recovery
flles (less than 20MB)

L] + Choose Restore Fiie
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cisco’ AMP for Endpoints  private cioud Administration portai . Support  7Help @ Logout

# | Configuration -  Operations = Status +  Integrations = Support = -

Deployment Mode

stered ster nstalation

> istalor Restore v Cloud proxy mode performs disposition lookups against Cisco Cloud disposition senvers. Standalone
> Lcense v mods disables upstream communication with Cisco Cloud disposition servers and performs disposition
> Wekcome v _lookups against a local database
> Deployment Mode.

e o Epits ol

Accout

> Horswar Recuromsnts < Requies an Intemet connection and « May requir an ntmet connection
ccommunication with AMP for Endpoints. « Communication with AMP for Endpoints

Configuration Connectors managed by this device. Connectors managed by this device are

> Network  Disposition queries are proxied to the Cisco needed.

3 Date and Time: Cloud. « Disposition queries are handled by the Private

> Certificate Authoriies. « Content updates contain TETRA definitions. Cloud device.

> Upstream Proxy Server v « Content and software updates can be retrieved « Content updates contain TETRA definitions as

> et M and applied automatically. well as il disposiion information

> Notifications. « Updates may be downloaded separately or

> Backn v automaticaly on ths device.

> s

> Sysiog v

> Upates <
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# | Configuration v  Operations ~  Status ~ Integrations ~  Support v

© Maintenance Mode © Sanity Check Failing

Mount an Update ISO

150 Configuration

Mount Type 50 F,

Mount Status

No ISO mounted

8 Announcements  ?Help G Logout
/Standaione | W | @ |~

© Disabling TLS 1.0/1.1

oHeLP
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“dstl’ AMP for Endpoints  ervate Coud Administeaton Porta CSupport  ?Help @ Logaut

# | Configuration = Operations = Status = Integrations = Support = -

meeeeme . AMP for Endpoints Console Account

> nstatorRestore v Configure the iniial account for the AMP for Endpoints Console. The AP for Endpoints Console is the
> License. v maininterface for your AMP for Endpoints Private Cloud.
> wekome v
> Deployment ode v Name Roman Valenta
AP for Endpoints
Console Account
e s Business Name  Cisco - nalenta
Configuration ol G——com
> etwork Email Address
> Dateand Te o o

> Certicate Authores
> UpstreamProxy Server v

> Cisco Cous Password
> Emol v

> Notifcatons

> Backup v

> ssn

> sysg
> Updates.
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:
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:
:
!
!

99.96% done, estimate Finish Thu Nov 4 08:39:50 2021
99.96% done, estinate Finish Th Nov 4 08:39:51 2021
99.96% done, estinate Finish Thu Nov 4 08:39:51 2021
99.97% done, estinate Finish Th Nov 4 08:39:51 2021
99.97% done, estimate Finish Thu Nov 4 08:39:52 2021
99.97% done, estinate Finish Th Nov 4 08:39:51 2021
99.98% done, estimate Finish Th Nov 4 08:39:51 2021
99.98% done, estimate Finish Th Nov 4 08:39:52 2021
99.98% done, estimate Finish Thu Nov 2001
99.99% done, estimate Finish Thu Nov 4 08:39:52 2021
99.99% done, estinate Finish Thu Nov 4 08:39:52 2021
99.59% done, estinate Finish Th Nov 4 08:39:52 2021
99.99% done, estimate Finish Thu Nov 4 08:39:52 2021

100.00% done, estinate Finish Thu Nov 4 08:39:52 2021

Total translation table size: 0

Total rockridge attributes bytes: 345511

Total directory bytes: 512364

Path table size(bytes): 148

Max brk space used 2F0000

157803265 extents written (308209 ME)

Package successful: PrivateCloud-3.2.0-Updates-2021-11-03-prod. iso.

s
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st AMP for Endpoints  prvate cious asministration portal A Announcements  ?Help @ Logout

© Maintenance Mode © Sanity Check Failing

This page allows you to add and remove SSH keys on your Cisco AMP for Endpoints Private Cloud
device. SSH keys allow administrators remote root authentication to the device. Only trusted users
should be granted access.

Add SSH Key

Windows PuTTY

2021-11-17 23:01:01 40000

cdsansha2-nistp256 AN e ————————S—— - 7y 1297 b B30 TEIGFXERTO O A TIEDSKOXZA
T4DKNrTNBUS/77T6d/ JagxTPrixse
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AMP -- Private Cloud Advanced Malware Protection (ver. 3.2.8)
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' AMP for Endpoints eevte cioud Administeaton Pots . Suppot  ?Help & Logout

Configuration = Operations = Status = Integrations = Support = -

Installation Options

... Certificate Authorities

> mstator Restore
> Lcense
> Weicome
> Deployment ode.
AP for Endponts Console
Account
> Hardware Requrements

Add Certiicate Authority

O cerificate (click to collapse)

Issuer  AMPAPC

SR YRR

& Download
Subject  AMPAPC

5 letrk v ;
3 e i 5

3 Cortteste Autortes

> by senss

> Cisco Cloud





OPS/217747-installation-and-configuration-of-amp-vi-10.jpeg
Restarting ethd...

ERROR : [/etc/sysconf ig/netuork-scripts/ifup-eth] Error, some other host (88:6C:29:4
eady uses address 192.168.75.91.

ERROR : [/etc/sysconf ig/netuork-scripts/ifup-ethl Error, some other host (B8:8C:29:
eady uses address 192.168.75.91.
ERROR : [/etc/sysconf ig/netuork-scripts/ifup-eth] Error, some other host (88:6C:29:4

eady uses address 192.168.75.91

ERROR: The interface failed to reconfigure.

Press ENTER key to continue...
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AMP for Endpoints  rivate cioud Administration portal 2Help @ Logout

# | Confguration -~ Operations - Status = Integrations - Support ~ o Standalone | #w |

Installation Options

e REVIEW and Install

> bstato Restore ~ Revisw thefollwing information and, once you are satisfed ith your configuration sttings, begin the
> Lesnse <~ instllation. Nots that the configuration shown below cannot be aterd ater nstalaton
> weicoms v
> oepoymentiose v
> Stndstne Opeion
R Clean Installation
2 Hardwacs Roouroausts (v A clean installation will be performed.
Configuration
> Network v
> Dute and Tine v installation Typo e
> coteno autortes v
> UpsteomproxyServer
3 e % Standalone Air Gap
> Emel 60 « Does not require an Intemet Connection
loitcsbons) ¥ = Communication ith AMP for Endpoints Connectors managed by this device are needed.
0. ue) o « Disposition queries are handled by the Private Cloud device.
> ssw 0 | - Coment updates contan TETRA deftons ss well s e cisposkion iformaion.
i 3::’:’ : = Updates must be downloaded separately and applied to this Private Cloud device.
Services.
> Autnenteation v AMP for Endpoints Console Account 2 Edit
> AU o ncpontsConsce v
>Osostonsener ¥ Name Roman Valenta
| swostonsener
xtendeaprotoes Email Address ol eg—
Ospostontpdse
Serve Businss Name Cisco varvodia PC2
Fespower anagenent
Center 4
Recovery sEdt

Uploaded Recovery File Matches Current Settings.
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L','szl. AMP for Endpoints  erivate cloud administration portal . Support ?Help @ Logout
# | Configuation - Operations = Status - Integrations = Support ~ SE

Installation Options

. Authentication Configuration

> istator Restore
> Lesnse
> Welcome
> Deploymentode:

AP for Encpons Console
Aceount

> Hardware Requrements

Authentication Hostname oner

] Validate DNS Name

IR ERY

Authentication Certificate Disable Strct TLS Check | Undo || Replace Certiicate
Configuration

> Network

> Date and Tme

> Certiate Autnorties
> Upstream Proxy Server
> Csco Cloud

> Emait

> oticatons

> Backup

> st

> Sysig

> Updates

® Certificate (Pen .crt) @ Key (PEH -key)
Certiicate file has been uploaded Key file has been uploaded.
Certficate is in a readable format Key contains a supported key type
Certificate start and end dates are valid Key contains public key material

Certificate contains a subject Key contains private key material

R R RN NY

Cenificate contains a common name.

[ojcMoNoNol

Key contains a public key matching

Services the uploaded certficate

B —
>R for Endponts Console
> Disposton Server
 Dpostn Sarver
Extended rotacol
Dispostion Update
? servie Cerificate is signed by a trusted root
Frepoweransgement authority.

> Center

Other W WPC2-Authenticatic  + Choose Cerificate =—=\PC2-Authentication.cybarvorld.local.crt

Cenicate contains a public key

‘matching the uploaded key. B PC2-Authenticatic |+ Choose Key

Cerificate matches hostname. T

VPC2-Authentication.cyberworld.local pem

> Recovery
> Reviw and nstal

> sarrsallaion
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cisco AMP for Endpoints  prvate cioud administraion portal

@ | Confguraton ~  Operations +  Status ~ Integrations = Support ~

Installation Options.

he License secton

> nstallorRestore

> cense

> Welcama

> Deployment ode

> Standalone Operation
AP fo Endpoints Cansole

> pezount

> Haroware Requirements

ERR RN

Configuration
> Network

> DateanaTime

> Certcats utnorties

> UpstieamPron Sener v
> Emai v
> Notications

> Baciup v
> ssH

> Sysiog v
> Updates v

Deployment Mode

7Help & Logout

o standaione | e |+

Cloud prory mode performs disposition lookups against Cisco Cloud disposition servers. Standaione mode
disables upstream communication wih Cisco Cloud disposition severs and performs disposition 100kups

against a local database.

« Requires an Intemet connection and
communication with AMP for Endpoints
‘Connectors managed by this device.

« Disposttion queries are proxied 1o the Cisco
Cloud.

« Content updates contain TETRA defintions.

« Content and software updates can be retrieved
and applied automatically.

« May require an intemet connection

« Communication with AMP for Endpoints
‘Connectors managed by this device are needed.

« Disposttion queries are handled by the Private
Cloud device.

« Content updates contain TETRA defniions as.
wellas fle ispositon information.

« Updates may be downloaded separately or
‘automatially on this device.
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¥ 1 Select creation type. Ready to complete

2 Select OVF and VDK fies Review your sefings selecion before iishing the wzard

¥ 3 Select storage

4 Deployment options

I i 5 oot Product FireAWP PrivateCloud x6_64.

VM Name. AMPAPC

Disks PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk1vmak PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk2vmak PrivateCloud_3.2.0_202010082118_v6.5_signed-
diska.vmak PrivateCloud_3.2.0_202010082118_v6.5_signed-diskavmak

Datastore WDisk70_12
Provisioning type Thin

Network mappings VM Network VM Network
Guest 0S Name Unknown

‘ Do not refresh your browser while this VM is being deployed.

L Il o ] oo ]
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AMP for Endpoints  private cioud administration portal

. Support & Announcements

c15co. ?Help @ Logout
#  Configuration ~  Operations ~  Status ~ Integrations v Support ~ n e -
Home | Operations - Apply Configuration | Details
2 state. 8 started B Finished © Duration
[ > Runang ] Sun Apr 11 2021 20:19:00 O Please wait O Please wait
GMT-0400 (Eastern Daylight Time)
0 day. 0 hour, 1 minute, 45
seconds ago
[2021-64-12T00:20:43+00:00] DEBUG: Found current_uid == nil, so we are creating a new file, updating owner ~

[2621-04-12T00: 20:43+00: 0]
[2021-04-12T00: 20:43+00:00]
[2621-04-12T00: 20:43+00:00]
[2621-04-12T00: 20:43+00:60]
[2021-64-12700:20: 43+00:00]
[2021-04-12T00: 20:43+00: 00]
rd.cql”

[2621-04-12T00: 20:43+00:00]
viders/cqlsh.rb line 16)
[2621-04-12700: 20:43+00:00]
[2621-04-12700:20:43+00:00]
riiExecute

[2021-04-12T00: 20:43+00: 00]
[2621-04-12T00: 20:45+00:00]
[2621-04-12T00: 20:45+00:00)
risExecute

INFO: file[/tmp/cqlsh_check_superuser_password.cql] owner changed to 415
DEBUG: Found current_gid == nil, so we are creating a new file, updating group

INFO: file[/tmp/cqlsh_check_superuser_password.cql] group changed to 4015

DEBUG: Found current_mode == nil, so we are creating a new file, updating mode

INFO: file[/tmp/cqlsh_check_superuser_password.cql] mode changed to 600

DEBUG: Restoring selinux security content with /sbin/restorecon -R "/tmp/cqlsh_check_superuser_passwo

INFO: Processing execute[cqlsh_check_superuser_password] action run (/var/run/cookbooks/cassandra/pro

DEBUG:
DEBUG:

Providers for generic execute resource enabled on node include: [Chef::Provider: :Execute]
Provider for action run on resource execute[cqlsh_check_superuser_password] is Chef::Provide

INFO: Retrying execution of execute[cqlsh_check_superuser_password], 19 attempt(s) left

DEBUG: Providers for generic execute resource enabled on node include: [Chef::Provider::Execute]
DEBUG: Provider for action run on resource execute[cqlsh_check_superuser_password] is Chef::Provide

& Download Output
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Updates keep your Private Cloud device up to date. & Download amp-sync

& Check Update ISO

Content
0 3.5 2 292110122340 © Update Content
150 contains Protect DB snapshot version 262105316613
@import a Protect DB snapshot to your standalone device.
Software

0 3.5. 2 202119130433

© A software update is available.
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Event Details

Tipe: ermor st root Tie: 11/15/2021 122643PH  Torgets 44945 ArGen
Descton: @

@ 1715721 1224439, o message on AMPEC i on S basdataentr Filed o poweron V.
Eresacc e

e to poveron .

. Coud 0k pomr o i maching: g kst VHK_NO_SPAGE

- Faiedto seend the vitua machin swap fle

< Curent s e e 0 .

~ Faedto tend wa i rom 0 K to 134217728 KB,

“+ Filesystemspecificimplementationof LookupAndOpenfile]failed

“+ File systemspecificimplementation of Lookup[file] failed

Related Everds:  Shon
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The device is installing...

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

32 State

 Finished

£ Started

Tue Nov 02 2021 14:46:30 Tue Nov 02 2021 15:07:02

‘GMT-0400 (Easte Dayiight Time) ~ GMT-0400 (Easter Dayight Time) ~seconds

[2021-11-¢:
[2021-11-0:
[2021-11-0:
[2021-11-0:
[2021-11-0:
Sending sy:
Running ref

Chef run #:

0 day, 0 hour, 21 minutes, 21 0 day, 0 hour, 0 minute, 49
seconds ago seconds ago

Your device will need to be rebooted after this operation.

© Duration

0day, 0 hour, 20 minutes, 32

2719:07:01+00:00) INFO: Report handlers complete
2719:07:01400:00] DEBUG: Server doesn't support resource history, skipping resource report.
2719:07:01400:00] DEBUG: Audit Reports are disabled. Skipping sending reports.
2719:07:01400:00] DEBUG: Forked instance successfully reaped (pid: 29292)
2719:07:01400:00] DEBUG: Exiting

stem notification (this may take some time).
tryable command, 40 retries remaining.

inished successfully

Please reboot!

& Download Output
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OPS/techdocs.css_before_CG_10Feb
/* --- ccimr.css 1.0.0.5 --- */

/* 

09/01/2011

1. More general stylesheet refinements to improve cross-browswer compatability.

07/14/2011

1. pAnchor tag - added space to bottom margin for INC000017194880

2. Added styles for new tags B1_Body1Indent, NF_NumFirstIndent, B2_Body2Indent, NN_NumNextIndent, G_Green

3. Tweaked stylesheet for new icon tables:

    * Caution

    * CautionTable

    * Note

    * Tip

    * Tip2

    * Timesave

    * Warn

    * WarnTable

    * Nonsafety Warning

    * Activation Key

4. General detailed stylesheet enhancements and adjustments to find balance between all major stylesheets

09/28/2009

1. Added AK1, AK1_Body, & AK_Rule to support new AK1_ActivationKey1 tag

08/14/2008

1. Added many new styles to support Education docs group moving to WP

2. Added javascripting to eliminate link underlines and to force all links to blue to eliminate multi-color link issue

02/27/2008

1. Added pGraphicAnchor and pTableAnchor to separate spacing functions from each other.

12/29/2006

1. Tweaked Example Caption to mimic ccim

2. Tweaked Note1 to mimic ccim

3. Changed hr.Cautn1 margin-top from 0px to 5px to find balance between Firefox and IE

11/20/2006

1. Added syles for head3 miniToc

2. Tweaded heading left-margins to mimic ccim more closely

*/



/* ---------------- Start of document.css ------------------- */

/* The styles for link and body are commented as they

    are not CDC compliant */

/* Default style for links*/

a:active  { color: #3366CC}

a:hover   { color: #3366CC}

a:link    { color: #3366CC}

a:visited { color: #3366CC}





/* Default style 

body

{

  background-color: #FFFFFF;

}

*/



/* Use this style for footnote numbers */

sup.Footnote

{

}



caption

{

  

  margin-left: 0in;

  margin-right: 0em;

  margin-top: 14px;

  margin-bottom: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.caut1

{

  

  /*margin-left: -0.3in;*/

  margin-left: -0.17in;

  margin-right: 0em;

  margin-top: 0px;

  /*margin-bottom: -10px;*/

  margin-bottom: -6px;

  text-align: left;

  text-decoration: none;

  /*text-indent: -0.5em;*/

  text-indent: 0;

  text-transform: none

}

div.caut2

{

  

  margin-left: -0.55in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: -15px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.caut3

{

  

  margin-left: -0in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: -15px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

hr.AK_Rule

{

  

  margin-left: 0.4in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

hr.Note_Rule

{

  

  margin-left: 0in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}



hr.Cautn1

{

  

  /*margin-left: 0in;*/

  margin-left: 15px;

  margin-right: 0em;

  margin-top: 5px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;

}



hr.Cautn3

{

  

  margin-left: 1.1in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;

}

hr.Chap1

{

  

  margin-left: -0.4in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;

}

hr.Cautn1table

{

  

  margin-left: 0in;

  margin-right: 0em;

  margin-top: 5px;

  text-align: right;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

p.MiniTOC1

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.MiniTOC2

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: 1em;

  margin-right:0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.MiniTOC3

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: 2em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.MiniTOC4

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: 6em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

hr.Note1

{

  

  margin-left: 0.4in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

div.AK1

{

  

  margin-left: -0.3in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: -15px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

 

}

div.AK1_Body

{

  

  margin-left: 0.45in;

  margin-right: 0em;

  margin-top: -15px;

  margin-bottom: -15px;

  text-align: left;

  text-decoration: none;

  text-indent: -5.3em;

  text-transform: none;

 

}

div.Note1

{

  

  margin-left: 0in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: -15px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

 

}

div.Note1B

{

  

  /*margin-left: -0.25in;*/

  margin-left: -0.30in;

  margin-right: 0em;

  margin-top: 0px;

  /*margin-bottom: -10px;*/

  margin-bottom: -6px;

  text-align: left;

  text-decoration: none;

  /*text-indent: -0.5em;*/

  text-indent: 0;

  text-transform: none;

 

}

div.Note2

{

  

  margin-left: 0.59in;

  margin-right: 0em;

  margin-top: 0px;

  /*margin-bottom: -15px;*/

  margin-bottom:0;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.Note3

{

  

  margin-left: 0.42in;

  margin-right: 0em;

  margin-top: 0px;

  /*margin-bottom: -15px;*/

  margin-bottom:0;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.Note4

{

  

  margin-left: 0.65in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: -15px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.pN2_Note2

{

    margin-left: 0.36in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}



div.pN3_Note3

{

    margin-left: 0.72in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}



div.pBulletNote

{

    margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}



hr.Note2

{

  

  margin-left: 0.85in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

hr.Note3

{

  

  margin-left: 0.75in;

  margin-right: 0em;

  margin-top: 5px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

hr.Note4

{

  

  margin-left: 1in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

div.timesave1

{

  

  margin-left: 0in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: -15px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

hr.TimeSave1

{

  

  margin-left: 0.76in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

div.Tip1

{

  

  margin-left: -0.3in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: -15px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

 

}

hr.Tip1

{

  

  margin-left: 0.4in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

hr.Tip2

{

  

  margin-left: 0.68in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

hr.Tip4

{

  

  margin-left: 0.76in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}



hr.TipPara

{

  

  margin-left: 0.40in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

div.Warn1

{

  

  margin-left: 0in;

  margin-right: 0em;

  margin-top: 0px;

  /*margin-bottom: -15px;*/

  margin-bottom: 0;

  text-align: left;

  text-decoration: none;

  /*text-indent: 0em;*/

  text-indent: 2em;

  text-transform: none

}

div.warntable1

{

  

  margin-left: -0.5in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: -15px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

hr.Warn1

{

  

  /*margin-left: 0.56in;*/

  margin-left: 0.6in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

hr.Warn2

{

  

  margin-left: 0.9in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

hr.Warn1table

{

  

  margin-left: 0.6in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

div.Warntable1

{

  

  margin-left: 0in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

hr.StepRule

{

  

  margin-left: 0.40in;

  margin-right: 0em;

  margin-top: -14px;

  margin-bottom: 14px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

table.steptable

{

  

  margin-left: 0in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

/* ---------------- Start of catalog.css ------------------- */

em.cArgument

{

  font-style: italic

}

b.cBold

{

  font-weight: bold

}

span.cBoldNormal

{

  font-family: Arial, Helvetica, sans-serif;

  font-weight: bold

}

em.cCi_CmdItalic

{

  font-style: italic;

  font-weight: normal

}

b.cCN_CmdName

{

  font-weight: bold

}

code.cCode

{

  font-family: Courier New, Courier, mono

}

span.cCp_CmdPlain

{

  font-weight: normal

}

em.cEmphasis

{

  font-style: italic

}

em.cEmphasisBold

{

  font-style: italic;

  font-weight: bold

}

em.cEmphasisMedium

{

  font-style: italic

}

span.cExBold

{

  font-family: Courier New, Courier, mono;

  font-weight: bold

}

em.cExItalic

{

  font-family: Courier New, Courier, mono;

  font-style: italic

}

code.cExPlain

{

  font-family: Courier New, Courier, mono

}

b.cKeyword

{

  font-weight: bold

}

span.cRED

{

  color: Red;

  font-family: Arial, Helvatica, sans-serif

}

span.cG_Green

{

  color: Green;

  font-family: Arial, Helvatica, sans-serif

}

span.cSecondColor

{

  color: Red;

  font-family: Arial, Helvetica, sans-serif

}

sub.cSubscript

{

  vertical-align: sub

}

sup.cSuperscript

{

  vertical-align: super

}

sup.cSuperScriptBold

{

  font-family: Arial, Helvetica, sans-serif;

  font-weight: bold;

  vertical-align: super

}

u.cUnderline

{

  text-decoration: underline

}

/*

span.cXref_Color   a{

   width: 50em;            /* constrain width try 20em

   height: 2.5em;            /* constrain height

   line-height:1em;        /* to be adjusted

   text-align: left;

   overflow: hidden;       /* hide excess

   position:relative;      /* Fix IE missing overflow bug of r.p. span

   white-space: nowrap;

   background: yellow;     /* for demo

} */



span.cXRef_Color

{

  color: Blue;

  font-family: Arial, Helvetica, sans-serif

}

span.cXRef_Color_Italic

{

  color: Blue;

  font-family: Arial, Helvetica, sans-serif;

  font-style: italic

}



nobr.cNoBreakItalic

{

  font-style: italic

}



nobr.cNoBreakBold

{

  font-weight: bold

}



div.pDefault

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h2.p_H_Head1

{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 110%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 14px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h3.p_H_Head2

{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 100%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 14px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h3.p_H_Head3

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 100%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 14px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h3.p_H_Head4

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 14px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pAbbrev

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pAbbrevDef

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h2.pAn_AppNum

{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 110%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pAnchor

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 2px;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 10px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pGraphicAnchor

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 2px;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 20px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pTableAnchor

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 2px;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pAnswer

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.25in;

  text-transform: none

}

h5.pApproval

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h2.pAt_AppTitle

{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 110%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pB1_Body1

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pB1_Body1Indent

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pB2_Body2

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pB2_Body2Indent

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 25in;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pB3_Body3

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0.5in;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pB4_Body4

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 5px;

  margin-left: 0.75in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pBl_BlockLabel

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pBody

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pBodyRelative

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6pt;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 6pt;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h1.pBT_BookTitle

{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 110%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

li.pBu1_Bullet1

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  /*margin-left: 0.25in;*/

  margin-left: 0in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  /*text-indent: -0.25in;*/

  text-indent:0;

  text-transform: none;

  list-style-type:disc;

}

p.pBu2_Bullet2

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.55in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  /*text-indent: -0.25in;*/

  text-indent: 0;

  text-transform: none;

  list-style-type:none;

}

li.pBu3_Bullet3

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.75in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.25in;

  text-transform: none;

  list-style-type:disc;

}

li.pBu4_Bullet4

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 1in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.25in;

  text-transform: none;

  list-style-type:disc;

}

p.pBulletIndent

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.5in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.25in;

  text-transform: none

}

p.pBulletIndentBody

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.5in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pBulletNote

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: 0.75in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.35in;

  text-transform: none

}

li.pBuS_BulletStepsub

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 14px;

  margin-left: 0.65in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0;

  text-transform: none;

  list-style-type:disc;

}

h3.pC_Copyright

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 80%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}



h3.pCR_CopyrightRule

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 80%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.pCautn

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  /*margin-left: 5px;*/

  margin-left: 15px;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  /*text-indent: -0.54in;*/

  text-indent: -0.56in;

  text-transform: none

}

div.pCautnDup

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pCautnInTable

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: 1.0in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -1.0in;

  text-transform: none

}

table.Cautn

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: -0.4in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0in;

  text-transform: none

}

table.timesave

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: -0.4in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0in;

  text-transform: none

}

table.Tip

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: -0.4in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0in;

  text-transform: none

}

table.Tip2

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: -0in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0in;

  text-transform: none

}

table.Warn1

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: -0.4in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0in;

  text-transform: none

}

table.WarnTable

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: -0in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0in;

  text-transform: none

}

table.WarnNonSafety

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: -0.5in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0in;

  text-transform: none

}

table.AK1

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: -0.4in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0in;

  text-transform: none

}



table.CautnTable

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: 0in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0in;

  text-transform: none

}

div.pCautnTable

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: 0.55in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.55in;

  text-transform: none

}

p.pCautnTrans

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pCE_CmdEnv

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0.5in;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.25in;

  text-transform: none

}

div.pCellBody

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.pCellExample

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 11px;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.pCellHeading

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pStepBulletBody

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 4.8em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pStepBulletIndentBody

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 6.4em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pCellStep1

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.51in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.5in;

  text-transform: none

}

p.pCellStep2

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.51in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.5in;

  text-transform: none

}

p.pCellStepBody

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.51in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pCellStepBullet

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.7in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.25in;

  text-transform: none

}

p.pCellStepBulletBody

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.7in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}



p.pCellStepExample

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 85%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0.51in;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pCENB_CmdEnv_NoBold

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0.5in;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.25in;

  text-transform: none

}

div.pCH1_CellHead1

{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 100%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.pCH2_CellHead2

{ 

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.pCHFC_CellHeadFigCall

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h2.pCN_ChapNum

{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 110%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pComment

{

  color: Red;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: italic;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pCondition

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h2.pCRC_CmdRefCommand

{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 110%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 14px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h3.pCRCD_CmdRefCmdDefault

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h3.pCRCH_CmdRefCmdHist

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h3.pCRCM_CmdRefCmdMode

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

h2.pCRCM_CmdRefCmdModes

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h3.pCRCT_CmdRefCmdTypes

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h3.pCRD_CmdRefDefaults

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

h3.pCRE_CmdRefExamples

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;
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  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;
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  text-indent: 0em;
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}

h3.pCRRC_CmdRefRelCmd

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;
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  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;
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  text-indent: 0em;
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}

h3.pCRSD_CmdRefSynDesc

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;
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  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;
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  text-indent: 0em;
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}

h2.pCRTitle

{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 110%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 14px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h2.pCRTL1_CmdRefTL1

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h3.pCRUG_CmdRefUseGuide

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

p.pCSF_CellStepFirst

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0.5in;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: -0.4in;
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}

p.pCSN_CellStepnext

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0.5in;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: -0.4in;
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}

p.pCSsF_CellStepsubFirst

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.70in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.25in;

  text-transform: none

}

p.pCSsN_CellStepsubNext

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.75in;

  margin-right: 0em;

  margin-top: 0px;
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  text-decoration: none;

  text-indent: -0.25in;
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}
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{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 125%;
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  margin-bottom: 4px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 14px;
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}
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{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 125%;
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  margin-bottom: 4px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 14px;
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  text-decoration: none;

  text-indent: 0em;
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}

h5.pDate

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;
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  margin-top: 1px;
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}

p.pDropDownClosed

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;
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  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;
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}

p.pDropDownOpen

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;
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  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;
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  text-indent: 0em;
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}

span.pE_Error

{
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  font-family: Courier New, Courier, mono;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pEA_ErrAct

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 1px;
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  text-decoration: none;

  text-indent: 0em;
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}

p.pEE_ErrExp

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;
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  margin-bottom: 6px;

  margin-left: 0.25in;
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}

span.pEM_ErrMsg

{
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  font-family: Courier New, Courier, mono;

  font-size: 95%;
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  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 7px;
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}

p.pEMB_ErrMsgBody

{
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  font-size: 95%;
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  font-variant: normal;
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  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;
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}

span.pEMn_ErrMsg_NoText

{
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  font-family: Courier New, Courier, mono;

  font-size: 95%;
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  font-variant: normal;
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  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 7px;
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  text-indent: 0em;
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}

span.pEmpty

{
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  font-family: Courier New, Courier, mono;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;
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  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;
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  text-indent: 0em;
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}

div.pEx1_Example1

{
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  font-family: Courier New, Courier, mono;

  font-size: 70%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  /*margin-bottom: -0.55em;*/

  margin-bottom: 0;

  margin-left: 0em;

  margin-right: 0em;

  /*margin-top: -0.55em;*/
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  text-align: left;
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  text-indent: 0em;
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}
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{
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  font-size: 70%;
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  margin-top: 0em;
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  text-indent: 0em;
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}
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{
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  font-family: Courier New, Courier, mono;

  font-size: 65%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0.25in;

  margin-right: 0em;

/*margin-top: -0.55em;*/

    margin-top: 0;
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  text-indent: 0em;
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  line-height:18px;

}
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{
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  font-size: 70%;
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  font-variant: normal;
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  margin-bottom: 0em;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 0em;
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  text-indent: 0em;
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  line-height:18px;

}

div.pEx3_Example3

{
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  font-family: Courier New, Courier, mono;

  font-size: 70%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0.5in;

  margin-right: 0em;

/*margin-top: -0.55em;*/

  margin-top: 0;

  text-align: left;
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  text-indent: 0em;

  text-transform: none;

  line-height:18px;

}

p.pEx3_Example3_Table

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 70%;
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  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0.5in;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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  line-height:18px;

}

p.pExC_ExampleCap

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 85%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0.75in;

  margin-right: 0em;

  margin-top: 14px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.5in;
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}

p.pExC_ExampleCapW

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 85%;
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  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

p.pExCW_ExampleCapW

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 85%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0.5in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.75in;

  text-transform: none

}

div.pExH_ExampleHead

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 85%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 10px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

p.pExT_ExampleTable

{
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  font-family: Courier New, Courier, mono;

  font-size: 85%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}
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{
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  font-size: 95%;
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  margin-bottom: 14px;

  margin-left: 0.5in;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;
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  text-indent: -0.6in;
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}
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{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0.5in;

  margin-right: 0em;

  margin-top: 16pt;

  text-align: left;

  text-decoration: none;

  text-indent: -0.6in;
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}
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{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 125%;
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  margin-bottom: 4px;
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  margin-right: 0em;

  margin-top: 14px;

  text-align: left;
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}

div.pGD_GlossDef

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}
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{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

p.pGroupTitlesIX

{

  color: Black;

  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 8px;

  text-align: left;

  text-decoration: none;
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}

div.pGS_GlossSection

{
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  font-family: Arial, Helvetica, sans-serif;
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  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;
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  text-indent: 0em;
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}

div.pGT_GlossTerm

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

p.pIXGroupNavigation

{
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  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

p.pIXGroupNavigationDuplicate

{

  color: Black;

  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pIXGroupTitle

{

  color: Black;

  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 8px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pIXGroupTitleNav

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 8px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.pIXHeadingLink

{
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  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0em;
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  text-decoration: none;

  text-indent: 0em;
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}
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{
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  margin-bottom: 0em;
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}
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{

  color: Black;
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  font-size: 95%;
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  margin-bottom: 0em;

  margin-left: 16px;
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  margin-top: 0em;
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  text-decoration: none;
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}
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{
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  font-size: 95%;
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}
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{

  color: Black;
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  font-size: 95%;
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  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 8px;

  margin-right: 0em;

  margin-top: 0em;
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  text-decoration: none;
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}

p.pLevel2IX

{
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  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 16px;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 16px;
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}

p.pLevel3IX

{

  color: Black;

  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 24px;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 24px;
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}

p.pLevel4IX

{

  color: Black;

  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 32px;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 32px;

  text-transform: none

}

p.pLevel5IX

{
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  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 40px;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 40px;
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}

div.pLW_LicenseWarranty

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 12px;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0em;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 0em;
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  text-indent: 0em;

  text-transform: uppercase

}

p.pMIBAccess

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pMIBMax

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

p.pMIBSyntax

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

p.pMIBTable

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

table.N1_Note1

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: -0.4in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0in;
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}

table.N2_Note2

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0.2in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0in;
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}
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{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;
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  font-variant: normal;
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  margin-bottom: 3px;

  margin-left: 0in;
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  margin-top: 3px;
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}

p.pN1B_Note1Bullet

{
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  font-size: 95%;
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  margin-bottom: 7px;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 7px;
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  text-indent: -0.54in;
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}

p.pN1P_Note1Para

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.56in;
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}

p.pN2_Note2

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  /*margin-bottom: 0px;*/

  margin-bottom: 9px;

  margin-left: 0.88in;

  margin-right: 0em;

  margin-top: 0px;
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  text-indent: -0.46in;
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}

p.pN3_Note3

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: 0.75in;

  margin-right: 0em;

  margin-top: 0px;
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  text-decoration: none;

  text-indent: -0.36in;
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}

p.pN4_Note4

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;
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  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: 1in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;
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  text-indent: -0.36in;
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}
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{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;
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  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.9in;

  margin-right: 0em;

  margin-top: 0px;
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  text-decoration: none;

  text-indent: -0.25in;
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  list-style-type:lower-roman;

}
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{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;
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  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  /*text-indent: -0.25in;*/

  text-indent:0;
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  list-style-type:decimal;

}

p.pNF_NumFirstIndent

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;
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  margin-bottom: 7px;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 0px;
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  text-indent: -0.25in;
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}
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{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.9in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.25in;
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  list-style-type:lower-roman;

}

li.pNN_NumNext

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;
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  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  /*text-indent: -0.25in;*/

  text-indent:0;
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  list-style-type:decimal;

}

p.pNN_NumNextIndent

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;
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  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 0px;
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  text-indent: -0.25in;
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}

p.pNote

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;
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  font-variant: normal;
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  margin-bottom: 0px;

  margin-left: 0.02in;

  margin-right: 0em;

  margin-top: 0px;
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  text-indent: -0.40in;
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}

li.pNsF_NumsubFirst

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  /*margin-left: 0.9in;*/

  margin-left: 0.3in;

  margin-right: 0em;

  margin-top: 0px;
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  /*text-indent: -0.25in;*/

  text-indent:0;
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  list-style-type:lower-alpha;

}
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{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;
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  font-variant: normal;

  font-weight: normal;

  margin-bottom: 14px;

  /*margin-left: 0.5in;*/

  margin-left: 0.3in;

  margin-right: 0em;

  margin-top: 0px;
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  /*text-indent: -0.25in;*/
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}

li.pNsN_NumsubNext

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;
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  margin-bottom: 7px;
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  margin-right: 0em;

  margin-top: 0px;
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}
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{
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  font-size: 95%;
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  margin-bottom: 7px;
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  margin-right: 0em;

  margin-top: 0px;
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  text-indent: -0.40in;
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}

div.pNumListExample

{
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  font-family: Courier New, Courier, mono;

  font-size: 85%;
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  font-variant: normal;

  font-weight: normal;

  margin-bottom: -0.95em;

  margin-left: 0.61in;

  margin-right: 0em;

  margin-top: -0.55em;
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  text-decoration: none;

  text-indent: 0em;
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}

p.pNumListNote

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: 1.0in;

  margin-right: 0em;

  margin-top: 0px;
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  text-indent: -0.36in;
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}

p.pNumListBody

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.62in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

p.pNumListsubBody

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.9in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

h5.pOriginator

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

h3.pPart_Number

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 80%;
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  font-variant: normal;
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  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

p.pPreformatted

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom:-3em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: -3em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

div.pPreformattedRelative

{
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  font-family: Courier New, Courier, mono;

  font-size: 100%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

p.pProblem

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;
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  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

h1.pPrT_PrefTitle

{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 110%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

h1.pPT_PartNum

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 110%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

h1.pPT_PartTitle

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 110%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

p.pQuestion

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.25in;

  text-transform: none

}

blockquote.pQuotation

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 2.5em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}
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{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}
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{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;
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  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}
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{

  color: #003366;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 150%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

p.pSB_StepBody

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 14px;

  margin-left: 3.6em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

li.pSBu1_StepBullet1

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 14px;

  /*margin-left: 0.82in;*/

  margin-left: 0.42in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  /*text-indent: -0.25in;*/

  text-indent: 0;
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  list-style-type:disc;

}

p.pSBu1B_StepBullet1Body

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;
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  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.60in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0in;
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}

p.pSBu2_StepBullet2

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;
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  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 1.1in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;
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  text-indent: -0.25in;
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}

p.pSBu2B_StepBullet2Body

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;
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  margin-bottom: 7px;

  margin-left: 0.5in;

  margin-right: 0em;

  margin-top: 0px;
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  text-indent: 0em;
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}
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{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;
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  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;
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  text-decoration: none;

  text-indent: 0em;
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}

div.pSectionSub

{
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  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;
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}
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{
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  font-size: 95%;
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  margin-bottom: 7px;

  margin-left: -0.05in;
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  margin-top: 14px;
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}
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{
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  text-transform: none

}

p.pWarnDuplicate

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0px;

  margin-left: 0.16in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.60in;

  text-transform: none

}

div.pWarnTable

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0px;

  margin-left: 0.59in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.59in;

  text-transform: none

}

p.pWarnTableOnly

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0px;

  margin-left: 0.95in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.95in;

  text-transform: none

}

p.pWarnTrans

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pWarnTransText

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 14px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pWarnTransTextBullet

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 1.25in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.25in;

  text-transform: none

}

p.pWarnTransTextFirst

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 14px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pWarnTransTextLast

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pWorkaround

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

/* ---------------- Legacy Updated 07/10/2008 ---------------- */

p.pStepBody

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  line-height: 90%;

  margin-bottom: 0em;

  margin-left: 3.5em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pStepBullet

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  line-height: 90%;

  margin-bottom: 0.5em;

  margin-left: 3.5em;

  margin-right: 0em;

  margin-top: 0.5em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pStepBulletBody

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  line-height: 90%;

  margin-bottom: 0.5em;

  margin-left: 5em;

  margin-right: 0em;

  margin-top: 0.5em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pStepBulletIndent

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  line-height: 90%;

  margin-bottom: 0.5em;

  margin-left: 5.1em;

  margin-right: 0em;

  margin-top: 0.5em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pStepBulletIndentBody

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  line-height: 90%;

  margin-bottom: 0.5em;

  margin-left: 6.8em;

  margin-right: 0em;

  margin-top: 0.5em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.pStepExample

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 85%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  line-height: 90%;

  margin-bottom: 0em;

  margin-left: 24em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

span.pEx1_Example1

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 85%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  line-height: 90%;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

span.pEx2_Example2

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 85%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  line-height: 90%;

  margin-bottom: 0em;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

span.pEx3_Example3

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 85%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  line-height: 90%;

  margin-bottom: 0em;

  margin-left: 0.5in;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.pStepExample

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0in;

  margin-left: 0.55in;

  margin-right: 0em;

  margin-top: 0in;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

/* ---------------- End of Legacy ---------------- */
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User@wMstation-1 ~
s . /amp-sync all

Prerequisite Program(s) Missing

A prerequisite tool was not found in your PATH, or is not an appropriate
version. You must have the following tools installed in order for the AMP for En
dpoints

Air-Gap Update Tool to function:

awk

base64

basename

cat

comm

curl

dirname

mv
MISSING -> xorriso

sha256 / sha256sum / shasum

sort

tr

xmlstarlet

[These tools should be available in both Windows Subsystem for Linux and most
Unix-Tike operating systems.
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- execute semanage fcontext --add —-type var_log_t “/dataslog(/.=)7"
* executelConf igurePokedLogs] action run
- execute semanage fcontext --add —-type var_log_t “/data/poked(/.x
* executelConf igureCloudLogs] action run
- execute semanage fcontext -—-add —-type var_log_t “/datascloud/log(/.=)7"
* executelConf igureBventLogs] action run
- execute semanage fcontext --add —-type var_log_t “/datasevent_log_store(/.x)?"
* executelRestoreSELinuxFileContextbatal action run
- execute restorecon -R sdata
Recipe: base: issh
» templatel /etc/ssh/sshd_config] action create
- update content in file setc/ssh/sshd_config from cB5f41 to badlab
--- setc/sshysshd_config  2821-B4-89 13:25:81.969995024 +6088
+++ setesssh .chef -sshd_conf 1g28218418-8586-1ryByx2 2821-84-18 B6:13:11.889369544 +0068
00 -18,7 +18,7 80
#hddressFamily any
#ListenAddress 8.8.8.8
#ListenAddress
-Listenddress 192.168.75.288
sListenAddress 192.168.75.92

# The default requires explicit activation of protocol 1
Protocol 2
- restore selinux security context
* templatel /etc/ssh/ssh_config] action create (up to date)
» servicelssh_server] action enable (up to date)
» servicelssh_server] action start (up to date)
Recipe: base: :grub-conf
» cookbook_filel/etc/default/grub] action create (up to date)
= executellUpdate grub if new kernel installed] action run (skipped due to only_if)
* executelEnsure grub menu displays Cisco mot Cent0S] action run (skipped due to only_if)
Recipe: base: :transparent-hugepages
» executeldisable transparent hugepagel action run
- execute echo never > /sys/kernel/mm/transparent_hugepage enabled
* executeldisable transparent hugepage defrag] action run
- execute echo never > /sys/kernel/mm transparent_hugepage/defrag
* executeldisable transparent hugepage for default kernell action run
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2 state
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Dropping detections table.

Dropping binaries table.

Dropping binaries_detections table.
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Dropping certificates table.

Dropping cert_fingerprints table.

Recreating Protect DB tables from the schema in the snapshot.
Inporting Protect DB data (this may take some time).
Tnporting detections toble (this may take some tine).
Inporting binardes table (this may take some time).
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Gllent Definitions, DFC, Tetra Gontent Version

Checked 9 minutes ago the update check failed.

Software

3.2. 0 202910982118

e Cloud So

A software update is available.

]

& Announcements

—_

2Hep @ Logout

& Download amp-sync

© Update Content

© Import Protect DB

@ mport a Protect DB snapshot to your standalone device.
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“tses’ AMP for Endpoints  erate cioud Admiistraion Porat

# | Configuration - Operations - Status ~ Integrations ~  Support ~
© Sanity Check Failing

The device sanity check is failing;
your device might not function
properly until corrective measures
are taken

FAIL: A Protect DB snapshor has not been loaded.
Devices configured in seanialone made should have 3 Protect 08 snspshat
Tosded. Protece 08 snspanots contain threst invelligence sbact koo
Clesn nd knoun malicious files.

Key Metrics
CPU Usage Memory Usage
1 1 % %
 Details  Details

Active Connections

# Details

8 Announcements 2 Help

" Standalone

Fullest Partition : root

60.

 Details

~

@ Logout

e
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The device is installing

Please wait or this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes

2 state £ started E8 Finished @ Duration

Sat Apr 102021 13:36:08. O Please wat © Please wait
GMT-0400 (Eastern Daylight Time)

0 day, 0 hour, 0 minute, 14

seconds ago

Your device will need to be rebooted after this operation.

Reboot

Te_chuk
[2021-04-10T1:
(2021-06-10737:
(2021-08-1071
(2021-08-10m37:
[2621-08-16727:
[2021-04-10T1:
[2021-08-10717:
nloads.
[2021-04-10T17:.
[2021-04-10T17:.
{z021-04-20m27:
(2021-08-1073
[2621-04-16727:
[2021-04-10717:.
(2021-08-1011
(2021-08-10717:

chef:
: Chef:
chef:
chef:

Streamtandler calling Che econpressor:
calling Chef: :HTTP: :Decompressorshandle_request
calling Chef: :HTTP: :Authenticatorshandle_request

calling Chef: :HTTP: iRemoteRequestIDshandle_request

chef: calling Chef: :HTTP: :ValidateContentLengthshandle_request

: Chef: calling Chef: :HTTP: :ValidateContentLengthihandle_strean_complete

: HTTP server did not include a Content-Length header in response, cannot identify truncated dow

HTTP:

ioopTnflatershandle_chunk

: Chef::HTTP calling Chef:
Chef::HTTP calling Chef:
Chef::HTTP calling Chef:
Chef::HTTP calling Chef:

emoteRequestIDzhandle_strean_conplete
HTTP: :Authenticatorshandle_strean_complete
:Decompressorshandle_strean_conplete
ookieHanagershandle_strean_complete
Chef::HTTP calling Chef: :HTTP: :JSONOutputshandle_stream complete
Chef::HTTP calling Chef: {HTTP: :JSONInputshandle_strean_complete
NFO: Storing updated cookbooks/rabbitnq/recipes/default.rb in the cache.
DEBUG: Creating directory /var/run/cookbooks/rabbiteg/recipes

& Download Output
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V1 Select creation type. Select OVF and VMDK files
L OVEaRd VMUK ‘Selectthe OVF and VHDK files or OVA for the VM you would like to deploy.

3 Select storage

4 License agreements
5 Deployment options.
6 Additional settings
7 Ready to complete.

"Enter a name for e vinual machine.

AUPAPC

Virtual machine names can contain upto 80 characters and they must be unique within each ESXIinstance.

[ ek J[_nen ]| Fn J_cence ]
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AMP-1RC:

General D, ertficaton Path

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certifcate in the Trusted Root Certification
Authorities store.

[-X0)

x AVPAPC

nstal Certfcate

Q Y
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Warning: Potential Security Risk Ahead

Firefoxcetected a potental ecurity et and i not coniue 10 1921687592, you it i e, aackers could
{5y t0seal normation ke yous passwords emais,or cedit cord deais.

What canyou do about

The ssu s mst el with the website,and thre i othing you cando o resave .

11700 ar on a corporate network rusing atvivs software, you can each out 10 e supportteams for assistance
You an 150 notfythe websie admisator about te probiem.

Leam moe.

[ oo R

Someone coud be tying 1o impersonate the st and you shoud ot continue.
Viesites prove thei dentty vacotfcaes Firefoxdoes ot st 1621687592 because s crticate
fssueris unknown, th crticate s s i, o thesever I ot sendig the corectiermedate
cencaes.

Enorcode: SEC_ERROR UNKNOWN SSUER

Accept the Riskand Continse

View Ceticate
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Hmm. We're having trouble
finding that site.

We can't connect to the server at vpc2-
console.cyberworld local.

If that address is correct, here are three other things you
can try:

o Try again later.
« Check your network connection.

© If you are connected but behind a firewall, check that
Firefox has permission to access the Web.
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bt AMP for Endpoints  prvat cious Aaministratien porat A Announcements  ?Help @ Logout

Home | Operations - Update Device | Protect DB Update Details

¥ Importing Protect DB deltas.

Your Protect DB is being updated with threat intelligence that was queued during a previous content
update. Each delta can take several hours to import, and system performance might be impacted
during this time.

You should run content updates at the end of the business day or week to ensure updates are applied
outside of peak use.

Queued Updates O Protect DB
2021111,6; 2135 20210531-0613

1 Py
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- (ECTEITINS  Select creation type

ZSTHENITINITA How would you like o create a Virtual Machine?

3 Select storage

4 License agreements e ———— =] This option guides you through the process of creating a
5 Deployment options. virtual machine from an OVF and VHIDK fles.

6 Additional settings

7 Ready to complete.

Reaister an existing virtual machine

[ osex | [_ven ][ rwisn | conen ]
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cisco

-

Configuration ~  Operations ~  Status = Integrations -

Installation Options

> istot or Restore
> Loense.
> Welcome
> Dephoyment lode.
AP for Endponts Console
Account
> Hardware Reaurements.

Configuration
> Network

> Date and Time

> Certifcate Authortes
> pstream Proxy Server
> Cisco Coug

> emat

> Notfcatons

> Backup

> ssh

Yy CERECCY

<

AMP for Endpoints  private cioud Administration portal

Support +

Date and Time

NTP Servers

Current System Time
8 2021 an

o8 17
© Set by NTP.

~<—— Optional

10

2

utc

Support  7Help @ Logout

-

oner

] Verify hostname resolution
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The device is installing

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes

2 state 3 started EFinished © Duration
Sat Apr 10 2021 13:36:08 Sat Apr 10 2021 13:57:05 0 day, 0 hour, 20 minutes, 57
GMT-0400 (Eastern Daylight Time) ~ GMT-0400 (Easter Daylght Time)  seconds
0 day, 0 hour, 24 minutes, 14 0 day, 0 hour, 3 minutes, 17
seconds ago seconds ago

‘Your device will need to be rebooted after this operation.

{2021-04-10717
[2021-04-10T17:!
{2021-04-10127

[2021-04-10T17:

Running report handlers
: Report handlers complete

] DEBUG: Server doesn't support resource history, skipping resource report.
04400:00] DEBUG: Audit Reports are disabled. Skipping sending reports.
[2021-04-20717: ] DEBUG: Forked instance successfully reaped (pis
[2621-04-10717:57:04+00:00] DEBUG: Exiting

Sending system notification (this may take some time).

Running retryable command, 40 retries remaining.

Chef run Finished successfully

Registration against the AP for Endpoints Disposition Server has previously succeeded.

Installation has finished successfully! Please reboot!

& Download Output
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© step 1: Existing Security Products Opening amp_Protectexe x
© Step 2: Set Up Proxy ‘You have chosen to oper:
5 amp Protectexe:
© Step 3: Download Connector whichis: exe e
from: htps/pe-conslecybenvoridlocal
Wouldyou ket save this
Audit Only Protect Triage Server
‘Used when you're st Used during nommal Used when you have @ Used when you're
leaming about e procuct | | operatons andyou want | | known orsuspected | | istaing a connector o
andwant onstatit | | Cisco AMP forEncpoins infected machine. standara Windows
without any impact o your | | to quarantne a . servers.
existng systems.
@ Policy Details. @ Policy Details. @ Policy Details. @ Requirements.
Fies Fies Fios
B Quarantined @ Quarantined 8 Auted
Network Network Network
OBiocked O Blocked. Qon
Omine Engine Ofmine Engine Oftine Engine
TEmRA TETRA TETRA
3 Downiosd 3 Downiosd 3 Downiosd

Step 4: Verify, Contain, and Protect
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cisco’ AMP for Endpoints  prate cioud Administration portal & Announcements  ?Help & Logout

© Sanity Check Failing

Updates keep your Private Cloud device up to date.

2 Check Update SO

& Download amp-sync

Content
© 3.2.0_202010081917
© ABSENT
— @ mport a Protect DB Snapshot 10 Your standalone Gevice
Software

© 3.2.0_202010082118 [ & voaicsomare ]

A software update is available
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cisco. AMP for Endpoints - prwate ciout Administration portal 2Help @ Logout

# | Confguration ~  Operations ~  Stalus ~ Integrations ~  Support ~  standalone | me | -

Installation Options.

oyt Li

st aernstalation,
> nstallorRestore

> License

> Welcome

> Deployment ode
> Stancalone Operation
AP for Endpoints Console
Aecount
> Hardware Requiements v

(SR SLTRULS

Configuration
> Network

> Dateang Time

> Cotitcate Autrties
> Upsiream Prosy Sener
> Prepare amp.sync

> Emai

> Notfcatons

> Backup

>ssH

> sysiog

> Updates

K8 Ry

<

<<

Prepare amp-sync

‘You will need to load a snapshot of the Protect DB and retrieve the latest AMP updates rom Cisco after your
device has finished instaling in air gap mode. CISco provides a shell script called amp-sync that wil etrieve
the updates and buid an ISO fie that you can then mount on your AMP device.

Itis suggested that you begin the downioad process now since the intial update is very large.
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"o’ AMP for Endpoints rvete cious Administeation Pota Support 2 Help

# | Confguration -  Operations = Status - Integrations = Support ~

Installation Options

... Hardware Requirements

Onythe

s atter

> nsta o Restore

> Lcense.

> Wekome

> Deploymentode
AP for Endpolts Console Itis recommended that you shutdown this device and adjust ts hardware allocation to mest
Siocoat or excesd the minimum requirements. Ifyou procsed, you may experience system.

> Hardware Requirements instabilty.

A Hardware Requirements Not Met
Your current configuration does not meet the hardvware requirements.

LRSS

Configuration
> Network Hardware Configuration
> st anoTme

> Certficate Authorities Installed Minimum Required
Gt G - 4 8
> et v
> nocstons

> Baciup

> s

> sysep

> Updates

Memory 125 GB

 Logout
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Restarting ethd...

Reconf iguring. ..

[2021-84-187T96:12:42+08:

gins1 is deprecated and
r conf iguration file to

[2021-84-187T96:12:42+08:

gins1 is deprecated and
r conf iguration file to

881 WARN: Ohai::Configl:disabled plugins] is set. Ohai::Configl:disabled plu
will be removed in future releases of ohai. Use ohai.disabled plugins in you
configure :disabled plugins for ohai.
881 WARN: Ohai::Configl:disabled plugins] is set. Ohai::Configl:disabled plu
will be removed in future releases of ohai. Use ohai.disabled plugins in you
conf igure :disabled_plugins for ohai.

Starting Chef Client, version 12.14.89
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' AMP for Endpoints  erivate cious Administration portal

Password Required

Authentication is required to administer your AMP for Endpoints Private Cloud
device. The password can be found on the device console of your Private Cloud

device.
\ Use one time password
PG8d HbCgZ

“Ths st s best viewed in: Iternet Explorer 10+, Frefox 14+, Safari6+, or Chrome 20+
Password Recovery

. Support
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@ | Configuation - Operations - Status = Integrations = Support ~ -

Installation Options

e Hardware Requirements

m v Hardware Requirements Met
> ecome Your current configuration mests of excesds the hardvare raquirements

> Deploymentiode
AP for Endponts Console
Account Hardware Configuration
> Hardware Requirements

CERR R RN

Installed Minimum Required
Configurs

> Network GRY Cares

=i Memory. 125 GB 12868

> Cerfcate Authordes
> Upstream proxy Server v
> Cisco Cloud

> Emai v
> Notfcations

> Backup v
> s

> sysog
> Updates
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Certificate

8 Detals CertficationPath
3 Certificate Information

This CA Root certficate is not trusted. To enable trust,
nstal this certificate in the Trusted Root Certification
ARuthorities store.

Issued to: AVPARC

Issued by: AP-PC

Vald from

Instal Certicate.
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# | Configuration ~  Operations ~  Status »  Integrations ~  Support ~ / Standalone - e -

Home | Operations - Update Device | Protect DB Import Details

@ Protect DB imported successfully

A Protect DB snapshot was successfully imported.

22 state £ started 8 Finished © Duration

ster camg 1 EIae_cassanuras s
Starting firehose_cassandra_replay. ..
Starting firehose_publisher...
Starting Firehose_publisher_replay...
Starting install-token-api...
Starting mgat_unicorn. ..
Starting mongo_event_consume
Starting portal_unicorn. ..
Starting redis...

Starting retro-

pper...
Starting retrohose. ..
Starting retrohose-replay. ..
Starting tevent_listener...
Starting crond...

Starting flight
Starting docker
Sending notification (this may take some time).

& Download Output





OPS/217747-installation-and-configuration-of-amp-vi-02.jpeg
¥ 1 Select creation type. Select storage
¥ 2 Select OVF and VMDK files

B4 5 select storage.

4 License agreements

‘Selectthe datastore in which to store the configuration and disk fles.

“The following datastores are accessible from the destination resource that you selected. Selectthe destination datastore for
5 Deployment options. the virtual machine configuration files and all of the virtual disks
6 Additional settings

7 Ready to complete.

ez o i e B

9227568 |9218GB  VNFS5 Supported  Single A
Disk-70_34 0302568 9203GB  VWFS5 Supported | Single
Disk70_86 9302568  9203GB  VWFS5 Supported  Single
VDisk-70_78 93025GB  9203GB VWSS Supported | Single u
4items

[ s |[ vex || Fnen || conce |
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Centcate Import Waard

Completing the Certificate Import Wizard
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f Centficate Information
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4 ssvance polc
pyrpees
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cisco. AMP for Endpoints  priate cioua aaministraton portal CSupport  ?Help @ Logout

# | Configuation - Operations = Status = Integrations = Support = -~ -

© Password Expired

Change the password used to access the AMP for Endpoints Private Cloud Administration Portal and
the device console. Note that this is also the root password for your device. @

Warning
Your device password s used to authenticate 1o the Adminisration Portalas wel as the device console. It may not be possible to paste
complex passiwords or passwords with non-keyboard charatters info the device console

P — N
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cisco

# | Configuration ~

Device Summary
Change Passuord

Cont

Cisco Cloud

Date and Time

|
Adm

Certificate Authorities
prory

Intey  Notfcations
| License

Email
Backup
SSH
Syslog
Updates
Services

DNS

Primary DNS Server

Operations ~

Status ~

+ network settings.

AMP for Endpoints  private cioud Administration portal

Integrations ~

Support ~

CSupport A Announcements  ?Help & Logout

[~ IR

©th0 /00:0C:29:A6:

IP Assignment 192.168.75.92
More details.

©eth1/00:0C:29:A6

IP Assignment 192.168.75.93
More details

IP Assignment Static
1P Address | 192.168.75.03
& Check for IP Address conficts

Subnet Mask | 255.255.255.0

Gateway | 192.168.75.1

Warning: Address and Hostname Changes

I you change the IP address of the interface you must also update the DNS records for each of your configured hostnames to point to the
new address. AMP for Endpoints Connectors will expect services 1o be available at the original DNS names assigned to them.

View the Configuration help page for a list of affected services

192.168.75.4

—
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Cisco Cloud 1. Download Recovery File 2. Verify Recovery File

Email

oo Please keep a copy of i fie n a safe place. After downloading your backup, upload t o the device

(ovaty o v ek co
[——

Recovery File Ready for Download

sacup
ssh
Spiog
Updates

CCCLCCC

Services

> Autnenicstion
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crestad s than = minute ago
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Use the arrow keys to move betueen fields, and the TAB key to toggyle
betueen the form fields and buttons.

Press the ENTER key uhen finished, or ESC to cancel.

#NOTE: Gateway for administration portal return traffic only.

1P Address ...
Netuork Mask .
Gateway= (Optional) .

<Cancel>






OPS/217747-installation-and-configuration-of-amp-vi-20.png
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# | Configuration ~  Operations ~  Status ~  Integrations ~  Support = -

Installation Options

License

> Instal or Restore v

> License pevisti

cammammnn/5

License

No license has been installed.

Install New License

Bfkerme  — + Upload License Fiie
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Home | Operations - Update Device | Protect DB Impor Detals

£ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take several hours.

= state £ started

20211107 18:48:44 +0000
o5 oD

Attempting to mount an 50, if one is present.
mount: special device /dev/cdrom does not exist
Starting update.

Stopping apply-cloud-deltas. .
Stopping authentication web.
Stopping authentication vorker.

E3Finished @ Duration

©Please walt ©Please walt

& Download Output
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ol AMP for Endpoints  prvate cious Administraton portal Csupport A Announcements  ?Help @ Logout

# | Configuration ~  Operations -  Status - Integrations ~  Support ~ e -
Key Metrics
CPU Usage Memory Usage Cisco Cloud Query Failure Rate
9 8 % 1 8 % %
 Details  Detais o Detaiis
Cisco Cloud Query Latency Fullest Partition : root Active Connections

] 60.

 Detais  Details.  Details
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Recycle Bin

9

4 &) « Network and Intemet > Network Connections

Disable this |

Ethemeto | | Intemet rotocol Version 4 (CP/1Pv4) Propertes

|
General

You can get P settings assined automaticaly if your network supports
this capabiity. Othervise, you need to ask your network admiistator
for the appropriate I settngs.

) Obtan an 1P address automatcaly
® Use the folowing 1P address:

P address:

Subnet mask

Defauit gatenay;

(® Use the followng DNS server addresses:

Preferred DNS server: 192

Alternate DNS server

[vaidate settngs upon exit

1 item selected





OPS/217747-installation-and-configuration-of-amp-vi-08.jpeg
Your AMP Private Cloud device can be managed at:

URL ... https://192.168.75.208
MAC Address . 88:Ac:29:a6:4a:11
Password . : PGBA"HBCYZ

The passuord shown above has been automatically generated for you. You
will be required to change this password when you first login.

1 Display device status / information.
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Home | Operations - Update Device | Protect DB Import Details

£¥ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take
2 state. £ Started 3 Finished @ Duratig
T 2021-11-07 18:48:44 40000 ©Please vatt opieghe vat

minutes ago

Extraction  14.968 2t s.et0/s cta:

extraction  14.968 2t e.e/s eta:

Exeraction 14.968 st 6.5%0/s etar 9

Extraction  14.968 0t 6.3%0/s ctar 9

Extraction  14.968 at  6.3/s ctar 9

Extraction  14.9G8 2t 6.5/s eta: 9:20:12 6% [+m ]
Extraction  14.968 2t 6.5%8/s eta: 9:20:26 6% [= 1
Exeraction 15.068 9t 6.3%0/s etar 9 1
Extraction 15.8G8 at  6.6M8/s eta: O: 1
extraction 15.008 2t c.e/s ctar 9 1
extraction 15.068 3t e./s etar 9 i
Exeraction 15.068 9t 6.38/s etar 9 )
extraction 15.008 0t 6.3%0/5 ctar 9 1
Extraction  15.060 2t 6.5%/3 eta: 9:26:56 6% [-= )
extraction  15.068 2t 6.3%/s eta o [on )
Extraction  15.069 st 6.508/s eta: o [ 1
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¥ 1 Select creation type. Ready to complete

2 Select OVF and VDK fies Review your sefings selecion before iishing the wzard

¥ 3 Select storage

4 Deployment options

I i 5 oot Product FireAWP PrivateCloud x6_64.

VM Name. AMPAPC

Disks PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk1vmak PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk2vmak PrivateCloud_3.2.0_202010082118_v6.5_signed-
diska.vmak PrivateCloud_3.2.0_202010082118_v6.5_signed-diskavmak

Datastore WDisk70_12
Provisioning type Thin

Network mappings VM Network VM Network
Guest 0S Name Unknown

‘ Do not refresh your browser while this VM is being deployed.

L Il o ] oo ]
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Installing dependencies

CentOS
To run amp-sync you wil first have to install EPEL, xorriso, and xmistarlet.
1. Enable the EPEL repo.
> sudo yum install epel-release
2. Install dependencies via yum.
> sudo yum install xorriso
> sudo yum install xmlstarlet

Ubuntu
To run amp-sync you will irst have to install xorriso and xmistariet.
- Install dependencies via apt.
> sudo apt install xorriso
> sudo apt install xmlstarlet
Windows

1. Set up Windows Subsystem for Linux (WSL) with the Ubuntu distribution. See the
Microsoft documentation for detals.

2. Expand the WSL virtual hard disk size to comply with minimum free disk space.
See the Microsoft documentation for detais.

3. Install xorriso and xmistarlet dependencies via apt.
> sudo apt install xorriso
> sudo apt install xmlstarlet
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cisco. AMP for Endpoints  erivate cloud Administration portal
# | Configuraion ~  Operations ~  Status ~  Integrations ~  Support ~

Home | Operations - Update Device | Update Content Details

@ Content updated successfully

The device successfully performed a content update.

22 state 2 started [ Finished

20211221 031041 0000 2021-12.21 033753 +0000

28 minutes ago less than a minute ago

A Announcements 2 Help

© Duration

28 minutes

Output

Attempting to mount an ISO, if one is present.

PASS: The mount point / has sufficient space available: 23273033728 >= 1000000000
PASS: The mount point / has sufficient inodes availsble: 2018323 >= 100000

ALL checks succeeded!

Repodata is over 2 weeks old. Install yum-cron? Or run: yum makecache fast

Error: No matching Packages to list

Resolving Dependencies

--> Running transaction check

Package AMP-PrivateCloud-content.x86_64 0:3.5.2_202110122340-0 will be updated
Package AMP-PrivateCloud-content.x86_64 0:20211117234515-0 will be an update
Package Fireamp-amp-exprev-classifier.x86_64 0:3.4.0-0.1a64 will be updated
Package Fireamp-amp-exprev-classifier.x86_64 0:3.4.0-0.1a76 will be an update
Package Fireamp-apde-signatures.xB6_64 0:935-1 will be updated

Package fireamp-apde-signatures.x6_64 0:1052-1 will be an update

Package Fireamp-clamav-definitions.x86_64 0:1634076372-7 will be updated

Package fireamp-clamay-definitions.x86_64 0:1637186573-7 will be an update

& Download Output

 Logout

=
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/* --- ccimr.css 1.0.0.5 --- */

/* 

09/01/2011

1. More general stylesheet refinements to improve cross-browswer 



compatability.

07/14/2011

1. pAnchor tag - added space to bottom margin for INC000017194880

2. Added styles for new tags B1_Body1Indent, NF_NumFirstIndent, 



B2_Body2Indent, NN_NumNextIndent, G_Green

3. Tweaked stylesheet for new icon tables:

    * Caution

    * CautionTable

    * Note

    * Tip

    * Tip2

    * Timesave

    * Warn

    * WarnTable

    * Nonsafety Warning

    * Activation Key

4. General detailed stylesheet enhancements and adjustments to find 



balance between all major stylesheets

09/28/2009

1. Added AK1, AK1_Body, & AK_Rule to support new AK1_ActivationKey1 



tag

08/14/2008

1. Added many new styles to support Education docs group moving to WP

2. Added javascripting to eliminate link underlines and to force all 



links to blue to eliminate multi-color link issue

02/27/2008

1. Added pGraphicAnchor and pTableAnchor to separate spacing functions 



from each other.

12/29/2006

1. Tweaked Example Caption to mimic ccim

2. Tweaked Note1 to mimic ccim

3. Changed hr.Cautn1 margin-top from 0px to 5px to find balance 



between Firefox and IE

11/20/2006

1. Added syles for head3 miniToc

2. Tweaded heading left-margins to mimic ccim more closely

*/



/* ---------------- Start of document.css ------------------- */

/* The styles for link and body are commented as they

    are not CDC compliant */

/* Default style for links*/

a:active  { color: #3366CC}

a:hover   { color: #3366CC}

a:link    { color: #3366CC}

a:visited { color: #3366CC}





/* Default style 

body

{

  background-color: #FFFFFF;

}

*/



/* Use this style for footnote numbers */

sup.Footnote

{

}



caption

{

  

  margin-left: 0in;

  margin-right: 0em;

  margin-top: 14px;

  margin-bottom: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

  div.caut1

{

  

  /*margin-left: -0.3in;*/

  /*margin-left: -0.17in;*/

  margin-left: -0.31in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: -10px;

  /*margin-bottom: -6px;*/

  text-align: left;

  text-decoration: none;

  /*text-indent: -0.5em;*/

  text-indent: 0;

  text-transform: none

}

div.caut2

{

  

  margin-left: -0.55in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: -15px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.caut3

{

  

  margin-left: -0in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: -15px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

hr.AK_Rule

{

  

  margin-left: 0.4in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

hr.Note_Rule

{

  

  margin-left: 0in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}



hr.Cautn1

{

  

  /*margin-left: 0in;*/

  margin-left: 2px;

  margin-right: 0em;

  margin-top: 5px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;

}

hr.Cautn3

{

  

  margin-left: 1.1in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;

}

hr.Chap1

{

  

  margin-left: -0.4in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;

}

hr.Cautn1table

{

  

  margin-left: 0in;

  margin-right: 0em;

  margin-top: 5px;

  text-align: right;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

p.MiniTOC1

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.MiniTOC2

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: 1em;

  margin-right:0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.MiniTOC3

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: 2em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.MiniTOC4

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: 6em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

hr.Note1

{

  

  margin-left: 0.4in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

div.AK1

{

  

  margin-left: -0.3in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: -15px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

 

}

div.AK1_Body

{

  

  margin-left: 0.45in;

  margin-right: 0em;

  margin-top: -15px;

  margin-bottom: -15px;

  text-align: left;

  text-decoration: none;

  text-indent: -5.3em;

  text-transform: none;

 

}

div.Note1

{

  

  margin-left: 0in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: -15px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

 

}

div.Note1B

{

  

  /*margin-left: -0.25in;*/

  /*margin-left: -0.30in;*/

  margin-left: -0.31in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: -10px;

  /*margin-bottom: -6px;*/

  text-align: left;

  text-decoration: none;

  /*text-indent: -0.5em;*/

  text-indent: 0;

  text-transform: none;

 

}



div.Note2

{

  margin-top: 0px;

  margin-right: 0em;

  margin-bottom: -7px;

  margin-left: 0.59in;   

  /*margin-bottom: -15px;*/  

  text-align: left;

  text-decoration: none;

  /*text-indent: 0em;*/

  text-indent: -0.3em;

  text-transform: none

}



div.Note3

{

  

  margin-left: 0.42in;

  margin-right: 0em;

  margin-top: 0px;

  /*margin-bottom: -15px;*/

  margin-bottom:0;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.Note4

{

  

  margin-left: 0.65in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: -15px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.pN2_Note2

{

    margin-left: 0.36in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}



div.pN3_Note3

{

    margin-left: 0.72in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}



div.pBulletNote

{

    margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}



hr.Note2

{

  

  margin-left: 0.85in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

hr.Note3

{

  

  margin-left: 0.75in;

  margin-right: 0em;

  margin-top: 5px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

hr.Note4

{

  

  margin-left: 1in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

div.timesave1

{

  

  margin-left: 0in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

hr.TimeSave1

{

  

  margin-left: 0.76in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

div.Tip1

{

  

  margin-left: -0.3in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: -15px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

 

}

hr.Tip1

{

  

  margin-left: 0.4in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

hr.Tip2

{

  

  margin-left: 0.68in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

hr.Tip4

{

  

  margin-left: 0.76in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}



hr.TipPara

{

  

  margin-left: 0.40in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

div.Warn1

{

  

  margin-left: 0in;

  margin-right: 0em;

  margin-top: 0px;

  /*margin-bottom: -15px;*/

  margin-bottom: 0;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  /*text-indent: 2em;*/

  text-transform: none

}

div.warntable1

{

  

  margin-left: -0.5in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: -15px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

hr.Warn1

{

  

  /*margin-left: 0.56in;*/

  margin-left: 0.6in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

hr.Warn2

{

  

  margin-left: 0.9in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

hr.Warn1table

{

  

  margin-left: 0.6in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

div.Warntable1

{

  

  margin-left: 0in;

  margin-right: 0em;

  margin-top: 0px;

  margin-bottom: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

hr.StepRule

{

  

  margin-left: 0.40in;

  margin-right: 0em;

  margin-top: -14px;

  margin-bottom: 14px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  border:1px solid grey;

  background-color:#aaaaaa;



}

table.steptable

{

  

  margin-left: 0in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

/* ---------------- Start of catalog.css ------------------- */

em.cArgument

{

  font-style: italic

}

b.cBold

{

  font-weight: bold

}

span.cBoldNormal

{

  font-family: Arial, Helvetica, sans-serif;

  font-weight: bold

}

em.cCi_CmdItalic

{

  font-style: italic;

  font-weight: normal

}

b.cCN_CmdName

{

  font-weight: bold

}

code.cCode

{

  font-family: Courier New, Courier, mono

}

span.cCp_CmdPlain

{

  font-weight: normal

}

em.cEmphasis

{

  font-style: italic

}

em.cEmphasisBold

{

  font-style: italic;

  font-weight: bold

}

em.cEmphasisMedium

{

  font-style: italic

}

span.cExBold

{

  font-family: Courier New, Courier, mono;

  font-weight: bold

}

em.cExItalic

{

  font-family: Courier New, Courier, mono;

  font-style: italic

}

code.cExPlain

{

  font-family: Courier New, Courier, mono

}

b.cKeyword

{

  font-weight: bold

}

span.cRED

{

  color: Red;

  font-family: Arial, Helvatica, sans-serif

}

span.cG_Green

{

  color: Green;

  font-family: Arial, Helvatica, sans-serif

}

span.cSecondColor

{

  color: Red;

  font-family: Arial, Helvetica, sans-serif

}

sub.cSubscript

{

  vertical-align: sub

}

sup.cSuperscript

{

  vertical-align: super

}

sup.cSuperScriptBold

{

  font-family: Arial, Helvetica, sans-serif;

  font-weight: bold;

  vertical-align: super

}

u.cUnderline

{

  text-decoration: underline

}

/*

span.cXref_Color   a{

   width: 50em;            /* constrain width try 20em

   height: 2.5em;            /* constrain height

   line-height:1em;        /* to be adjusted

   text-align: left;

   overflow: hidden;       /* hide excess

   position:relative;      /* Fix IE missing overflow bug of r.p. span

   white-space: nowrap;

   background: yellow;     /* for demo

} */



span.cXRef_Color

{

  color: Blue;

  font-family: Arial, Helvetica, sans-serif

}

span.cXRef_Color_Italic

{

  color: Blue;

  font-family: Arial, Helvetica, sans-serif;

  font-style: italic

}



nobr.cNoBreakItalic

{

  font-style: italic

}



nobr.cNoBreakBold

{

  font-weight: bold

}



div.pDefault

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h2.p_H_Head1

{

  color: #37457d;

  font-family: CiscoSans Light;

  font-size: 16.000000pt;

  font-style: Regular;

  font-variant: normal;

  font-weight: medium;

  margin-bottom: 6.000000pt;

  margin-left: 0.000000pt;

  margin-right: 0.000000pt;

  margin-top: 19.000000pt;

  text-align: left;

  text-decoration: none;

  text-indent: 0.000000pt;

  text-transform: none

}

h3.p_H_Head2

{

  color: #37457d;

  font-family: CiscoSans Light;

  font-size: 14.000000pt;

  font-style: Regular;

  font-variant: normal;

  font-weight: medium;

  margin-bottom: 6.000000pt;

  margin-left: 0.000000pt;

  margin-right: 0.000000pt;

  margin-top: 17.000000pt;

  text-align: left;

  text-decoration: none;

  text-indent: 0.000000pt;

  text-transform: none

}

h3.p_H_Head3

{

  color: #37457d;

  font-family: CiscoSans Light;

  font-size: 12.000000pt;

  font-style: Regular;

  font-variant: normal;

  font-weight: medium;

  margin-bottom: 6.000000pt;

  margin-left: 0.000000pt;

  margin-right: 0.000000pt;

  margin-top: 15.000000pt;

  text-align: left;

  text-decoration: none;

  text-indent: 0.000000pt;

  text-transform: none

}

h3.p_H_Head4

{

  color: #37457d;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  /* margin-left: -0.1in; */

  margin-right: 0em;

  margin-top: 14px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pAbbrev

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pAbbrevDef

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h2.pAn_AppNum

{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 110%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;
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}
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}
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}

p.pCellStepBody

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.51in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none
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  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

div.pCHFC_CellHeadFigCall

{

  color: #37457d;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;
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}

h2.pCN_ChapNum

{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 110%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pComment

{

  color: Red;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: italic;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pCondition

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h2.pCRC_CmdRefCommand

{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 110%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 14px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h3.pCRCD_CmdRefCmdDefault

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h3.pCRCH_CmdRefCmdHist

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h3.pCRCM_CmdRefCmdMode

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h2.pCRCM_CmdRefCmdModes

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h3.pCRCT_CmdRefCmdTypes

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h3.pCRD_CmdRefDefaults

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h3.pCRE_CmdRefExamples

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h3.pCRRC_CmdRefRelCmd

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h3.pCRSD_CmdRefSynDesc

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h2.pCRTitle

{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 110%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 14px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h2.pCRTL1_CmdRefTL1

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h3.pCRUG_CmdRefUseGuide

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pCSF_CellStepFirst

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0.5in;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: -0.4in;

  text-transform: none

}

p.pCSN_CellStepnext

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0.5in;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: -0.4in;

  text-transform: none

}

p.pCSsF_CellStepsubFirst

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.70in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.25in;

  text-transform: none

}

p.pCSsN_CellStepsubNext

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.75in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.25in;

  text-transform: none

}

h2.pCT_ChapTitle

{

  color: #37457d;

  font-family: CiscoSans Thin;

  font-size: 28.000000pt;

  font-style: Regular;

  font-variant: normal;

  font-weight: light;

  margin-bottom: 7.000000pt;

  margin-left: 0.000000pt;

  margin-right: 0.000000pt;

  margin-top: 0.000000pt;

  text-align: left;

  text-decoration: none;

  text-indent: 0.000000pt;

  text-transform: none

}

h2.pChap_Num

{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 125%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 4px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 14px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h5.pDate

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pDropDownClosed

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pDropDownOpen

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

span.pE_Error

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pEA_ErrAct

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pEE_ErrExp

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

span.pEM_ErrMsg

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pEMB_ErrMsgBody

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

span.pEMn_ErrMsg_NoText

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

span.pEmpty

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.pEx1_Example1

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 90%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  /*margin-bottom: -0.55em;*/

  margin-bottom: 0;

  margin-left: 0em;

  margin-right: 0em;

  /*margin-top: -0.55em;*/

  margin-top: 0;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  line-height:18px;

}

p.pEx1_Example1_Table

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 70%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  line-height:18px;

}

div.pEx2_Example2

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 90%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0.25in;

  margin-right: 0em;

/*margin-top: -0.55em;*/

    margin-top: 0;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  line-height:18px;

}

p.pEx2_Example2_Table

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 70%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  line-height:18px;

}

div.pEx3_Example3

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  /*font-size: 70%;*/

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0.5in;

  margin-right: 0em;

/*margin-top: -0.55em;*/

  margin-top: 0;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  line-height:18px;

}

p.pEx3_Example3_Table

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 70%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0.5in;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none;

  line-height:18px;

}

p.pExC_ExampleCap

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 85%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0.75in;

  margin-right: 0em;

  margin-top: 14px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.5in;

  text-transform: none

}

p.pExC_ExampleCapW

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 85%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pExCW_ExampleCapW

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 85%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0.5in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.75in;

  text-transform: none

}

div.pExH_ExampleHead

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 85%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 10px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pExT_ExampleTable

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 85%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pFC_FigureCap

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 14px;

  margin-left: 0.5in;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.6in;

  text-transform: none

}

p.pFCW_FigureCapW

{

  color: #37457d;

  font-family: CiscoSans;

  font-size: 8.000000pt;

  font-style: Regular;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0.000000pt;

  margin-left: 0.000000pt;

  margin-right: 0.000000pt;

  margin-top: 15.000000pt;

  text-align: left;

  text-decoration: none;

  text-indent: 0.000000pt;

  text-transform: none

}

h2.pFrontCoverTitle

{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 125%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 4px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 14px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.pGD_GlossDef

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h3.pGlossaryTitle

{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pGroupTitlesIX

{

  color: Black;

  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 8px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.pGS_GlossSection

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 100%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.pGT_GlossTerm

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pIXGroupNavigation

{

  color: Black;

  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pIXGroupNavigationDuplicate

{

  color: Black;

  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pIXGroupTitle

{

  color: Black;

  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 8px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pIXGroupTitleNav

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 8px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.pIXHeadingLink

{

  color: Black;

  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pIXLevel1Duplicate

{

  color: Black;

  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 8px;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 8px;

  text-transform: none

}

p.pIXLevel2Duplicate

{

  color: Black;

  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 16px;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 16px;

  text-transform: none

}

p.pIXLevel3Duplicate

{

  color: Black;

  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 24px;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 24px;

  text-transform: none

}

p.pLevel1IX

{

  color: Black;

  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 8px;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 8px;

  text-transform: none

}

p.pLevel2IX

{

  color: Black;

  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 16px;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 16px;

  text-transform: none

}

p.pLevel3IX

{

  color: Black;

  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 24px;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 24px;

  text-transform: none

}

p.pLevel4IX

{

  color: Black;

  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 32px;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 32px;

  text-transform: none

}

p.pLevel5IX

{

  color: Black;

  font-family: Arial, Verdana, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 40px;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 40px;

  text-transform: none

}

div.pLW_LicenseWarranty

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 12px;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0em;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: uppercase

}

p.pMIBAccess

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pMIBMax

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pMIBSyntax

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pMIBTable

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

table.N1_Note1

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: -0.4in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0in;

  text-transform: none

}

table.N2_Note2

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0.2in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0in;

  text-transform: none

}

p.pN1_Note1

{

  color: #000000;

  font-family: CiscoSans;

  font-size: 9.000000pt;

  font-style: Regular;

  font-variant: normal;

  font-weight: medium;

  margin-bottom: 9.000000pt;

  margin-left: 9.000000pt;

  margin-right: 0.000000pt;

  margin-top: 0.000000pt;

  text-align: left;

  text-decoration: none;

  /*text-indent: -0.3in;*/

  text-indent: 0.000000pt;

  text-transform: none

}

p.pN1B_Note1Bullet

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.54in;

  text-transform: none

}

p.pN1P_Note1Para

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.56in;

  text-transform: none

}

p.pN2_Note2

{

  color: #000000;

  font-family: CiscoSans;

  font-size: 9pt;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  /*margin-bottom: 0px;*/

  margin-bottom: 9px;

  margin-left: 0.88in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.4in;

  text-transform: none

}

p.pN3_Note3

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: 0.75in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.36in;

  text-transform: none

}

p.pN4_Note4

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: 1in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.36in;

  text-transform: none

}

li.pNF2_NumFirst2

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.9in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.25in;

  text-transform: none;

  list-style-type:lower-roman;

}

li.pNF_NumFirst

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  /*text-indent: -0.25in;*/

  text-indent:0;

  text-transform: none;

  list-style-type:decimal;

}

p.pNF_NumFirstIndent

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.25in;

  text-transform: none;

}

li.pNN2_NumNext2

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.9in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.25in;

  text-transform: none;

  list-style-type:lower-roman;

}

li.pNN_NumNext

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  /*text-indent: -0.25in;*/

  text-indent:0;

  text-transform: none;

  list-style-type:decimal;

}

p.pNN_NumNextIndent

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.25in;

  text-transform: none

}

p.pNote

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: 0.02in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.40in;

  text-transform: none

}

li.pNsF_NumsubFirst

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  /*margin-left: 0.9in;*/

  margin-left: 0.3in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  /*text-indent: -0.25in;*/

  text-indent:0;

  text-transform: none;

  list-style-type:lower-alpha;

}

li.pNsF_NumsubNext

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 14px;

  /*margin-left: 0.5in;*/

  margin-left: 0.3in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  /*text-indent: -0.25in;*/

  text-indent:0;

  text-transform: none;

  list-style-type:lower-alpha;

}

li.pNsN_NumsubNext

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.3in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0;

  text-transform: none;

  list-style-type:lower-alpha;

}

p.pNT_NoteTable

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.40in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.40in;

  text-transform: none

}

div.pNumListExample

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 85%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: -0.95em;

  margin-left: 0.61in;

  margin-right: 0em;

  margin-top: -0.55em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pNumListNote

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0px;

  margin-left: 1.0in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.36in;

  text-transform: none

}

p.pNumListBody

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.62in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pNumListsubBody

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.9in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h5.pOriginator

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h3.pPart_Number

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 80%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pPreformatted

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom:-3em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: -3em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.pPreformattedRelative

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 100%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pProblem

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h1.pPrT_PrefTitle

{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 110%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h1.pPT_PartNum

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 110%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h1.pPT_PartTitle

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 110%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pQuestion

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.25in;

  text-transform: none

}

blockquote.pQuotation

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 2.5em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.pRelatedTopic

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.pRelatedTopicOnly

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h2.pRelatedTopicTitle

{

  color: #003366;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 150%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pSB_StepBody

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 14px;

  margin-left: 3.6em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

li.pSBu1_StepBullet1

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 14px;

  /*margin-left: 0.82in;*/

  margin-left: 0.42in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  /*text-indent: -0.25in;*/

  text-indent: 0;

  text-transform: none;

  list-style-type:disc;

}

p.pSBu1B_StepBullet1Body

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 7px;

  margin-left: 0.60in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0in;
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  margin-bottom: 0px;

  margin-left: 0.45in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.45in;

  text-transform: none

}

div.pTipTable

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0.30in;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.30in;

  text-transform: none

}

h2.pTitle

{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 115%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 7px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h2.pTN1H_TelcoNtpHead1

{

  color: #336666;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 110%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: -0.1in;

  margin-right: 0em;

  margin-top: 14px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

h2.pTOCTitle

{

  color: #003366;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 175%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pWarn

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0px;

  /*margin-bottom: 8px;*/

  /*margin-left: 0.57in;*/

  margin-left: 0.95in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  /*text-indent: -0.55in;*/

  text-indent: -0.95in;

  text-transform: none

}

p.pWarnDuplicate

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0px;

  margin-left: 0.16in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.60in;

  text-transform: none

}

div.pWarnTable

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0px;

  margin-left: 0.59in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.59in;

  text-transform: none

}

p.pWarnTableOnly

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0px;

  margin-left: 0.95in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.95in;

  text-transform: none

}

p.pWarnTrans

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pWarnTransText

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 14px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pWarnTransTextBullet

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 7px;

  margin-left: 1.25in;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: -0.25in;

  text-transform: none

}

p.pWarnTransTextFirst

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 14px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pWarnTransTextLast

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: bold;

  margin-bottom: 0px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pWorkaround

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 6px;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 1px;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

/* ---------------- Legacy Updated 07/10/2008 ---------------- */

p.pStepBody

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  line-height: 90%;

  margin-bottom: 0em;

  margin-left: 3.5em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pStepBullet

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  line-height: 90%;

  margin-bottom: 0.5em;

  margin-left: 3.5em;

  margin-right: 0em;

  margin-top: 0.5em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pStepBulletBody

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  line-height: 90%;

  margin-bottom: 0.5em;

  margin-left: 5em;

  margin-right: 0em;

  margin-top: 0.5em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pStepBulletIndent

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  line-height: 90%;

  margin-bottom: 0.5em;

  margin-left: 5.1em;

  margin-right: 0em;

  margin-top: 0.5em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

p.pStepBulletIndentBody

{

  color: #000000;

  font-family: Arial, Helvetica, sans-serif;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  line-height: 90%;

  margin-bottom: 0.5em;

  margin-left: 6.8em;

  margin-right: 0em;

  margin-top: 0.5em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.pStepExample

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 85%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  line-height: 90%;

  margin-bottom: 0em;

  margin-left: 24em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

span.pEx1_Example1

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 85%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  line-height: 90%;

  margin-bottom: 0em;

  margin-left: 0em;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

span.pEx2_Example2

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  /*font-size: 85%;*/

  font-style: normal;

  font-variant: normal;

  font-weight: normal !important;

  line-height: 90%;

  margin-bottom: 0em;

  margin-left: 0.25in;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

span.pEx3_Example3

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 85%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  line-height: 90%;

  margin-bottom: 0em;

  margin-left: 0.5in;

  margin-right: 0em;

  margin-top: 0em;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

div.pStepExample

{

  color: #000000;

  font-family: Courier New, Courier, mono;

  font-size: 95%;

  font-style: normal;

  font-variant: normal;

  font-weight: normal;

  margin-bottom: 0in;

  margin-left: 0.55in;

  margin-right: 0em;

  margin-top: 0in;

  text-align: left;

  text-decoration: none;

  text-indent: 0em;

  text-transform: none

}

/* ---------------- End of Legacy ---------------- */

P.pNF2_NumFirst2



{



  color: #000000;



  font-family: Arial, Helvetica, sans-serif;



  font-size: 95%;



  font-style: normal;



  font-variant: normal;



  font-weight: normal;



  margin-bottom: 7px;



  margin-left: 0.5in;



  margin-right: 0em;



  margin-top: 0px;



  text-align: left;



  text-decoration: none;



  text-indent: -0.25in;



  text-transform: none



}



P.pNF_NumFirst



{



  color: #000000;



  font-family: CiscoSans;



  font-size: 9.000000pt;



  font-style: Regular;



  font-variant: normal;



  font-weight: medium;



  margin-bottom: 4.000000pt;



  margin-left: 18.000000pt;



  margin-right: 0.000000pt;



  margin-top: 0.000000pt;



  text-align: left;



  text-decoration: none;



  text-indent: -18.000000pt;



  text-transform: none



}

.pNF_NumFirst b,.pNN_NumNext b,.pNsF_NumsubFirst b,.pNsN_NumsubNext b{

color:#37457d;

}

P.pNF_NumFirstIndent



{



  color: #000000;



  font-family: Arial, Helvetica, sans-serif;



  font-size: 95%;



  font-style: normal;



  font-variant: normal;



  font-weight: normal;



  margin-bottom: 7px;



  margin-left: 0.25in;



  margin-right: 0em;



  margin-top: 0px;



  text-align: left;



  text-decoration: none;



  text-indent: -0.25in;



  text-transform: none



}



P.pNN2_NumNext2



{



  color: #000000;



  font-family: Arial, Helvetica, sans-serif;



  font-size: 95%;



  font-style: normal;



  font-variant: normal;



  font-weight: normal;



  margin-bottom: 7px;



  margin-left: 0.5in;



  margin-right: 0em;



  margin-top: 0px;



  text-align: left;



  text-decoration: none;



  text-indent: -0.25in;



  text-transform: none



}



P.pNN_NumNext



{



  color: #000000;



  font-family: CiscoSans;



  font-size: 9.000000pt;



  font-style: Regular;



  font-variant: normal;



  font-weight: medium;



  margin-bottom: 4.000000pt;



  margin-left: 18.000000pt;



  margin-right: 0.000000pt;



  margin-top: 0.000000pt;



  text-align: left;



  text-decoration: none;



  text-indent: -18.000000pt;



  text-transform: none



}



P.pNsF_NumsubFirst



{



  color: #000000;



  font-family: Arial, Helvetica, sans-serif;



  font-size: 95%;



  font-style: normal;



  font-variant: normal;



  font-weight: normal;



  margin-bottom: 7px;



  margin-left: 0.6in;



  margin-right: 0em;



  margin-top: 0px;



  text-align: left;



  text-decoration: none;



  text-indent: -0.25in;



  text-transform: none



}







P.pNsN_NumsubNext



{



  color: #000000;



  font-family: Arial, Helvetica, sans-serif;



  font-size: 95%;



  font-style: normal;



  font-variant: normal;



  font-weight: normal;



  margin-bottom: 7px;



  margin-left: 0.6in;



  margin-right: 0em;



  margin-top: 0px;



  text-align: left;



  text-decoration: none;



  text-indent: -0.25in;



  text-transform: none



}

P.DD-DocumentDates {

    display: block;

    text-align: left;

    text-indent: 0.000000pt;

    margin-top: 0.000000pt;

    margin-bottom: 1.000000pt;

    margin-right: 0.000000pt;

    margin-left: 0.000000pt;

    font-size: 9.000000pt;

    font-weight: medium;

    font-style: Regular;

    color: #37457d;

    text-decoration: none;

    vertical-align: baseline;

    text-transform: none;

    font-family: "CiscoSans";

}

EM.cB-Bold {

    font-weight: Bold;

    text-decoration: none;

    vertical-align: baseline;

    text-transform: none;

}

em.cBCB-BoldCiscoBlue {

    font-weight: Bold;

    color: #37457d;

    text-decoration: none;

    vertical-align: baseline;

    text-transform: none;

    font-style: normal !important;

}

em.cCB-CiscoBlue {

    font-weight: Bold;

    color: #37457d;

    text-decoration: none;

    vertical-align: baseline;

    text-transform: none;

}

em.ExPlain {

    font-size: 8.000000pt;

    font-weight: medium;

    font-style: Regular;

    color: #000000;

    text-decoration: none;

    vertical-align: baseline;

    text-transform: none;

    font-family: "Courier";

}

em.cI-Italic {

    font-style: Italic;

    text-decoration: none;

    vertical-align: baseline;

    text-transform: none;

}

em.cNo-Hyperlink {

    color: #000000;

    text-decoration: none;

}

em.cSuperscript {

    font-size: 8.000000pt;

    color: #000000;

    text-decoration: none;

    vertical-align: super;

    text-transform: none;

}

em.cXref-Color {

    color: #0000ff;

}

h1.pCT_ChapTitle {

    display: block;

    text-align: left;

    text-indent: 0.000000pt;

    margin-top: 0.000000pt;

    margin-bottom: 7.000000pt;

    margin-right: 0.000000pt;

    margin-left: 0.000000pt;

    font-size: 28.000000pt;

    font-weight: light;

    font-style: Regular;

    color: #37457d;

    text-decoration: none;

    vertical-align: baseline;

    text-transform: none;

    font-family: "CiscoSans Thin";

}

h4.p_H_Head3 {

    display: block;

    text-align: left;

    text-indent: 0.000000pt;

    margin-top: 15.000000pt;

    margin-bottom: 6.000000pt;

    margin-right: 0.000000pt;

    margin-left: 0.000000pt;

    font-size: 12.000000pt;

    font-weight: medium;

    font-style: Regular;

    color: #37457d;

    text-decoration: none;

    vertical-align: baseline;

    text-transform: none;

    font-family: "CiscoSans Light";

}

h5.p_H_Head4 {

    display: block;

    text-align: left;

    text-indent: 0.000000pt;

    margin-top: 12.500000pt;

    margin-bottom: 4.000000pt;

    margin-right: 0.000000pt;

    margin-left: 0.000000pt;

    font-size: 10.500000pt;

    font-weight: medium;

    font-style: Regular;

    color: #37457d;

    text-decoration: none;

    vertical-align: baseline;

    text-transform: none;

    font-family: "CiscoSans Light";

}

h6.pBl_BlockLabel {

    display: block;

    text-align: left;

    text-indent: 0.000000pt;

    margin-top: 11.000000pt;

    margin-bottom: 3.000000pt;

    margin-right: 0.000000pt;

    margin-left: 0.000000pt;

    font-size: 9.000000pt;

    font-weight: Bold;

    font-style: Regular;

    color: #37457d;

    text-decoration: none;

    vertical-align: baseline;

    text-transform: none;

    font-family: "CiscoSans";

}

p.pB1_Body1{

    display: block;

    text-align: left;

    text-indent: 0.000000pt;

    margin-top: 0.000000pt;

    margin-bottom: 9.000000pt;

    margin-right: 0.000000pt;

    margin-left: 0.000000pt;

    font-size: 9.000000pt;

    font-weight: medium;

    font-style: Regular;

    color: #000000;

    text-decoration: none;

    vertical-align: baseline;

    text-transform: none;

    font-family: "CiscoSans";

}

p.pCH1_CellHead1 {

    display: block;

    text-align: left;

    text-indent: 0.000000pt;

    margin-top: 0.000000pt;

    margin-bottom: 0.000000pt;

    margin-right: 0.000000pt;

    margin-left: 0.000000pt;

    font-size: 9.000000pt;

    font-weight: medium;

    font-style: Regular;

    color: #37457d;

    text-decoration: none;

    vertical-align: baseline;

    text-transform: none;

    font-family: "CiscoSans";

}

em.cBold {

    font-weight: Bold;

    text-decoration: none;

    vertical-align: baseline;

    text-transform: none;

    font-size:13px;

}

em.cSuperscript {

    text-decoration: none;

    vertical-align: super;

    text-transform: none;

}

li.pNF_NumFirst{

    display: block;

    text-align: left;

    text-indent: -18.000000pt;

    margin-top: 0.000000pt;

    margin-bottom: 9.000000pt;

    margin-right: 0.000000pt;

    margin-left: 18.000000pt;

    font-size: 9.000000pt;

    font-weight: medium;

    font-style: Regular;

    color: #000000;

    text-decoration: none;

    vertical-align: baseline;

    text-transform: none;

    font-family: "CiscoSans";

}

li.pTC_TableCap {

    display: block;

    text-align: left;

    text-indent: 0.000000pt;

    margin-top: 17.250000pt;

    margin-bottom: 0.000000pt;

    margin-right: 0.000000pt;

    margin-left: 0.000000pt;

    font-size: 9.500000pt;

    font-weight: Bold;

    font-style: Regular;

    color: #37457d;

    text-decoration: none;

    vertical-align: baseline;

    text-transform: none;

    font-family: "CiscoSans";

}

p.pB1_Body1 {

    display: block;

    text-align: left;

    text-indent: 0.000000pt;

    margin-top: 0.000000pt;

    margin-bottom: 9.000000pt;

    margin-right: 0.000000pt;

    margin-left: 9.000000pt;

    font-size: 9.000000pt;

    font-weight: medium;

    font-style: Regular;

    color:#000000;

    text-decoration: none;

    vertical-align: baseline;

    text-transform: none;

    font-family: "CiscoSans";

}

p.p_H_Head1 {

    display: block;

    text-align: left;

    text-indent: 0.000000pt;

    margin-top: 25.000000pt;

    margin-bottom: 8.000000pt;

    margin-right: 0.000000pt;

    margin-left: 0.000000pt;

    font-size: 21.000000pt;

    font-weight: Bold;

    font-style: Regular;

    color: #000000;

    text-decoration: none;

    vertical-align: baseline;

    text-transform: none;

    font-family: "Univers 47 CondensedLight";

}

h6.pCHFC_CellHeadFigCall {

    display: block;

    text-align: left;

    text-indent: 0.000000pt;

    margin-top: 0.000000pt;

    margin-bottom: 0.000000pt;

    margin-right: 0.000000pt;

    margin-left: 0.000000pt;

    font-size: 9.000000pt;

    font-weight: Bold;

    font-style: Regular;

    color: #37457d;

    text-decoration: none;

    vertical-align: baseline;

    text-transform: none;

    font-family: "CiscoSans";

}

li.pFCW_FigureCapW {

    display: block;

    text-align: left;

    text-indent: 0.000000pt;

    margin-top: 17.250000pt;

    margin-bottom: 0.000000pt;

    margin-right: 0.000000pt;

    margin-left: 0.000000pt;

    font-size: 9.500000pt;

    font-weight: Bold;

    font-style: Regular;

    color: #37457d;

    text-decoration: none;

    vertical-align: baseline;

    text-transform: none;

    font-family: "CiscoSans"

}

h6.pN2_Note2 {

    display: block;

    text-align: left;

    text-indent: 0.000000pt;

    margin-top: 0.000000pt;

    margin-bottom: 9.000000pt;

    margin-right: 0.000000pt;

    margin-left: 18.000000pt;

    font-size: 9.000000pt;

    font-weight: medium;

    font-style: Regular;

    color: #000000;

    text-decoration: none;

    vertical-align: baseline;

    text-transform: none;

    font-family: "CiscoSans"

}

p.pEx1_Example1 {

    color: #000000;

    font-family: Courier New,Courier,mono;

    font-style: normal;

    font-variant: normal;

    font-weight: normal;

    line-height: 18px;

    text-align: left;

    text-indent: 0;

    text-transform: none;

    font-size:90%;

    margin-left: 18pt;

    margin-top: 0px;

    margin-bottom: 0px

}
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© Sanity Check Failing

Backups create a copy of your configuration and databases.

Manual Backup

Perform Backup

Last Backup Successful
Transferring Backups To External Storage Is Recommended
To facilitate disaster recovery, you are strongly encouraged to transfer backup archives to a secure external backup location. Transfer of
bbackup archives can be performed via download, Sftp, or rsync.

£ Backup Job Details

Previous Backups

The number of backups that will be stored on disk is: 1
Name 8 size £ Timestamp = Operations

/data/backups/amp-backup-20211106-0000. 18 . bak 738MB  2021-11-06 00:03:43 +0000 = -
about 17 hours ago
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£ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take several hours.

22 state
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Recreating Protect DB tables from the schema in the snapshot.

Version 3
drop disposition tables
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samples table.
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cas table
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v
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