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| ntroduction

This document describes steps to identify and fix a critical SD-WAN security vulnerability per the PSIRT
advisory dates September 30,2026. Cisco strongly recommends upgrading to a fixed software release to
remediate thisissue.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

» Cisco Catalyst SD-WAN architecture and control components (Manager, Controller and Validator)
» Cisco Catalyst SD-WAN upgrade procedure
» Cisco TAC case management and admin-tech collection procedures

Components Used

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure



that you understand the potential impact of any command.

Background I nfor mation

For detailed background information and the latest updates, refer to the official PSIRT advisory page.
This advisory is available at thislink:

» Cisco Catalyst SD-WAN Manager API Authentication Bypass Vulnerability (CVE-2026-76504,
CWE-177). Security Impact Rating: Critical (CV SS Base Score 9.8).

This defect is addressed by this PSIRT advisory:
» Cisco bug ID CSCww79570

This advisory affects Cisco Catalyst SD-WAN Manager (vManage).

Remediation Workflow Overview

Note: All SD-WAN Managers (vManage) that run arelease earlier than the first fixed release are
vulnerable and require an immediate upgrade. However, not all Catalyst Managers show evidence
of compromise.

Required Action: Collect admin-techs from all Catalyst SD-WAN Managers, upgrade all to afixed release,
and open a Cisco TAC case so TAC can scan your admin-techs for indicators of compromise.

TAC isavailableto:

Scan the admin-techs you provide for indicators of compromise
Provide upgrade support if you encounter issues during the upgrade
Guide you through additional remediation if indicators of compromise are identified

1. Collect Admin-Techs - Run admin-tech on all Catalyst SD-WAN Managers, including every node of
acluster and of aDisaster Recovery (DR) deployment, prior to the upgrade to ensure no diagnostic
dataislost. Select Log and Tech options. Core is not required.

2. Upgradeto a Fixed Release - Upgrade all Managers (vManage) to afixed software version listed in
the Fixed Software Versions table.

Note: Do not wait for TAC scan results before upgrading. Upgrading to afixed release is the
highest priority and closes the vulnerability. The TAC scan in Step 3 determines whether any
further action is needed after the upgrade.

3. Open a TAC Case and Upload Admin-Techsto scan for indicator s of compromise - Open a Cisco
TAC case and upload all admin-tech log bundles collected in Step 1. TAC scans the admin-techs for
indicators of compromise.

4. 1f Compromiseis|dentified, use the TAC Guidance - If TAC identifies indicators of compromise
in your environment, complete all remediation guidance provided by TAC. If no indicators of


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-webauth-xr8beuuU
https://tools.cisco.com/bugsearch/bug/CSCww79570

compromise are found, no further action beyond the upgrade is required.

Step 1: Collect Admin-Tech Filesfrom All Managers

Required: Collect admin-tech files from all Managers (vManage) before upgrading to ensure no diagnostic
dataislost. These files are used by TAC in Step 3 to scan your environment for indicators of compromise.

Collection:

Note: For admin-tech generation, select Log and Tech options. Core is not required.

1. Run admin-tech on ALL Managers (vManage).

2. If your Managers run as a cluster, run admin-tech on every cluster member .

3. If you have a Disaster Recovery (DR) deployment, run admin-tech on every Manager in both the
primary and the DR site.

Collect an Admin-Tech in SD-WAN Environment and Upload to TAC Case

Note: TAC analyzes these files to assess your environment for indicators of compromise and guide
the appropriate remediation path.

Alternative: Manual Verification (Only if Admin-Tech Cannot Be Collected)

For those who cannot share admin-tech files, manual verification steps are available. These steps provide
preliminary indicators that must be documented and shared with TAC.

See the Manual Verification Steps section at the end of this document for detailed procedures. Document all
findings and provide them to TAC in your support case.

Step 2: Upgradeto a Fixed Software Version

After collecting admin-techsin Step 1, upgrade all Managers (vManage) to a fixed software version.

Important: Do not wait for TAC scan results before upgrading. Upgrading to afixed release is the
highest priority and closes the vulnerability. The TAC scan in Step 3 determines whether any
further action is needed after the upgrade.

Select the appropriate version from the Fixed Software Versions table in this document.

A



https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/216954-how-to-collect-an-admin-tech-in-an-sd-wa.html

Warning: Upgrade must remain within your current major release. Do not upgrade to a higher
major release without explicit TAC guidance.

Upgrade SD-WAN Controllers with the Use of vManage GUI or CLI

Note: If you encounter any issues during the upgrade, open a TAC case for upgrade support.

Step 3: Open a TAC Case and Upload Admin-Tech Filesfor
Scanning

After upgrading in Step 2, open a Cisco TAC support case and upload the admin-tech files collected in
Step 1. TAC scans the admin-techs for indicators of compromise.

Required Actions:

1. Open a Severity 3 TAC case with the CVE-ID "CVE-2026-76504" in the title to initiate the scanning
process.

2. Upload ALL admin-tech log bundles collected in Step 1 (all Managers, including cluster and DR
nodes).

3. Wait for TAC to complete the scan and communicate the results.

Note: TAC analyzes the admin-tech files and communicates the results of the scan. If no indicators
of compromise are found, no further action beyond the upgrade is required.

Step 4: If Compromiseisldentified — TAC Guidance

If TAC identifiesindicators of compromise in your environment, TAC contacts you with specific
remediation guidance. Complete al instructions provided by TAC.

If no indicators of compromise are identified, the upgrade completed in Step 2 is sufficient and no further
remediation is required.

Fixed SoftwareVersons

These software releases contain the fix for this vulnerability. Upgrade to the first fixed release in your
current release train.

Cisco Catalyst SD-WAN Software

First Fixed Release Available Softwar e
Release

Migrateto afixed

Earlier than 20.91
release.



https://www.cisco.com/c/en/us/support/docs/wan/dpt/220424-upgrade-sd-wan-controllers-with-the-use.html

Cisco Catalyst SD-WAN Software

First Fixed Release Available Softwar e
Release

20.9.10.1 upgrade images for
vManage

20.9 20.9.10.1

20.12.8.2 upgrade images for
vManage

20.12 20.12.8.2

20.15.6.1 upgrade images for
vManage

20.15 20.15.6.1

20.18.4.1 upgrade images for
vManage

20.18 20.184.1

26.1.2.1 upgrade images for
vManage

26.1 26.1.2.1

26.2.1 upgrade images for
vManage

26.2 26.2.1

1 These releases have reached End of Software Maintenance. Cisco strongly encourages customers to
upgrade to a supported release.

The Cisco Product Security Incident Response Team (PSIRT) validates only the affected and fixed release
information that is documented in the advisory.

S

Note: Cisco has also addressed this vulnerability in Cisco SD-WAN Cloud (Cisco Managed)
Release 20.15.605, which is cloud based. No user action is required. Customers can determine the
current remediation status or software version by using the Help function in the service GUI.

I mportant References:

* Upgrade Matrix
e Controller Compatibility Matrix

Appendix: Manual Verification Steps (Only if Admin-Tech
Collection isNot Possible)

Note: Admin-tech collection is the preferred and recommended method. Only use manual
verification if you absolutely cannot collect and share admin-tech files. If you cannot collect
admin-tech files, use these manual steps to gather preliminary indicators for TAC.


https://software.cisco.com/download/home/286320995/type/286321394/release/20.9.10.1
https://software.cisco.com/download/home/286320995/type/286321394/release/20.9.10.1
https://software.cisco.com/download/home/286320995/type/286321394/release/20.12.8.2
https://software.cisco.com/download/home/286320995/type/286321394/release/20.12.8.2
https://software.cisco.com/download/home/286320995/type/286321394/release/20.15.6.1
https://software.cisco.com/download/home/286320995/type/286321394/release/20.15.6.1
https://software.cisco.com/download/home/286320995/type/286321394/release/20.18.4.1
https://software.cisco.com/download/home/286320995/type/286321394/release/20.18.4.1
https://software.cisco.com/download/home/286320995/type/286321394/release/26.1.2.1
https://software.cisco.com/download/home/286320995/type/286321394/release/26.1.2.1
https://software.cisco.com/download/home/286320995/type/286321394/release/26.2.1
https://software.cisco.com/download/home/286320995/type/286321394/release/26.2.1
https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/catalyst-sdwan-upgrade-matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/catalyst_sdwan_compatibility_matrix/index.html

Note:

» These steps provide preliminary data only

» Admin-tech collection is strongly preferred for accurate assessment
» Document your findings and share them with TAC in your support case
* TAC makesthe official assessment determination

Requirements: These steps must be performed on all Managers (vManage), including every cluster member
and every Manager in a Disaster Recovery (DR) site. Access the log files from vshell (vshe11 from the

Manager CL1), and review both the current and the rotated log files.

How to Identify the I ndicators of Compromise

This advisory has two indicators of compromise. Both relate to entriesfor j_security_check inwhich a
character of the request is encoded (for example /%6a_security_check), from unknown or unauthorized 1P

addresses.

I mportant: The examplesin this section show the use of %6a as the encoded character j in the
request. Thisisonly an example, and the vulnerability allows any one character that is encoded in
the request to be used.

Note: Cisco Catalyst SD-WAN Manager systems that are exposed to the internet and that have

ports exposed to the internet are at risk of exposure to compromise. In some instances, these

indicators of compromise can occur during standard operations. Therefore, they must be assessed

against normal network posture to identify and avoid false positives.

Indicator Log File What It Verification
Means
A client
sent a
Jl?nsc;oiﬁty check /var/log/nms/containers/service_proxy/serviceproxy- request of Verification
réquest received access.log* thistype 1
tothe
Manager.
The
Manager
processed
Encoded gfrﬂ;es’t
j_security_check typefora  Verification
request processed /var/log/nms/vmanage-server.log* y_p ] 2—
for aviptela- viptefa- =
reserved-* USer reserved-
* user (a
reserved
system

service




Indicator Log File What It Verification
Means

account).

Verification 1. Audit the Service Proxy Access L og

Audit the serviceproxy-access.1og file, located at
/var/log/nms/containers/service_proxy/serviceproxy-access.log, for entriesthat are related to
j_security_check from unknown or unauthorized | P addresses, as shown in this example:

[2026-09-29T23:11:13.948-05:00] "POST /%6a_security_check HTTP/1.1" 200 - 48 0 4 - "10.10.10.47,192.168

Certain log files in the vManage system are restricted behind root access and cannot be accessed directly by
customers. To review these logs, customers must generate an admin-tech file.

Interpret Results and Document for TAC
If nosuch entriesarefound:

* No indicators of compromise detected in thislog on this Manager
» Document this result for your TAC case
» Continue with Verification 2, and then repeat both verifications on the remaining Managers

If such entriesarefound:

» Carefully examine each source | P address shown

» Look for entries from unknown or unauthorized | P addresses. Verify whether the source IP belongs to
an authorized activity in your environment (for example, a vulnerability scan or penetration test that
you run)

* If you cannot identify the source IP as legitimate, this can indicate potential indicators of compromise

» Document all findings and open a TAC caseimmediately

* Include the log entries, timestamps, source IPs, and HT TP status codes in your case

» TAC performs the official assessment determination

Verification 2: Audit the Manager Server Log
Audit the vmanage-server.1og file, located at /var/1og/nms/vmanage-server.log, for entries that are related

to j_security_check from unknown or unauthorized | P addresses, specifically being called for users that
include names starting with viptela-reserved-, as shown in this example:

29-Sep-2026 23:11:13,952 CDT [] [vManage-new] [UserUtils] (default task-127462) |default| Request Store

Note: The viptela-reserved System service accounts are documented in the Authentication,
Authorization, and Accounting section of the Cisco Catalyst SD-WAN Systems and Interfaces
Configuration Guide.



Interpret Resultsand Document for TAC
If no such entries are found:

» No indicators of compromise detected in thislog on this Manager
» Document this result for your TAC case
» Repeat both verifications on the remaining Managers

If such entriesare found:

This can indicate potential indicators of compromise

Document all findings and open a TAC case immediately

Include the log entries and timestamps in your case, together with the Verification 1 findings for the
same time period

TAC performs the official assessment determination

Frequently Asked Questions

Q: What isthefirst step to addressthis security advisory?

A: Collect admin-tech files from al Managers (vManage), then upgrade all Managers to a fixed software
version. After upgrading, open a TAC case and upload the admin-techs so TAC can scan your environment
for indicators of compromise.

Q: Which components ar e affected by thisadvisory?
A: Only Cisco Catalyst SD-WAN Manager (vManage) is affected.
Q: Do we need to upgrade the Controllers, Validators, or edgerouters aswell?

A: No, not to address this advisory. Upgrade all Managers (vManage) to afixed release, and use the
Controller Compatibility Matrix to confirm that the new Manager release is compatible with your other
components.

Q: Isaworkaround available?
A: No. There are no workarounds that address this vulnerability. Upgrade to a fixed release.
Q: What version do | need to upgrade to?

A: Upgrade to the first fixed release in your current release train as soon as possible. Refer to the Fixed
Software Versions table in this document. TAC confirms the appropriate version for your specific
environment.

Q: | already upgraded to a fixed release for a previous SD-WAN security advisory. Do | need to
upgrade again?

A: Yes, unless your current release is at or later than the first fixed release in your train in the Fixed
Software Versions table. Fixed releases for earlier advisories do not necessarily include the fix for this
vulnerability.

Q: Dol need to collect admin-techsfrom all Manager s?

A: Yes. TAC requires admin-tech files from every Manager (vManage), including every cluster member and


https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/catalyst_sdwan_compatibility_matrix/index.html

every Manager in aDisaster Recovery (DR) site, to properly assess your environment.
Q: Can | check for indicators of compromise myself?

A: Yes. If you cannot collect admin-tech files, use the Manual Verification Steps on every Manager and
share the results with TAC. Admin-tech collection remains the preferred method, and TAC makes the
official assessment determination.

Q: How does TAC determineif my system has been compromised?

A: TAC analyzes the admin-tech files using specialized tools to assess your environment for indicators of
compromise.

Q: What happensif indicators of compromise areidentified?

A: TAC contacts you to discuss next steps and guidance specific to your environment. Cisco does not
perform the remediation on your behalf — TAC provides the guidance needed for you to proceed.

Q: Can | start theupgrade before TAC analyzes my admin-techs?

A: Yes. Collect admin-techs, upgrade to afixed release, and then open a TAC case so TAC can scan the
admin-techs for indicators of compromise.

Q: Isdowntime expected during remediation?

A: The impact depends on your deployment architecture and the remediation path. TAC provides guidance
on minimizing service impact during the process.

Q: I have a cloud-hosted SD-WAN overlay. What are my optionsfor upgrading?
A: For cloud-hosted overlays, customers have two options:

1. Check if your environment is scheduled for an automated upgrade by navigating to SSP > Overlay
Details > Change Windows.
2. If you do not want to wait for the scheduled upgrade, you have two options:
» Upgrade on your own using the upgrade guides available in this document.
* Open astandby TAC case for your preferred maintenance window. TAC is available to assist
you if you encounter difficulties with the upgrade.

Q: Wearea Cisco-hosted overlay. Do we need to review any accessrules on SSP?

A: All Cisco-hosted customers are advised to review their own Allowed Inbound Rulesin SSP > Overlay
Details > Allow Inbound rules and ensure only the necessary prefixes from your side are allowed. These
rules are for management access only and do not apply to edge routers.

Q: Does Cisco TAC provideforensic analysisor investigation servicesfor thisvulnerability?

A: Cisco TAC can assist customers by scanning for Indicators of Compromise (10Cs) related to this
vulnerability. However, TAC does not perform in-depth forensic analysis or incident investigations. For
comprehensive forensic work or detailed security investigations, we recommend that customers engage their
preferred third-party Incident Response (IR) firm.

Q: What arethegeneral best practices or waysto reduce vulnerabilitiesfor my SD-WAN overlay?

A: Refer to the Cisco Catalyst SD-WAN Hardening Guide for best practices and recommendations to reduce
vulnerabilitiesin your SD-WAN overlay.



https://sec.cloudapps.cisco.com/security/center/resources/Cisco-Catalyst-SD-WAN-HardeningGuide

