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| ntroduction

This document describes the step-by-step process to integrate Catalyst SD-WAN with ServiceNow for
event-based ticket generation.

Prerequisites

Requirements

Cisco recommends;

» Knowledge of Cisco Catalyst SD-WAN solution.
* An active account in ServiceNow with admin privileges.
* Internet reachability from SD-WAN Manager transport Virtual Private Network (VPN).
- If ServiceNow is hosted on-premises, then ensure connectivity towards it from SD-WAN
Manager in VPN O.

Components Used

The information in this document is based on these software and hardware versions:

* Cisco Catalyst SD-WAN Manager running 20.15.3.1 version.
» C8000v running Cisco IOS® XE Catalyst SD-WAN 17.15.3 version.



The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Network Diagram

@ Webhook servicenow

SD-WAN Manager

Connectivity diagram

Configurations

p Tip: For thisintegration, we use Webhooks from SD-WAN Manager directly to ServiceNow.

There are two partsto this configuration:

1. Configuring ServiceNow API and making it ready to accept and process HTTP POST messages from
SD-WAN Manager.
2. Configuring SD-WAN Manager Webhook.

ServiceNow Configuration
Create an I nstance

1. Login to ServiceNow developer portal https://devel oper.servicenow.com/dev.do using your
ServiceNow credentials.

2. On Welcome page, click “Request your instance” and chose any release (Zurich, Y okohama or
Xanadu).

Start building

et your personal developer nstance and explore the latest platform features

Request your instance Learn about PDls

Figure-1


https://developer.servicenow.com/dev.do

Request an Instance >

Choose your release

Zurich Yokohama Xanadu
Releass notes [ Release notes [ Release notes
LN A
=]
Figure-2

3. Wait for afew minutes while your instance gets ready.

4. Refresh your page after afew minutes and get your Personal Developer Instance (PDI) created.

Your PDI: dev271953

Last used: less than 1 hour ago

Status App Engine Studioc Creator Studio Version

m Installed Installed Zurich

[ App Engine Studio ] [ Creator Studio ]

Figure-3
Createan App
5. Click App Engine Studio.

6. Close welcome dialog box.

7. Click Create app.



Hi, System 3 Import app

How do you want to get started?

Quick start
L '
L0 o= ~L o0\
Create an app Add a table Add an experience Add an automated flow

Figure-4
8. Give anameto this app and click Continue.
CREATE APP

Let's get started on your new app.

Add a name and description that define the purpose of your app.
You can also add a thumbnail image.

Name & &
ud-vmanage
Deseriprion (0 : 1,

; Browse or drag

Describe this app to upload

BMP, GIF, IK0Q, JPEG,
1BG, PRG, 5VG

Figure-5

9. Leaveroles as default and click Continue.



CREATE APF

Let's add roles to your new app.

Default roles have already been added based on popular roles for
apps. You can add or remove roles, later.

© rddaroie
Boke name % (D Description (O
admin Default admin role g
Fode name k& (0 Deseription (D)
7]
user Default user role

Cancel m

Figure-6

10. Wait for few minutes for this app to be created.
11. Go to app dashboard.

CREATE APP

Great! Let's add more to your app.

You can increase your app's functionality by adding data,
experiences, automation, or security. Go to the app dashboard to
add them before submitting this app to your administrator for
review.

Data Expiriencs Autormation Sacurity

Go to app dashboard

Create APP

12. From App Home, click “Try it out” to open ServiceNow Studio.



SErviCenow App Engine Studic

Mg Home
ud-vmanage

ServiceNow Studio

The future of application development

evelopment and streamiine your workflows with seamiess cn ollaboration, all

7 Try it out

ud-vmanage b
All 2 Data  Experience  Logic and automation  Sedurity (2)

Figure-7

13. Noticethe URL. It is something like PDI-1D.service-now.com.

14. In |eft navigation pane, click the app name. In this case: ud-vmanage.

() ServiceNow Studio ~

+ R Open list
= @Custom T
o = ud-vmanage
(m
|.-_-:|

Figure-8

15. Click (+) icon and then click Create File.

¢  ud-vmanage =]

E @ t O App detalls

* O Security
b % Rale (2)
* 03 Crher

b [ Embedded Help Role Priority (2)

Createfile

16. Search and select Scripted REST API.

=

Source control = m !




) ServicoMow Studis =

Create File

0 Sy & ud-vmanage

y Seripred

Seripred REST API

Soripred Web Service

Scripted REST Header 303 Feace P

Seripted REST Version

Seriptad REST Revsures o, - .

You're on your way (o creating 2 file
GraphQi Scripted Resoberr

ot ool Pt 30 SPROTUNITY 19 BREvoR Mmore detals
Seripted REST Query Parameter

Search Saripred Prar-processe

Search Scripted Porzprocesuoes

oo o 0 o0 o8

Seripted REST Header Asiacistion

]

Figure-9

17. Click Continue.
18. Create anew record for Scripted REST Service.

1. Enter APl Name
2.APIID
3. Click on Default ACLslock icon:
1. Click on search button to select target record.
2. In Access control search, search and click “Scripted REST External Default”.

) ServicoNow Studio =

P e Scripted RuE:'rm. . m

() You can easly create a new BEST AL To gel stared, gve your AP 3 name and I
[ ]
3 # Name | ud-m-snow ApERCEION  LANTIERgE
# APLID | ugd_ven_snow APt namespace  x_1831532_ud_vma_0
¢ Pric
Protecton polcy | = Hone -

Drefaul ACLS mary be selecied 1o apgly 10 8 [ES0UITES. but NI MESOUICES CAN OvErnae This setling
Thee Diedait ACLS are enfiorced for a resounce when

o+ Thet iesouite ‘RIEGUItes Sulenicaton” S Riequines ACL suforzation’ fiekds e ssleched and
» Thet resource Rsell coes not reference any ACL recons

ALTESS. 18 Qranssd If Al least one Malchng ACL record S o
lore info

* DefauR ACLS

Figure-10
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|. Search |
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Scripted SOW on-call rest api E
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Sync =
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LI Builder Any Logged in User E

Ul Builder Dev Scripted REST

L
3
v
L
v
]
v
»
v

1{to200f34 » 0

Figure-11

19. Click Submit.

Seripied REST Service S
Mew record - -

ud-umanage
g En o App detals
(0 You can easily create a new REST AP, To gt starsd. give youf AF1 & name and 10

* O Seauriy .

» & Role 2 S M | URT-SNGH APCEEA  BIVMANagE o
13 omer # AFIID | ud_vm_srow APl namespace x_1531932_ug_vma_0

b O Embedaed Help Bale Priory (21

Protection policy | - None — v

Dfaull ACLS ity B saleched 1o apply 1o S resources, bul iNARMOUAI MESOURtEs BN dverTide NS Leming
The Detaull ACLS are enforced fof 3 Resource whin:

- The rescuice Requines duthentication’ 3 Tegquines ACL authorzation Melds ae seecied, and
= The resouce Bself does nol neference any ACL records

ACCESS (5 Qranted if 3t leas! one MAlChing ACL recoed 15 found
bbore nfo

% Defaunl ACLs | Soripled REST External Default A

123

Select taget recoed

Scripted REST Service New Record

20. Create a new resource.



03 ServicoMow Studio =

Seripted REST Sarvice

e vmanage T anc = | Update | Dwlete
+
* Hame | ENTRSHON Appication  udwmanage
=
. N W APYID | sd_Vm_saciw AR Paaspace  ¥_1831932_ud_vma_0
o Acve @ Base APIpaTY  8pUE_1 IV 1532_ud_vma_0hua_wim_sncw
* O Emiseddied Hels Roie Prioriy (2 Protection policy | — Nons — ¥

Content Negoliahion | DoCamentation

Detalt ACLS may be sekecied to apply o all resources, but indvidual IE30UICEs can averride This selting
Tne Defaul ACLS are enforced for a resource when

* The resource Fequines authentication’ and Fiquines ACL auhorZation’ fekds ae seected, and
= The resource fsail does not reerence any ACL reconds

Access s granted i af keast one matching ACL record is found
Migee ity

# Detall ACLS | & | Seripled REST Extaral Defaull

Update | Delete

Related Links
Enatie

Hame = HTTP method Rulative path Resource path AP wersion Active

Figure-12

21. Give the name of this new resource, select HT TP method as POST .

) Servicebiow Studio =

— Scripted REST Rascurce

wmanage gty

+ — .
AP GSSNRICH  UCkVM-SHOW ) APDRCHICH  UAMANagE
=
Bl - O Secuney + Name | alarms Actve B
Request routing
1 Rk Briowiey {2 The route configeration Specifies the "HTTR memo and Felathve pat. These fields detenmine how HTTR CHents BOCESS s resounce.

Thee refatre path erifies. (e SuD-Ath 10 Iis IESOUITE MELE 10 T Base AR path. The retative: LRI Can contain path Daramelers such a5 Yabo(dy. The requesting chent speciies e i valar, avatatie 10 e SO at nunime v ihe: Request AP

Lo i

& HTTR meihca | POST - Foetative path

Impiement the rescurce
Access request desals Including LRI paTh parameters, Query parameters, Readers, and ihe: request body using (he- Recues! AP
Configare the fESpoese IRCUGNG SHTNG e HTTP SLatus £ooe, ESpONGE oSy, A any IESpEnss headers using the: Ressders AD)

lkge il
* Scnpt Tum o ECMAZEp! 2021 (ES12) mode
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{request, response);
Protecton polcy | — None - A

Figure-13

22. In script section, create ajavascript to process the JSON from SD-WAN Manager and create ticketsin
ServiceNow.

Sample script:

(function process(request, response) {

try {
var payload = request.body.data;

gs.info(" & € vManage Webhook Received: " + JSON.stringify(payload));



var alertMessage = payload.message || 'No message';
var alertSeverity = payload.severity || 'medium’;
var deviceld = payload.deviceld || 'Unknown device';

var inc = new GlideRecord('incident');
inc.initialize();

inc.short_description = "vManage Alert: " + alertMessage;
inc.description = "Device ID: " + deviceld + "\nSeverity: " + alertSeverity + "\n\n" + JSON.str:
inc.urgency = (alertSeverity === 'critical') ? 1 : 2;

inc.impact = 2;
inc.insexrt();

response.setStatus(201);
response.setBody({ message: "Webhook received and processed." });

} catch (err) {

gs.exrror(" X vManage Webhook Error: " + err.message);
response.setStatus(500);
response.setBody({ error: "Error processing webhook: " + err.message });

}

H(request, response);

Warning: Thisisasample script. Please thoroughly validate the script before usein lab or
production environment.

23. Click Submit.

) ServiceMow Studia =

¢ udvmanage o Scripted REST Rescurce m
+ n oo P
AP GHINENN  UVT-SNOW ) APpACINON  UG-VIANI0E
=
Bl O Secusiy & Name | alanoms Acthe
= iy
& Requess rousng
. edided Help Robe Prigeiny (2 The routes CoNfigUBon specifies the HTTP memod and elatve pallr, These fiekds detesmine how HTTF chents acoess this resource
The redaties path identifies the sub-path 10 This resowce relative 10 Tee Dase AP path. The nelative LRI Can contain path parameters Such as Vabold). The requesting cient speciies Te id value, avalatie 1o the script af runime via the: Requesi AP
Lkrs
k HTTP method | POST - Retatree patn

Impiement the resource
ACOSSS PEQUES! Ll INCHHING LRI AT [arameters. quéry paramelers, feaders, and the nequest body using the: Request AP
Configure e response RCANg sefng the HTTR status code, response body. and any response Neaders using Be- Response AP
[0

¥ Sonpt i 2021 (ES12) mode

5. 08F0(" B Matage Webhook Recelved: ™ + JSON. stelaglify(paylosd));
¢ Fy{pay

var alerthessage = payload.sessage
a+ alerrSeverity = payload. severity
var deviceld = payload.deviceld || “Usknown de

§ LETEH
fimc escription "+ alertMessage;
mieverity: " + alertSeverity + “\nin” + J50W.stringlfy

inc,description = “Device 10i ~ ¢
paylead);

ncy = (alestSeverity --- ‘oritical'} 2 12 23

response  setStatws(201);
response, setBody( [ message: “Webhook recelved and processed

cateh [eer

Scripted REST Resource New Record

24. Make a note of theresource path. Thisisthe URL that we need to enter in SD-WAN Manager



Webhook configuration.

25. Webhook URL : https://PDI.service-now.com/Resource path.

Sample URL in this configuration guide: https.//dev271953.service-
now.com/api/x_1831932_ud_vma 0/ud_vm_snow

SD-WAN Manager Configuration

In this section, we configure SD-WAN Manager Webhook to send the alarms towards ServiceNow
API: https://dev271953.service-now.com/api/x_1831932 ud vma 0/ud vm_snhow

p Tip: For aMulti-tenant SD-WAN Manager, apply the respective configuration in tenant view to
send Webhook events for that tenant. One can also apply this configuration in Provider view to
recieve alarms from Provider domain devices.

SD-WAN Webhook

1. Login to SD-WAN Manager and navigate to Monitor > L ogs > Alarm Notifications,

‘ties  Catalyst SO-WAN

Monitor | & ansies

Overview  Devices  Applications  Security  Multicloud  Tunmnels  Logs

Alarms  Events  Auditlogs  ACLLogs

' © 24 Hours Alarm Neotifications t s EM O
I

mpscind Erities Saverny & Qb Msrm Type [TR— Ratated Evant Date & Tima Rt

Figure-14

SD-WAN Alarm Notification

2. Click Add Alarm Notifications.


https://PDI.service-now.com/Resource_path
https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_snow
https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_snow
https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_snow

Monitor | = an

_
Menier
Overview  Devices  Applications  Secusity  Multicloud  Tunnels  Logs
a
Alarms  Events  Auditlogs  ACLLags
o Alarms Alarm Motilication Settings
— e ve Motification Setting Acd Alarm Notifications {5}
‘\ Mot ation Bule Mame Severity Alarm Kame Account Detads Updated By Lavi Updated Webhook ST ‘Webhook URL [xecution Username Actions
Tooss
o E
S
o
srat
Figure-15

3. Enter respective fields to setup alarm notification.

1. Notification Name
2. Alarm Type
3. Delivery Method: WebHook

1. Choose a Channel for Webhook: Custom

2. WebHook URL (API created on step 24 in ServiceNow side configuration):

https://dev271953.service-now.com/api/x_1831932_ud vma 0/ud vm_snow

3. WebHook Threshold: 100

4. Leave username and password blank.

Caution: Leaving username and password fields blank in production is a security risk. Move with

caution.

4. Click Add Notification.


https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_snow

il i
il Catalyst SD-WAN

- Monitor | + ansites . | Add Alarm Notifications

Mliwrutine
Overview  Dovices  Applications  Security  Multicloud  Tunnels
a
Alarms Events Audit Logs ACL Logs

figparal Motdication Hame

- Alarms Alarm Netification Settings -

hytics. Al Type
Oject Type Object List Severity Types
4\ Motification Rule Name Saverity Alarm Hama

Dolivery Method

Raports "
L
L]
[rT— "

Choose a Channel for Webhook:

WebHook URL WebHook Threshokd

Username Password

Figure-16
Verify
ServiceNow ticketing page
1. Let’s navigate to ServiceNow ticketing page.
1. For this, use this URL to access ServiceNow main workspace. It is your PDI.service-

now.convnav_to.do.
1. Example: https.//dev271953.service-now.com/nav_to.do

SErVICENOW  Ar  Favorites  History  Workspaces  Admin

ServiceNow Studio

Build smarter and deploy faster

7 Open ServiceNow Studio

GO FURTHER

Power your workflow applications

ServiceNow workspace

2. Click All and search & click I ncidents.


https://dev271953.service-now.com/nav_to.do

serviCennw | Al Favorites  History Workspaces  Admin ServiceMow

~ ®

FAVORITES

No Results

dio

1e unified,

Incident ATF Suites

GO FURTHER

Power your workflow applications
Figure-17

3. Incident page opens.

SErviCenow Al Favordtes  History  ‘Workspaces  Admin Inciderts View: Seif Service 1
B Incidents View: Self Service | Number | Saarch ¥y © [Actorsonsdectedrows. v m
Mumer Opened Short description
N 707 Wt ATF: Test

Incident page
4. From SD-WAN Manager CLI vshell, execute the CURL command towards ServiceNow:

curl -X POST “ <your_webhook_url_towards_servicenow>"

Success message:

udutt-krk-dmz-vmanage:~$ curl -X POST "https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_s

{"result":{"message":"Webhook received and processed."}}

5. Notice an incident created on ServiceNow.

= Y & Incidents View: Self Service | for text « | Search

All > Active = true
[] &  Number Opened Short description

INC0010038 2025-10-09 00:29:25 vManage Alert: No message



Figure-18

If you notice an authentication error in CURL like below:

udutt-krk-dmz-vmanage:~$ curl -X POST "https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_s

{"error":{"message":"User is not authenticated","detail":"Required to provide Auth information"},"statu

Stepsto fix authentication error

1. Navigate back to ServiceNow Studio page, access your app (example: ud-vmanage) from left
navigation pane and select your Scripted REST API (example ud-vm-snow).

) ServiceMow Studio ~ ud
< ud-vinanage |
g e r o App detai

* & Integrations (Inbound)
* 3 Scripred REST AP (1)
O wd-wrm-snow
* D Security
F 2 Rale (2)
* 3 Other
¥ O Contained Role (2)
¥ O Cross scope privilege (6)
b O3 Embedded Help Role Priority (2)

¥ O Scripred REST Resource (1)

Figure-19

2. Scroll down to Resources and click the resour ce (example: alarms).
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Scripted REST Service

e o - | Update | Deienn

T udvmanage

4 Wame | IEATRESO0N Apphcation  Ug-vmanage
b APID | ud_vm_snow AP namespace  x_1831332_ud_vma_0
P Bass AFY pah | fapix_1831902_ud_vena_0Nad_wm_snow

Protection policy | - None -~ -

ity | Conlent Negotiaion | Documentiation

Detauit ACLS may be selecied 1o apply 10 all resounces, but Indnidual resounces can overmde this sefting
The Detaull ACLS a0e entoeced 10f  MES0UFE when

= The fesounce Requires suthentication’ and ‘Requires ACL SUROMZMON ek afe seleced, and
= The resource Bself aoes nol reference any ACL recons

Access i granted ¥ at least cne matching ACL recond i found
Hdsre infg

+ Detaull ACLs | & | Scripled REST Extemal Defaull
Update | Debete

Related Links
Enial g
T AP

* Request Hesders | Ousry Parsmelern

Hame - HTTP mathod Rulatve path Resource path AP varsion Actrog

POST apw_ 1831932 _wd_vma_iud_vm_sniw (emngey) e

EER

Figure-20

3. Scroll down to Security and uncheck authentication and ACL authorization as shown below.
a. Requires authentication
b. Requires ACL authorization

c. Click Update

v | Conlent Hegotiation | Documentation

Resources can specily security seflings that owernde the parent seftings.

By default resources 'Require authentication’ and "Require ACL SUShonzation', To Make 3 reseece public, MEaning no Sulentcation i requined 10 ac08ss e IeSoute, uncheck 'Requires authentication”. For mene iInfo about configuning Scripted
REST APIS See our IOoUCt J0CS

To require authonzation, selec! the Regquires ACL aulhoization’ check boxX and seiedt an ACL recond(s). Leave the 'ACL' field tank 1o enforcs e Delault ACLS' from the parent APL ACCess 5 gramied if at least one malching ACL recond i fodnd
Mare info

Requines authentication Requires ACL authorization [

Acls | 8

Update Dalate

Related Links
Expiore REST AP
AP anahvics

Run Poing Scan

Figure-21

4. Execute CURL command again from SD-WAN Manager vshell which is successful thistime.

Generating alarms

5. Now generate an alarm in SD-WAN Manager by, for example:
a. Shutting down an interface of one WAN Edge Router within your SD-WAN overlay.
b. Clearing control connections from any SD-WAN Manager or any WAN Edge Router.

c. Performing a port-hop.




Please check the intended site to generate alarms during Webhook configuration.

6. Notice Incidents created on ServiceNow page.

servicenow

Admin
¥ & Incidents| Updated = | Seareh
Al

Opared Shat description Calter Priarity State Categary Asdignament group Assigned te
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2005 10-08 1530 vivarape Alert: The interface admin-state changed toup Gue: 3 - Moderate ew Inquiry / Help empty) fempy)

iarupe Alert: vBond state changed Gussst 3-Maderate  Mew gty femgty)

2005-10-08 15:26:37 vivarape Alert: The interface oper-state changed to down Gusest 3. Moderste  New lempty) fempay

-08 15:34c37 vivarage Alert: Mo acthe control vBond Guest 3 - Moderate e Inquiry | Help iempty) empay)

2025-10-08 152437 viMarage Alerl: The interface sdemin-state changed to down 3 - Maderate Mew Inguiry | Hislp gyl fesgty)

vivarage Alert: No message Gues 3- ew Inguiry / Help empty) fempiy)

vivarape Alert: No messape 3- ew Inequiry [ Help iempty) fempy)

Figure-22
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Figure-23
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Figure-24

Troubleshoot

1. From the SD-WAN Manager side, check the content of /var/log/nms/vmanage-server .log for any errors
related to HTTP POST messages.

Example of successful Webhook:

03-0ct-2025
03-0ct-2025
03-0ct-2025
03-0ct-2025
03-0ct-2025
03-0ct-2025

12:
12:
12:
12:
12:
12:

21
21
21
21
21
21

105,394
:05,677
:05,677
:06,745
:07,192
:07,196

uTC
uTC
uTC
uTC
uTC
uTC

INFO
INFO
INFO
INFO
INFO
INFO

[udutt-krk-vmanage]
[udutt-krk-vmanage]
[udutt-krk-vmanage]
[udutt-krk-vmanage]
[udutt-krk-vmanage]
[udutt-krk-vmanage]

Example of unsuccessful Webhook request:

03-0ct-2025 12:24:46,949 UTC INFO
03-0ct-2025 12:24:48,065 UTC INFO
03-0ct-2025 12:24:48,305 UTC INFO
03-0ct-2025 12:24:48,305 UTC INFO

(]
(]
(]
(]

[udutt-krk-vmanage]
[udutt-krk-vmanage]
[udutt-krk-vmanage]
[udutt-krk-vmanage]

[DataCollectionManager] (Thread-157) || *%¥%%*
[EventDataCollector] (device-event-processing
[DataCollectionManager] (Thread-157) || *%%%%*
[DeviceHistoryConfigurationDAO] (device-confi
[NotificationsConsumer] (pool-59-thread-9) ||

[NotificationsConsumer] (pool-59-thread-1) ||

[DataCollectionManager] (Thread-157) || #*¥*%%%*
[DeviceHistoryConfigurationDAO] (device-confi
[NotificationsConsumer] (pool-59-thread-15) |
[NotificationsConsumer] (pool-59-thread-14) |

2. We can aso perform packet capture to confirm healthy session between SD-WAN Manager and

ServiceNow.

Packet capture with hidden public IP

Related | nfor mation
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