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| ntroduction

This document describes how to configure Single Sign-On (SSO) for Cisco Catalyst Software-Defined
Wide-Area Networks (SD-WAN) with Microsoft EntralD.

Prerequisites
Requirements

Cisco recommends that you have genera knowledge of the these topics:

* Single Sign-On
» Cisco Catalyst SD-WAN solution

Components Used

The information in this document is based on:

» Cisco Catalyst SD-WAN Manager release 20.15.3.1
* Microsoft EntralD



Note: The solution formerly known as Azure Active Directory (Azure AD) is now called Microsoft
EntralD.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background Information

Single Sign-On is an authentication method that allows users to securely access multiple independent
applications or websites using a single set of credentials. With SSO, users no longer need to signin
separately to each application—once authenticated, they can seamlessly access all permitted resources.

One common way to implement SSO is through federation, which establishes trust between an identity
provider (IdP) and a service provider (SP) using protocols such as SAML 2.0, WS-Federation, or OpenlD
Connect. Federation improves security, reliability, and the user experience by centralizing authentication.

Microsoft Entra D isawidely used cloud-based identity provider that supports these federation protocols.
In an SSO setup with Cisco Catalyst SD-WAN, Microsoft Entra|D acts as the |dP, and Cisco SD-WAN



Manager acts as the service provider.
The integration works as follows:

1. A network administrator attemptsto log in to the Cisco SD-WAN Manager.

2. Cisco SD-WAN Manager sends an authentication request to Microsoft Entra|D.

3. Microsoft Entra ID prompts the administrator to authenticate with their Entra ID (Microsoft) account.

4. Once credentials are validated, Microsoft Entra ID sends a secure response back to the Cisco SD-
WAN Manager confirming the authentication.

5. Cisco SD-WAN Manager grants access without requiring separate credentials.

In this model:

* ldentity Provider (IdP) — Stores user data, validates credentials (for example, Microsoft Entra D,
Okta, PinglD, ADFS).

» Service Provider — Hosts the application to be accessed (for example, Cisco SD-WAN Manager).

» Users— Have an account in the IdP directory and are authorized to access the service provider.

Cisco Catalyst SD-WAN is compatible with any SAML 2.0-compliant 1dP when configured according to
industry standards.

Benefits of Using Single Sign-On
» Centralizes credential management through the Identity Provider.
 Strengthens authentication security by eliminating multiple weak passwords.

» Streamlines secure access for administrators.
» Enables one-click access to Cisco Catalyst SD-WAN Manager and other authorized applications.

Configure



Note: Minimum supported release: Cisco Catalyst SD-WAN Manager release 20.8.1.

Step 1. Obtain the Cisco SD-WAN Manager SAML Metadata

* In Cisco SD-WAN M anager, navigate to Administration > Settings > External Services > | dentity
Provider Settings and click Add New I DP Settings.
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» Toggle IDP Settingsto enable the identity provider settings. In the IDP Name field, enter aname
that references the IdP you are using, and in the Domain field, enter adomain that matches the
domain names used by the usersin your organization’s enterprise application. Click Click hereto

download the SAML metadata and save the metadata XML file to your computer. Thisfileis used
to configure SSO in Microsoft Entra D in the next step.



Note: In this example, the metadata XML file points directly to the I P address of the Cisco SD-
WAN Manager, but in many production environments, it points to its Fully Qualified Domain
Name (FQDN). For a standalone Cisco SD-WAN Manager, the Entity 1D contained in the metadata
matches the URL you use to log in to the Cisco SD-WAN Manager at the time you download it.
This meansit functions with either the |P address or the FQDN, since it is a single-node setup.

For a Cisco SD-WAN Manager cluster, the same principle appliesin that the FQDN pointsto one
of the cluster nodes, and the metadata includes this domain as the Entity ID. The difference is that,
whether you use metadata with the cluster’s FQDN or from a specific node using its | P address,
once the SSO integration with Microsoft EntraID is successfully completed, the other nodes also
redirect to the 1dP sign-in prompt.

The main requirement in both scenariosis that the Entity 1D you use in Cisco SD-WAN
Manager—whether an |P address or an FQDN—matches the identifier configured on the IdP side.
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Step 2. Configure an Enterprise Application for SSO in Microsoft Entra|D

* LogintotheMicrosoft Entraadmin center portal with one of these roles: Cloud Application
Administrator, Application Administrator, or owner of the service principal.
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» Navigateto Entra D > Enterprise apps, or you can also access this service when you enter
enter prise applicationsin the search bar at the top of the portal and then choose Enterprise
Applications.
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» The All applications page opens. Enter the name of your existing application in the search box, and
then choose the application from the search results.

Note: On this same page, you can create a custom enterprise application based on your
organization’s requirements and to configure it with SSO authentication if you do not already

have, when you click New application.
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* Inthe Manage section of the left menu, click Single sign-on, or in the Getting Started pane within
the Overview section, click 2. Set up single sign-on to open the Single sign-on pane for editing.
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» Select SAML to open the SSO configuration page.
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* Onthe Set up Single Sign-On with SAML page, click Upload metadata file.
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SSO with SAML Configuration Page

* Inthe Upload metadata file window, browse to and click the metadata XML file you previously

downloaded, and then cl
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Upload metadata file.

Values for the fields below are provided by j ykshp8. You may either enter those

values manually, or upload a pre-configured SAML metadata file if provided by
j ykshp8.

‘ |44 _saml_metadata.xml"l ‘ E

Upload Metadata File Window

* IntheBasic SAML Configuration window, the Identifier (Entity ID) istypically the URL specific
to the application—in this case, the Cisco SD-WAN Manager—you are integrating with (as explained
in the previous step). The Reply URL and Logout URL values popul ate automatically once thefileis
successfully uploaded. To continue, click Save.
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The unique 1D that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsaft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated S50.

Default
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The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
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Add reply URL
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Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL for
your application. This field is unnecessary if you want to perform identily provider-initiated single sign-on.
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Relay State (Optional) @
The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

Enter a relay state

Logout Url (Optional)
This URL is used fo send the SAML logout response back to the application.
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Basic SAML Configuration Window

Step 3. Add a User or Group Account to the Enterprise Application

» With the SAML configuration parameters of the application defined, you proceed to add the users or
groups in the enterprise application that sign in to the application. To do this, first navigate to Entra
ID > Users, or you can aso access this service when you search the service name in the search bar at
the top of the portal, as shown in a previous step.
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» Create auser that you associate with a group to illustrate SSO authentication with Cisco SD-WAN
Manager and one of its user groups, netadmin, which is the most common in production
environments. To do this, navigate to Entra ID > Users. Next, click New user and choose Create
new user.
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» The Basicstab contains the core fields required to create a new user.
. For the User principal name, enter aunique user name and choose a domain from the drop-
down list of domains available in your organization.
Enter a Display name for the user.
Uncheck Auto-generate password if you want to enter a custom password, or leave this option



checked to have one generated automatically.
Y ou can add the user to agroup in the Assignments tab, but since the group membership has
not yet been created, click Review + create.
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» Thefina tab shows the key details from the user creation workflow. Review the details and click
Create to complete the process.
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» Thenew user appears shortly after. If it does not, click Refresh and search for the user using the
search bar within the service. Next, navigate to Entra I D > Groups > All groupsin order to create
the new group.
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» On this page, you manage the different groups and their permissions within your organization. Click
New group to create the group that has network administrator privileges.
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» Choose a Group type from the drop-down list — in this case, Security, since only access to shared
resourcesisrequired. Enter a Group name of your choice that references the role or permissions of
the group. At this point, associate users with the group when you click the selected membersin the
Membersfield.

In the Add member s window, browse and choose the user s you want to add — in our example,
the user you just created — and then click Select.
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* Click Create to create the group.
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» The new group appears shortly after. If it does not, click Refresh and search for the group name with
the search bar within the service. Repeat the previous steps to create another user and add it to a
different group member ship to validate SSO sign-in with the application and one of its other user
groups, such as operator.
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Step 4. Configure SAML Group Provisioning for Microsoft Entra D

» To provision the groups or the users associated with them in the SAML configuration, you need to
assign them to your enterprise application so they have log in permissions for your application, for
example, the Cisco SD-WAN Manager. Navigate back to Entra | D > Enter prise apps and open your
enter prise application. In the Manage section of the left menu, click Usersand groups.
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* Next, click Add user/group.
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* Inthe Add Assignment pane, click None Selected under Users and groupsfield. Search for and
choose the user or group you want to assign to your application — in our example, the two users
created in the previous steps — and then click Select.

& Agents

*

Favorites

2 e

Entra ID

Cvenien

Users

Geoupt

Devices

Enberpriie apps.

App regisirations

Ficles & admins

& 8B 8 8 2 »

Delegatied sdmin pannen

a

Dosmnan defaced

Conditional Access

-

Multifactor authentication

Ierstity Sevure Score

Buthernigation methods

Password reset

Custom security attributes

Certificate authorities

n e 0 a8 v @

& Search rescwrces, senices, and docs (G

=

User/Group Assignment Pane

Homa: > Entarneiss spplication Users and groups X
Add Assignment
i, -
(D) Tey changing e sdding fiters il you don't see what you're losking fee Selected (2)
e and groups -
None Selected
Select arole <] )
@  soWAN admin =
B ctvan admin user@aseuityon !
— O SDWAN operater
B i operator user -
Haene Type Detals
& SDWAN admin User schwan_adimin_uer@onecuity onmicrosoft.c
[ "
By scnerisouers Geoup
‘ = @ SDWAN cperator Uher Shwan_Operato ujr.rr(um.—.-.,-m.-mwll
4 > b4

Select

» Click Assign to assign the user or group to the application.
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» The users assigned to your enterprise application are listed shortly after assignment. Click Single
sign-on in the M anage section of the left menu to access your application’s SSO SAML configuration
and complete the remaining required configuration.
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* Onthe Set up Single Sign-On with SAML page, under Attributes & Claims, click Edit.



Microscft Entra admin center A Search resources, senvices, and docs (G+/]

# Home .
i ykshp8 | SAML-based Sign-on X
& Agents tiipiiie Agglcat
Upload metadats fike . ghe 5 e st G !
*  Favorites v B Oveniiew - .
3 EntralD ~
cois improves security, refiability, and end user experiences and is easier to
© Ovandew implement, Choose SAML single 5ign-0n whenever possible for existing apgdications that da nat wie Open!D Connet e Oauth
0 uvien A
Read the t far help integeating | Vishgs
A Grou
= 0 s Configuration
B Devioes "
IB & ersand g Semice URL)  hiteps//dd 3fzamLogeResponss
Enterprise apps
D sarghe signeon
B App registrations B Provisioning Fittps./44 43,5amILogoutResponse
&y Foles & admins
-5 2]
2§ Delegated admin partners
O Doman serices
Seurity
G Condtmonal Acoris
@ Multifactor authentication & Permissions
ety Secmre Soone Q' Token encrypbicn -
? S o SAML Centificates
- e Acthit
@ Authertication methods ctmty Token sigring cerificate
D Signeinlogs Active
B3 Password reset . ¥ . &
fid Usage & insights /572028, 355:48 PM
B Custesn security altributes e
hitpsloginmicrosaltonkne comfadbacd-52as-... [
0 Centificate authorities
v v

SSO with SAML Configuration Page

* OntheAttributes & Claims page, click the three-dot icon and then Delete to remove the claim with
the value user .givenname and the claim with the value user .sur name, as they are not needed for this
example.Only the next claims are required for basic SSO authentication with your application:

- Email address of the user —user.mail
- User principal name (UPN) of the user —user .user principalname



Note: Your organization can require additional claims depending on its specific needs.
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* Inthe Claim deetion window, click OK to delete the claim.

Claim deletion:

Are you sure you want to delete this claim?

Claim Deletion Window

» Next, remove the namespace from the Claim name in the two remaining claims, asthisfield is
optional. This change allows the actual name of each to be displayed on this page for easier
identification. Hover over each claim and click it to access its settings.
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Attributes and Claims Page

» Onthe Manage claim page, delete the Namespace field and click Save to apply the changes.
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» The names of the two required claims can now be seen. However, one more additional claim is still

required to define the groups the users belong to and that are authorized to access application
resources. To do this, click Add new claim.
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» Enter aNameto identify this claim. Next to Sour ce, select Attribute. Then click Claim conditions
to expand the options and configure multiple conditions.
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* In the clam condition, choose M ember s from the User type drop-down list and click Select Groups
to choose the group(s) to which the user must belong, then click Select.
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» Choose Attribute from the Sour ce drop-down list where the claim retrievesits value. In the Value
field, enter the custom attribute of the user that references the user group defined in your application.
In this example, netadmin is one of the standard user groups in Cisco SD-WAN Manager. Enter the
attribute value without quotes and press Enter.
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* Immediately after, the attribute value appears with quotes because Microsoft Entra ID handles this
value asastring.



Note: These parameters within the claim conditions are highly relevant in the SSO SAML
configuration of the enterprise application, since these custom attributes must always match the
user groups defined in Cisco SD-WAN Manager. This match determines the privileges or
permissions granted to users based on the group to which they belong on Microsoft EntralD.
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* Repeat the same steps for a second claim condition for the second group created, that maps to the
operator user group in Cisco SD-WAN Manager. This processis required for each different group
with specific permissions that you want to sign in to the application. Y ou can also add multiple groups
within asingle condition. Click Save to save the changes.
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e Onthe Set up Single Sign-On with SAML page, the Attributes & Claims section shows the new
changes made. To conclude the configuration in the Microsoft Entra ID, under SAML Certificates,
click Download next to Federation M etadata XML to download the XML file that provides identity

services to the application.
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SSO with SAML Configuration Page

Step 5. Import the Microsoft EntralD SAML Metadata Fileinto Cisco SD-WAN
Manager

» To upload the federation metadata into the Cisco SD-WAN Manager, navigate to Administration >
Settings > External Services > Identity Provider Settings and click Select a file. Choose thefile
you just downloaded from Microsoft EntraID, then click Save.
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IdP Settings Configuration Page

» The IdP settings and metadata are now saved.
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» Click your profile name in the upper-right corner of the Ul to expand the options, from there click
L og Out to sign out of the portal.

‘il Catalyst SD-WAN

0 admin

3 Settings Sl T
Monior .
Settings / extomal sorvices g
) ) ) B retadmin
i Identity Provider Settings
Cigeo Account ¥
Configuation
— @ My Profie
R Data Collection & Statistics » C figure an external identity provide: on [$50) of Cisco Catalyst SD-WAN
| W or users, Configuring u
Analytics
Max 3
-3 Alarm Notifications
IDF Namo State Domain Names
Werkflows .
Threat Grid API 9] [«m
4 UTD Snort Subscriber Signature
Tods  Add Mew IDP Settings
Ciseo DNA Portal
T Managed Cellular Activation - eSIM
Identity Provider Settings I
©
Mainterance Cloud Credentials
ThousandEyes User APl Tokans
0
Advminiptrat
e System »
] Trust and Privacy s
Explone
Profile Menu

* You areimmediately redirected to the Microsoft authentication screen, where you sign in with the
credentials of the Microsoft Entra|D SSO users.
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Microsoft Log In Screen

» Because thisisthe first time the SSO user logsin, the prompt requests a password change.
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Update your password
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the first time you are signing in, or because your
password has expired.
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» After asuccessful sign-in, expand the details of your profile again in the upper-right corner of the
dashboard, and you can confirm that the user is detected with anetadmin role, exactly as configured

in Microsoft Entra ID.

sami_useri931485130770027868 W

alils  Earabecr SH-WAR
ot Catalyst SD-WAN
— Monit 3 All Sites o I e Log Out
4 onitor : o Ad, saml_useriS314851397 Ta027088 9
Monitor
Overview  Devices  Applications  Seeurity  Multicloud  Tunnels  Logs m s
netadrmin
a,
Faofigwnin Control Components 'WAN Edges Certificate Status Licensing @ My Profie
ul 2 2 1 Q 4] S5 o Q ] o
Anaiytics Validatos Conbroller anager FReachabie @ Unreachable © Warning 1] vl © Assigned @ Unassigned @ Last 24 hes
;
ekl
N Site Health @ | Geed pertorming Sites View Details Tunnel Health @ | Laterey (ms) - Wiew Details
Tools
Site name Usage (GB)
SITEI01015 ]
feport 5
SITE 101011 0
)
LAt SITE_102015 0
W
L] SITE_101018 o
Adesinistration . " 3
Ll SITE_102012 ]
&
Explons

Wiew Details

WAN Edge Health @ [crutosars) + | [Poor Davices - View Datails Application Health @ [ Peor Parforming Applications. ~

Cisco SD-WAN Manager Ul

» Finaly, perform the same sign-in test with the other user. Y ou see the same behavior — the user is
now identified with the operator role.
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Related | nfor mation

» Configure Single Sian-On on Cisco 10S XE Catalyst SD-WAN
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