Troubleshoot EAP Fragmentation
| mplementations and Behavior
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| ntroduction

This document describes how to understand and troubleshoot Extensible Authentication Protocol (EAP)
sessions.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

» EAPand EAP-TLS protocols
» Configuration of the Cisco Identity Services Engine (ISE)
e CLI configuration of Cisco Catalyst switches



It is necessary to have a good understanding of EAP and EAP-TL S in order to understand this article.

Components Used

This document is not restricted to specific hardware and software versions.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

Sections of this document are dedicated to coverage in these areas:

Behavior of Authentication, Authorization, and Accounting (AAA) servers when they return the
Server Certificate for the Extensible Authentication Protocol-Transport Layer Security (EAP-TLYS)
session.

Behavior of supplicants when they return the Client Certificate for the EAP-TLS session.
Interoperability when both the Microsoft Windows Native Supplicant and the Cisco AnyConnect
Network Access Manager (NAM) are used.

Fragmentation in IP, RADIUS, and EAP-TLS and re-assembly process performed by network access
devices.

The RADIUS Framed-Maximum Transmission Unit (MTU) attribute.

AAA servers behavior when they perform fragmentation of EAP-TL S packets.

Certificate Chain Returned by the Server

The AAA server (Access Control Server (ACS) and ISE) aways returns the full chain for the EAP-TLS
packet with the Server Hello and the Server Certificate:

438 TLSv1 362 Server Hello, Certificate, Certificate Request, Server Hello Done
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= Secure Sockets Layer
¢ TLSvl Record Layer: Handshake Protocol: Server Hello
= TLSvl Record Layer: Handshake Protocol: Certificate

Content Type: Handshake (22)
Yersion: TLS 1.0 (0x0301)
Length: 2239
= Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2235
Certificates Length: 2232
= Certificates (2232 bytes)
Certificate Length: 1363
b Certificate (id-at-commonName=lise.example.com)
Certificate Length: 863

+ Certificate (id-at-commonName=win2812,dc=example,dc=com)




The ISE identity certificate (Common Name (CN)=lise.example.com) is returned along with Certificate
Authority (CA) that signed the CN=win2012,dc=example,dc=com. The behavior is the same for both ACS
and ISE.

Certificate Chain Returned by the Supplicant

Microsoft Windows Native Supplicant

Microsoft Windows 7 Native supplicant is configured in order to use EAP-TLS, with or without the Simple
certificate selection, and does not send the full chain of the client certificate. This behavior occurs even
when client certificate is signed by a different CA (different chain) than the server certificate.

This example is related to the Server Hello and Certificate presented in the previous screenshot. For that
scenario, the ISE certificate is signed by the CA with the use of a subject name,
CN=win2012,dc=example,dc=com, but the user certificate installed in the Microsoft storeis signed by a
different CA, CN=CA,C=PL,S=Cisco CA,L=Cisco CA, O=Cisco CA.

ul I |

Certificate @

General | Details | Certification Path

Show: | <All = -
Field Value i
B'u'ersiun V3
|:|Serial number 00 fe9c3d6lel 31cdd8 =
BSignamrE algorithm shalRSA
|:|5igna1ure hash algorithm shal bl

CA, PL, Cisco CA, Cisco CA, Ci...
B'l.-'alid from Saturday, September 13, 201...
=] valid to sunday, September 13, 2015 ...
|-_']c:| thisrt Wim7 Bl Ma7r Kralow Ciern -
CN = CA
C=PL
S5 = Cisco CA
L = Cisco CA
0 = Cisco CA

As aresult, the Microsoft Windows supplicant responds with the client certificate only. The CA that signsit
(CN=CA,S=PL,S=Cisco CA, L=Cisco CA, O=Cisco CA) is not attached.




Lenglh: 481
Type: TLS EAP (EAP-TLS) (13}
E EAP-TLS F'|ﬂ-‘|.: Breg
b |3 EAP-TLS Frageents (1549 byles): #439{1482), «441{477)]
= Secure Sockels Layer
= TLSwl Record Layer: Handshake Protocel: EMuliiple Handshake Hessages
Cantenl Type! Handshales (22)
Versiom: TLS 1.8 (B6x@®E1)
Lemgth: 1895
= Handshake Profocol: Certificale
Hardshake Type: Certificate (11]
Lemgth: 1111
Certilicates Lemgih: 1188
* Certificates (1108 byltes)
Certificate Length: 1186

Coartificate [(id-at-{ oancrdlanechlin?, Ld-at-ceamir yHawe=l , [d-al-slatelaPray ifd eRane=NaF . jid-at-ladal il yNane=Kr il el | Bd-al -argen kFal orManeal iwial

Because of this behavior, the AAA servers possibly encounter problems when they validate client
certificates. The example relates to Microsoft Windows 7 SP1 Professional.

Solution

A full certificate chain isto beinstalled on the certificate store of ACS and ISE (all CA and sub CA signing
client certificates).

Problems with certificate validation can be easily detected on ACS or ISE. The information about untrusted
certificate is presented and | SE reports:

12514 EAP-TLS failed SSL/TLS handshake because of an unknown CA in the client
certificates chain

Problems with certificate validation on the supplicant are not easily detectable. Usually, the AAA server
responds that Endpoint abandoned EAP session.

m Shaow Live Sessions w Add or Remove Calumns * @. Refrash a Reset Repeat Counts

Timy v Status Det... R Identity d Endpaint 10 Event !

Al v | | || Wi
catir il ey, () o LA 00:50:86:11:E0: 31  Endpoint abandoned EAP session and started new
2014-09-13 22:29:45... o win? 00:50:86:11:E: 31 Endpoint abandoned EAP session and started new
2014-09-13 22:29:40.. @ g Win7 00:50:86:11:E0:31  Endpoint abandoned EAP session and started new
2014-09-13 22:29:35... @ a Win/ Q0:o0eBe: 1 LEDn 2l Endpoint abandoned EAP session and started new

AnyConnect NAM

The AnyConnect NAM does not have this limitation. In the same scenario, it attaches the complete chain of
the client certificate (the correct CA is attached).
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= Sadiire Sockats L-’l!'l'.ll
* TL%¥1 Record Layer: Mandshake Protetal: Certificate
Content Type: Handshake [22)
Werslon: TLS 1.0 {Oz05b1)
Lengih: 1978
= Handshake Protocols Certificate
Handshake Type: Certificate (11K
Lengih: 1974
Cortificates Length: 1971
= Cortiflcates (1971 bytes)
Certificate Lemgih: 110%
b Certiflcate [id-at.connondlansshl ind, id-ats countrgblanesil , id-at s taleOo row indcellamesfar  Ld-als Lo dllt'l'-l.’l‘h*“. A emman L2l lonilenesC 150 o)
Certificate Length: 8BGO
Coertificate [id-al-¢onnordlanesCl, id-at-countryltmesPL, Id-at-statedrPoov indelanesd isco CA, id-at-local ityNane=Cisce CA, id-at-orgen et lonianesC isco

Microsoft Windows Native Supplicant Along with AnyConnect
NAM

When both services are up, AnyConnect NAM takes precedence. Even when the NAM service does not run,
it still hooks on the Microsoft Windows API and forwards the EAP packets, which can cause problems for
the Microsoft Windows Native supplicant.

Hereis an example of such afailure.

Y ou enable tracing on Microsoft Windows with this command:
C:\netsh ras set tracing * enable

The traces (c:\windows\trace\svchost RASTLS.LOG) show:

<#root>

[2916] 09-14 21:29:11:254: >> Received Request (Code: 1) packet: Id: 55, Length:
6, Type: 13, TLS blob length: 0. Flags: S

[2916] 09-14 21:29:11:254: << Sending Response (Code: 2) packet: Id: 55, Length:
105, Type: 13, TLS blob length: 95. Flags: L

[1804] 09-14 21:29:11:301: >> Received Request (Code: 1) packet: Id: 56, Length:
1012, Type: 13, TLS blob length: 2342. Flags: LM

[1804] 09-14 21:29:11:301: << Sending Response (Code: 2) packet: Id: 56, Length:
6, Type: 13, TLS blob length: 0. Flags:

[1804] 09-14 21:29:11:348: >> Received Request (Code: 1) packet: Id: 57, Length:
1008, Type: 13, TLS blob length: 0. Flags: M

[1804] 09-14 21:29:11:348: << Sending Response (Code: 2) packet: Id: 57, Length:
6, Type: 13, TLS blob length: 0. Flags:

[1804] 09-14 21:29:11:363: >> Received Request (Code: 1) packet: Id: 58, Length:
344, Type: 13, TLS blob length: 0. Flags:

[1804] 09-14 21:29:11:363: << Sending Response (Code: 2) packet: Id: 58, Length:
1492, Type: 13, TLS blob length: 1819. Flags: LM

[3084] 09-14 21:31:11:203: >> Received Request (Code: 1) packet: Id: 122, Length:
6, Type: 13, TLS blob length: 0. Flags: S

[3084] 09-14 21:31:11:218: << Sending Response (Code: 2) packet: Id: 122, Length:
105, Type: 13, TLS blob length: 95. Flags: L

[3420] 09-14 21:31:11:249: >> Received Request (Code: 1) packet: Id: 123, Length:



1012, Type: 13, TLS blob length: 2342. Flags: LM

[3420] 09-14 21:31:11:249: << Sending Response (Code: 2) packet: Id: 123, Length:
6, Type: 13, TLS blob length: 0. Flags:

[3420] 09-14 21:31:11:281: >> Received Request (Code: 1) packet: Id: 124, Length:
1008, Type: 13, TLS blob length: 0. Flags: M

[3420] 09-14 21:31:11:281: << Sending Response (Code: 2) packet: Id: 124, Length:
6, Type: 13, TLS blob length: 0. Flags:

[3420] 09-14 21:31:11:281: >> Received Request (Code: 1) packet: Id: 125, Length:
344, Type: 13, TLS blob length: 0. Flags:

[3420] 09-14 21:31:11:296: <<

Sendi ng Response (Code: 2)
packet: Id: 125, Length:
1492

, Type: 13,

TLS blob I ength: 1819. Flags: LM

Thelast packet is a Client Certificate (EAP-TLS fragment 1 with EAP size 1492) sent by the Microsoft
Windows Native supplicant. Unfortunately, Wireshark does not show that packet:

Protocol| Length| Info

ROE s Respon e R

And that packet is not really sent; the last one was the third fragment of the EAP-TLS carrying server
certificate.

It has been consumed by the AnyConnect NAM module that hooks on the Microsoft Windows API.
That iswhy it is not advised to use AnyConnect along with the Microsoft Windows Native supplicant.

When you use any AnyConnect services, it is advised to use NAM also (when 802.1x services are needed),
not the Microsoft Windows Native Supplicant.

Fragmentation

The fragmentation possibly occurs on multiple layers:

. IP
* RADIUS Attribute Value Pairs (AVP)
« EAP-TLS

Cisco |OS® switches are very intelligent. They can understand EAP and EAP-TLS formats. Although the



switch is not able to decrypt the TLS tunnél, it is responsible for fragmentation, and assembly and re-
assembly of the EAP packets when encapsulation in Extensible Authentication Protocol over LAN (EAPoL)
or RADIUS.

EAP protocol does not support fragmentation. Here is an excerpt from RFC 3748 (EAP):
"Fragmentation is not supported within EAP itself; however, individual EAP methods can support this."
EAP-TLSis such an example. Here is an excerpt from RFC 5216 (EAP-TLS), section 2.1.5 (fragmentation):

"When an EAP-TLS peer receives an EAP-Request packet with the M bit set, it MUST respond with an
EAP-Response with EAP-Type=EAP-TLS and no data.

This serves as afragment ACK. The EAP server MUST wait until it receives the EAP-Response before
sending another fragment.”

The last sentence describes a very important feature of AAA servers. They must wait for the ACK before
they can send another EAP fragment. A similar rule is used for the supplicant:

"The EAP peer MUST wait until it receives the EAP-Request before sending another fragment.”
Fragmentation in the|P Layer

Fragmentation can occur only between the Network Access Device (NAD) and the AAA server
(IPPUDP/RADIUS used as atransport).

This situation occurs when NAD (Cisco 10S switch) tries to send the RADIUS Request that contains the
EAP payload, which is bigger then MTU of the interface:

RADIUS 1514 Access-Requestil) (id=118, 1=1819) [Unreassembled Packet]

18 18.62.71.148 18.62.97.48 IPwv4 381 Fragmented IP protocel (proto=U0P 17, off=1480, I0=9&57)
11 18.62.97.48  18.62.71.146 RADIUS 162 Access-Challenge (11) (id=118, 1=128)
12 18.62,71. 148 18.62.97.46 RADIUS 1514 Access-Request(l) (id=119, 1=1675) [Unreassenbled Packet]

13 10.62.71. 148 19.62.97.40 IPv4 237 Fragmented IP protecol (proto=UDP 17, off=l488, ID=9658)
14 18, 62.97. 40 18,62, 71. 140 RADIUS 221 Access-Challenge (11) (id=119, 1=179)

15 18.62.71. 148 18.62,97.40 RADIUS 361 Access-Request(l) (id=128, 1=319)

16 18.62.97. 48 18.62.71. 148 RADIUS 434 hecess-Accept(2) (id=128, 1=392)

|
P Frame 9: 1514 bytes on wire (12112 bits), 1482 bytes captured (11856 bits)
b Ethernet IT, Src: Cisco_18:f6:cB (00:23:04:18:f6:c8), Dst: Vmware 9c:3f:ed (80:50:56:9c:3F:ed)
b Internet Protocol Version 4, Src: 10.62,71.148 (10.62.71.148), Dst: 10.62,.97.40 (10.62.97.40)
¢ User Datagram Protocol, Src Port: sightline (1645), Dst Port: sightline (1645)
= Radius Protocol

Code: Access-Request (1)

Packet identifier: Bx76 (118)

Length: 1819

Most Cisco |OS versions are not intelligent enough and do not try to assemble EAP packets received via
EAPoL, and combine them in a RADIUS packet that can fit in the MTU of the physical interface towards
the AAA server.

AAA servers are more intelligent (as presented in the next sections).
Fragmentation in RADIUS

Thisisnot readly any kind of fragmentation. As per RFC 2865, a single RADIUS attribute can have up to
253 bytes of data.Because of that, the EAP payload is always transmitted in multiple EAP-Message



RADIUS attributes:

410.62.97.40  10.62.71.140 RADIUS 1174 Access-Challenge(11) (id=115, 1=1132)

aaaaaaa

T T I T T R Ty

Length: 1132
Authenticator: 31b820ff299cab5af98c659464123F791
IThis is a response to a request in frame 3]
[Time from request: 0.805952000 seconds]
= Attribute Value Pairs
» AVP: 1=74 1t=State(24): 333743504d53657373696f6e49443d304130313030304330. ..
» AVP: 1=255 t=EAP-Message(79) Segment[1]
» AVP: 1=255 t=EAP-Message(79) Segment[2]
P AVP: 1=255 1{=EAP-Message(79) Segment[3]
t=EAP-Message (79) Last Segment[4]
[Length: 253]
EAP fragment
~ Extensible Authentication Protocol
Code: Request (1)
Id: 176
Length: 1812
Type: TLS EAP (EAP-TLS) (13)
v EAP-TLS Flags: 0xc@
EAP-TLS Length: 2342
b [3 EAP-TLS Fragments (2342 bytes): #4(1002), #6(1002), #8(338)]
b Secure Sockets Layer

Those EAP-Message attributes are re-assembled and interpreted by Wireshark (the Last Segment attribute
reveal s the payload of the whole EAP packet).

The Length header in the EAP packet is equal t01,012, and four RADIUS AV Ps are required to transport it.

Fragmentation in EAP-TLS

From the same screenshot, you can see that:

» EAP packet lengthis 1,012
* EAP-TLSlengthis 2,342

This suggests that it isthe first EAP-TLS fragment and the supplicant expects more, which can be confirmed
if you examine the EAP-TLSflags:



Length: 1012
Type: TLS EAP (EAP-TLS) (13)
EAP-TLS Flags: 0xcO

1... .... = Length Included: True
.1.. .... = More Fragments: True
.0, .... = 5tart: False

EAP-TLS Length: 2342

This kind of fragmentation most frequently occursiin:

* RADIUS Access-Challenge sent by the AAA server, which carries the EAP-Request with the Secure
Sockets Layer (SSL) Server Certificate with the whole chain.

* RADIUS Access-Request send by NAD, which carries the EAP-Response with the SSL Client
Certificate with the whole chain.

EAP-TL S Fragment Confirmation

Asexplained earlier, every EAP-TLS fragment must be acknowledged before subsequent fragments are
sent.

Hereis an example (packet captures for EAPoL between the supplicant and the NAD):

No. | Protocol| Length | Info

G Response, TLS EAP (EAP-TLS)

b Frame 9: 68 byles on wire (488 bils), 60 byles caplured (488 bils)
b Ethernet II, Src: GoodWayl Ll:ed:31 {(08:58:b6:11:ed:3¥1), Dst: Mearest (BL:B0:c2:00:08:03)
= ga2, 1% Authenticatiom
Version: 802, 1X-2008 (3}
Type: EAP Packet {0}
Length: &
= Extensible Authenticalion Prolocol
Code: Response {2}
Id: 176
Length: &
fypet TLS EAP (EAP-TLS) (13]
b EAP-TLS Flags: Dx@n

EAPoL frames and the AAA server return the server certificate:



» That certificateis sent in an EAP-TLS fragment (packet 8).

» The supplicant acknowledges that fragment (packet 9).

» The second EAP-TLS fragment is forwarded by NAD (packet 10).

* The supplicant acknowledges that fragment (packet 11).

» Thethird EAP-TLS fragment is forwarded by NAD (packet 12).

» The supplicant does not need to acknowledge this; rather, it proceeds with the client certificate that
starts at packet 13.

Here are the details of packet 12:

362 Server Hello, Certificate, Certificate Request, Server Hello Done

* Frame 12: 362 bytes on wire (2896 bits), 362 bytes captured (2896 bits)
b Ethernet II, Src: Cisco_el:d8:11 (d4:a@:2a:el:d8:11), Dst: Nearest (©1:80:c2:00:00:03)
= 802.1X Authentication
Version: 862.1X-2010 (3)
Type: EAP Packet (@)
Length: 344
= Extensible Authentication Protocol
Code: Request (1)
Id: 178
Length: 344
Type: TLS EAP (EAP-TLS) (13)
» EAP-TLS Flags: 0x00
+ [3 EAP-TLS Fragments (2342 bytes): #8(1002), #10(1002), #12(338)]
= Secure Sockets Layer
b TLSv1l Record Layer: Handshake Protocol: Server Hello
» TLSv1 Record Layer: Handshake Protocol: Certificate
b TLSvl Record Layer: Handshake Protocol: Multiple Handshake Messages

Y ou can see that Wireshark re-assembled packets 8, 10, and 12.

The size of the EAP fragmentsis1,002, 1,002, and 338, which brings the total size of the EAP-TLS message
to 2342.

Total EAP-TLS message length is announced in every fragment. This can be confirmed if you examine
RADIUS packets (between NAD and AAA server):



410.62.97.40  10.62.71.140 RADIUS 1174 Access-Challenge(11) (id=115, 1=1132)

510.62.71.140 10.62.97.40 RADIUS 361 Access-Request(l) (id=116, 1=319)
6 10.62.97.40 16.62.71, 140 RADIUS 1176 Access-Challenge(11) (id=116, 1=1128)
710.62.71.140 10.62.97.40 RADIUS 361 Access-Request(1l) (id=117, 1=319)
8 10.62.97.40 16.62.71.140 RADIUS 502 Access-Challenge(11l) (id=117, 1=460)

[Length: 253]
EAP fragment
= Extensible Authentication Protocol
Code: Request (1)
Id: 176
Length: 1012
Type: TLS EAP (EAP-TLS) (13)
» EAP-TL5 Flags: 0xc0
EAP-TLS Length: 2342
* [3 EAP-TLS Fragments (2342 bytes): #4(1002), #6(1002), #8(338)]
» Secure Sockets Layer

RADIUS packets 4, 6, and 8 carry those three EAP-TL S fragments. The first two fragments are
acknowledged.

Wireshark is able to present the information about the EAP-TL S fragments (size: 1,002 + 1,002 + 338 =
2,342).

This scenario and example was easy. The Cisco |OS switch did not need to change the EAP-TLS fragment
size.

EAP-TL S Fragments Re-assembled with Different Size

Consider what happens when NAD MTU towards AAA server is 9,000 bytes (jumbo frame) and the AAA
server is also connected with the use of the interface that supports jumbo frames. Most of the typical
supplicants are connected with the use of a 1Gbit link withaMTU of 1,500.

In such a scenario, the Cisco 10S switch performs EAP-TLS assymetric assembly and re-assembly and
changes EAP-TLS fragments sizes.

Hereis an example for alarge EAP message sent by the AAA server (SSL Server Certificate):

1. The AAA server must send an EAP-TL S message with a SSL Server Certificate. The total size of that
EAP packet is 3,000. After it is encapsulated in RADIUS Access-Challenge/UDP/IP, it is still less
than the AAA server interface MTU. A single IP packet is sent with 12 RADIUS EAP-Message
attributes. Thereis no IP nor EAP-TLS fragmentation.

2. The Cisco 10S switch receives such a packet, decapsulates it, and decides that EAP needs to be sent
via EAPoL to the supplicant. Since EAPoL does not support fragmentation, the switch must perform
EAP-TLS fragmentation.

3. The Cisco 10S switch prepares the first EAP-TL S fragment that can fit into the MTU of the interface
towards the supplicant (1,500).

4. Thisfragment is confirmed by the supplicant.

5. Another EAP-TLS fragment is sent after acknowledgement is received.



6. This fragment is confirmed by the supplicant.

7. Thelast EAP-TLS fragment is sent by the switch.
This scenario reveals that:

» Under some circumstances, the NAD must create EAP-TLS fragments.
» The NAD isresponsible for sending/acknowledging those fragments.

The same situation can occur for a supplicant connected viaalink that supports jumbo frames while the
AAA server hasasmaller MTU (then the Cisco |OS switch creates EAP-TLS fragments when it sends the
EAP packet towards the AAA server).

RADIUS Attribute Framed-M TU

For RADIUS, thereis a Framed-MTU attribute defined in RFC 2865:

"This Attribute indicates the Maximum Transmission Unit to be configured for the user, when it is not
negotiated by some other means (such as PPP). It can be used in Access-Accept packets. It can be used in an
Access-Request packet as a hint by the NAS to the server that it would prefer that value, but the server is not
required to honor the hint."

| SE does not honor the hint. The value of the Framed-MTU sent by NAD in the Access-Request does not
have any impact on the fragmentation performed by I SE.

Multiple modern Cisco IOS switches do not allow changes to the MTU of the Ethernet interface except for
jumbo frames settings enabled globally on the switch. The configuration of jumbo frames impacts the value
of the Framed-MTU attribute sent in the RADIUS Access-Request. For example, you set:

<#root>
Switch(config)#

system mu junbo 9000

This forces the switch to send Framed-MTU = 9000 in all RADIUS Access-Requests. The same for the
system MTU without jumbo frames:

<#root>
Switch(config)#

system nmtu 1600

This forces the switch to send Framed-MTU = 1600 in all RADIUS Access-Requests.

Notice that modern Cisco 10S switches do not allow you to decrease the system MTU value under 1,500.

AAA Serversand Supplicant Behavior When You Send EAP Fragments



| SE

I|SE always triesto send EAP-TLS fragments (usually Server Hello with Certificate) that are 1,002 bytes
long (although the last fragment is usually smaller).

It does not honor the RADIUS Framed-MTU. It is not possible to reconfigure it to send bigger EAP-TLS
fragments.

Microsoft Network Policy Server (NPS)

It is possible to configure the size of the EAP-TLS fragments if you configure the Framed-MTU attribute
locally on NPS.

Event though the Configure the EAP Payload Size on Microsoft NPS™ article mentions that the default
value of aframed MTU for the NPS RADIUS server is 1,500, the Cisco Technical Assistance Center (TAC)
lab has shown that it sends 2,000 with the default settings (confirmed on a Microsoft Windows 2012
Datacenter).

It istested that the setting Framed-MTU locally as per the previously mentioned guide is respected by NPS,
and it fragments the EAP messages into fragments of asize set in Framed-MTU, but the Framed-MTU
attribute received in the Access-Request is not used (the same as on ISE/ACS).

Setting this value is a valid workaround in order to fix issuesin topology like this:
Supplicant [MTU 1500] ---- ---- [MTU 9000] Switch[MTU 9000] ----- ----- [MTU 9000]NPS

Currently switches do not allow you to set the MTU per port; for 6880 switches, this feature is added with
Cisco bug ID CSCu026327 - 802.1x EAP-TLS not working on FEX host ports.

AnyConnect

AnyConnect sends EAP-TLS fragments (usually Client Certificate) that are 1,486 bytes long. For thisvalue
size, the Ethernet frame is 1,500 bytes. The last fragment is usually smaller.

Microsoft Windows Native Supplicant

Microsoft Windows sends EAP-TL S fragments (usually Client Certificate) that are 1,486 or 1,482 bytes
long. For this value size, the Ethernet frameis 1,500 bytes. The last fragment is usually smaller.

Related | nfor mation

» Configuring IEEE 802.1x Port-Based Authentication
* Technical Support & Documentation - Cisco Systems



http://technet.microsoft.com/en-us/library/cc755205(v=ws.10).aspx
https://tools.cisco.com/bugsearch/bug/CSCuo26327
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3560/software/release/15-0_2_se/configuration/guide/scg3560/sw8021x.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

