Configure and Troubleshoot OAuth Based SMTP
Authentication in | SE
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This document describes the OAuth 2.0 configuration in ISE to enable email communication through
Microsoft Exchange Online Mail SMTP servers.

Prerequisites

Requirements

Cisco recommends that you have a basic knowledge of the Cisco Identity Services Engine (1SE) and Simple
Mail Transfer Protocol (SMTP) Server functionality and OAuth Authorization.

Components Used

I|SE version 3.5 P1 (3.2 Patch 8, 3.3 Patch 8, 3.4 Patch 4 also supports this functionality)
Access to Microsoft EntralD and Microsoft 365 admin center

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure

This section describes the configuration on Microsoft EntraID and | SE in order to support email
notifications used to:

» Send email alarm notifications to any internal admin users with the inclusion of system alarmsin
emails option enabled. To configure the sender email address, click
on Administration > System > Settings > Alarm Settings > Alarm Notification and type in the



email address to the one configured under Microsoft 365 admin center

» Sponsors to send an email notification to guests with their log in credentials and password reset
instructions. For Guest and Sponsor flow, sender email is configured under Work Centers > Guest
Access > Settings > Guest email settings > Default 'From' email address to the one configured under

Microsoft 365 admin center

» Enable guests to automatically receive their log in credentials after they successfully register
themselves and with actions to take before their guest accounts expire.
» Send reminder emailsto ISE admin userg/Internal network users configured on the ISE prior to their

password expiration date.

| SE Nodes that Send Emails

Pur pose of Email

Node That Sends Email

Guest access expiration

Primary Policy Administration Node (PAN)
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Active Monitoring and Troubleshooting node
(PMnT)

Sponsor and guest notifications from guest and
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Policy Service node (PSN)

Password expiration

Primary PAN

Network Diagram

To use OAuth with ISE, 3 steps are needed:

1. Register | SE application with Microsoft Entra D

2. Get an access token from the token server (IDP)

3. Authenticate connection requests to SMTP Server with an access token.




SMTP with OAuth Flow
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https://admin.cloud.microsoft/?#/homepage
https://admin.cloud.microsoft/?#/homepage
https://entra.microsoft.com/#home

as Client secret values cannot be viewed, except for immediately after creation. Be sure to save the
secret when created before leaving the page.
3. Also note down the key expiry date.

Microseft Entra admin center £ Search resources, servioes, and docs (G+/)

') Entra D o~ Hame App registrations amtp-oauth
@ Ovenview smtp-oauth-mgy | Certificates & secrets =
Users ]
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B Enterprice apps
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& Quickstan
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D Authentication (Preview)
Certificates & secrets

il Token configuration

AP permissions

& Expose an AP

Credentials enable confidential applications to identify themselves to the suthentication service when recening toikens st a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a centificate (irstead of a client secret) &s a credential

O Appicsten regatration comihoaten. secrets and federated credentials £an Be found = the 1553 below,

Certificates (0) Client secrets (1) Federated credentials (0}
A secret string that the application uses to prove its identity when reguesting a token. Alse can be referred to a5 application password
T New client secret

Description Expires Value Secret ID

smitp-key 2026 & B ——

EL App roles

Application Client Secret configuration

6. Applications are authorized to call APIswhen they are granted permissions by users/admins. Now add
SMTP permissions to the MS Entra Application.

1. In the newly registered application, browse to Manage > APl permissions. Select Add a permission.

2. Select the APIs my organization uses tab and search for " Office 365 Exchange Online".

3. Click Application permissions.

4. For SMTP access, choose the SMTP.SendAsApp permission.

5. Tenant Admin consent is required for this permission. Click on Grant admin consent for <tenant
name>

Mome | ADDregistrations ¢ emip-cauth

- smtp-oauth- B | AP permissions  #

Search ) Rafrean 7 Got feadback?

B Overview
& Quickitan
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Manage
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all the g 1 sl parerissioed and eanseet

Certificates & secrets
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To view and manage consented permissions for individual apps, as well a5 your tenant’s consent settings. try Enterprive applications.

Suppont = Troubleshasting

Assign API permission to application

<#root>
Not e:

User.Read Permission for Microsoft Graph is added by default (No Admin consent for the tenant)



7. Service principalsin Exchange are used to enable applications to access Exchange mailboxes via client
credentials flow with the SMTP, POP, and IMAP protocols.

Once atenant admin consents your Microsoft Entra application, admin must register your Entra
application service principal in Exchange via Exchange Online PowerShell. Thisregistration is enabled by
the New-ServicePrincipal cmdlet.

1. Install Powershell, if not already installed on your laptop

abc@abc-M-506L ~ % brew install --cask powershell
abc@abc-M-506L ~ % sh

sh-3.2% brew update

sh-3.2% brew upgrade powershell

PS /Users/| > brew install powershell
Auto-updating Homebrew...
Adjust how often this is run with “$HOMEBREW_AUTO_UPDATE_SECS™ or disable with
" $HOMEBREW_NO_AUTO_UPDATE=1". Hide these hints with “SHOMEBREW_NO_ENV_HINTS=1" (see “man brew ).
Downloading https://ghcr.io/v2/homebrew/core/portable-ruby/blobs/sha256:1c98fak9eacc935648a6T8e18a2bT33f14cfc276884b
71ddb&58eat5ha®9d1sT

Lh b R e R R R EE R EEEEEEEEEEE LR d g s St S b b i e LS
Pouring portable-ruby-3.4.8.armé4_big_sur.bottle.tar.gz
Auto-updated Homebrew!

Updated 2 taps (homebrew/core and homebrew/cask).
New Formulae

actions-up: Tool to update GitHub Actions to latest versions with SHA pinning

Install Powershell

I1. To use the New-ServicePrincipal cmdlet, install ExchangeOnlineM anagement and connect to your
tenant as shown in the snippet:

sh-3.2% pwsh
PowerShell 7.5.4

PS/Users/abc> Install-Module -Name ExchangeOnlineManagement
PS/Users/abc> Import-module ExchangeOnlineManagement
PS/Users/abc> Connect-ExchangeOnline -0Organization XXXXXXXX-XXXX-XXXX-XXXX-XXxxx999be76 ---->Directory


https://learn.microsoft.com/en-us/powershell/module/exchange/new-serviceprincipal
mailto:poongarg@POONGARG-M-506L

PS /Users/| ssy> Connect-ExchangeOnline f1188d3¢

This V3 EXO PowerShell module contains new REST API backed Exchange Online cmdlets which doesn't require WinRM for Clien
t-Server communication. You can now run these cmdlets after turning off WinRM Basic Auth in your client machine thus mak
ing it more secure.

Unlike the EXO% prefixed cmdlets, the cmdlets in this module support full functional parity with the RPS (V1) cmdlets.

V3 cmdlets in the downloaded module are resilient to transient failures, handling retries and throttling errors inherent
ly.

REST backed EOP and SCC cmdlets are also available in the V3 module. Similar to EXO, the cmdlets can be run without WinR
M basic auth enabled.

For more information check https://aka.ms/exov3-module

Starting with EX0 V3.7, use the LoadCmdletHelp parameter alongside Connect-ExchangeOnline to access the Get-Help cmdlet,
as it will not be 1 2d by defau

Connect to Exchange Online Tenant

I11. Registration of an Microsoft Entra application service principal in Exchange. Use the ApplD and
ObjectID [The OBJECT _ID isthe Object ID from the Overview page of the Enterprise Application node
(Azure Portal) for the application registration. 1t isNOT the Object ID from the Overview page of the App
Registrations node. Using the incorrect Object ID results in authentication failure].

PS/Users/abc> New-ServicePrincipal -AppId XXXXXXXX-XXXX-XXXX-XXXX-XXXXXxx6a953e -ObjectId blOaxxxX-XXXX-

&
PS fUsers/ > New-ServicePrincipal efce713s O =5a953e bl@aa@d’ - = e189bb

Register Entra application service principal in Exchange

IV. Verify your registered service principal identifier using the Get-ServicePrincipal cmdlet

PS/Users/abc> Get-ServicePrincipal | fl


https://learn.microsoft.com/en-us/powershell/module/exchange/get-serviceprincipal

PS /Users/ > Get-ServicePrincipal | fl

: efc@7134 - —— =6a953e

: bl@aaed: | 2189bb
5-1-5-21-12508255160-1655375293-4198951263-24398743

: {3

s : False

: bl@aa@d - = . 2189bb

. blPaa@d: - - 189bb

: True

: 1.1 (15.0.0.8)
bl@aa@d - - e189bb

: CN=blBaa@d’ 2189bb, OU= .onmicrosoft.com,OU=Micro
soft Exchange Hosted Organizations,DC= $85 , DC=PROD, DC=0UTLOOK , DC=COM

: %305 . PROD . OUTLOOK. COM/Configuration/Schema/Person
{top, person, organizationalPerson, user}

: 16/12/2025 12:53:16 PM
16/12/20825 12:53:86 PM

: 16/12/2025 7:23:16 AM
16/12/2025 7:23:86 AM
fbeest: - a32cle

: T . onmicrosoft.com

@85 .PROD.OUTLOOK.COM/Microsoft Exchange Hosted

Organizations/ . .onmicrosoft.com — Wi =85 . PROD . OUTLOOK . COM/Config
urationUnits /i W0 " .onmicrosoft.com/Configuration

: FhOOST2H-Ri Nl - Bl 32c 10

atingSe : ==5DCOB4 , B =aA085. PROD.OUTLOOK. COM
Ob State Changed

Verify registered service principal identifier

V. Tenant admin can now add the specific mailboxes in the tenant that is be alowed to be accessed by your
application. This configuration is done with the Add-MailboxPermission cmdlet.

PS/Users/abc> Add-MailboxPermission -Identity "no-reply@abcdef.onmicrosoft.com” -User bl0aaOdx-XXXX-XXX

PS /Users/m o> Add-MailboxPermission @ .onmi .com" bl@aa@d
FullAccess

964d@d41-a43f-4257-.. S-1-5-21-1250255160.. {FullAccess}

Add mailbox permission to access application

Y our Microsoft Entra application can now access the allowed mailboxes viathe SMTP, POP, or IMAP
protocols using the OAuth 2.0 client credentials grant flow.

STEP 3: Configurel SE SMTP User authentication via M 'S Exchange Online OAuth

To configure an Simple Mail Transfer Protocol (SMTP) server, click the Menu icon (=) and
choose Administration > System > Settings> SM TP Server. Configure the fields.

* Inthe SMTP Server Settings area:
SMTP Server: smtp.office365.com
SMTP Port: 587
Connection Timeout: 60 seconds
* Inthe Authentication Settings area, Use the toggle switch to enable the Use Authentication Settings
option.

Choose M S Exchange Online OAuth: Enter these values to configure Microsoft Exchange Online OAuth.


https://learn.microsoft.com/en-us/powershell/module/exchange/add-mailboxpermission

* Inthe Username field, enter the full email address of the Exchange Online Username.
* IntheClient ID field, enter the client ID of the Azure EntraID application.

* Inthe Tenant ID field, enter the tenant ID of the Azure Entra D application.

* Inthe Client Secret field, enter the client secret of the Azure Entra ID application.

* Inthe Expiry Datefield, enter the expiry date of the client secret.

Client secret expiry alarms are triggered based on this configuration.
» The OAuth Token Endpoint API and Scope files are automatically populated.

Configuration can be saved only after successful Test Connection operation.

il |dentity Services Engine Administration / System

J|  Bookmarks Deployment Licansing Cartificates Logging Maintanance Upgrade & Rollback Health Checks Backup & Restora Admin Access Sattings

2% Dashboard ient Provisionin

F— SMTP Server Settings

Security Settings

1] Context Visibility
Configure a Simple Mall Transfer Protacol(SMTP) server 1o send email notifications for alarms, to enabile
sponsors 10 send emall natification to guests with their login credentials and password reset Instructions,
and enable guests to avtematically recelve their login credentials after they successfully register

A, Operations

Alarm Settings

] Pollcy Genaral MOM [ UEM Sentings themselves and with actions to take before their guest accounts expire,
Posture SMTP Sarver
4. Administration
SMTR Server*
Prafiiag
A Work Centers smip.ofiice 36 5.com
Protocols
SMTF Port”
Endpolint Scripts 587
21 Intaractive Halp
Proxy Coanection Timeout
&0 seconds
SMTP Server
SME Ganeway . .
Encryption settings
System Time

API Settings Enable TLS/S5L connection encryption 1o require ISE 1o establish an encrypted connection
1o the SMTF mall server before sending e=mall.

Data Gonnect

Metwork Success Disgrostics

Authentication Settings

W use Aurenicaior

DHCP & DNS Sérvices

Max Sessions

Email Address

no-reply@m= .onmicrosoft.com

Exchange Online mailbox
Client ID Tenant ID
efcO7 138" PN "HEE TP ' —= le f1108d38 n» S "D e be 76
Client Secret Expiry Date
Fhkkkkhkkhkhkkhkdhdtbdhdbthd bbb d kbbb h b bddd 1WA f

ki Mar 15, 2026 ®

QAuth Token Endpoint API Scope

https://login.microsoftonline.com/f1108d36-ea07 https://outlook.office.com/.default

Test Connection ‘ () Successfully connected to smtp.office365.com.

Successful test connection to SVITP sever

<#root>

Not e:



To protect sensitive customer data, these configurations are excluded from Backup and Restore operatio

Verify

To verify, configure the Guest Email Settings. Navigate to Work Centers> Guest Access > Guest Email
Settings. Select the Enable email notifications to guests and configure the Default ‘From’ email Address
of no-reply account configured during Stepl of configuration and Save.

sl |dentity Services Engine Work Centers / Guest Access

)| Bookmarks Overview Identities Identity Groups Ext Id Sources Administration Network Devices More -

a=
Dashboard Guest Account Purge Policy . R
Guest Email Settings
1 context Visibility Sustom Flaics

Guest Email Setti
S iieikt. i SMTP server:smip.office365.com

‘\ Operations Guest Locations and SSIDs

l Pollcy Guest Username Policy Configure SMTP server at::\WWork Centers > Guest Access » Administration > SMTP Server
Guest Password Policy Enable email notifications to guests

4. Administration DHCP & DNS Services

Al Work Centers Advanced Settings Default 'From' email address:* no-reply@ et onm

© Send notifications from sponsor's email address (if sponsered)
2! Interactive Help

Always send notifications from the default email address

I s
Reset Save

— —

Change Guest Email Settings

Send atest email by navigating to Work Centers> Guest Access > Portal & Components > Guest
Portals > Self-Registered Guest Portal (default) > Portal Page Customization > Notifications > Email.

Under preview pane right hand side, click Settings> Send Test Email, Add your email 1D and click Send.

= iy Wentity Services Engine Waork Conters / Guest Access
Pl Boskmaes 000 Owervie w Mectitan \dentity Groups L3t bd Sswrces Ha Portais & Manage Accounts Palicy [leme: e Policy Sats Raparts Custom Portal Files Settings

L= = Grerrt Forain

PR — s Pridem Senlisgs
& opsramian @

Appeowsl Message for Setl- Registration Guests

Wour Gheent Acoount Cradensals

Mesncation Approvnl Message for Socis Login Guests

et Aseens Apsroes

Test Email from Self-Registration Portal

Y our Outlook must receive an email from no-reply account configured in step 1 of verification. Sample
email in the screenshot.



Your Guest Account Credentials

- no-reply@?” —
To: Poonam Garg

® .onmicrosoft.com <no-reply@?# L

.onmicrosoft.com>

Hello firstname,

Your guest account details:
Username: usemame
Password: password

First Name: firstname

Last Name: lastname

Mobile Number:NA

Walid From: 2014-11-12 02:06:00

Valid To: 2016

-11-12 02:06:00

Person being visited:
Reason for visit:

(@]

=

L

Today at 8:54 AM

Sample Email received in Outlook

<#root>

Guest.log at debug Tevel:
2026-02-02 05:17:34,608 INFO

sendMai | Message: Submitting Mai

2026-02-02 05:17:34,608 INFO

snt p. of fi ce365. com

2026-02-02 05:17:34,609
2026-02-02 05:17:34,609
2026-02-02 05:17:34,609
2026-02-02 05:17:39,365
2026-02-02 05:17:39,365

INFO
INFO
INFO
INFO
INFO

sendMai | Message: Future.

get status:

[admin-http-poo1139][[]] cpm.guestaccess.

Job

[admin-http-poo1139][[]] cpm.guestaccess.

[admin-http-poo1139][[]] cpm.guestaccess.
[admin-http-poo1139][[]] cpm.guestaccess.

[GUEST_ACCESS_SMTP_RETRY_THREAD][[]] cpm

[GUEST_ACCESS_SMTP_RETRY_THREAD] [[]] cpm.
[admin-http-poo1139][[]] cpm.guestaccess.

success

Time taken for Future.get method call is 4756 Milliseconds.

apiservices.

apiservices.

apiservices.
apiservices.
.guestaccess.
guestaccess.
apiservices.

util.SmtpMsgRetryTh

util.SmtpMsgRetryTh

util.SmtpMsgRetryTh
util.SmtpMsgRetryTh
apiservices.util.Sm
apiservices.util.Sm
util.SmtpMsgRetryTh

Also test from sponsor portal by resending the user credentials to the guest user by sponsor admin.



Welcome sponsoruser
atfran]e,

CISCO Sponsor Portal

Create Accounts Manage Accounts (1) Pending Accounts (0) Notices (0)

Create, manage, and approve guest accounts.

Edit Resend Extend Suspend Delete Reset Password Refresh €
O Username State First Name Last Name Email Address Mobile Num__ Expiration  Time Left
e ot e mocex RO

Help

Test from Sponsor Portal

x) Resend

Deliver notification using: L

Print

Email

Send me a summary

Copy me
Sponsor's Email address

no-reply @ssssssmesm . onmicrosoft.com

Send credentialsto Guest user

Sample email received by guest user:



Your Guest Account Credentials

2 no-reply@= s onmicrosoft.com <no-reply@me
To: (2 Poonam Garg i ;o Cer no-reply@

Hello testuser,
our guest acco
sermame: 1001

U

Password: 6299

First Name: testuser
J

51 Name:

o onmicrosoft.coms

.onmicroseft.com

Mebile Number:

Valid From: 2026-02-02 10:25:00

Valid To: 2026-05-03 10:25:00

Duration: 90 days

Person being visited:

Reason for visit:

If unused, this account will expire on: 05/03/2026 10:25

@ « &« ~

Today at 10:44 AM

Email notification to guest user

Troubleshoot

Start with checking alarms for Client Secret expiry. New alarms related to SMTP OAuth Client Secret are

added in ISE.

= fub Identity Services Engine

J|  Bookmarks Deployment Licensing
B2  Dashboard

|
2 Context Visibility

%, Operations [

Alarm Seltings

3erersl MOM | UEM Settings
0 Folicy Genersl MOM | UEW Setting

Fosture
4. Administration

Profang
Work Canters
Protocols

Endpsint Serigts
Interactive Help

Proxy

Certificates

Administration / System

Logging Maintenance Upgrade & Rellback Health Checks

Alarm Settings

Alarm Configuraion Alasm Notilication

Backup & Restore

Admin Access

Settings

Sewnrity Sestun

Selacied 0 Towd 2

User Defined Condix

For further troubleshooting, enable debug logs on PAN, PSN or PMNnT node as per the issue you are

troubleshooting.

» Logging Component: guest-access-admin, guestaccess

* LogFile: guest.log

Test Connection Operation

2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02

05:
05:
05:
05:
05:
05:
05:
05:

58:
58:
58:
58:
58:
58:
59:
59:

21,501
21,501
21,501
21,513
21,513
21,513
14,872
14,872

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[MnT-ATarmWorkerMail-Threadpool-0][[]]
[MnT-ATarmWorkerMail-Threadpool-0][[]]
[MnT-ATarmWorkerMail-Threadpool-0][[]]
[MnT-ATarmWorkerMail-Threadpool-0][[]]
[MnT-ATarmWorkerMail-Threadpool-0][[]]
[MnT-ATarmWorkerMail-Threadpool-0][[]]

cpm.
cpm.
cpm.
cpm.
cpm.
cpm.

guestaccess.
guestaccess.
guestaccess.
guestaccess.

guestaccess

guestaccess.

apiservices.
apiservices.
apiservices.
apiservices.
.apiservices.
apiservices.

util.
util.
util.
util.
util.
util.

[admin-http-poo1136][[]] cpm.admin.guestaccess.action.SmtpServerSettingsA
[admin-http-poo1136][[]] cpm.admin.guestaccess.action.SmtpServerSettingsA



2026-02-02 05:
2026-02-02 05:
2026-02-02 05:
2026-02-02 05:

59:15,630 DEBUG
59:15,630 DEBUG
59:15,630 DEBUG
59:20,146 DEBUG

[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]

cpm
cpm
cpm
cpm

.guestaccess.
.guestaccess.
.guestaccess.
.guestaccess.

apiservices.
apiservices.
apiservices.
apiservices.

oauth.OauthTokenCach
oauth.ExchangeOnline
oauth.OauthTokenCach
util.SmtpSession -::

2026-02-02 05:59:20,146 DEBUG [admin-http-poo1136][[]] cpm.admin.guestaccess.action.SmtpServerSettingsA

Save oper ation

2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02

05:
05:
05:
05:
05:
05:
05:
05:

54:07,337
54:07,337
54:07,339
54:07,339
54:07,339
54:07,339
54:07,339
54:07,357

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]

cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.

admin.guestaccess.
admin.guestaccess.
admin.guestaccess.
admin.guestaccess.
admin.guestaccess.
admin.guestaccess.
admin.guestaccess.
admin.guestaccess.

action.SmtpServerSettingsA
action.SmtpServerSettingsA
action.SmtpServerSettingsA
action.SmtpServerSettingsA
action.SmtpServerSettingsA
action.SmtpServerSettingsA
action.SmtpServerSettingsA
action.SmtpServerSettingsA

Troubleshooting Connectivity | ssue

1. GUI Error: Connection to smtp.office365.con failed.



Email Address

no-reply@ .onmicrosoft.com

Exchange Online mailbox

Client ID Tenant ID
efc071 6a953e f1108d )e999be76
Client Secret Expiry Date
A Ak AAAAETEE A AT A A A A A A X R T T A A A A A A A E AT TR A A& SHOW iy

sHow = 2026 [ W
OAuth Token Endpaint AP Scope
https://login.microsoftonline.com/f1108d36-eal7 https://outlook.office.com/.default

@ connect timed out

Connect timed out error

<#root>

2026-02-09 03:24:58,658 ERROR [admin-http-pooT1ll][[]] cpm.guestaccess.apiservices.util.SmtpSession -::a
nested exception is:
java.net.SocketTimeoutException: connect timed out

Guest.log shows connect timed out. Proxy configuration need to be fixed to resolve thisissue.

2. GUI Error: Invalid OAuth endpoint or tenant identifier - Self explanatory. Need to check the Tenant
ID.

3. Invalid client secret - Same, need to verify client secret value



Email Address
no-reply@ .onmicrosoft.com
Exchange Online mailbox

Client ID enant

efc071 6a953e f1108 199be76

Client Secret Expiry Date

A AR A AR EEEEX AT A AR A AT TR R AT A AT AT R TR S

Mar 15, 2026

Oluth Token Endpaoint AP Scope
https:”login.microsoﬂonline.::ornfﬂ 108d36-eal7 https://outlook.office.com/.default
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()

Invalid client secret error

4. Invalid Email Address- Make sure the Service Priciple configuration is correct.

Email Address
no-reply@ .onmicrosoft.com
Exchange Online mailbox

Client ID enant ID
efe071 a953e f1108d 999be76

Client Secret Expiry Date

L e s s e

Cauth Token Endpoint AP Scope
https://login.microsoftonline.com/f1108d36-ea07 https://outlook.office.com/.default

Ij: In valid ema

&

Invalid Email Address Error

5. Unableto find valid certification path to requested Target: Make sure the Entra D certificate chain
certificates (Microsoft Azure RSA TLS Issuing CA and DigiCert Root CA etc as per the pcap) are present in
the Trusted certificate store of I1SE and is Trusted for "Trust for authentication within I SE and Client-Server
communication (Infrastructure)” role.

Verify al the certificates sent by Entral D by taking a pcap.



Email Address

no-reply@==s=yesss.com

lent 1D Tenant
= == = - . - - - [ il - -4 - ¥ - -
i aCret X
=, 2027
OAuth Token Endpoint API Scof
https://login.microsoftonline.com/905582f8-e 148 hittps://outlook.office.com/.default
@ PEIX path building failed: sun.security. provider.cernpath. SunCertPathBuilderException: unable to find valid certification path to requested target

Certificate validation failure

2026-02-10 14:32:47,528 ERROR [admin-http-pool19][[]] cpm.guestaccess.apiservices.util.SmtpSession -::a
2026-02-10 14:34:06,549 ERROR [admin-http-pool19][[]] cpm.guestaccess.apiservices.oauth.ExchangeOnlineP
2026-02-10 14:34:28,655 ERROR [admin-http-pool127][[]] cpm.guestaccess.apiservices.oauth.ExchangeOnline

Usage
Certificate Status Validation

Trusted For: ®

Trust for authentication within ISE and Client-Server communication



