Use HSRP Preempt and Track Commands
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| ntroduction

This document describes how the Hot Standby Router Protocol (HSRP) preempt and track commands
work together and how to use them.

Prerequisites

Requirements

Cisco recommends you have basic knowledge of Cisco Command Line Interface (CLI)

Components Used

The information in this document is based on these software versions:
» Routersrunning Cisco 10S XE Software Release 17.x

The concepts described in this document are not limited to this software release. HSRP preemption and
object tracking behavior apply across supported Cisco |OS and Cisco |10S XE platforms, athough command
syntax and verification output can vary by platform and software version.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure



that you understand the potential impact of any command.

Background I nfor mation

The standby preempt command enables an HSRP router with a higher priority than the current active
router to take over the active role after HSRP election processing and any configured preempt delay. Priority
is determined first by the configured priority value, then by the HSRP interface | P address when priority
values are equal. In each case, a higher valueis of greater priority. When a higher priority router preempts a
lower priority router, the router sends a Coup message. When alower priority active router receives a Coup
message or a Hello message from an active, higher priority router, the router changes to the Speak state and
sends a resign message.

The standby track command allows you to specify another interface on the router for the HSRP process to
monitor in order to alter the HSRP priority for agiven group. If the line protocol of the specified interface
goes down, the HSRP priority is reduced. This means that another HSRP router with higher priority can
become the active router if that router has the standby preempt enabled.

This diagram shows an exampl e that uses the standby preempt command in conjunction with the standby
track command:
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In the network diagram, HSRP is configured in this manner:

R1 isthe active router and tracks object 10, which monitors the line protocol state of the R1

FortyGigabitEthernet0/2/4 server facing interface. When R1 is the active router, traffic from the hosts

to the serversisrouted through R1.

R2 is the standby router and tracks object 20, which monitors the line protocol state of the R2

FortyGigabitEthernet0/2/4 server facing interface.

If the R1 FortyGigabitEthernet0/2/4 i

nterface goes down, track object 10 changes to the Down state

and the R1 HSRP priority is decreased by 10. At this point, the R2 HSRP priority is higher than the

R1 priority, and R2 takes over as the

active router when preemption is enabled.

When R2 becomes the active router, traffic from the hosts to the serversis routed through R2.

% Note: The default gateway for Hosts configured with the HSRP virtual 1P address (172.16.6.100, in

this case). A routing protocol or static

routes must be configured separately on the routers to enable

connectivity between the hosts and the servers. This document focuses on HSRP behavior and does

not include the routing configuration..

Router 1 Configuration Example

Configuration Steps

Configuration CLI

Step 1. Configure atracking object
(Optional).

Create tracking object 10 to monitor the
line protocol state of
FortyGigabitEthernet0/2/4.

Step 2. Configure the LAN facing
interface.

Configure FortyGigabitEthernet0/2/0 with
the LAN IP address. Thisinterface
connects R1 to the LAN device and
participates in HSRP.

Step 3. Configure the HSRP virtual 1P
address.

Configure HSRP group 1 with virtual IP
address 172.16.6.100. LAN hosts use this
IP address as their default gateway.

Step 4. Configure the HSRP priority.

Configure R1 with priority 105. This
makes R1 the preferred active router
while the tracked object is up.

Step 5. Enable HSRP preemption.

<#root>

R1#

configure term na

R1(config)#

track 10 interface FortyG gabitEthernet0/2/4 |ine-protoco
R1(config-track)#

exit

R1(config)#

interface FortyG gabitEthernet0/2/0
R1(config-if)#

standby 1 ip 172.16.6.100
R1(config-if)#

standby 1 priority 105
R1(config-if)#

standby 1 preenpt
R1(config-if)#

standby 1 track 10 decrenment 10
R1(config-if)#

end




Enable preemption so R1 can return to the
active role after the tracked object
recovers and its priority returns to 105.

Step 6. Track the object under HSRP.

Configure HSRP to track object 10 with a
decrement value of 10. If
FortyGigabitEthernet0/2/4 line protocol
goes down, object 10 goes down and R1
reduces its HSRP priority from 105 to 95.

Step 7. Configure the server facing
interface.

Configure FortyGigabitEthernet0/2/4 with
the | P address used to reach the servers
device.

Router 2 Configuration Example

Configuration Steps

Configuration CLI

Step 1. Configure atracking object (Optional).

Create tracking object 10 to monitor the line protocol
state of FortyGigabitEthernet0/2/4.

Step 2. Configure the LAN facing interface.

Configure FortyGigabitEthernet0/2/0 with the LAN
IP address. Thisinterface connects R2 to the LAN
device and participates in the same HSRP group as
R1.

Step 3. Configure the HSRP virtual 1P address.

Configure HSRP group 1 with the same virtua 1P
address used on R1, 172.16.6.100.

Step 4. Use the default HSRP priority.

R2 uses the default HSRP priority of 100. Since R1
has priority 105, R2 remains the standby router while
R1ishealthy.

Step 5. Enable HSRP preemption.

Enable preemption so R2 can become active when
R1 priority drops lower than 100.

Step 6. Track the object under HSRP.

Configure HSRP to track object 20 with a decrement

<#root>

R2#

configure termna
R2(config)#

track 20 interface For 0/2/4 |ine-protocol

R2 (config-track)#

exit

R2(config)#

interface FortyG gabit Ethernet0/2/0
R2(config-if)#

i p address 172.16.6.6 255.255.255.0
R2(config-if)#

standby 1 ip 172.16.6. 100
R2(config-if)#

standby 1 preenpt

R2(config-if)#

standby 1 track 20 decrenent 10
R2(config-if)#

end




value of 10. If FortyGigabitEthernet0/2/4 line
protocol goes down, object 10 goes down and R2
reduces its HSRP priority from 100 to 90.

Step 7. Configure the server facing interface.

Configure FortyGigabitEthernet0/2/4 with the IP
address used to reach the servers device.

S

Note: A tracking object is optional and is not required for normal HSRP operation. HSRP can elect
an active and standby router with only the virtual |P address, priority, and preemption
configuration. Tracking is used when HSRP needs to adjust a router priority based on the state of
another object, such as an interface line protocol state. In this example, the tracking object allows
the router to lower its HSRP priority if the server facing interface goes down.

Verify

Use the show standby command to verify theinitial HSRP state when the server facing interfaces are up on
both routers.

In this state, R1 is the active HSRP router because it has the higher configured priority of 105. R2 isthe
standby router with the default priority of 100.

* OnR1, track object 10 is Up, so no priority decrement is applied. R1 keeps its configured priority of
105 and owns the active virtual MAC address 0000.0c07.ac01.

* OnR2, track object 20 isaso Up, so no priority decrement is applied. R2 keeps the default priority of
100 and remains in the standby state. The output shows the active router as 172.16.6.5, which isthe
LAN-facing IP address of R1.

Key pointsto verify:

Check R1 Output R2 Output Result
HSRP state Stateis Active State is Standby Rlisactive, R2 is standby
Virtual IP 172.16.6.100 172.16.6.100 Both routers use the same HSRP
Activerouter  |local 172.16.6.5, priority 105 |R1 isthe active router
Standby router 138'16'6'6’ priority local R2 is the standby router




Check R1 Output R2 Output Result

Priority 105 (configured 105) |100 (default 100) R1 has the higher priority

Both routers can preempt when their

Preemption Preemption enabled  |Preemption enabled priority becomes higher

Track object 10 state (Track object 20 state Up  [Both tracked server-facing interfaces

Track object Up decrement 10 decrement 10 areup

Virtual MAC R1iscurrently forwarding for the
usage MAC InUse MAC Not In Use HSRP virtua MAC

<#root>

R1#

show st andby

FortyG gabitEthernet0/2/0 - Group 1 State is Active
2 state changes, Tast state change 15:44:50
Virtual IP address is 172.16.6.100

Active virtual MAC address 1is 0000.0c07.ac01 (MAC In Use)
Local virtual MAC address is 0000.0c07.ac0l1 (vl default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.352 secs

Preenpti on enabl ed

Active router 1is Tocal

Standby router is 172.16.6.6, priority 100 (expires in 10.048 sec) Priority 105 (configured 105) Track

Group name is "hsrp-Fo0/2/0-1" (default)
FLAGS: 1/1

R2#

show st andby

FortyG gabi tEthernet0/2/0 - Group 1 State is Standby

4 state changes, last state change 00:11:06



Virtual | P address is 172.16.6.100

Active virtual MAC address 1is 0000.0c07.ac01 (MAC Not In Use)
Local virtual MAC address 1is 0000.0c07.ac01 (vl default)
HeTllo time 3 sec, hold time 10 sec
Next hello sent in 1.504 secs

Preenption enabl ed Active router is 172.16.6.5, priority 105 (expires in 9.136 sec)
Standby router is Tocal
Priority 100 (default 100) Track object 20 state Up decrenent 10

Group name 1is "hsrp-Fo0/2/0-1" (default)
FLAGS: 0/1

What happens if the FortyGigabitEthernet0/2/4 interface of R1 goes down?

After FortyGigabitEthernet0/2/4 goes down on R1, tracking object 10 changes to the Down state. HSRP
then applies the configured decrement value of 10 to R1 priority. Asaresult, R1 priority changes from the
configured value of 105 to an effective value of 95.

Since R2 priority remains 100, R2 now has the higher HSRP priority. Because preemption is enabled, R2
takes over the active role. The output confirms this behavior:

* R1 changesto State is Standby.

* R1 shows Priority 95 (configured 105).

* R1 shows Track object 10 state Down decrement 10.

* R2 changesto StateisActive.

* R2 shows Activerouter islocal.

* R2 usesthe active virtual MAC address 0000.0c07.ac01.

At this point, LAN hosts continue to use the same default gateway, 172.16.6.100, but traffic is forwarded
through R2 instead of R1.

The output of the show standby command looks like this:

<#root>

R1#

show st andby

FortyGigabitEthernet0/2/0 - Group 1
State is Standby
4 state changes, Tast state change 00:00:46
Virtual IP address is 172.16.6.100



Active virtual MAC address is 0000.0c07.ac01 (MAC Not In Use)

Local virtual MAC address is 0000.0c07.ac0l (vl default)
HeTllo time 3 sec, hold time 10 sec
Next hello sent in 1.200 secs
Preemption enabled
Active router is 172.16.6.6, priority 100 (expires in 8.512 sec)

Standby router is local Priority 95 (configured 105)

Track object 10 state Down decrenent 10

Group name 1is "hsrp-Fo0/2/0-1" (default)
FLAGS: 0/1

R2#

show st andby

FortyGigabitEthernet0/2/0 - Group 1
State is Active
5 state changes, Tlast state change 00:01:34
Virtual IP address is 172.16.6.100

Active virtual MAC address is 0000.0c07.ac01 (MAC In Use)

Local virtual MAC address is 0000.0c07.ac01 (vl default)
HeTllo time 3 sec, hold time 10 sec

Next hello sent in 0.592 secs
Preemption enabled

Active router is local Standby router is 172.16.6.5, priority 95 (expires in 11.712 sec) Priority 100 (

Group name 1is "hsrp-Fo0/2/0-1" (default)
FLAGS: 1/1

Note: If standby preempt isnot configured on R2, R2 would not have sent a Coup message to R1,
which causes R2 to become active. Instead R1 would have remained the active router.

The next example shows the behavior when standby preempt is not configured on R2. When standby
preempt isnot configured on R2, R2 does not take over the active role even though its priority 100 is higher
than R1 effective priority 95; R1 remains active until it fails, resigns, or another HSRP event causes a new
election.

<#root>

R1#



show runni ng-config interface Fortyd gabitEthernet0/2/0

Building configuration...

Current configuration : 212 bytes

!

interface FortyGigabitEthernet0/2/0
ip address 172.16.6.5 255.255.255.0
no ip redirects

standby 1 ip 172.16.6.100

standby 1 priority 105

standby 1 preenpt

standby 1 track 10 decrement 10
cdp enable
end

R1#

show st andby

FortyGigabitEthernet0/2/0 - Group 1

State is Active
5 state changes, Tlast state change 00:12:27

Virtual IP address is 172.16.6.100

Active virtual MAC address 1is 0000.0c07.ac01 (MAC In Use)
Local virtual MAC address 1is 0000.0c07.ac01 (vl default)

HeTllo time 3 sec, hold time 10 sec
Next hello sent in 0.256 secs

Preenption enabl ed Active router is |local Standby router is 172.16.6.6, priority 100 (expires in 9.200

Priority 95 (configured 105)

Track object 10 state Down decrement 10
Group name 1is "hsrp-Fo0/2/0-1" (default)
FLAGS: 1/1

R1#

R2#

show runni ng-config interface Fortyd gabitEthernet0/2/0

Building configuration...

Current configuration : 190 bytes

!

interface FortyGigabitEthernet0/2/0
ip address 172.16.6.6 255.255.255.0



no ip redirects

standby 1 ip 172.16.6.100
standby 1 track 20 decrement 10
no negotiation auto

cdp enable

end

R2#

show st andby

FortyGigabitEthernet0/2/0 - Group 1

State is Standby
7 state changes, last state change 00:11:54

Virtual IP address is 172.16.6.100

Active virtual MAC address 1is 0000.0c07.ac01 (MAC Not In Use)
Local virtual MAC address 1is 0000.0c07.ac01 (vl default)

HeTllo time 3 sec, hold time 10 sec
Next hello sent in 2.032 secs

Preenption disabled Active router is 172.16.6.5, priority 95 (expires in 9.632 sec) Standby router is

Group name 1is "hsrp-Fo0/2/0-1" (default)
FLAGS: 0/1
R2#

The next example shows HSRP tracking multiple objects under the same HSRP group. Each tracked object
requires its own decrement value so HSRP knows how much to reduce the router priority when that object
goes down. In this output, R1 is configured with priority 105, track object 10 decrements priority by 10, and
track object 15 decrements priority by 20. Because both objects are Down, the total decrement is 30, which
reduces R1 priority from 105 to 75. Since R2 priority remains 100, R2 becomes the active router and R1
moves to the standby state.

<#root>

R1#
show runni ng-config interface FortyG gabitEthernet0/2/0

Building configuration...

Current configuration : 245 bytes

|

interface FortyGigabitEthernet0/2/0
ip address 172.16.6.5 255.255.255.0
no ip redirects

standby 1 ip 172.16.6.100

standby 1 priority 105

standby 1 preempt

standby 1 track 10 decrenment 10 standby 1 track 15 decrenment 20

cdp enable



end

R1#

show st andby

FortyGigabitEthernet0/2/0 - Group 1
State is Standby
7 state changes, last state change 00:03:24
Virtual IP address is 172.16.6.100
Active virtual MAC address is 0000.0c07.ac01 (MAC Not In Use)
Local virtual MAC address is 0000.0c07.ac0l (vl default)
HeTllo time 3 sec, hold time 10 sec
Next hello sent in 1.008 secs
Preemption enabled
Active router is 172.16.6.6, priority 100 (expires in 9.856 sec)
Standby router is Tocal

Priority 75 (configured 105) Track object 10 state Down decrement 10 Track object 15 state Down decrent

Group name 1is "hsrp-Fo0/2/0-1" (default)
FLAGS: 0/1

Related | nfor mation

* HSRP Support Page
e Technical Support & Documentation - Cisco Systems



https://www.cisco.com/c/en/us/tech/ip/ip-application-services/index.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

