Migrate to Dual Supervisorsfor Nexus 9800
Modular Switch
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| ntroduction

This document describes how to migrate to Dual Supervisors for the Nexus 9800 modular switches.
Prerequisites
Requirements

Console access to both Supervisorsis necessary.
Cisco recommends that you understand the basics of Upgrading Nexus 9000 switches.
For more information, refer to the documentation here:

Cisco Nexus 9000 Series NX-OS Software Upgrade and Downgrade Guide, Release 10.4(x)

Cisco recommends that you understand the basics of High Availability for Nexus 9000 switches.
For more information, refer to the documentation here:

Cisco Nexus 9000 Series NX-OS High Availability and Redundancy Guide, Release 10.4(x)



https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/104x/upgrade/cisco-nexus-9000-series-nx-os-software-upgrade-and-downgrade-guide-104x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/104x/configuration/high-availability-and-redundancy/cisco-nexus-9000-series-nx-os-high-availability-and-redundancy-guide/m-overview.html

Components Used

The information in this document is based on Nexus 9808 running NX-OS software release 10.4(3)F with
two N9K-C9800-SUP-A Supervisor Modules.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background Information

The Cisco Nexus 9000 Series switches are protected from the impact of hardware or software failures by
redundant hardware components.

Dual supervisors provide redundancy for the control and management plane. The two supervisors operate in
an active/standby capacity in which only one of the supervisor modulesis active at any given time, while the
other acts as a standby backup. The two supervisors constantly synchronize the state and configuration to
provide a seamless and stateful switchover of most services if the active supervisor module fails.

Support for Dual Supervisors was introduced for the Nexus 9808 switchesin 10.4(1)F and the Nexus 9804
switches in 10.4(2)F respectively.

Early platform deployments can contain a single supervisor initially and transition to dual supervisors.
It isimportant to understand how to correctly migrate to Dual Supervisors on this platform.

The example outputs referenced throughout this document are from a Nexus 9808 running NX-OS software
release 10.4(3)F.
This content is also applicable to a Nexus 9804.

In this document the terms Secondary Supervisor and Standby Supervisor are used.

Secondary Supervisor refers to the second supervisor physically installed into the chassis but has not
necessarily synced with the Active Supervisor.

Standby Supervisor refers to the second supervisor physically installed into the chassis and has synced with
the Active Supervisor in the HA-Standby state.

Before You Get Started

Firstly, upgrade your Nexus 9800 switch with a single supervisor to a NX-OS software release version with
dual supervisor support as mentioned in the previous section.

For deploying features only supported in 10.4(x), Cisco recommends upgrading to the latest available
release of 10.4(x) referenced by the Recommended Cisco NX-OS Releases for Cisco Nexus 9000 Series
Switches.

Insert Secondary Super visor

Proceed with inserting Secondary Supervisor into supervisor slot 28 on the Nexus 9800.
Insert console cable into Secondary Supervisor and open aterminal session to monitor the boot process.


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_9000_Series_Switches.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_9000_Series_Switches.html

Secondary With 10.4(x) Release

A Secondary Supervisor with a 10.4(x) release pre-installed will recognize itself as the Standby Supervisor
and slot 27 supervisor as the Active Supervisor.
The Secondary Supervisor will begin to sync with the Active Supervisor starting with their boot images.

Cisco N980OO(R) Series BIGCS Ver 1.11 Primary

Intel (R) Xeon(R) CPU D-1530 @ 2. 40GHz

Board Type 0x220 PI D N9K- C9808 Serial FOX2739PFWA4
Chi pguard Init

TAM Li brary Version: 3.4.26

Ai ki do Version: 5.0.13

Ai ki do Chip Serial Nunber:
006FE1619905AB2897EBODE352DFEFF300000000000000000000000000000000
Ai ki do FPGA Version: 0x120

Ai ki do chi p authentication successful

Ai ki do KEY Format: UEFI

C sco PK Key

Ci sco Key Key

Ci sco DBX Key

Cisco OS Rel Key

Cisco OS Dev Key

Board type 5
| OFPGA @ 0xb2400000
SLOT_I D @0Ox1c

NXOS G ub

di sabl e wat chdog

Fil esystem type unknown, partition type 0x83

check_boot node: grub: Continue grub

Trying to read config file /boot/grub/menu.lst.local from (hdoO, 4)
Fil esystemtype is ext2fs, partition type 0x83

Booti ng bootflash:/nxos64-cs.10.4.3.F.bin ...

Booti ng bootfl ash:/nxos64-cs. 10.4.3.F. bin <<<
Tryi ng di skboot

Fil esystemtype is ext2fs, partition type 0x83

| mage valid

| mage Signature verification was Successful.

Boot Tine: 8/5/2024 17:41:4

nmount : overlay nmounted on /new oot/ usr.
Instal ling kl mcard_i ndex

done

Setting nativeboot

Li nki ng n9k mando SSD partition..
creating flash devices BOOT _DEV= sda

I NI T: version 2.88 booting

Installing ata_piix nodule ... done.

I nstalling kheaders nodule ... done.



Unsquashing rootfs ..

Total size needed in bootflash is 158780

check bootflash : K

Total size needed in bootflash is 55644

check bootflash : K

Enabl i ng 8250 serial driver spurious |INTs workaround
Installing isan procfs ... done.

is Ixc: is_titan_eor: is_stby: suffix: klmftrace:

/i sanboot /I i b/ nmodul es/klmftrace. o

Installing ftrace in non-1xc node done

Installing SSE nodule with card index 21213 ... done.
Creating SSE devi ce node 243 ... done.

Executing /etc/rc.d/rcS. d/ SO6exabl aze start

Executing /etc/rc.d/rcS. d/ SO6exabl aze start

MKR mando set cpa libs

MANDO RP CPA setup done

Loading 12C driver ... done.

Installing CCTRL driver for card_type 132 without NEED GE[ 16.676681]
ENABLI NG TOP LEVEL RP | NTERRUPT

M... [ 16.682862] 28 Stdby waiting for 27 to becone active
<<

[ 18.689037] Now Conti nui ng. .

done.

Same Release Image

If the boot image for both supervisorsis the same, the Secondary Supervisor will complete boot process and
move to establish High Availability standby state (ha-standby) with the Active Supervisor.

User Access Verification

NOK- C9808( st andby) login: 2024 Aug 5 17:43:17 stark % VDC-1 % %<KERN- O-
SYSTEM MSG [ 16.676681] ENABLI NG TOP LEVEL RP | NTERRUPT - kerne

2024 Aug 5 17:43:17 stark % VDC-1 %% %KERN- 0- SYSTEM MSG. | 16.682862]
28 Stdby waiting for 27 to becone active - kernel

2024 Aug 5 17:43:17 stark % VDC-1 % Y%ERN- 0- SYSTEM MSG [ 18. 689037]

Now Conti nuing.. - kernel
2024 Aug 5 17:43:17 stark % VDC-1 % Y%KERN- 0- SYSTEM MSG [ 53.624182]
Initializing panic NM - kerne

2024 Aug 5 17:43:17 stark 9% VDC-1 % Y%KERN- 0- SYSTEM MSG [ 53. 656637]
f pga_setup_probe - kernel

2024 Aug 5 17:43:17 stark % VDC- 1 %% YERN- 0- SYSTEM MSG [ 85.571069]
Initializing del ayed work - kernel

2024 Aug 5 17:43:17 stark 9% VDC-1 % Y%KERN- O0- SYSTEM MSG [ 85.575323]
Finished INIT function for |Ifm- kernel

2024 Aug 5 17:43:17 stark 9% VDC-1 % Y%KERN- 0- SYSTEM MG [ 94.522919]
MANDO RDN : register_rdn_int - kerne

2024 Aug 5 17:43:17 stark % VDC-1 % Y%KERN- O- SYSTEM MG [ 94.527406]
register _rdn_int : Sent First Heartbeat - kernel

2024 Aug 5 17:43:18 stark %% VDC-1 % %JSER- 2- SYSTEM MSG.  <<%JSBHSD- 2-
MOUNT>> | ogfl ash: online - usbhsd

2024 Aug 5 17:43:43 stark % VDC-1 % 9%JSER- 2- SYSTEM MSG I nstalling
thirdparty RPMs - /thirdparty_install.py

2024 Aug 5 17:43:46 stark % VDC-1 % 9%JSER- 2- SYSTEM M5G



ssnngr _app_init called on ssnngr up - acl ngr

2024 Aug 5 17:43:47 stark % VDC-1 % 9JSER- 1- SYSTEM M5G VP acl gos tah
stats get - pltfmconfig

2024 Aug 5 17:44:11 stark % VDC-1 % 9JSER- 1- SYSTEM M5G

ASSERT@ ./ util s/usd/libusd/usd _drv.c:3332 - slhal supe

2024 Aug 5 17:44:16 stark % VDC-1 % %JSER- 1- SYSTEM M5G

ASSERT@ ./ util s/usd/libusd/usd drv.c:3332 - slhal supe (nessage repeated
1tinme)

2024 Aug 5 17:44:16 stark % VDC-1 % 9%JSER- 0- SYSTEM MSG end of default
policer - copp

2024 Aug 5 17:44:36 stark % VDC-1 %% % CARDCLI ENT- 2- FPGA_BOOT_PRI MARY:

| OFPGA booted from Primary

2024 Aug 5 17:44:36 stark % VDC-1 %% % CARDCLI ENT- 2- FPGA_BOOT_PRI MARY:
TMFPGA booted from Primary

NOK- C9808# show nodul e
Mod Ports Modul e- Type Mdel Status

27 0 Supervi sor Mdul e N9K- C9800- SUP- A active *
28 0 Supervi sor Mdul e N9K- C9800- SUP- A ha- st andby <<<

Different Release Images

If the boot image for both supervisorsis different 10.4(x) releases, the Secondary Supervisor will be
rebooted to force NetBoot and download the Active Supervisor's boot image to the Secondary Supervisor.

In the this example, our Active Supervisor is running 10.4(3)F but the Secondary Supervisor booted to
10.4(2)F.

Cisco N980OO(R) Series BIOS Ver 1.11 Primary

Intel (R) Xeon(R) CPU D-1530 @ 2. 40GHz

Board Type 0x220 PI D N9K-C9808 Serial FOX2739PFW4
Chi pguard Init

TAM Li brary Version: 3.4.26

Ai ki do Version: 5.0.13

Ai ki do Chip Serial Nunber:
006FE1619905AB2897EBODE352DFEFF300000000000000000000000000000000
Ai ki do FPGA Version: 0x120

Ai ki do chi p authentication successful

Ai ki do KEY Format: UEFI

Cisco PK Key

Ci sco Key Key

Ci sco DBX Key

C sco OS Rel Key

Ci sco OS Dev Key

Board type 5
| OFPGA @ 0xb2400000
SLOT_I D @0xlc

NXOS G ub
di sabl e wat chdog



Fil esystemtype unknown, partition type 0x83

check_boot node: grub: Continue grub

Trying to read config file /boot/grub/menu.lst.local from (hdoO, 4)
Fil esystemtype is ext2fs, partition type 0x83

Booti ng bootfl ash:/nxos64-cs.10.4.1.F.bin ...
Booti ng bootfl ash:/nxos64-cs.10.4. 1. F. bin <<<
Tryi ng di skboot

Fil esystemtype is ext2fs, partition type 0x83

| mage valid

<...>

[ 93.294604] MANDO RDN : register_rdn_int
[ 93.299095] register_rdn_int : Sent First Heartbeat

< Reboots into NetBoot process >

Cisco N980OO(R) Series BIGS Ver 1.11 Primary

Intel (R) Xeon(R) CPU D-1530 @ 2. 40GHz

Board Type 0x220 PI D N9K- C9808 Serial FOX2739PFU4
Chi pguard Init

TAM Li brary Version: 3.4.26

Ai ki do Version: 5.0.13

Ai ki do Chip Serial Nunber:
006FE1619905AB2897EBODE352DFEFF300000000000000000000000000000000
Ai ki do FPGA Version: 0x120

Ai ki do chi p authentication successful

Ai ki do KEY Format: UEFI

Ci sco PK Key

Ci sco Key Key

Ci sco DBX Key

Cisco OS Rel Key

Cisco OS Dev Key

Board type 5
| OFPGA @ 0xb2400000
SLOT I D @O0x1c

NXOS G ub

di sabl e wat chdog

Fi nding driver for NI C vendor 8086 Device 15ab
i 210 devide id = 1537

| oop driver for NI C vendor 8086 Device 15ab

| oop driver for N C vendor 8086 Device 15ab

| oop driver for NIC vendor 8086 Device 15ab

| oop driver for NI C vendor 8086 Device 15ab

| oop driver for NI C vendor 8086 Device 15ab

| oop driver for NIC vendor 8086 Device 15ab

| oop driver for NIC vendor 8086 Device 15ab

| oop driver for NI C vendor 8086 Device 15ab

| oop driver for NI C vendor 8086 Device 15ab

| oop driver for NIC vendor 8086 Device 15ab

x check driver for N C vendor 8086 Device 15ab
inside driver for NI C vendor 8086 Device 15ab



pci _base_addres 0= b2c0000c i oaddr= 0

mask i ssue

Found t he device 8086: 15ab at i oaddr 1000, nenbase b2c00000 at 4:0
Pr obi ng. ..

i ntel x probe

eobc MAC address 00000000: 00000000: 00000000: 0000001c: 00000000: 00000000

board_type=5

network is ready.

bp op =1

bp _htype =1

bp_hlen = 6

bp_xid = -160883712

bp_hwaddr = 00: 00: 00: 1C. 00: 00
bp_hops =0

bp_secs = 2132726648

*retry 1 currticks 27126 timeout = 720
*retry 2 currticks 27684 timeout = 720
bp op =1

bp _htype =1

bp_hlen = 6

bp_xid = -160883712

bp_hwaddr = 00: 00: 00: 1C: 00: 00
bp_hops = 0
bp secs = 2
errnum= 0
regretry =0

*2 retry 2 currticks 27684 tinmeout = 720
Fi |l ename: /ing-sync/curr-ks.ing

132726648

board_type=5

board_t ype=5

Address: 127.1.1.28

Net mask: 255.255.0.0

Server: 127.1.1.27

Gateway: 0.0.0.0

Fil esystemtype is tftp, using whole disk

| mge Signature verification was Successful.

Once the download has completed, the Secondary Supervisor will boot to the new image then move to
establish ha-standby state with the Active Supervisor.

NOK- C9808# show nodul e
Mod Ports Modul e- Type Mdel Status

27 0 Supervi sor Mdul e N9K- C9800- SUP-A active *
28 0 Supervisor Mdul e N9K- C9800- SUP- A ha- st andby



Mod Sw Hw Sl ot
27 10.4(3) 1.0 SUP1
28 10.4(3) 1.0 SUP2

Secondary With 10.3(x) Release

For a Secondary Supervisor with a 10.3(x) release pre-installed, one of the listed events can happen after
insert:

1. Boot loop.

2. Boot as an independent supervisor.

3. Boot into| oader > prompt

If the Secondary Supervisor isin the state of event 1 or 2, then you must break it into | oader > prompt
by typing Ctrl-C at "NXOS Grub" during the bootup process.

Cisco N980OO(R) Series BIGS Ver 1.11 Primary

Intel (R) Xeon(R) CPU D-1530 @ 2. 40GHz

Board Type 0x220 PI D NOK- C9808 Serial FOX2633PCKJ

Chi pguard Init

TAM Li brary Version: 3.4.26

Ai ki do Version: 5.0.13

Ai ki do Chip Serial Nunber:
3E772DOF6ESFC7406CEC11BBA5B2A84C00000000000000000000000000000000
Ai ki do FPGA Version: 0x11B

Ai ki do chi p authentication successful

Ai ki do KEY Format: UEFI

C sco PK Key

Ci sco Key Key

Ci sco DBX Key

Cisco OS Rel Key

Cisco OS Dev Key

Board type 5
| OFPGA @ 0xb2400000
SLOT_ID @0x1b

NXOS Grub <<<<< Crl| +C here

di sabl e wat chdog

Aborting config file read and aut oboot

No autoboot or failed autoboot. falling to | oader

Loader Version 1.12

| oader >

In the this example, the Secondary Supervisor started booting to 10.3(2)F then recognized itself asthe
Standby Supervisor and rebooted into | oader > prompt.

Cisco N980OO(R) Series BIOS Ver 1.11 Primary

Intel (R) Xeon(R) CPU D-1530 @ 2. 40GHz

Board Type 0x220 PI D N9K- C9808 Serial FOX2739PFU9

Chi pguard Init

TAM Li brary Version: 3.4.26

Ai ki do Version: 5.0.13



Ai ki do Chip Serial Nunber:
006FE1619905AB2897EBODE352DFEFF300000000000000000000000000000000
Ai ki do FPGA Version: 0x120

Ai ki do chi p authentication successful

Ai ki do KEY Format: UEFI

Ci sco PK Key

Ci sco Key Key

Ci sco DBX Key

Cisco OS Rel Key

Cisco OS Dev Key

Board type 5
| OFPGA @ 0xb2400000
SLOT I D @0x1c

NXOCS Grub

di sabl e wat chdog

Fil esystem type unknown, partition type 0x83

check _boot node: grub: Continue grub

Trying to read config file /boot/grub/menu.lst.local from (hdoO, 4)
Filesystemtype is ext2fs, partition type 0x83

Booti ng bootfl ash:/nxos64-cs.10.3. 2. F. bin ...
Booti ng bootfl ash:/nxos64-cs. 10.3. 2. F. bin <<<
Tryi ng di skboot

Filesystemtype is ext2fs, partition type 0x83
| mage valid

| mage Signature verification was Successful.

Boot Tine: 7/23/2024 22:49:10

nmount: overlay nounted on /new oot/ usr

Installing klmcard_i ndex

done

Setting nativeboot

Li nki ng n9k mando SSD partition..

creating flash devi ces BOOI_DEV= sda

NI T: version 2.88 booting

Installing ata piix nodule ... done.

Instal |l ing kheaders nodul e ... done.

Unsquashi ng rootfs ..

Total size needed in bootflash is 153632

check bootflash : K

Total size needed in bootflash is 54464

check bootflash : K

Enabl i ng 8250 serial driver spurious |INTs workaround
Installing isan procfs ... done.

is Ixc: is_titan eor: is_stby: suffix: klmftrace:
/i sanboot /I i b/ modul es/klmftrace. o

Installing ftrace in non-Ixc node done

Installing SSE nodule with card index 21213 ... done.
Creating SSE device node 243 ... done.

Executing /etc/rc.d/rcS. d/ SO6exabl aze start



Executing /etc/rc.d/rcS. d/ SO6exabl aze start

Using cctrli _lite on Mando SUP..
Loading 12C driver ... done.
Installing CCTRL driver for card _type 132 wi thout NEED GEM ... done.

Loading 1 GB driver ..
Loading Intel igb driver for Mando...14.81: \nlnstalling kl mins_ixgbe
for Mando... card_i ndex=21213

Installing klmins_ixgbe ... done.
Not M cron SSD..

Checking all filesystens.
Extracting rpns from i nage..

/

MANDO RP CPA setup done

Installing SPROM driver ... 21213 IS N9K done.

@ MANDO- RP

Installing pfnmsvcs nodul e ... done.

Installing nvram nodule ... done.

Installing if_index module with port node 6 ... done.
Installing fcfwd

Installing RN lcnd ... done.

Installing lcnd ... done.

\'n S090setup-eth sup_start

aut oneg unnodi fied, ignoring

no pause paraneters changed, aborting

aut oneg unnodi fi ed, ignoring

no pause paraneters changed, aborting
Installing psdev ...

Installing veobc nodule ... done.
RTNETLI NK answers: File exists

Cl ean up previous pcap files present in tnp directory
Checking SR card

Card Index is 21213

48.15: Inserting obfl & ntd spi driver

old data: 0 new data: 9f 000000

old data: O new data: O

ol d data: 20907001 new data: a0901406

[ 48.207892] fpga_setup_probe

48.26: Done..Inserting obfl & ntd spi driver
Maki ng OBFL character devices

ol d data: c000000 new data: 9f 000000

ol d data: 10c0000 new data: O

ol d data: 989040 new data: a0901406
mounti ng plog for NO9k!

48. 31: nounting plog for NIk!

48. 32: Done..nounting plog for NOk!
nmounti ng recovery for NOk!

48. 33: nounting recovery for NOk!

Mounti ng OBFL pstore for nmd

I nserting kernel _services nodule ... done.
Maki ng kernel _services character devices
cgroups initialized

updat e-al ternatives: Linking /usr/bin/unshare to /usr/bin/unshare.util-



[ nux

Renovi ng any system startup |inks for cgroups-init

Addi ng system startup for /etc/init.d/ cgroups-init.

Runni ng groupadd commands. ..

NOTE: docker-ce: Perform ng groupadd with [ -r docker]

updat e-al ternatives: Linking /bin/vi to /usr/bin/vimtiny

updat e-al ternatives: Linking /usr/bin/vimto /usr/bin/vimtiny
Renovi ng bootvar to force RP(standby) to be at | oader pronptYou can use
cndl i ne enabl e_standby to all ow RP(standby) to boot

INIT: Switching/isan/etc/rc.cleanup ignoring inittab invocations
Stoping third party daenons

Sending all processes the TERM signal . .

Sending all processes the KILL signal..

Unnounting fil esystens...

Cisco N980OO(R) Series BIOS Ver 1.11 Primary

Intel (R) Xeon(R) CPU D-1530 @ 2. 40GHz

Board Type 0x220 PI D N9K- C9808 Serial FOX2739PFU9
Chi pguard Init

TAM Li brary Version: 3.4.26

Ai ki do Version: 5.0.13

Ai ki do Chip Serial Nunber:
006FE1619905AB2897EBODE352DFEFF300000000000000000000000000000000
Ai ki do FPGA Version: 0x120

Ai ki do chi p authentication successful

Ai ki do KEY Format: UEFI

Ci sco PK Key

Ci sco Key Key

Ci sco DBX Key

Cisco OS Rel Key

Ci sco OS Dev Key

Board type 5
| OFPGA @ 0xb2400000
SLOT_I D @0Oxlc

NXCS G ub

di sabl e wat chdog

Fi |l esystem type unknown, partition type 0x83

check_boot node: grub: Continue grub

Trying to read config file /boot/grub/menu.lst.local from (hdO, 4)
Fil esystemtype is ext2fs, partition type 0x83

Trying to read config file /boot/grub/nmenu.lst.local from (hdO,5)
Fil esystemtype is ext2fs, partition type 0x83

No autoboot or failed autoboot. falling to |oader

Loader Version 1.11
| oader >

To initiate image sync with the Active Supervisor to establish HA, we have 2 methods we can use
depending on our BIOS version.



| mage Sync
BIOSVersion

Y ou will need to determine the current BIOS version of the Secondary Supervisor.
The current version can be found on the 1st line of initial output when the supervisor isinserted & after
reboot beforethel oader > prompt.

Cisco N98OO(R) Series BIOS Ver 1.11 Primary <<<
Intel (R) Xeon(R) CPU D-1530 @ 2. 40GHz

Board Type 0x220 PI D N9K- C9808 Serial FOX2739PFWU9
Chi pguard I nit

TAM Li brary Version: 3.4.26

Ai kido Version: 5.0.13

Ai kido Chip Serial Nunber:
006FE1619905AB2897EBODE352DFEFF300000000000000000000000000000000
Ai ki do FPGA Version: 0x120

Ai ki do chip authentication successful

Ai ki do KEY Format: UEFI

Ci sco PK Key

Ci sco Key Key

Ci sco DBX Key

Ci sco OS Rel Key

Ci sco OS Dev Key

Board type 5

| OFPGA @ 0xb2400000

SLOT_I D @0x1c

NXOS G ub

For ce Download from Active

If the BIOS versioninstalled is 1.11 or HIGHER, image sync can be manually initiated to the Secondary
Supervisor from the Active Supervisor using ther el oad nodul e 28 f orce-dnl d command.

The Secondary Supervisor must be at thel oader > prompt when executing this command.

Similar to the Different Release Images section, the Secondary Supervisor will be rebooted to force NetBoot
and download the Active Supervisor's boot image to the Secondary Supervisor.

From the Active Supervisor -

NOK- C9808# rel oad nodul e 28 force-dnld

NOK- C9808# 2024 Jul 23 22:59:15 NOK-C9808 % VDC-1 % YPLATFORM 2-
PFM MODULE RESET: Manual restart of Mdul e 28 from Command Li ne

I nt erface

From the Secondary Supervisor -

Loader Version 1.11

| oader >

< Reload Initiated by Active - Reboots into NetBoot process >



Cisco N980OO(R) Series BIOS Ver 1.11 Primary
Intel (R} Xeon(R) CPU D 1530 @ 2. 40GHz

Board Type 0x220 PI D N9K- C9808 Serial FOX2739PFW4
Chi pguard Init

TAM Li brary Version: 3.4.26

Ai kido Version: 5.0.13

Ai ki do Chip Serial Nunber:
006FE1619905AB2897EBODE352DFEFF300000000000000000000000000000000
Ai ki do FPGA Version: 0x120

Ai ki do chi p authentication successful

Ai ki do KEY Format: UEFI

Ci sco PK Key

Ci sco Key Key

Ci sco DBX Key

Cisco OS Rel Key

Ci sco OS Dev Key

Board type 5

| OFPGA @ 0xb2400000

SLOT_ID @0Oxlc

NXCS G ub

di sabl e wat chdog

Fi nding driver for NI C vendor 8086 Device 15ab
i 210 devide id = 1537

| oop driver for NIC vendor 8086 Device 15ab

| oop driver for NIC vendor 8086 Device 15ab

| oop driver for NI C vendor 8086 Device 15ab

| oop driver for N C vendor 8086 Device 15ab

| oop driver for NIC vendor 8086 Device 15ab

| oop driver for NIC vendor 8086 Device 15ab

| oop driver for NI C vendor 8086 Device 15ab

| oop driver for NIC vendor 8086 Device 15ab

| oop driver for NIC vendor 8086 Device 15ab

| oop driver for NI C vendor 8086 Device 15ab

x check driver for NI C vendor 8086 Device 15ab
i nside driver for NI C vendor 8086 Device 15ab
pci _base_addres 0= b2c0000c i oaddr= 0

mask i ssue

Found t he devi ce 8086: 15ab at ioaddr 1000, menbase b2c00000 at 4:0
Pr obi ng. ..

i ntel x probe

eobc MAC address 00000000: 00000000: 00000000: 0000001c: 00000000: 00000000
board_type=5

network i s ready.

bp op =1

bp_htype =1

bp_hlen =6

bp_xid = -160883712

bp_hwaddr = 00: 00: 00: 1C: 00: 00

bp _hops =0

bp _secs = 2132726648

*retry 1 currticks 27126 timeout = 720
*retry 2 currticks 27684 tinmeout = 720

bp op =1



bp_htype =1

bp_hlen = 6

bp_xid = -160883712

bp_hwaddr = 00: 00: 00: 1C. 00: 00
bp_hops = 0

bp _secs = 2132726648

errnum= 0

reqretry =0

*2 retry 2 currticks 27684 tineout = 720
Fi |l ename: /ing-sync/curr-ks.ing
board_type=5

board type=5

Address: 127.1.1.28

Net mask: 255.255.0.0

Server: 127.1.1.27

Gateway: 0.0.0.0

Filesystemtype is tftp, using whole disk

| mage Signature verification was Successful.

Once the download has complete, the Secondary Supervisor will boot to the new image then move to
establish ha-standby state with the Active Supervisor.

NOK- C9808# show nodul e
Mod Ports Modul e- Type Mdel Status

27 0 Supervisor Mdul e N9K- C9800- SUP- A active *
28 0 Supervi sor Mdul e N9K- C9800- SUP- A ha- st andby

Mbd Sw Hw Sl ot
27 10.4(3) 1.0 SUP1
28 10.4(3) 1.0 SUP2

EOBC Boot Secondary Super visor

If the BIOS version installed is LOWER than 1.11, image sync can ONLY be manually initiated by the
Secondary Supervisor from withinthel oader > prompt using the eobc command.

Thiswill force the switch to TFTP boot from the active supervisor then sync with it.

| oader > ?

? Print the conmand |i st

boot Boot i mage

boot nrode Di spl ay/ Change current boot node

dir List file contents on a device

eobc Booting imge from active sup via EOBC channel
keyinfo BI OS KEY i nformation

help Print the command |ist or the specific command usage



ip Setting | P address or gateway address
reboot Reboot the system

serial Serial console setting

set Set network configuration

show Show | oader configuration

| oader > eobc

Fi nding driver for NI C vendor 8086 Device 15ab
i 210 devide id = 1537

| oop driver for NI C vendor 8086 Device 15ab

| oop driver for NIC vendor 8086 Device 15ab

| oop driver for NIC vendor 8086 Device 15ab

| oop driver for NI C vendor 8086 Device 15ab

| oop driver for N C vendor 8086 Device 15ab

| oop driver for NIC vendor 8086 Device 15ab

| oop driver for NI C vendor 8086 Device 15ab

| oop driver for NI C vendor 8086 Device 15ab

| oop driver for NIC vendor 8086 Device 15ab

| oop driver for NIC vendor 8086 Device 15ab

x check driver for NI C vendor 8086 Device 15ab
inside driver for NI C vendor 8086 Device 15ab
pci _base_addres 0= b2c0000c i oaddr= 0

mask issue

Found the device 8086: 15ab at ioaddr 1000, nenbase b2c00000 at 4:0
Pr obi ng. ..

i ntel x probe

< After afew minutes supervisor starts TFTP Boot process >

Address: 127.1.1.27

Net mask: 255.255.0.0

Server: 127.1.1.28

Gateway: 0.0.0.0

Fil esystemtype is tftp, using whole disk

< After sometimethe TFTP boot process completes and the | mage Sync process begins. >

Saving i mage for ing-sync ...
Enough free di sk space found on bootflash

< The sync process does not show progr ess status and can take some time. >

VERI FYI NG MI5 checksum for /bootflash/curr-ks.inmg ....
Verify K

< Soon afterwar ds the Supervisor successfully completesthe boot and sync processthen comes up as
the Standby Supervior. >

et hernet switching nmode Fri Jun 21 15:46:14 UTC 2024
prepare span CLI

[ 666.302971] MANDO RDN : register _rdn_int

[ 666.307460] register_rdn_int : Sent First Heartbeat



User Access Verification
N9K- C9808( st andby) | ogi n:

The entire boot and sync process can take more than 15 minutes.
It can be monitored from the console.

On the Active Supervisor you can confirm the status of the Secondary Supervisor is ha-standby.

NOK- C9808# show nodul e
Mod Ports Mbdul e- Type Model Status

27 0 Supervi sor Mdul e N9K- C9800- SUP- A active *
28 0 Supervi sor Mdul e N9K- C9800- SUP- A ha- st andby

Mbd Sw Hw Sl ot

27 10.4(3) 1.0 SUP1
28 10.4(3) 1.0 SUP2

Performing either method mentioned is only required onetime.

It is recommended to delete the 10.3(x) release from bootflash of the Standby Supervisor leaving the 10.4(x)
release remaining.

Upgrade BIOS of Standby Supervisor

The Active Supervisor will already be on the most up to date BIOS version if a supported upgrade doing
install all nxos wasdoneonit.

The processes shown in the Different Release Images, Force Download from Active and EOBC Boot
Secondary Supervisor sections do NOT upgrade the BIOS on the Standby Supervisor.

The next step isto upgrade the BIOS on the Standby Supervisor to match the Active.
If just the Standby Supervisor BIOS is the only one being upgraded it does not need to be reloaded.

NOK- C9808# install all nxos bootflash: nxos64-cs.10.4.3.F.bin
Installer will performconpatibility check first. Please wait.
Installer is forced disruptive

Verifying i mge bootflash:/nxos64-cs. 10.4.3.F.bin for boot variable
"nxos".
[ #H##H#HHRHHRHHRHHAHH] 100% - - SUCCESS

Verifying i mage type.
[ #AH#H#HA#HBHBHBHBHA##HHE]  100% - - SUCCESS

Preparing "nxos" version info using i mage bootfl ash:/nxos64-
cs. 10. 4. 3. F. bi n.
[ #AH##HA#H#HBHBHBHA##HHE]  100% - - SUCCESS

Preparing "bios" version info using i mage bootfl ash:/ nxos64-
cs. 10.4. 3. F. bin.



[ ####HBHBH#HHBHAH##HAH] 100% - - SUCCESS

Perform ng nodul e support checks.
[ #AH##HA#HBHBHBHBHA##HHE] 100% - - SUCCESS

Noti fyi ng services about system upgrade.
[ ####H#HAH#H AR R #H#H#HE] 100% - - SUCCESS

Compatibility check is done:

Modul e bootabl e I npact Install-type Reason

27 yes disruptive copy-only default upgrade is not hitless
28 yes disruptive none default upgrade is not hitless

| mages wi Il be upgraded according to follow ng table:
Modul e I mage Runni ng-Version(pri:alt) New Version Upg-Required

27 nxos 10.4(3) 10.4(3) no
27 bios v01.09(12/19/2022):v01.03(12/29/2021) vO01.12(11/28/2023) yes
28 nxos 10.4(3) 10.4(3) no
28 bios v01.12(11/28/2023):v01.03(12/29/2021) vO01.12(11/28/2023) no

Switch will be rel oaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy

Install is in progress, please wait.

Perform ng runtinme checks.
[ #H##H#HHRHHRHHRHHA#E] 100% - - SUCCESS

Synci ng i mage boot fl ash:/nxos64-cs. 10.4. 3. F.bin to standby.
[ #AH#H#HA#HBHBHBHBHA##HHE] 100% - - SUCCESS

Setting boot variabl es.
[ #H####HAH BB R #H#H#HE] 100% - - SUCCESS

Perform ng configuration copy.
[ #AH#H##HHHHAHAHBHA#AH] 100% - - SUCCESS

Modul e 20: Refreshing conpact flash and upgradi ng bi os/| oader/ bootrom
Warni ng: please do not renove or power off the nodule at this tinme.
[ #####H#HHHHAHAHBHA#AH] 100% - - SUCCESS

Modul e 22: Refreshing conpact flash and upgradi ng bi os/| oader/ bootrom
Warni ng: please do not renove or power off the nodule at this tinme.
[ #A##H##HH#HAHAHBHA##AH] 100% - - SUCCESS

Modul e 24: Refreshing conpact flash and upgradi ng bi os/| oader/ bootrom
Warni ng: please do not renove or power off the nodule at this tinme.
[ ##H##H##HHHAHAHBHA##HH] 100% - - SUCCESS

Modul e 26: Refreshing conpact flash and upgradi ng bi os/| oader/ bootrom



War ni ng: pl ease do not renove or power off the nodule at this tine.
[ #H##H#H AR HH AR RH#H#H#HE] 100% - - SUCCESS

Modul e 27: Refreshing conpact flash and upgradi ng bi os/| oader/ bootrom
War ni ng: pl ease do not renove or power off the nodule at this tine.
[ ####H#HAH#H AR R #H#H#HE] 100% - - SUCCESS

Modul e 28: Refreshing conpact flash and upgradi ng bi os/| oader/ bootrom
War ni ng: pl ease do not renove or power off the nodule at this tine.
[ #H##H#HRHH BB AH#] 100% - - SUCCESS

| nstall has been successful.

BIOS version on both Standby and Active Supervisors now match but EPLD version does not:
NOK- C9808( st andby) # show hardware internal dev-version

| O FPGA 0 0x1001b

TM FPGA 0 0x10006

Bl OS version vO01.12(11/28/2023)

Al ternate BI OGS version v01.03(12/29/2021)

NI9K- C9808# show hardware i nternal dev-version

| O FPGA 0 0x10017

TM FPGA 0 0x10002

FM Modul e-20 FPGA 1 0x10000

FM Modul e- 22 FPGA 3 0x10000

FM Modul e-24 FPGA 5 0x10000

FM Modul e- 26 FPGA 7 0x10000

Bl OS version v01l1.12(11/28/2023)

Al ternate BI OGS version v01.03(12/29/2021)

Upgrade EPLD of Supervisors

As mentioned in the Cisco Nexus 9000 Series NX-OS High Availability and Redundancy Guide, Release
10.4(x), it isamandatory requirement to perform an EPLD upgrade for Nexus 9800 Dual Supervisor
deployments.

Asfurther elaborated in Cisco bug ID CSCwk42621


https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/104x/configuration/high-availability-and-redundancy/cisco-nexus-9000-series-nx-os-high-availability-and-redundancy-guide/m-system-level-ha.html#concept_300844DFAD484B2496EF15CFE45E815A
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/104x/configuration/high-availability-and-redundancy/cisco-nexus-9000-series-nx-os-high-availability-and-redundancy-guide/m-system-level-ha.html#concept_300844DFAD484B2496EF15CFE45E815A
https://tools.cisco.com/bugsearch/bug/CSCwk42621

This table shows the minimum EPLD version on the Supervisors for HA to fully function:

10 FPGA 0x10020 or HIGHER
TM FPGA 0x10006 or HIGHER

Y ou can upgrade individual modules or the entire chassis at once.
Depending on which modules are upgraded, this procedure can be disruptive.

It is recommended to upgrade al modulesif possible.
The number of modules being upgraded will affect how long the entire upgrade will take.

Cisco recommends performing the EPLD upgrade during a maintenance window to minimize potential
disruption.

NOK- C9808# install epld bootflash: n9000-epl d. 10.4. 3. F.ing nodule ?



WORD X or x-y (Max Size 5)
all Install all the nodul es

NOK- C9808# install epld bootflash: n9000-epl d. 10. 4. 3. F. i ng nodul e al
Conpatibility check

Modul e Type Upgradabl e | npact Reason

20 FM Yes di sruptive Mdul e Upgradabl e

22 FM Yes di sruptive Mdul e Upgradabl e

24 FM Yes di sruptive Mdul e Upgradabl e

26 FM Yes di sruptive Mdul e Upgradabl e

27 SUP Yes disruptive Mdul e Upgradabl e

28 SUP Yes di sruptive Mdul e Upgradabl e

Retrieving EPLD versions.... Please wait.

| mages wi |l be upgraded according to follow ng table:
Modul e Type EPLD Runni ng- Ver si on New Ver si on Upg- Required
20 FM M FPGA 0x10000 0x10002 Yes

22 FM M FPGA 0x10000 0x10002 Yes

24 FM M FPGA 0x10000 0x10002 Yes

26 FM M FPGA 0x10000 0x10002 Yes

27 SUP TM FPGA 0x10006 0x10006 No

27 SUP |1 O FPGA 0x1001b 0x10020 Yes

28 SUP TM FPGA 0x10002 0x10006 Yes

28 SUP |1 O FPGA 0x10017 0x10020 Yes

The above nodul es require upgrade.

Do you want to continue (y/n) ? [n] vy

Do you want to upgrade the Active Supervisor? [n] y
Proceedi ng to upgrade Mdul es.
Proceedi ng to upgrade Mdul es.

Starting Mddul e 20 EPLD Upgr ade

Module 20 : M FPGA [Programmng] : 0.00% ( O of 64 sectors)
Module 20 : M FPGA [Programm ng] : 100.00% ( 64 of 64 sectors)
Modul e 20 EPLD upgrade i s successful.

Modul e 20 EPLD upgrade i s successful.

Starting Mddul e 22 EPLD Upgr ade
Module 22 : M FPGA [Programm ng] : 100.00% ( 64 of 64 sectors)
Modul e 22 EPLD upgrade i s successful.

Modul e 22 EPLD upgrade i s successful.

Starting Mddul e 24 EPLD Upgr ade
Module 24 : M FPGA [Programm ng] : 100.00% ( 64 of 64 sectors)
Modul e 24 EPLD upgrade i s successful.

Modul e 24 EPLD upgrade i s successful.

Starting Modul e 26 EPLD Upgr ade



Module 26 : M FPGA [Progranm ng] : 100.00% ( 64 of 64 sectors)
Modul e 26 EPLD upgrade is successful..

Modul e 26 EPLD upgrade i s successful.

Module 27 : 10 FPGA [Programring ] : 0.00% ( O of 64 total sectors)
Module 27 : 10 FPGA [Programming ] : 100.00% ( 64 of 64 total sectors)
Modul e 27 EPLD upgrade i s successful.

Starting Modul e 28 EPLD Upgr ade

Modul e 28 : 10 FPGA [ Programm ng] : 100.00% ( 64 of 64 sectors)
Modul e 28 EPLD upgrade i s successful..

Modul e Type Upgrade- Resul t

27 SUP Success

28 SUP Success

EPLDs upgraded. Perform ng sw tchover.

Modul e 28 EPLD upgrade i s successful.

Rel oadi ng the Chassis...

Reseting Standby SUP (Mdul e 27) FPGAs. Please wait. ..
Modul e 27 will rel oad.

Resetting Module 20 FPGAs. Pl ease wait. ..

Modul e 20 wi Il rel oad.

Resetting Module 22 FPGAs. Pl ease wait...

Modul e 22 will rel oad.

Resetting Mddul e 24 FPGAs. Please wait. ..

Modul e 24 w |l rel oad.

Resetting Modul e 26 FPGAs. Pl ease wait. ..

Modul e 26 wi Il rel oad.

Processing Active sup reset...

Reseting Active SUP (Mdule 28) FPGAs. Pl ease wait...
Rel oad in 10 seconds .....

Resetting Module 20 FPGAs. Please wait. ..

Modul e 20 wi Il rel oad.

After EPLD upgrade and reload the Active and Standby Supervisor roles can be switched:
NOK- C9808# show nodul e
Mod Ports Modul e- Type Model Status

27 0 Supervisor Mdul e N9K- C9800- SUP- A active *
28 0 Supervi sor Mdul e N9K- C9800- SUP- A ha- st andby

To change the active supervisor you can use the "system switchover" command to reload the Active
Supervisor and make the Standby Supervisor the Active.

From the Active Supervisor:

NOK- C9808# system swi t chover



From the Standby Supervisor as it becomes the Active:
N9K- C9808( st andby) login: [ 784.909143] Got RP P2PMintr, Becom ng
Active !!

User Access Verification
N9K- C9808 | ogi n: adm n
Passwor d:

Ci sco Nexus Operating System (NX-0OS) Software

TAC support: http://ww. cisco.com tac

Copyright (C 2002-2024, G sco and/or its affiliates.

Al'l rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
i censes, such as open source. This software is provided "as is," and
unl ess

otherwi se stated, there is no warranty, express or inplied, including
but not

limted to warranties of nerchantability and fitness for a particular
pur pose.

Certain conponents of this software are |icensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the G\U

Lesser Ceneral Public License (LGPL) Version 2.1 or

Lesser Ceneral Public License (LGPL) Version 2.0.

A copy of each such license is avail able at

http://ww. opensource. org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.htnl and

http://ww. opensource. org/licenses/lgpl-2.1. php and

http://ww. gnu.org/licenses/old-licenses/library.txt.

NOK- C9808# show nodul e

Mod Ports Modul e- Type Model Status

27 0 Supervisor Mdul e powered-up
28 0 Supervi sor Mdul e N9K- C9800- SUP- A active *

Summary

1. Install Secondary Supervisor
2. Perform process to image sync Secondary with Active Supervisor depending on pre-installed release
3. Upgrade BIOS on Standby Supervisor

4. Upgrade EPLD for all modules


http://www.cisco.com/tac
http://www.opensource.org/licenses/gpl-2.0.php
http://opensource.org/licenses/gpl-3.0.html
http://www.opensource.org/licenses/lgpl-2.1.php
http://www.gnu.org/licenses/old-licenses/library.txt

