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This document describes how to setup a High Availability environment with Catalyst 8000v routers on
Amazon Web Services cloud.



Prerequisites
Requirements

Cisco recommends that you have previous knowledge of the these topics:

» Genera knowledge of AWS Console and its components
» Understanding of Cisco |IOS® XE software
» Basic knowledge of HA feature.

Components Used

These components are required for this configuration example:

* An Amazon AWS account with administrator role
» Two CB8000v devices running Cisco IOS® XE 17.15.3aand 1 Ubuntu 22.04 LTSVM AMIsin the
same region

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Topology

There are various scenarios of HA deployment based on the network requirements. For this example, HA
redundancy is configured with these settings:

* 1x - Region

Ix - VPC

3x - Availability Zones

6x - Network Interfaces/Subnets (3x Public Facing/3x Private Facing)
2x - Route Tables ( Public & Private)

2x - C8000v routers (Cisco IOS® XEDenali 17.15.3a)

1x - VM (Linux/Windows)

There are 2 C8000v routersin an HA pair, in two different availability zones. Think of each availability
zone as a separate datacenter for additional hardware resiliency.

Thethird zoneisa VM, which simulates a device in a private datacenter. For now, internet access is enabled
through the public interface so that you can access and configure the VM. Generally, al normal traffic must
flow through the private route table.

To simulate traffic, initiate a ping from the Virtual Machine' s private interface, traversing the private route
table through R1 to reach 8.8.8.8. In the event of afailover, verify that the private route table has
automatically updated to route traffic through the private interface of the R2 Router.

Network Diagram
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Table Summary

To summarize the topology, hereis the table with the most important values from each component in the
lab. Theinformation provided in thistable is exclusive for this lab.



Tip: Using this table helps maintain a clear overview of key variables throughout the guide.
Collecting the information in this format is recommended to streamline the process.
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Restrictions

* On any subnet created, do not use the first available address of that subnet. These IP addresses are
used by the AWS servicesinternally.

» Do not configure the public interfaces of the C8000v devicesinsideaVRF. HA does not work
properly if thisis set.

Configuration

The general flow of configuration is focused to create the requested VMs in the proper region and move
your way down to the most specific configuration such as routes and interfaces of each one of them.
However, it is recommended to understand the topology first and configure it in any order desired.

Step 1. Select a Region

For this deployment guide, the US West (North Virginia) - us-east-1 region is selected as the VPC region.
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Step 2. Createthe VPC

On the AWS Console, navigate to VPC > VPC Dashboard > Create VPC.
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When you create the VPC, select the VPC only option. Y ou can assign a/16 network to use as you please.

On this deployment guide, the 10.100.0.0/16 network is selected:
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After clicking Create VPC, the VPC-0d30b9fa9511f3639 with HA tag is now created:
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Step 3. Create a Security Group for the VPC

In AWS, Security Groups function like ACLSs, allowing or denying traffic to configured VMs within a
VPC. On the AWS Console, navigate to VPC > VPC Dashboard > Security > Security Groups section
and click Create security group.



@ Export security groups to CSV Create security group

v | Description v | Owner v

15 Created by Auto Remedlation Guardrall Q737153984176

Under Inbound Rules, define what traffic you wish to allow for. For this example, All Traffic is selected by
using the 0.0.0.0/0 network.
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Step 4. Createan |AM Role with a Policy and Associateto the VPC

IAM grantsto your AMIsthe required access to Amazon APIs. The C8000v is used as a proxy to call AWS
APl commands to modify the route table in AWS. By default, EC2 instances are not allowed accessto APIs.
For thisreason, anew |AM role must be created which is going to applied during AMI creations.

Browse to the IAM dashboard, and navigate to Access M anagement > Roles > Create Role. This process
consists of 3 steps:
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First, select the AWS Service option on the Trusted entity type section and EC2 as the service assigned for

this policy.

= IAM > Roles > Create role

Step 1

(®) Select trusted entity

Step 2
Add permissions

Step 3
HName, review, and create

Select trusted entity ..«

Trusted entity type

O AWS service
Allow AWS services like EC2,
Lamibda, oF others to perform
actions in this account,

SAML 2.0 federation

Albow users federated with SAML
2.0 from a corpor crary to
is ageaunt

Use case

AWS account

%rd party to perform actions in
this account.

Custom trust policy

Create a customn trust palicy to
le athers 1o perform actions
SRR

Web identity
Allows users fe
fied ext
pravider to assume this role to
perform actions in this account

Allow an AWS service like EC2, Lambda, or others to perform actlons in this account.

Service or use case

EC2

Choose a use case for the specified service.

Use case

0 e

Allgws ECZ instances te call AWS services on your behaif,

EC2 Role for AWS Systems Manager
Allows ECZ instances to call AWS services like CloudWatch and Systems Manager on your behalf.

EC2 Spot Fleet Role

Allows EC2 Spot Fleet to request and terminate Spot instances on your behalf

EC2 - Spot Fleet Auto Scaling
Allows Auto Scaling to access and update EC2 spot fleets on your behalf.

EC2 - Spot Fleet Tagging

Allws EE2 to Launch spot instances and attach tags to the Launched in:

ances on your behalf

ECZ - Spot Instances

Allews EC2 Spot Instances to launch and manage spot instances on your behalf.

EC2 - Spot Fleet

Allows EC2 Spot Fleet to launch and manage spot fleet instances on your behalf.

EC2 - Scheduled Instances
Allows EC2 Scheduled Instances to manage instances on your behalf,

Cancel

When finished, click Next:



= 1AM > Roles > Create role Qo @

e

@ Select trusted entity Add permissions Info
Step 2
@ Add permissions Permissions policies (1062) it ©
Step 3 Choose ane or more policies to attach to your new role.
) Name, review, and create Filter by Type
[O.Isemch ] All types v ¢ 1 2 3 4 5 6 7 .54 @
Palicy name [ a | Type v | Deseription
[ §F sdministratoraccess AWS managed - job function Provides full access to AWS services an...
I i AdministratorAccess-Amplify AWS managed Grants account administrative permiss...
[ N Administratoraccess-AWSElasticBeanstalk AWS managed Grants account administrative permiss...
[ [ # AlDpsAssistantPolicy AWS managed Provides ReadOnly permissions requir...
E ¥ AlOpsConsoleadminPolicy AWS managed Grants full access to Amazon Al Opera...
N [ W AlDpsOperatorAccess AWS managed Grants access to the Amazon Al Opera...
O = W Al OpsReadOnlyAccess AWS managed Grants ReadOnly permissions to the A...
[ §# plexaForBusinessDeviceSetup AWS managed Provide device setup access to AlexaFo..,
N ¥ AlexaForBusinessFullAccess AWS managed Grants full access to AlexaForBusiness ...
E W alexaForBusinessGatewayExecution AWS managed Provide gateway execution accessto A...
[ [ Wi AlexaForBusinessLifesizeDelegatedAccessP. .. AWS managed Provide access to Lifesize AVS devices
E ¥ AlexaForBusinessPolyDelegatedaccessPollcy AWS managed Provide access to Poly AVS devices
] E W AlexaForBusinessReadOnlyAccess AWS managed Provide read enly access to AlexaFor®...
O E Wi AmazonAPIGatewayAdministratar AWS managed Provides full access to create/fedit/dele...
E W AmazonAFIGatewaylnvokeFullAccess AWS managed Provides full access to invoke APIS In A...
[0 [ W AmazonAPIGatewayPushToCloudWatehLogs AWS managed Allows AP Gateway to push logs to us...
[ WF smazonAppFlowFullaccess AWS managed Provides full access to Amazon AppFlo...
C ¥ AmazonAppFlowReadOnlyAccess AWS managed Provides read enly access to Amazon A...
E ¥ AmazonAppStreamFullAccess AWS managed Provides full access to Amazon AppStr....
0 E W AmazonAppStreamPCAACCess AWS managed Amazon AppStream 2.0 acoess to AWS...

» Set permissions boundary - optional

-

Finally, set the Role Name and click the Create Role button.



= WM » Roles » Create role

Step 1
@ Select trusted entity

Step 2
@ Add permissions

Step 3
(8) Mame, review, and create

Name, review, and create

Role details

Role name

Enter 3 meaningtis name ta identify this role
reute-table-change

Mazimum 64 characters. Use alphanumeric and “»= @-_* characters.

Description

Add & shart explanation for this roe

Allpws ECZ instances to make changes on the reute table

Maximum 1000 eharacters. Use letters (42 and 3-2], numbers [0-9), tabs, rew lines, o 2y of the followisg characters s

N T

Step 1: Select trusted entities

Trust policy
1~
2 "Version™: "2@12-18-17",
3- “Statement”: [
4.
5 “Effect™: "Allow",
B~ “Action®™: [
7 "stg:AssumeRole”
8 1.
= “Principal”: {
18- "Service™: [
11 “ecd . amazoncaws . com”
12 ]
13 }
14 h
15
16

Step 2: Add permissions

Permissions policy summary

Poliey name [3 & | Type

Step 3: Add tags
Add tags - optional e

Tags are bey-value pairs that you tan add to AWS ressurces b help identify, organize, or seardh for resources.

Mo tags assoclated with the resaunce.

Add new tag |

You can

v Attached as

Step 5. Create and Attach a Trust Policy toan IAM Role

Cancel

Edit

[ Edit )

i @

Once the Role s created, a Trust Policy must be made to acquire the skill of modifying the AWS routing
tables when needed. Move to the Policies section on the IAM dashboard. Click Create Policy button. This
process consists of 2 steps:

e 1AM > Policies

Identity and Access
Management (IAM)

< Policies (1367)

A policy is an object in AWS that defines permissions.

| Q search 1AM

Dashboard

¥ Access management
User groups
Users
Roles
Policies
Identity providers

Account settings

Root access management New

¥ Access reports

Access Analyzer

Filter by Type
| Q. Search All types
Policy name
= il AccessAna lyzerServiceRolePolicy

¥ AdministratorAccess

¥ AdministratorAccess-Am plify

Il AdministratorAccess-AWSElasticBeanstalk

¥ AlOpsAssistantPolicy
Tl AlDpsConscleAdminPolicy

Il AlOpsOperatorAccess

B B B B B B

¥ AlOpsReadD nlyAccess

4 | Type
AWS managed
AWS managed - job function
AWS managed
AWS managed
AWS managed
AWS managed
AWS managed

AWS managed

3

Used as

None
Permissions poli
None
None
None
None
Nene

None

First, make sure that the Policy Editor isusing JSON and apply the commands that are shown below. Once



configured, click Next:

= 1AM > Paolicies > Creste paliey

Step 1

Add permissions by selecting services, actions, resources, and conditions. Build permission statements using the JSON editor.

(@ Spacify parmissions Specify permissions ..
Step 2
Review and create
Policy editor
1w

2 “Version®: "2012-10-177,
3w “Stotement™: [

4w

6w "Action":
7 “ec2iAssociateRouteToble”,

8 “ec2:Crectefoute”,

9 “ec2:CrecteRouteToble®,

18 "ec2:DeleteRoute”,

11  “ec2:beleteRouteTable®,

12  “ec2:DescribeRouteTables”,
13 “ecZ:DescribeVpes”,

14 “ec2:ReplaceRouts”,

15 “eci:PisessecioteRouteTable”,

17 1.
18 “Rescurce™: "*°
19 3

16 “ec2:ReplaceRouteTobledssociation

<+ Add new statement

JSON Ln 21, Col

Thisisthe text code used in the image:

{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:AssociateRouteTable",
"ec2:CreateRoute",
"ec2:CreateRouteTable",
"ec2:DeleteRoute",
"ec2:DeleteRouteTable",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:DisassociateRouteTable",
"ec2:ReplaceRouteTableAssociation"
1,
"Resource":
}

]

}

nyen

Later, set the Policy Name and click Create Policy.

o @
Acions v ) ( = )
Edit statement
Select a statemnent

Select an existing statement in the policy or
add a new statemant

[+ Addnew statement

5825 of 6144 characters remaining

Caetl



= 1AM > Polices > Create policy

Step 1 .
@ Specify permissions Review and create

o Review the permissions, specify detalls, and tags.
1ep 2

(@) Review and create

Policy details

Policy name

Enter & meaningful

CEO00v-HA

Description - optiomal

Add 3 shart explanation for this palicy

Allows ECZ instances to make route changes on AWS

m 1,000 characters. Use alphammsric and '+

Maximum 128 characters. Use alphanumeric and '+=,.-_" characters.

Permissions defined in this policy i

(" Edit )

Permissions defined in this palicy document specify which aetions are allowed or denied. To define permissions far an LAM |dentity (uiser, user group, of role), sttach a palicy to it

Q, Search
Allow (1 of 441 services)
Service - Access level

EC2

Add tags - optional 1.1

Limnited: List, Write

(B Show remaining 440 services
v Resource Request condition

All resources. None

Tags are key-value pairs that you can add to AWS resources to help identify, organize, or search for resources.

Mo tags associated with the resauree.

(" Addnewtag )

Wou can add up to §0 more tags

Cancel

[ Previeus

Oncethe policy is created, filter and select the policy then click Attach option on the Actions drop down

menu.
e 1AM 3 Poliies

Identity and Access <
Management (IAM)

Policies (1/1368) i

A pelicy Is an object in AWS that defines permissions,

Q, Search 1AM
Q800

Palicy name -

Dashboard

@ @

Actions & | [

Attach

1 match 1 @

Delete ..-l { 7““ )

Fliter by Type
x All types L

Type v Used as - Description

o B

CHODOV-HA

¥ Access management L

User groups
Users
Roles

Baliciae

Customer managed Mone Allows EC2 instances to make route ch... |

A new window is open. In the IAM Entities section, filter and select the |AM Role created and click Attach

policy.

1AM > Polices > CBOODw-HA > Attach policy o 6
Attach as a permissions policy
To define permissions for an IAM Identity (user, user growp, or role), attach a policy to it
IAM Entities (1/69)
Entities are LAM users, user groups and roles.
Filter by Entity type
Q. route * All types ¥ | 1match 1 fo:]
Entity name & | Entitytype v
e -
Imute—tmn-r.nznge I Roles I

Step 6.Configure and Launch the C8000v | nstances

Each C8000v router is going to have 2 interfaces (1 public, 1 private) and is going to be created on its own

Availability Zone.



On the EC2 Dashboard, click L aunch I nstances;

Q, Search

©

EC2 <
Resources
Dashboard You are using the following Amazon EC2 resources in the United States (N. Virgin
EC2 Global View [2
Instances {running) 1 Auto Scaling Groups
Events
¥ Instances Dedicated Hosts 0 Elastic IPs
Instances Key pairs 17 Load balancers
Instance Types
Launch Templates Security groups 19 Snapshots
Spot Requests
Savings Plans
Reserved Instances Launch instance
Dedicated Hosts To get started, launch an Amazon EC2 instance, which is a virtual server in
the cloud.

Capacity Reservations

Launch instance  w ¢ Migrate a server [7 0
¥ Images - -~

AMIs

Mote: Your instances will launch in the United States (M. Virginia) Region
AMI| Catalog

Filter the AMI database with the name Cisco Catalyst 8000v for SD-WAN & Routing. Onthe AWS
Marketplace AMIsligt, click Select.

Choose an Amazon Machine Image (AMI) Cancel
An AMI s 3 temiplate that contains the software cenfiguration (operating system, application server, and applications)

f!qulfM to launch your Instance. You ¢an select an AMI pfﬁuld&ﬂ Dy' AWS, BUF USer Cﬂmmuﬂi[y, oF the AWS Manmlplace_' ar

you can select one of your own Abis,

Selected AME (ami-09e6187a47303347¢) (Quick Start AMIs)
0, Clsco Catalyst 8000v for S0-WAN & Routing Ed @
Quick Start AMIs (0) My AMIs (591) AWS Marketplace AMIs (1) Community AMis (500)
Commanly used AMis Created by me WS & trusted third-party Az Published by anyome
¥ Refine results 108
Categories
Cisca Catalyst 8000v For SO-WAN & Routing 1 result] showing 1 - 1 Sort By relevance ki

Infrastructure Software (1)

¥ Publisher Cisco Catalyst 8000V for SD-WAN & Routing
Clsco Systems, inc. (1) "cll's'c'lo" By Eisco Systems, Inc. [7 | Vier 17,1503

* Pricing model As part of Ciseo's Cloud connect portfolio, the Bring Your Own License (BYOL) version of Cisco® Catalyst® 8000V Edge Software (Catalyst

BO0OV) delivers the maximum p for virtual enterpy lass networking services & VPN In the AWS cloud. This AMI supports all the

Catalyst 80000 (CBO00V)...

Bring Yaur Owni
Ligense (1)

Operating system
* All Linux/Unix

¥ Architecture

Select the corresponding size for the AMI. For this example, the cbn.large size is selected. This can depend
on the capacity required for your network. Once selected, click Subscribe now.



Cisco Catalyst 8000V for SD-WAN & Routing

aliailie Ciseo Systems, Inc. [3
cisco 0 AWS reviews [3
Bring Your Own License

Overview Product details Pricing Usage Support

Bring Your Own License
Available for customers with current licenses purchased via other channels.

p Cisco Catalyst 8000V for SD-WAN & Routing $0/Hour
EC2 - c5n.large vendor recommended $0.108/Hour

p EBS volume

Cancel l( Subseribe on instance launch )Iil

Step 6.1. Configurethe Key Pair for Remote Access

Once subscribed to the AMI, a new window with multiple optionsis displayed. On the Key pair (login)
section, if akeypair isnot present, click Create new key pair. You can reuse asingle key for every device
created.

v Key pair (login) i

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch the instance.

Key pair name - required

| fsimmeond-pem v | (&) |l:rea1:e new key pairl

A new pop-up window is displayed. For this example, a.pem key file with ED25519 encryption is created.
Once everything is set, click Create key pair.



Create key pair X

Key pair name
Key pairs allow you to connect to your instance securely.

[ fsimmond-ed-pem ]

The name can include up to 255 ASCIl characters. It can't include leading or trailing spaces.

Key pair type
() RSA © ED25519
RSA encrypted private and public key ED255179 encrypted private and public

pair key pair

Private key file format

© .pem

For use with OpenssH

) .ppk
For use with PuTTY

/% When prompted, store the private key in a secure and accessible location on
your computer. You will need it later to connect to your instance. Learn
more [

Step 6.2. Create and Configurethe Subnetsfor the AMI

On the Network Settings section, click Edit. Some new options inside the section are now available:
1. Select the desired VPC for this work. For this example, the VPC called HA is selected.

2. Onthe Firewall (security groups) section, select Select existing security group.

3. Once option 2 is selected, the Common security groups option is available. Filter and select the desired
security group. For this example, the All traffic HA security group is selected.

4. (Optional) If no subnets for these device are created, click the Create new subnet.



¥ Network settings i

VPC - required | Infe

‘vpc—0d30b9f39511f3639{HA} v ‘ o
10.100.0.0/16

Subnet | Info

subnet-0b664f8e74443d28f public-R1-C8000v
VPC: vpe-0d30b9fad511f3639  Owner: 073713984176 Availability Zone: us-east-1a v
Zone type: Availability Zone  IP addresses available: 251 CIDR: 10.100.10.0/24)

& | Create new subnet [7

Auto-assign public IP | Info

| Disable v |

Firewall (security groups) | Info
A security group is a set of firewall rules that cantrol the traffefor-peor-irstarmce—fmd-roterte-atow-specfietraffete-remgh your instance.

| ) Create security group [ © select existing security group ] 2

Common security groups = Info

| Select security groups v | 3

' N Compare security group rules
‘ All traffic HA  5g-029461ba80052f10c X G ? yarote

VPC: vpe-0d30b9fag511f3639

',

Security groups that you add or remove here will be added to or removed from all your network Interfaces.

» Advanced network configuration

A new tab on the web browser is open, leading you to the Create subnet section:
1. Select the corresponding VPC for this configuration from the drop-down list.
2. Set aname for the new subnet.

3. Define the Availability Zone for this subnet. (Please refer to the Topology section of this document for
more information of the setting)

4. Set the subnet block that belongs on the VPC CIDR block.

5. Additionally, al the subnets that are going to be used can be created by clicking the Add new subnet
section and repeat the steps from 2 to 4 for each subnet.

6. Once finished, click Create subnet. Navigate to the previous page to continue with the settings.



= v Subnets Create subnet

Create subnet ...

VPC

VPCID

wpe-0d3009a951 113639 (HA) =

Associated VPE CIDR:

1Pwd CIDRS
10100.0.0/16

Subnet settings

Specify the CIOR blocks and Availability Zane for the subnet.

Subnet 10f1

Subnaet name

: tame and a value that you specify
public.f1-CB000¢ 2

Availability Zone Info

or bet Amazon chaose ane for you
United States (N. Virginia) / us-east-1a [ 3 L

1Pvd WPC CIDR black  Info
Ehaose the VBE's iPvd CIDR blec

10.900.0.0/ 16 L

1P subnet CIDR block
10,100,100/ 24 4

B
¥ Tags - aptional
Key Valuie - aptianal
0, Mame X 0 public-R1-CBOO0V b4 Remave
Add new tag
an 3 49 miove tage.

Remave

5 ’
et

On the Subnet subsection from the Networ k Settings section, click Refresh icon to get the created subnets
on the drop-down list.

Step 6.3. Configurethe AMI Interfaces

On the Networ k Settings section, expand the Advanced Networ k configuration subsection. These options
are displayed:



¥ Advanced network configuration

Network interface 1
Device index  Info Network interface  Info Description | Info
New interface v | || Public-R1
Subnet Info Security groups  Infe Auto-assign public IP | Infe
subnet-0be64fse74443d28f Select security groups ¥ | C | pisable v
IP addresses available: 249
Primary IP | Info Secondary IP | info IPv6 IPs  Info
| 10.100.10.254 || | select v
The selected subnet does not support IPvE IPs.

IPv4 Prefixes  info IPv6 Prefixes Info Assign Primary IPv6 IP Info
| select v |

The selected subnet does not support IPv6 prefixes because A primary IPv6 address is only compatible with subnets that

it does not have an IPvG CIDR. support IPvG,
Delete on termination  Info Interface type = Info Network card index  info
| No v | Select v

ENA Express  Info

The selected instance type does not support ENA Express.

Idle connection tracking timeout  Info

|| Enable

( Add network interface )

ENA Express UDP  info

The selected instance type does not support ENA Express.

The selected instance type does not support mulripls!
network cards.

ENA queues Info

The selected instance type does not support ENA queues

On this menu, set the Description, Primary | P, Delete on ter mination parameters.
For the Primary | P parameter, use any |P address except for the first available address of the subnet. Thisis

used internally by AWS.

The Delete on ter mination parameter on this exampleis set as No. However, this can be set to yes

depending of your environment.

Due to this topology, a second interface is needed for the private subnet. Click Add network interface and
this prompt is displayed. However, the interface provides the option to select the subnet this time:

Network interface 2

Remove

Device index  Info Network interface  info Description | info

| New interface v | [ Pivate-R1 ]
Subnet Info Security groups  Info Auto-assign public IP | info
|' subnet-0a5f13361443951d2 v | Select security groups v C | Select v |
IP addresses available: 250
Primary IP  Infe Secondary IP  Info IPVG IPs | Info
| 10.100.110.254 | select v

The selected subnet does not support IPve IPs,

Once all the parameters are set as was made on the Network Interface 1, continue with the next steps.



Step 6.4. Set thel AM Instance Profileto the AMI

Under the Advanced details section, select the created IAM role on the |AM instance pr ofile parameter:

v Advanced details info

Domain join directory | Info

| select v | (O Create new directory [

IAM instance profile | Info

| route-table-change

: ) i v C Create new IAM profile [2
arn:aws:iam:0737139841 76:instance-profile/route-table-change
Hostname type | Info
| IP name v

DMNS Hostname | Info

Enable resource-based IPv4 (A record) DNS requests

Step 6.5. (Optional) Set the Credentialson the AMI

Under the Advanced details section, navigate to the User data - optional section and apply this setting to
set a username and password while the instance is created:

ios-config-1="username <username> priv 15 pass <password>"



Note: The username provided by AWS to SSH into the C8000v can be incorrectly listed as root.
Change this to ec2-user if necessary.

Step 6.6. Finish the I nstance Configuration

Once everything is configured, click Launch I nstance:



v Summary

Mumber of instances  Info

g "

1

. -

Software Image (AMI)

Cisco Catalyst 8000V for SD-WA...read more
ami-03cc286883c62bdee

Virtual server type (instance type)
c5n.large

Firewall (security group)
All traffic HA

Storage (volumes)
1 volumel(s) - 16 GIB

g ™

@ Free tier: In your first year of opening an AWS account, X
you get 750 hours per month of t2.micro instance
usage (or t3.micro where t2.micro isn't available) when
used with free tier AMIs, 750 hours per month of public
IPv4 address usage, 30 GiB of EBS storage, 2 million
I/Os, 1 GB of snapshots, and 100 GB of bandwidth to
the internet.

G Preview code



Step 6.7. Disable Sour ce/Destination Check on the ENIs

Once the Instance is created, disable the src/dst check functionality on AWS to get the connectivity between
interfaces in the same subnet. On the EC2 Dashboard > Network & Security > Network
interfaces section, select the ENIs and click Actions > Change sour ce/dest. check.

Note: You must select the ENIs one by one to get this option available.



e ECZ » Metwork interfaces @ @ B
¢ Networkcinterfaces (1/7) ws it ©[Cacioms o | GRS

Q, Search < @
Dashboard Detach
EC2 Global View [@ [-] Mame - | Network interface 1D v Subnet ID v VPCID Bl | Security group n... ¥ 5
elete
Events 0 eni-0a4340f4&f3f975b1 subnet-0488¢419198b04fk3 [3 vpe-0Bee365F2 cats-global-sg 3
Manage IP addresses

¥ Instances O semadrig-dev... eni-06b5e2592bcedddad subnet-0ca78afc3d9f74a7b [2 vpc-0Beeb365F2 jate address semadrig-devnet-ex... 5
Instaness | @ eni-0b5484e241918207b subnet-Ob6E4fEe74443d28F [2 vpc-0d30b9fad%  nycacenciate address Al traffic HA s
Instance Types (] eni-0e3315e55326d6ded subnet-0a5f13361443951d2 [2 vpc-0030091a%  Modify public hostname type Al traffic HA 5
Launch Templates O eni-0d9d8c101cbb 13652 subnet-Oc9TBafc3daf74a7h [3 vpc-0Bccb365f2  Change termination behavior semadrig-devnet-ex... H
Spot Requests O eni-07¢10f0e26Tc T Iebe subnet-0B0B52db28Sefdclic [A vpe-0141e83a4._ Change security grou Cisco Catalyst B00OV... 5
Savings Plans ] £ni-0556463389ff6d244 subnet-ObdacbaB3894b2¢5f [ vp:-osc:esssrzl Change source/dest. check I semadrig-devnet-ex.. s
Reserved Instances Manage tags
Dedicated Hosts Manage prefixes
Capatity Reservations Change description

v Images Modify idle connection tracking timeout
AMis Create flow log
AMI Catalog Manage ENA Express

Manage ENA queues

¥ Elastic Block Store
Volumes
Snapshots
Lifecycle Manager

* Network & Security

A new window is displayed. On the new menu, disable the Enable checkbox and click Save.

Change source/destination check

Network interface
eni-0b5484e24f918207b

Source/destination check
[7] Enable

cocet [ @D

Step 6.8. Create and Associate an Elastic I P to the Public ENI of the I nstance

On the EC2 Dashboard > Network & Security > Elastic | Ps section, click Allocate Elastic | P addr ess.

e ECZ > Elastic IP addresses @ o
EC2 < Elastic IP addr S (2) info

© (aeen: »)| D

| Q Find elastic IP addresses by attribute or tag [

1 @

Dashboard

ECZ Global View [?

Fuents

The page leads you to the another section. For this example, the Amazon pool of 1 Pv4 addresses option is
selected along with the availability zone us-east-1. Once finished, click Allocate.



= EC2 » Elastic P addresses > Allocate Elastic IP address @ @

Allocate Elastic IP address i

Elastic IP address settings ..

Public IPv4 address pool
© Amazon's pool af IPvé addresses
Learn mare [2

Learn more [3

Natwork border group Infa
Q us-gast-1 x

Global static IP addresses
AWS Global Accelerator can provide global static IP addresses that are announced worldwide using anycast from AWS edge locations. This can help improve the avallability and latency for your user traffic by using the Amazon global
network, Learm more [3

(" Create accelerator [3

Tags - optional
A tag i a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.

Wo tags assedated with the resource.

" Add new tag )

Wou can add up to S0 mare tag

Canal

When the |P address is created, assign the | P address to the public interface of the instance. On the EC2
Dashboard > Network & Security > Elastic I Ps section, click Actions > Associate Elastic | P address.

Elastic IP addresses (1/1) e (©) (_actions a ) ({ Allocate Elastic IP address |
Q, Find elastic IP oddresses by ottribute or tag View ditails
| Public IPv4 address W ' [ x| : Clear filters .-f- Release Elastic IP addresses . @
) ) Associate Elastic IP address J
Mame v Allocated IPv4 addr... @ Type v Allocation ID L4 Rewerse DNS record L Prival
l = " o I Putlic IP eipalloc-0948346735ab2017¢ - Update reverse DNS -
Enable transfers
Disable transfers
Accept transfers

In this new section, select the Network interface option and look for the public ENI of the corresponding
interface. Associate the corresponding public IP address and click Associate.



Note: To get the proper ENI ID, navigate to the EC2 Dashboard > I nstances section. Then select
the instance and check the Networ king section. Look for the IP address of your public interface to
get the ENI value on the same row.



Associate Elastic IP address i

Choose the instance or network interface to associate to this Elastic IP address (& |

Elastic IP address: ©

Resource type

Choose the type of resource with which to associate the Elastic IP address
() Instance

|O Network interface

£\ If you associate an Elastic IP address with an instance that already has an Elastic IP address associated, the previously associated Elastic IP address will be
disassociated, but the address will still be allocated to your account. Learn more[7

If no private IP address is specified, the Elastic |P address will be associated with the primary private IP address.

Network interface

Q. eni-0b5484224f918207b x| ©
Private IP address
The private IP address with which to associate the Elastic IP address.,

Q. 10.100.10.253 x

Reassociation
Specify whether the Elastic IP address can be reassociated with a different resource if it already associated with a resource.

Allow this Elastic IP address to be reassociated

Cancel Associate

Step 7. Repeat Step 6to Create the Second C8000v | nstance for HA

Please refer to the Topology section of this document to have the corresponding information for each
interface and repeat the same steps from 6.1 to 6.6.

Step 8. Repeat Step 6to Createa VM (Linux/Windows) from the AMI Marketplace

For this example, Ubuntu server 22.04.5 LTS is selected from the AMI Marketplace as the internal host.

ensb is created by default for the public interface. For this example, create a second interface (ens6 on the
device) for the private subnet.

<#root>

ubuntu@ip-10-100-30-254:~% sudo apt install net-tools

ubuntu@ip-10-100-30-254:~$ ifconfig
ens5: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 9001
inet

10. 100. 30. 254

netmask 255.255.255.0 broadcast 10.100.30.255
inet6 fe80::51:19ff:fea2:1151 prefixlen 64 scopeid 0x20<Tink>
ether 02:51:19:a2:11:51 txqueuelen 1000 (Ethernet)
RX packets 1366 bytes 376912 (376.9 KB)
RX errors 0 dropped O overruns 0 frame 0
TX packets 1417 bytes 189934 (189.9 KB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

ens6: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 9001
inet

10. 100. 130. 254

netmask 255.255.255.0 broadcast 10.100.130.255
inet6 fe80::3b:7eff:fead:dbe5 prefixlen 64 scopeid 0x20<Tink>



ether 02:3b:7e:ad:db:e5 txqueuelen 1000 (Ethernet)

RX packets 119 bytes 16831 (16.8 KB)

RX errors 0 dropped 0 overruns O frame 0O

TX packets 133 bytes 13816 (13.8 KB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

Note: If any change is made on the interfaces, flap the interface or reload the VM to get these
changes applied.
Step 9. Create and Configure an Internet Gateway (IGW) for the VPC

On the VPC Dashboard > Virtual private cloud > Internet gateways section, click Create

internet gateway.



e VPC > Internet gateways ® 6 B

VPC dashboard < Internet gateways (3) info (C) (Actions v )| ({ Create internet gateway

| Q. Find internet gateways by attribute or tag | 1 ]

In this new section, create a name tag for this gateway and and click Create internet
gateway.

= VPC > Internet gateways » Create internet gateway @

Create internet gateway

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name for the gateway below.

Internet gateway settings

Name tag
Creates a tag with a key of 'Name' and a value that you specify.

HA-internet-gateway| ]
Tags - optional
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.
Key Value - optional

Q, Mame x Q4 HA-internet-gateway b 4 -: Remove ;-

-\ Add new tag \,

You can add 43 mone Tags

Cancel Create internet gateway

Once the IGW is created, attach it to your corresponding VPC. Navigate to the VPC
Dashboard > Virtual Private Cloud > Internet Gateway section and select the
corresponding IGW. Click Actions > Attach to VPC.

e VPC » Internet gateways © 6 B
VPC dashboard ¢ Internet gateways (1/1) e (C) (_Actions a ) ( Create internet gateway
QL Find internet gateways by attribute or tog igw detai
EC2 Global View [3 r = ————
| HA | X (" Clear filters ) _ Attach to VPC 3 @
Fitter by VIPC -
Narre L Intérnet gateway ID w State v VPC ID M . Jwiner
w Virtual private cloud = - anage tags _—
VGuiE Vs HA-internet-gateway lgw-089adf1becd 7bdad 7 (=) Detached I - Delete internet gateway 1T3T13984176
Subnets

In this new section, select the VPC called HA. For this example, click Attach internet

gateway.

VPC

Attach an internet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.

Available VPCs
Attach the internet gateway to this VPL

Q select a VPC

» AWS Command Line Interface command

Cancel |0 Attach internet gateway

The IGW must indicate the Attached state as it is shown:



e VPC » Internet gateways » igw-08%adf1bcedTbdad?

VPC dashboard <

EC2 Global View [3

Filter by VPC v

¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only internet
gateways

igw-089adf1bccd7bdad7 / HA-internet-gateway

Details o

Internet gateway 1D State
[0 igw-089adf1becd7hdad? ) Attached

Tags
Q, Search tags
Key value

Name HA-internet-gateway

VPCID

vpe-0d30b9fa951 13639 | HA

o 6 &

| Actions ¥ )

Owner
[0 073713984176

(_ Manage tags )

1 @

Step 10. Create and Configure Route Tableson AWS for Public and Private subnets

Step 10.1. Create and Configurethe Public Route Table

In order to establish the HA on this topology, associate all the public and private subnets on their
corresponding route tables. In the VPC Dashboard > Virtual Private Cloud > Route tables section, click

Createroutetable.

Route tables (6) o

Last updated
2 minutes ago

Q. Find route tables by attribute or tag

I_ Name

v | Routetable ID

© Create route table

® o B

1 e

v | Explicitsubnet associ... ¥ | Edgeassociations ¥ | Main

In the new section, select the corresponding VPC for this topology. Once selected, click Create route table.

Create route table .
A route table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN connection.

Route table settings
Name - gptional

Create a tag with a key of 'Name' and a value that you specify.

Public-Routes

VPC

The VPC to use for this route table.

vpe-0d30b9fa9511f3639 (HA)

Tags

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.

Key
Q. Name

You can add 43 more tags

Value - pptional
X Q. Public-Routes

X

Cancel Create route table

In the Route tables section, select the created table and click Actions > Edit Subnet associations.



e VPC > Route tables ® @ G

VPC dashboard <  Routetables (1/1) o apnd (©) | Createroute table

Q. Find route tables by attribute or tag View details
EC2 Global View [2
( public-routes | X] ( Clear filters ) Set main route table o
Filter by VPC v | LRRcioutes
Edit subnet associations
¥ Virtual private cloud Name ) ¥ | Route table ID ¥ | Explicit subnet assocl... Edit edge associations | Main
- rth-0d0e4825¢9b00635
Yaur VPCs |[ Public-Routes £ f 3 subnets Edit route propagation Mo
Subnets Edit routes
Rotuite tables Manage tags
Internet gateways Delete route table
Egress-only internet
Then, select the corresponding subnets and click Save associations.
Edit subnet associations
Change which subnets are assoclated with this route table.
Awvailable subnets (3/6)
( Q, Filter subnet assaciations ]
public | X l [ Clear filters ) 1 @
B | name v | subnetip v | 1pva ClOR v | 1pvecior v | Route table 1D v
@ public-R1-CB000V subnet-ObE64f8a74443d 28 10.100.10.0/24 - rtb-0d0e48125¢3b00635 / Public-Routes
Public-¥M-linux-1¢ - fshmmand subnet-04fbSded39e3 77800 10.100.30.0/24 = rtb-Oxi0e48f2 509000635 J Public-Routes
public-R2-CE000W subnet-02d8 108842195129 10.100.20.0/24 - rtb-0d0e48f25c9b00635 J Public-Routes
Selected subnets

[ sulinet-0b66418e74443d281 [ pubslic-R1-CBO00V X ][ subnet-041b9de939637780b / Public-VM-linue-1¢ - fsimmand x] [ submnet-02d81088421913129 / public-R2-CBO00V x]

Saneat

Once the subnets are associated, click the Route table 1D hyperlink to add the proper routes for the table.
Then, click Edit Routes:

Route tables (1/1) ifo

[ Q, Find route tables by attribute or tag

[ public-routes )(] ( Clear filters )

Name v | Route table ID v |

[ Public-Routes rtb-0d0e48f25c9b00635

In order to get Internet access, click Add route and link this public route table with the IGW created on
Step 9 with these parameters. Once selected, click Save changes:




Edit routes

Destination Target Statiis Propagated
10.100.0.0/16 local - (D) Active Mo
Q lecal b
Q. 0.0.0.0/0 b4 Internet Gateway L @ Active L]
1, igw-0B9ar beed ThdadT *

cancel Save changes

Step 10.2. Create and Configurethe Private Route Table

Now that the public route table is created, replicate Steps 10 for the private route and private subnets except
for the addition of the Internet Gateway on its routes. For this example, the routing table looks like this since
the traffic for 8.8.8.8 must go through the private subnet in this example:

Edit routes
Destination Target Status Propagated
10.100.0.0/16 local v | @ Active No
Q local X
Q ss88/f32 * Network Interface v || - No
QL enl-0239fda341bddTes X

cancel Save changes

Step 11. Check and Configure Basic Networ k Configuration, Network Address
Trandation (NAT), GRE Tunnel with BFD and Routing Protocol

Once the Instances and its routing configuration on AWS is prepared, configure the devices:

C8000v R1 configuration:

interface Tunnell

ip address 192.168.200.1 255.255.255.0
bfd interval 500 min_rx 500 multiplier 3
tunnel source GigabitEthernetl

tunnel destination <Public IPv4 address of C8000v R2>
|

interface GigabitEthernetl

ip address 10.100.10.254 255.255.255.0
ip nat outside

negotiation auto

|

interface GigabitEthernet2

ip address 10.100.110.254 255.255.255.0
ip nat inside

negotiation auto

|

router eigrp 1

bfd interface Tunnell

network 192.168.200.0

passive-interface GigabitEthernetl

|

ip access-1list standard 10

10 permit 10.100.130.0 0.0.0.255



ip nat inside source list 10 interface GigabitEthernetl overload
!

ip route 0.0.0.0 0.0.0.0 GigabitEthernetl 10.100.10.1

ip route 10.100.130.0 255.255.255.0 GigabitEthernet2 10.100.110.1

C8000v R2 configuration:

interface Tunnell

ip address 192.168.200.2 255.255.255.0

bfd interval 500 min_rx 500 multiplier 3

tunnel source GigabitEthernetl

tunnel destination<Public IPv4 address of C8000v R1>
!

interface GigabitEthernetl

ip address 10.100.20.254 255.255.255.0

ip nat outside

negotiation auto

!

interface GigabitEthernet2

ip address 10.100.120.254 255.255.255.0

negotiation auto

!

router eigrp 1

bfd interface Tunnell

network 192.168.200.0

passive-interface GigabitEthernetl

!

ip route 0.0.0.0 0.0.0.0 GigabitEthernetl 10.100.20.1
ip route 10.100.130.0 255.255.255.0 GigabitEthernet2 10.100.120.1
!

ip access-list standard 10

10 permit 10.100.130.0 0.0.0.255

!

ip nat inside source 1list 10 interface GigabitEthernetl overload
|

ip route 0.0.0.0 0.0.0.0 GigabitEthernetl 10.100.20.1
ip route 10.100.130.0 255.255.255.0 GigabitEthernet2 10.100.120.1

Step 12. Configure High Availability (Cisco IOS® XE Denali 16.3.1a or later)

Now that the redundancy and connection among VMs are set, configure the HA settings to define the
routing changes. Set the Route-table-id, Networ k-inter face-id and CIDR values that must be set after an
AWS HA error such as BFD peer down.

Router(config)# redundancy

Router(config-red)# cloud provider aws (node-id)
bfd peer <IP address of the remote device>
route-table <Route table ID>

cidr ip <traffic to be monitored/prefix>

eni <Elastic network interface (ENI) ID>

region <region-name>



The bfd peer parameter isrelated to the Tunnel peer IP address. This can be checked using the show bfd
neighbor output:

R1(config)#do sh bfd neighbors
IPv4 Sessions

NeighAddr LD/RD RH/RS State Int
192.168.200.2 4097/4097 Up Up Tul

Theroute-table parameter is related to the Private Route Table ID located in the VPC Dashboard
> Virtual Private Cloud > Route Tables section. Copy the corresponding Route Table ID.

Route tables (2) o

|: Q, Find route tables by attribute or tag

Routes )(] ( Clear filters )

I Name v Route table ID v
| Private-Routes rtb-093df10added26eb8
| Public-Routes rtb-0d0ed48f25c9b00635

Thecidr ip parameter is related with the route prefix added on the Private Route Table (routes created on
Step 10.2):



rtb-093df10a4de426eb8 / Private-Routes

DEtail.s Info

Route table ID
[C] rtb-093df10ad4de426ebs

VFC
vpc-0d30b8fa9511f3639 | HA

Routes Subnet associations

Routes (2)

Main
0] Yes

Owner ID
0] 073713984176

Edge associations Route propagation Tags

| Q Fitter routes

Destination

8.8.8.8/32

10.100.0.0/16

v | Target

eni-0239fda341bdd7ed1 [

local

The eni parameter isrelated with the ENI ID of the corresponding private interface of the Instance that is
being configured. For this example, the ENI ID of the interface GigabitEthernet2 of the instance is used:

Instances (1/3) e

:"':“:“f’ti"'::i @ ( Connect :} ( Instance state v) ( Actions ¥ )

Q. Find instance by attribute or tag {case-sensitive) | | Allstates v |
fsimmond | X ( clear filters ) 1 @
B | Name g v | Instance 1D | Instance state ¥ | Instance type ¥ | Status check | Alarm status | Availability Zon
CB000v-R2-fsimmond i-0a1a917941919f641 © stopped @ @ c5n.large - View alarms + us-east-1b
Ubuntu VM - fsimmaond -03a306281a0b99864 © stopped o] m5.large - View alarms 4 us-gast-1c
[ CB000v-R1-fsimmond | 1 i-0b9a50a09b089b03a @Running & @ c5n.large (2 3/3 checks passec  View alarms + us-east-1a
i-0b9250a09b089b03a (C8000v-R1-fsimmond) @ v
Details Status and alarms Manitoring Security Storage Tags
VPCID Subnet ID Availability zone

M0} vpe-0d30b9fa9511f3639 (HA) [3

Qutpost ID

» IP addresses info
» Hostname and DNS info
¥ Network Interfaces (2) info

Q Filter network interfaces

[0 subnet-Ob664f8e74443d28f (public-R1-C8000V) [2

IO us-east-1a

Interface ID | Deviceindex | Card index
o 0
eni-0645a831¢13823696 B
n]

1 0 -
eni-070e14fbfde0dBesb 3

| Description

| Public IPv4 address | Private iPvd address | Private IPvd DNS | 1Pvi

& L] & 10.100.10.254 - -

- 10.100.110.254 - -



Theregion parameter is related with the code name found in the AWS documentation for the region where
the VPC is located. For this example, the us-east-1 region is used.

However, thislist can change or grow. To find the latest updates, visit AmazonRegion and Availability
Zonesdocument.

Taking all thisinformation into account, here is the configuration example for each router in the VPC:

Configuration Example for C8000v R1:

redundancy

cloud provider aws 1
bfd peer 192.168.200.2
route-table rtb-093dfl0a4de426eb8
cidr ip 8.8.8.8/32
eni eni-070el4fbfde0d8e3b
region us-east-1

Configuration Example for C8000v R2:

redundancy

cloud provider aws 1
bfd peer 192.168.200.1
route-table rtb-093dfl0a4de426eb8
cidr ip 8.8.8.8/32
eni eni-0239fda341b4d7e4l
region us-east-1

Verification

1. Check that status of the C8000v R1 instance. Confirm that the Tunnel and the Cloud redundancy is up and
running.

R1l#show bfd neighbors

IPv4 Sessions
NeighAddr LD/RD RH/RS State Int
192.168.200.2 4097/4097 Up Up Tul

R1l#show ip eigrp neighbors

EIGRP-IPv4 Neighbors for AS(1)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.200.2 Tul 10 00:16:52 2 1470 0 2

Rl#show redundancy cloud provider aws 1
Provider : AWS node 1
BFD peer = 192.168.200.2


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html

BFD intf = Tunnell

route-table = rtb-093dfl0a4de426eb8
cidr = 8.8.8.8/32

eni = eni-070el4fbfde0d8e3b

region = us-east-1

2. Run a continuous ping to 8.8.8.8 from the Host VM that is behind the routers. Please make sure that the
ping is going through the private interface:

ubuntu@ip-10-100-30-254:~% ping -I ens6 8.8.8.8
PING 8.8.8.8 (8.8.8.8) from 10.100.130.254 ens6: 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=1 tt1=114 time=1.36 ms
64 bytes from 8.8.8.8: icmp_seq=2 tt1=114 time=1.30 ms
64 bytes from 8.8.8.8: icmp_seq=3 tt1=114 time=1.34 ms
64 bytes from 8.8.8.8: icmp_seq=4 tt1=114 time=1.28 ms
64 bytes from 8.8.8.8: icmp_seq=5 tt1=114 time=1.31 ms

3. Open the AWS WebGUI and check the status of the routing table. The current ENI belongs to the
private interface of the R1 instance:

rtb-093df10ad4de426eb8 / Private-Routes

Details Routes Subnet associations Edge associations Route propagation Tags

Routes (2) Both v
Q, Filter routes 1 1]

Destination v | Target

8.8.8.8/32 eni-070e 14fbfde0dse3b [2

10.100.0.0/16 local

4. Trigger the route change by shutting down the Tunnell interface on the R1 I nstance to simulate aHA
failover event:

Rl#config t
R1(config)#interface tunnell
R1(config-if)#shut

5. Check again at the route table on AWS, the ENI ID has changed to the R2 private interface ENI I1D:

rtb-093df10a4de426eb8 / Private-Routes

Details Routes Subnet associations Edge associations Route propagation Tags
Routes (2)
Q. Filter routes
Destination v | Target
8.8.8.8/32 eni-0239fda341b4d7e41 [3

10.100.0.0/16 local



Troubleshoot

These are most of the common points that are often forgotten/misconfigured while recreating the
deployment:

» Ensure resources are associated. When creating VPC, Subnets, Interfaces, Route Tables, and so
on, many of these are not associated with each other automatically. They have no knowledge of each
other.

» Ensurethat the Elastic IP and any Private I P is associated with the correct Interfaces, with the right
subnets, added to the correct Route Table, connected to the correct router, and the correct VPC and
Zone, linked with the lAM Role and security groups.

» Disable Source/Dest check per ENI.
In case you already checked all the points discussed in this section and the issue is still present, please
gather these outputs, test the HA failover, if possible, and open a case with Cisco TAC:

show redundancy cloud provider aws <node-id>
debug redundancy cloud all
debug ip http all



