Configure Model-driven Telemetry on Cisco
|OS-XE Devices with YANG Suite
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Introduction

This document describes how to configure model-driven telemetry on Cisco IOS®-XE devices with
the use of YANG Suite to perform sample Telemetry Remote Procedure Calls (RPCs).

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Knowledge of YANG is needed to understand the data that is required when using telemetry.
- Knowledge of NETCONF operations, such as get, get-config, edit-config.

Components Used

The information in this document is based on these software and hardware versions:



. CSR1000V with Cisco IOS XE 17.3.3
. Cisco YANG Suite version 2.8

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Related Products

This document can also be used with these hardware and software versions: Cisco I0S XE
devices, including Cisco Catalyst 9000 switches, Cisco ASR 1000, ISR 4000 and CSR 1000
routers.

Background Information

YANG Suite needs to be installed. For more information on YANG Suite installation visit the
documentation or the Github repository.

NETCONF-YANG must be configured and running on the device, even if NETCONF is not used.
For more information on NETCONF configuration visit the documentation.

A device profile, a YANG repository and a YANG module set associated to the device of interest
must exist in YANG Suite. For more information on how to create a device profile, a YANG
repository and a YANG module set visit the YANG Suite documentation under Managing Device
Profiles.

Information About Model-Driven Telemetry

Telemetry is an automated communication process by which measurements and other data are
collected at remote or inaccessible points and transmitted to the receiving equipment for
monitoring. Model-driven telemetry provides a mechanism to stream YANG-modeled data to a
data collector.

Applications can subscribe to specific data items they need with the use of standards-based
YANG data models over NETCONF, RESTCONF, or gRPC Network Management Interface
(gNMI) protocols. Subscriptions can also be created with the command line (CLI).

Structured data is published at a defined cadence (periodically), or on-change, based upon the
subscription criteria and data type.

Telemetry Roles

In systems that use telemetry, different roles are involved. In this document these telemetry roles
are described:

- Publisher: Network element that sends the telemetry data.

- Receiver: Receives the telemetry data. This is also called the collector.

- Controller: Network element that creates subscriptions but does not receive the telemetry
data. The telemetry data associated with the subscriptions, it creates goes to receivers. This is
also called the management agent or management entity.
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- Subscriber: Network element that creates subscriptions. Technically, while this does not have
to be the receiver too, in this document, both are the same.

Subscription Overview

Subscriptions are items that create associations between telemetry roles, and define the data that
is sent between them.

Two types of subscriptions are used in telemetry on Cisco I0S XE systems: dynamic and
configured subscriptions.

Dynamic subscriptions are created by clients (the subscriber) that connect into the publisher, they
are considered dial-in. Configured subscriptions cause the publisher to initiate connections to
receivers, and as a result, they are considered dial-out.

Subscription Identifiers

Subscriptions are identified by a 32-bit positive integer value. The IDs for configured subscriptions
is set by the controller, and for dynamic subscriptions is set by the publisher.

Data Source Specification

Sources of telemetry data in a subscription are specified by the use of a stream and a filter. The
term stream refers to a related set of events. RFC 5277 defines an event stream as a set of event
notifications that match some forwarding criteria.

Cisco I0S XE supports two streams: yang-push and yang-notif-native.

Normally, the set of events from a stream are filtered. Different filter types are used for different
stream types.

This document uses yang-push as the stream type and leverages XPath filters.

Configure

Configure a Periodic Dynamic Subscription with YANG Suite

Dynamic subscriptions are created by subscribers who connect to the publisher and call for
subscription creation using a mechanism within that connection, usually, an RPC. The lifetime of
the subscription is limited to the lifetime of the connection between the subscriber and the
publisher, and telemetry data is sent only to that subscriber. These subscriptions do not persist if
either the publisher or the subscriber is rebooted. You can create dynamic subscriptions by using
the in-band <establish-subscription> RPC. The <establish-subscription> RPC is sent from an
IETF telemetry subscriber to the network device. The stream, xpath-filter, and period fields in the
RPC are mandatory.

When an RPC is sent, the RPC reply from a publisher contains a message with an element that
contains a result string.

This table displays the response and reason for the response in an <rpc-reply> message:


https://en.wikipedia.org/wiki/XPath

Result String RPC Cause

ok <gstablish-subscription> Success

<delete-subscription=

error-no-such-subscription zdelete-subscription> The specified subscription does not
exist.

error-no-such-option zgstablish-subscription> The requested subscription is not
supported.

errar-insufficient-resources <gstablish-subscription> A subscription cannot be created

because of the following reasons:

+« Thera are too many
subscriptions.

+« The amount of data requested is
too large.

+ The interval for a periodic
subscription is too small.

errar-other <gstablish-subscription> Some other error.

You can send an RPC from YANG Suite to configure a periodic subscription.
Steps to Obtain the XPath Filter

To obtain the XPath filter you can leverage YANG Suite once you define the data that you need to
stream. In this example, memory statistics information is the data to stream.

Step 1. In YANG Suit under Protocols > NETCONF, select the YANG set associated to the device
in use. In this example the YANG Set is called CSR1000V.

Step 2. Load the YANG module that contains the data of interest. In this example it is Cisco-10S-
XE-memory-oper.

Step 3. In the YANG tree find the node you want to obtain the XPath filter for, in this example is
memory-statistic, right click on it and select Properties.

Step 4. In the pop-up window that appears there are 2 properties that together define the XPath
filter. Those values are Xpath and Prefix.



YANG Sute | NETCONF | YANG set “CSR1M00V Madules

Cisco YANG Suite © © neTconF € © @
YANG Set  CSR100DV Modulels) || Cisco-10S-XE-memory-oper X m
MNETCONF Operation get-config Device (nane salected) Open Devica Window

Name memony-statistic
Nodetype list
& Description The list of software memary poals In the system
i Module Cisco-MS-XE-memaony-oper
- =
. Revision 2019-05-01
4= Xpath Fmamory-staistics/momory-statistic
. Prafix PBRGny- 108 - O Pt
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| Keys = “name”
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Schema Node bd fmemorny-statistics/memory-statistic

Steps to Create a Periodic NETCONF Dynamic Subscription

To create a periodic NETCONF dynamic subscription, you need to use the IETF-event-
notification YANG module.

Step 1. In YANG Suit under Protocols > NETCONF, select the YANG set associated to the device
in use. In this example the YANG Set is called CSR1000V.

Step 2. Load the IETF-event-notifications YANG Module.
Step 3. The NETCONF operation must be Other RPC.

Step 4. In the Device dropdown menu, select the device of interest, then click Open device
window in a new window or in a new tab.

Step 5. In the separate window that opens, click Start Session in order to establish an active
NETCONF session with the device. This is an example of an established NETCONF session
window.

End Session Datastores Agtions:

Waiting for Data...

Sending:
<nc:hello xmlns:ncs"urn: ietf:params:xml:ns:netconf:base: 1.0">. . .</nchello>
11=11=

Received message from host
initialired: session-id=09 | server_capabilities=<dict_keyiterator object at Bx7f2acd3fidbé-

METCONF CONNECTED 10.88.247.86:830

Step 6. Return to the previous window. In the nodes under ietf-event-notification tree, expand the
establish-subscription node and choose input.



Step 7. You need to define stream, filter and update-trigger values.
stream: yang-push.

filter: xpath-filter

The XPath filter must have this format:

Iprefix:xpath

In this example, with the use of the parameters obtained in Steps to Obtain the XPath Filter
section.

/memory-ios-xe-oper:memory-statistics/memory-statistic
Tip: Pay attention to the position of the "/" in the XPath filter

Step 8. The update-trigger is a value in centiseconds (1/100 of a second). A period of 1000 results
in getting updates every 10 seconds.

Step 9. Once stream, filter and update-trigger values have been provided, click Build RPC and an
RPC like the one shown in this image is going to appear.
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Step 10. You can now click Run RPC and create a periodic NETCONF Dial-In subscription.

Step 11. RPC messages appear now in the window where the NETCONF Session was
established.

This image is an example of the RPC sent and the RPC-reply received with an OK message this
means that the subscription was successful.



Sending:

#564
<nc:rpc xmlns:nem"urn: ietf:params:xmlins:netconf:base: 1. 8" message-ids"urniuvid: adBBadal-7770-478a-2c21-6763441b21b6" >
cestablish=subscription xmlns="urn:ietf:params:xml:ns: yang: ietf=event=-notifications">
<strean inlns:yp="urn: ietf:params:uml:ns:yang: ietf-yang-push">=yp:yang-push</streans
=xpath-filter xmlns="wrn:ietf:params:xml:ins:yang: ietf-yang-push”=/memory-ios-xe-operimemory-statistics/memory-statistic</sxpath-filter=
<period xmlns="urn:ietf:params:xml:ns:yang: ietf-yang-push">1080</period=
</establish-subscriptions
sincirpe>

e
Received message from host

<txml version="1.0" =

<rpe=reply amlns="urn: ietf:params:xmlins:netconfibase: 1.8" xalns:nc="urn:ietf:params:amlins:inetconf:base:1.8" message-id="urn:uuid: a@8820a1-7770-478a-2e21-676344102106" >
<subscription=result xmins="urn:ietf:params:xmlins:yang: ietf-event=notifications” xmlns:notif=biss"urn:ietf:params:xnl:ns:yang: ietf=-event=-notifications"=notif=

bis:ok=/subscription-results

<subscription-id xmlns="wrn:ietf:params:xml:ns:yang: ietf-event-notifications"=2147483649</subscription-id=

</ rpe-replys

NETCONF rpc COMPLETE

This image is an example of the memory statistics data that is received every 10 seconds.

Received message from host

=ngtification xmlns="urn:ietfiparams:xmlinsinetconfinotification:1.@">
<eventTime»2021-09-26T22:05:39. 84Z</eventTines
=push-update xmlns="urn:ietf:params:xml:ns:yang: ietf-yang-push™s=
=subscription-id=214748364%</subscription-ids
<datastore-contents-xml=
=memory-statistics xmlns="http://cisco.com/ns/yang/Cisco-105-XE-memory-oper"s
-<memory-statistic=
=name=Processor</name=
<total-memory=2129725552</total=-memory>
<used-menory=238127044</ used-nend ry>
<free-memory>1631598508</f ree-memory>
<lowest-usage=1889019392</ Lowest-usages
«<highest-usage>1235622092</highest-usage>
</memory-statistic»
=memory-statistics
=name>reserve Processor</name>
=total-memory=1824dd</total-memory=
<used-memo ry>32<fused-memory>=
<free-memory=102312</free-memory=
=lowest=-usage=182312</ lowest=usage=
=highest-usage=102312</highest-usages
</memory-statistic»
=memory-statistice
=name>1lsmpi_io</name=
=<total-memory=3143480</total-menory=
=used-memo ry>3148576</used-memo ry>
=free-memory=824</free-memory>
<lowest-usage=B24</lowest-usage»
=highest-usage=d12<fhighest-usage>
=/memory-statistics
</memory-statisticss
=/datastore-contents-xml>
=/push-update>
</metification>

Configure an On-Change Dynamic Subscription with YANG Suite

All the steps indicated in the Configure a Periodic subscription with YANG Suite section apply to
this section, the only difference is in the update-trigger value where you must define a dampening-
period with a value of 0, no other value is possible.

This is an example of an RPC to establish an on-change subscription for CDP neighbors data.
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|
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Configure a Periodic Configured Subscription with YANG Suite

Configured subscriptions are created by management operations on the publisher by controllers,
and explicitly include the specification of the receiver of the telemetry data defined by a
subscription. These subscriptions persist across reboots of the publisher as they become part of
the configuration of the device.

Configured dial-out subscriptions are configured on the device with any of these methods:

- Using configuration CLIs to change to device configuration through console/VTY.
- Using NETCONF/RESTCONTF to configure the desired subscription.
This document does not cover how to configure a dial-out subscription with the CLI, instead it

shows how to send a NETCONF RPC message from YANG Suite to configure a dial-out
subscription.

For configured subscriptions the gRPC protocol is available and can only be used with the yang-
push stream. Only Key-value Google Protocol Buffers (kvGPB) encoding is supported with the
gRPC transport protocol.

You can use YANG Suite as a receiver to test sample dial-out subscriptions.

To create a periodic configured subscription, you need to use the Cisco-I0OS-XE-mdt-cfg YANG
module.

Step 1. In YANG Suite, under Protocols > gRPC Telemetry, enter IP address and port, and then
click Start telemetry receiver for YANG Suite to start listening at the indicated IP address and port.

Note: If gRPC Telemetry option is not available, plugin can be installed through the Admin >
Manage plugins page in YANG Suite



YANG Suite | gRPC Telemetry

Cisco YANG Suite © © JrrC Telemetry

Listen at IP ad =IP ADDRESS> Listen at port <PORT=

<

Analytics

Explore

o 3
YANG Suita x
Tiest Manager 3

Servar started on <P ADDRESS> port <PORT
Help

Step 2. Under Protocols > NETCONF, select the YANG set associated to the device in use. In this
example the YANG Set is called CSR1000V.

Step 3. Load the Cisco-10S-XE-mdt-cfg YANG module.

Step 4. The NETCONF operation must be edit-config.

Step 5. Choose the device of interest.

Step 6. Under the Cisco-I0S-XE-mdt-cfg tree these values need to be defined in the mdt-
subscription node: subscription-id, stream, encoding, period and xpath-filter. And also, the
information about the receiver: IP address, port and protocol.

Step 7. These values are used for this example:

subscription-id: 100

stream: yang-push

encoding: encode-kvgpb

period: 1000

xpath filter: /memory-ios-xe-oper:memory-statistics/memory-statistic
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YANG set “CSRIDDIVT / Modules

CSR1000V Module(s)

METCONF Oporation

& vANG Tr

Davice

odit-config

CSR1000V

I RPC Options, b

<> Buid R
lodes Value
i & Clsco-10S-XE-mdt-cfg
L. B mdt-canfig-data
melt-subscription
5 subscription-id 100 =
= base
| /& stream yang-push
& encoding encode-kvgpb
&) source-vrl

& source-address
& updato-trigger-choice
= sub-upd-trig-none
i =3 sub-upd-trig-periodic
I & period
'«: 3 sub-upd-trig-on-chango
i & fiter-type-choice

| -~ =% sub-filter-type-none

4. =% sub-filter-type-gpath
i & wpath
= sub~filter-type-tdi-uri

Emory - statistic

Information about the receiver needs to defined
address: <IP addresss>

port: <port>

protocol: grpc-tcp

WANG Suite | NETCOMNF

© © nNETcoNF

YANG Sat

YANG set "CSR1000V | Modules

Cisco YANG Suite

CSR1000V Maodule(s)

NETCONF Operation adit-config Devies CSR1000V

e
RPC Options

Value
i /& source-address
*- & update-tigger-choke
i Pl = sub-upd-trig-none
3 sub-upd-trig-perdic
& period 1000 e

i =3 sub-upd-trig-on-change
4. & fiter-type-choice

| L 3 sub-Mter-type-none

'+ = sub-Bter-type-xpath

i i 2 xpath

'3 sub-Bter-type- tdl-url

; l =5 sub-fiter-type-10l-transform

Htics/memory -statistic

e 3 sub-Riter-type-nested-ur

meit-receiverns
@ address 10.88.246.10
&# port 57344 =7
&7 protocol grpc-tcp
o proble
= mdt-xfrm

Step 8. Click Build RPC button.

Step 9. Click Run RPC.

Cisco-105-XE-mdt-cfg x

] ¢ Edit Dovico Opan Dovice
\ J

<pe umings"wm;iet
<edit-config=
<target=
<running/>
<ftarget>
<config>
<mdt-config-data wuming="hip:ficisco.coming/yang/Clsco-10S-XE-mdi-cfg™>
<mdt-subss N
<subseription-id>100</subscription=id»>
<hage>
<stream>yang-push</stream>
<encoding *encode-kvapb<fencoding>
<pariod=1000</pariod>
<upith> IMemory =108 -xi-opariminm oy - SIatStCs, m amary -
</basa>
<mat-recelverss
<address>10.88.246.10< faddrass >
part>S5734d-</port>
<protocol>grpe-tep</protocol>
<mdi-receiers>
dt-subseription
< fmndt-config -data>
=feanfig>
<fedit-config>
=frpe>

prams:umlnginatcont:base:1.0" mes

istic</xpaths

Cisco-105-XE-mdt-cfg x

/ \
( QEcul')m-.:n | Open Davice Window

<rpc xmins=*um:led-params:xmi:ns:netconf-base:1.0° message-kd=*101">
<edit-config>

=target>

runningl>

« s

<config>

«<mdt-config-data xmins="http://clsco.comy ns/yang/Cisco-105-XE- mdt-cfy®>
<mdt-subscriptions

<subscription-id> 100 </subscription -id>
-

R YEnG-pushe [Sreams
Eneoding odiE- kvgpb< e
<period>1000</period>
<xpath>/memaony-ks-xe-opermemory- statistics/memory-statistic < xpath»
<fbase>
“mdt-recaivers=
<pddress>10,88.246.10</address>
<pon>57344</pods
<prolocol>grpe-tepelprotacals
</mdt-receivers>
=/mdt-subscription>
mdt-confg-data»
Jeanhgs
<fadit-config>
=jrpe>

g




Step 10. If successful, then under Protocols > gRPC Telemetry, information is now received.

YANG Suite [ gRPG Takemetry

Cisco YANG Suite © O JRrRrCTelemetry w0 @) @ @

Admin Listen gt P ad... <> Listen at port <> = Clear output
Haode : marcosMAIN
Subscription : 100
Path : Cisco-105-XE-memory-oper:memory-statistics/memory-statistic
Key ¢ fname : Processor
Explos ftotal-memory 1 2120725552
fused-memory 1 238262192
ffree-memory : 1891463360
e /lowest-usage = 1880819392
fhighest-usage = 1295622002
Test Managor Key : fname : reserve Processor
ftotal-memory = 102484
Help fused-memory 92
Sfree-memory T 102312
fowest=usage : 1ol
fhighest-usage T 182312
Kay : /name : lsmpi_io
ftotal-memory : 3149408
fused-memory @ 3148576
ffree-memory @ B24
/lowest-usage @ B24
fhighest=usage : 412
Node : marcosMATN
Subscription H L
Path t Cis0o-105-XE-memary-opermemory-statistics/semsory-statistic
Key : /name : Processor
ftotal-senory ¢ 2129725552
fused-memary @ 238262192
free-memory : 1891463360
flowest-usage : 1889819392
fhighest-usage ¢ 1295622092
Key : fname ! reserve Processor

Configure an On-Change Configured Subscription with YANG Suite

To configure an On-Change dial-out subscription the same process described under Configure a
Periodic Configured Subscription with YANG Suite section is followed, the only value that changes
is the no-sync-on-start leaf that must be set to false.

This image is an example RPC for an on-change configured subscription.

WAMG Sute | METCOMF | YANG set "CSR1000V" | Madules

> YANG Suite © © neTconF e @ © @
YANG Set  CSRI000V Module(s) Cisco-10S-XE-mdt-cfg x m

———————————,
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& YANG Tree
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)
RPC Options... |
- 4

® Clear RPC(s)
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{ <subscription-id=100</subscription-id=
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<HPRBAS VNG - pUSh</trgDms
yang-push =pncoding »encode - kvgpbe fencoding >

<no-synehi-on-stans fakie« no-synch-on-stans
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<mdl-receiverss
<address> 10.88.246.10« /address>
<port>S73dd</part>

encode-kvapb

} é update-trigger-choice 2protocols GIpe-1op</ protocol>
i | </mdt-receherss
[~ =3 sub-upd-trig-none </mdt-subscriptions
i <jmdt-conig-data>
[~ =3 sub-upd-irig-periodic <jcanfig=
<) t: fig>
i 3 sub-upd-trig-on-changn Btk canhg

L & no-gyneh-on-start false v
= & fiter-type-cholce

' =5 sub-flter-type-none
j =% sub-filter-type-xpath
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Verify



Use this section in order to confirm that your configuration works properly.

Display information about telemetry subscriptions on a Cisco I0OS XE with show telemetry ietf
subscription all.

Devi ce# show telemetry ietf subscription all Telenetry subscription brief 1D Type State Filter
187 I e 100 Configured Valid xpath
2147483651 Dynamic Valid xpath

List details about a subscription with show telemetry ietf <subscriptionID> detail.

Devi ce#tshow telenmetry ietf 100 detail Telenetry subscription detail: Subscription ID: 2147483651
Type: Dynamic State: Valid Stream yang-push Filter: Filter type: xpath XPath: /nenory-ios-xe-
oper: menory-statistics/nmenory-statistic Update policy: Update Trigger: periodic Period: 10000
Encodi ng: encode-xm Source VRF: Source Address: Notes: Receivers: Address Port Protocol

Protocol Profile ------cmmmmm e
---------- 10. 88. 246. 10 57344 net conf

Verify the status of the connection to the receiver with show telemetry internal connection.

Devi ce# show telemetry internal connection Telemetry connection Peer Address Port VRF Source
Address Transport State Profile --------------- ----- e LR
R 10. 88. 246. 10 57344 0 10.88.246.2 grpc-tcp Active

Troubleshoot

This section provides information you can use in order to troubleshoot your configuration.

Scenario 1. If the state of the telemetry subscription is valid and you do not receive streams in the
receiver.

Verify status of the connection to the receiver.

Devi ce#tshow tel enetry internal connection Telenmetry connection Peer Address Port VRF Source
Address Transport State Profile --------------- ----- e LR
R T 10. 88. 246. 10 57350 0 10.88.247.86 grpc-tcp Connecting

If state is Connecting, ensure the correct connectivity between the publisher and the receiver.

Devi ce# pi ng <Receiver | PAddress>
Ensure that the port in use is open.

Devi ce# tel net <Recei ver |PAddress> <PORT> Trying 10.88.246.10, 57350 ... % Connection refused
by renote host

In this example, the port is not open/reachable. Verify there isn't a firewall that can block the port
and ensure that port specified is the correct one.

In devices that use VRFs, you need to specify the source VRF/source address in the RPC for
configured subscriptions. This image shows an RPC where the source VRF is specified.
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<> Buid RPC
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- config-data xmins="http:ffcisco.com/nsfyang/Cisco-105-XE-mdt-cfg™=

= # subscription-id 100 o subscription>
1 an-id>100< scription-id>
- = base
= o stream yang=push
&) encoding encode-kvgpb
o saurce-vrf Negrt-intf

l o source -sddeess
5 & update-trigger-choice
= =» sub-upd-trig-none

i - sub-upd-trig-periodic

&7 period 104010 s
- ¥ sub-upd-tig-on-change

s & filer-type-choice

=» sub-filter-typa-none

i 3 sub-fiter-typa-xpath

= xpath itics/memory - statistic

L S sub-tler-type-tdl-ud

Scenario 2. If the state of the telemetry subscription is invalid.

Devi ce# show telenetry ietf subscription all Telenetry subscription brief ID Type State Filter
[0 L e T 200 Configured Invalid xpath

Verify subscription details.

Devi ce# show tel enetry ietf subscription 200 detail Telenetry subscription detail: Subscription
ID: 200 Type: Configured State: Invalid Stream yang-push Filter: Filter type: xpath XPath:

/ menory-i os-xe-oper:/nmenory-statistics/nmenory-statistic Update policy: Update Trigger: periodic
Peri od: 1000 Encodi ng: encode-kvgpb Source VRF: Source Address: Notes: XPath parse error
"Invalid expression: offset(21)' 58. Receivers: Address Port Protocol Protocol Profile ---------
-------------------------------------------------------------------------------- 10. 88. 247. 89
57344 grpc-tcp

Notice the syntax of the XPath filter, it has an extra "/" after the ":", the correct XPath filter is:
/memory-ios-xe-oper:memory-statistics/memory-statistic

Any syntax error such as missing letters or extra characters in the XPath filter can lead to an
invalid subscription.

If you need support for YANG Suite tool, contact the support mailer or the support forum.

Related Information

. Model-Driven Telemetry, Programmability Configuration Guide, Cisco I0S XE
Amsterdam 17.3.x
. Technical Support & Documentation - Cisco Systems



mailto:yangsuite-support-ext@cisco.com
https://community.cisco.com/t5/yang-development-kit-ydk/bd-p/5475j-disc-dev-net-ydk
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/173/b_173_programmability_cg/model_driven_telemetry.html#id_94078
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/173/b_173_programmability_cg/model_driven_telemetry.html#id_94078
https://www.cisco.com/c/en/us/support/index.html
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