Configure Umbrellafor Migration to Secure
Access and Security Cloud Control
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| ntr oduction

This document describes how to migrate from Umbrellato Secure Access using Security Cloud Control
(SCO).

Background information

Umbrella customers are encouraged to migrate from Umbrellato Secure Access and required to use Security
Cloud Control to manage all their cloud security products as part of these changes. This allows you to have a
single pane of glass to manage their cloud security products which includes Cisco Secure Access.

Multi-org is not currently supported (at the time of the creation of this article).
Prerequisites

» Current DNS or SIG Subscription
» Full Admin Accessto Umbrella
» Accessto Security Cloud Control

Preparation Stages

1. Preparefor Migration



1. Ensure that you have a DNS or SIG subsctiption on Umbrella:

» Navigateto Admin > Licensing to verify
» Upgrade to Secure Access must be displayed at the top of the page:
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ii. Make note of the org ID, in this example 8350166.

iii. Select the Request I nvitation option on the licensing page.

% Note: If the Upgrade to Secure Access is not present then ensure that the Umbrella package is DNS
or SIG (multi-org or ad-ons are not currently supported at the time of the writing of this article).

iv. Wait 3-4 business days and you must receive an email with your subscription claim code. Please see
example email here:



Welcome to Cisco Security Cloud

no-reply-security@cisco, com <no-reply-securty@cisco.com>

H To: I

Welcome to Cisco Security Cloud

Thanik you 105 Choasing iCisoo] Your SIS o i |
iRk i now ready o be claimed in Security Cloud using dlaim code CWLG-
I M. Yiow will need & Secunty Cloud Sign On acodunt 10 daim your subseriplion,

Riview the products on this subscription, listed at the end of this email. Il you already have one
of these products and would like 1o apply the subscription kcenses 1o an existing product, contact
product support or Cisco Customar Success balone you clalm your subscription.

To claim your subscription:

1. Sign in o security.claco.com with your Sacurity Cloud Sign On account. I this | your first
time signing In to Security Cloud Control, a new organizaton will be created for you
automatically to associate with the subscription. If your account ks associated with multiple
organizasons, salect the desired organization from the Organization menuy

2 Chck Claim Subscription.

3. Enier your subscription claim code NN 5nd follow the on-screen
instructions 1o review and claim your subscription

For delabed instrucBons on claiming your subsonipbicn, aes tha documen

2. Loginto SCC using your existing Cisco login credentials

i. Navigate to Security Cloud Control portal and login with your Cisco login credentials.
% Note: The same Cisco login credentials used to access your Umbrella dashboard.

ii. Select Create new organization (if you do not have an existing one).
iii. Enter the new organization name in the New Or ganization namefield.

iv. Select the appropriate region from the Region deployment drop-down menu.

% Note: This must be the grographical region where your tenant would be deployed to.



https://control.security.cisco.com

Example here:

Select Organization

[ Create new organization ® ~ ]

Mew organization name *
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Reglon deployment *
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This saelection sets the preferred region for all praoducts and services in this
organization, See your Product's Privacy Data sheet on the Trust Portal to confirm

regional availablity

Continue

V. Then select Continue to complete the org creation.
3. Link Umbrellaorgto SCC and claim subscription

i. Select Claim subscription button to claim it with the codes provided from step 1 above.

ii. Your Umbrella org ID must be seen in the Subscriptions page as well with the invitation to attach it to
SCC.

%‘ Note: The Umbrellaorg ID must be the same as on your Umbella Dashboard. This isimportant for the
migration and to ensure that both SCC and Umbrella have been linked.



Security Cloud Control
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- Select Attach product to attach your Umbrella org to SCC.

- When attached, you must see the Cisco Secur e Access as a product in the same page as shown on the
example here:

Subscriptions

B350166_secure-access Externally managed ()

End date: —
Product J:J Region Entitlements Status
Clsco Sacure ACcess ™ Global 0 -

iii. Enter the claim code and select Next:

Claim Subscription

o Entéer Subscriglion clalim coda Enter s.uhscrlptm-n 'l'.':lﬂlﬂ"l ﬁﬂ'd'ﬂ

Ty brgin, enter your claim oot Below and click Mext, For detailed
instructicns pleass read cur documentation C3'.

Subscription clabm code *
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iv. Select Attach existing instance from the Create new instance or attach existing drop-down menu:
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V. Review the settings:

» Ensurethat the (Existing instance) is part of the product name
» Theregion must be set to the existing region of the attached Secure Access instance
» Select Claim move to move to the next page

@ Enter subscsiolion clalm cod Review subscription
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 Confirm the subscription claim:



A Claim subscription

Claiming this subscription will associate the subscription details, including
subscription ID and product licenses, with the JaleroSSE organization,

Cancel

 After successful claim and provisioning you must get a Subscriptions page similar to the one here,
showing all your activated products:

Subscriptions

ﬂ Subscription successtully claimed. ™

Products will appear i the navigation shortly, Oncd your products ane fully activdled, You can a00EES them
from the left-hand navigation or the platform navigator at the top of the page, After activation, configurne
your role- based access controls 1o ensure proper user parmissions,

Product and service activation status 1

5,

Cisco Secure Access DNS Advantage Start date 09/1B/2025

8350166_secure-access Extemally managed (1)

End date —
Product Regioen Entitlemants Status
Clsco Secure Access Global 0 o

f8643562-d914-4582-a95d-49cf392c757d
End date; —

Product Reglen Entitiements Status

Clsoo Security Cloud Control Firewall

3 1 Activated
Management Base opo o



4. Apply thelicense to Secure Access I nstance

i. Select Action required option:

Product and service activation status 1

Cisco Secure Access DNS Advantage

ii. Select Appy license:

Start date 09/16/2025 | Action requinrad
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Apply Hcense to an existing Instance

Tha following Clsco Sacure Access DNS Advantage

INSlances ane Associated with your CisCo SeCurity
Cloud organization. Select an instance and click

Apply license.

(@) Cisco Securs Access  Externally managed
Instancea ID 8330966



& : This completely removes your Umbrella org and is not reversible so be sure all items have been
completely migrated before carrying out this step.

o Complete Upgrade and Clase Umbralla 2 Kol Brind

* When you select Close Umbr ella on the image here, you are going to lose access to your umbrella
org asit gets deleted:



Complete Upgrade and Close Umbrella

Are you sure you want to close your Umbrella account? Once closed,
all access to Umbrella is lost and cannot be recoverad.

| understand and wish to proceed

Cancel Close Umbralla

Verify Migration

1. Log into Secure Access with your login credentials
2. Navigate to Secure > Access Policy to display the migrated rules, as on the example here. The org ID
must be the same as in section Preparefor Migration above.


http://login.sse.cisco.com

2% dashboard.sse.cisco.com

Al Sapure Access

Access Policy
Internet access rules apply to traffic to public internet sites from devices that are an your netwark or that your
. organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help .3
Ham
1 by rule name = Filters
- J
Cannact
5 Rules
=
Resources D #  Rulename Action Access Sources Destinations
( : ] 1 3/3 DNS-only-poliey-1(U.. & Allow Internet Any AD Group... +1 Global Allow...
Sacure
] 2 213 DMS-only-poliey-1 (U.. & Block Internet Any AD Group... +1 Alcohal  +28
(]
Manitar
| 3 1/3 DNS-only-policy-1D... &) Allow internat Any AD Group... +1 Any

Related | nfor mation

 Umbrella Documentation

* Technical Support & Documentation - Cisco Systems



http://docs.umbrella.com
https://www.cisco.com/c/en/us/support/index.html

