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| ntroduction

This document describes Cisco's Customer Experience (CX) Agent. Cisco's CX Agent isahighly scalable
platform that collects telemetry data from customer network devicesto deliver actionable insights for



customers. CX Agent enables the Artificia Intelligence (Al)/Machine Learning (ML) transformation of
active running configuration data into proactive and predictive insights displayed in CX Cloud (including
Success Tracks, Smart Net Total Care (SNTC) and Business Critical Services (BCS) or Lifecycle Services
(LCYS) offers).
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CX Cloud Architecture

This guide isintended for CX Cloud and Partner Administrators only. Users with Super User Admin (SUA)
and Admin roles have the necessary permissions to perform the actions described in this guide.

This guide is specific to CX Agent v3.1. Refer to the Cisco CX Agent page to access prior versions.

% Note: Imagesin this guide are for reference purposes only. Actual content can vary.

Prerequisites

CX Agent runsas aVirtual Machine (VM) and is available for download as an Open Virtual Appliance
(OVA) or aVirtual Hard Disk (VHD).

Deployment Requirements

* One of the following hypervisorsisrequired for anew install:
- VMware ESXi v5.5 or later
- Oracle Virtua Box v5.2.30 or later
- Windows Hypervisor version 2012 to 2022 and version 2025
» The configurationsin the following table are required for deploying VM:


https://www.cisco.com/c/en/us/support/cloud-systems-management/cx-collector/series.html

CX Agent Number of *Maximum number of Supported
Deployment CPU Cores RAM Hard Disk |Assetsdirectly H pl?arvisors
Type connected to CX Agent yp
VVMware ESXi, Oracle
Small OVA 8C 16GB  [200GB 10,000 VirtualBox, and
Windows Hyper-V
Medium OVA 16C 32GB  |600GB 20,000 VMware ESXi
Large OVA 32C 64GB |1200GB  |50,000: VMware ESXi

*n addition to connecting 20 Cisco Catalyst Center (Catalyst Center) non-clusters or 10 Catalyst Center

clusters for each CX Cloud Agent instance.

% Note:RADKIt service is available exclusively for CX Agent deployments of Medium and Large OVA

types.

For customers using designated US data centers as the primary dataregion to store CX Cloud data, the
CX Agent must be able to connect to the servers shown here, using the Fully Qualified Domain Name
(FQDN), and using HTTPS on TCP port 443:

- FQDN: agent.us.csco.cloud

- FQDN: ng.acs.agent.us.csco.cloud

- FQDN: cloudsso.cisco.com

- FQDN: api-cx.cisco.com
For customers using designated Europe data centers as the primary data region to store CX Cloud
data: the CX Agent must be able to connect to both of the servers shown here, using the FQDN, and
using HTTPS on TCP port 443:

- FQDN: agent.us.csco.cloud

- FQDN: agent.emea.csco.cloud

- FQDN: ng.acs.agent.emea.csco.cloud

- FQDN: cloudsso.cisco.com

- FQDN: api-cx.cisco.com
For customers using designated Asia Pacific data centers as the primary data region to store CX Cloud
data: the CX Agent must be able to connect to both of the servers shown here, using the FQDN, and
usi ng HTTPS on TCP port 443:

FQDN: agent.us.csco.cloud

- FQDN: agent.apjc.csco.cloud

- FQDN: ng.acs.agent.apjc.csco.cloud

- FQDN: cloudsso.cisco.com

- FQDN: api-cx.cisco.com
For customers using designated Europe and Asia Pacific data centers as their primary data region,
connectivity to FQDN: agent.us.csco.cloud is required only for registering the CX Cloud Agent with
CX Cloud during initial setup. After the CX Cloud Agent is successfully registered with CX Cloud,
this connection is no longer required.
For local management of the CX Cloud Agent, port 22 must be accessible.
For customers using RADK:It using the FQDN, and HTTPS on TCP port 443:

- USFQDN: radkit.us.csco.cloud

- EMEA FQDN: radkit.emea.csco.cloud



- APJC FQDN: radkit.apjc.csco.cloud

» To enable RADK:it to attach output to a Service Request, the FQDN cxd.cisco.com must be accessible
for the CX Agent.

» Thefollowing table provides a summary of the ports and protocols that must be opened and enabled
for CX Cloud Agent to function correctly:

CX Cloud Agent Traffic
Source Destination
All regions:

CX Cloud Agent

CX Cloud Agent

CX Cloud Agent

CX Cloud Agent

Network Devices

Workstation

cloudsso.cisco.com
api-cx.cisco.com

agent.us.csco.cloud
radkit.emea_esco.cloud

Catalyst Center
AMER region:
ng.acs.agent.us.csco.cloud
EMEA region:
agent.emea.csco.cloud

APIC region:
agent.apjc.csco.cloud
DEREARENtANC Cion ol

Metwork Devices
Network Devices
MNetwork Devices

CX Cloud Agent

C¥ Cloud Agent

HTTPS

SNMP

55H

Telnet

Syslog

55H

Protocol Port Purpose

Imitial configuration

Upgrades

TCP/443 PE
Imventory & telemetry transfers

Access to RADKI Cloud

UDP/161 Initial discovery

Ongoing inventory collections

TCP/22 | Collection of telemetry from CLI commands
TCP/23 | Collection of telemetry from CLI commands
UDP/514 | Transfer syslogs for Alert Fault Management

TCRf22 | CX Cloud Agent Maintenance

Type

Outbound to Cisco
AWS regional data
centers and Catalyst
Cantear

Outbound to LAN

Outbound to LAN
Outbound to LAN
Inbound from LAN

Inbound from LAN

* AnlIPisautomatically detected if the Dynamic Host Configuration Protocol (DHCP) is enabled in the
VM environment; Otherwise, a free IPv4 address, Subnet mask, Default Gateway |P address, and
Domain Name Service (DNS) server IP address must be available.

* Only IPv4 is supported.

» The certified single node and High Availability (HA) Cluster Catalyst Center versions are 2.1.2.x to
2.2.3.X,2.3.3%, 2.3.5.x, 2.3.7.x and Catalyst Center Virtual Appliance and Catalyst Center Virtual

Appliance.

* If the network has SSL interception, permit-list CX Agent’s | P address.
* For al directly connected assets, SSH privilege level 15 isrequired.
» Useonly the provided hostnames; static |P addresses cannot be used.

Accessing Critical Domains

To start the CX Cloud journey, users require access to the following domains. Use only the hostnames
provided; do not use static |P addresses.

Domains Specific to the CX Agent Portal

Major Domains

Other Domains

csco.cloud

cloudfront.net

split.io

eum-appdynamics.com



https://cxd.cisco.com/__chsps__/login

appdynamics.com

tigcdn.com

jquery.com

Domains Specific to CX Agent OVA

AMERICAS

EMEA

APJC

cloudsso.cisco.com

cloudsso.cisco.com

cloudsso.cisco.com

api-Ccx.cisco.com

api-Ccx.cisco.com

api-cx.cisco.com

agent.us.csco.cloud

agent.us.csco.cloud

agent.us.csco.cloud

ng.acs.agent.us.csco.cloud

agent.emea.csco.cloud

agent.apjc.csco.cloud

ng.acs.agent.emea.csco.cloud

ng.acs.agent.apjc.csco.cloud

% Note: The outbound access must be allowed with redirection enabled on port 443 for the specified

FQDN's.

Catalyst Center Supported Versions

Supported single node and HA Cluster Catalyst Center versionsare 2.1.2.x t0 2.2.3.x, 2.3.3.X, 2.3.5.X,
2.3.7.x and Catalyst Center Virtual Appliance and Catalyst Center Virtual Appliance.
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Supported Browsers

For the best experience on Cisco.com, the latest official release of these browsers is recommended:
» Google Chrome

* Microsoft Edge
* MozillaFirefox

Supported Product List

To view thelist of products supported by CX Agent, refer to the Supported Product List.

Upgrading/Installing CX Agent v3.1

» Existing customers upgrading to the new version should refer to Upgrading CX Agent v3.1.
* New customers implementing afresh flexible OVA v3.1 install should refer to Adding CX Agent.

Upgrading Existing VMsto Large and Medium Configuration

Customers can upgrade their existing VM configuration to medium or large using Flexible OV A options
based on their network size and complexity.

To upgrade the existing VM configuration from small to medium or large, refer to section Upgrading CX
Agent VMsto medium and large configuration.

Upgrading to CX Agent v3.1

Existing customers can upgrade to the latest version by enabling automatic upgrades or by choosing to
upgrade manually from their existing version.

Automatic Upgrades

Customers can enable the Automatic Softwar e Upgrade toggle to ensure their system is updated when the
new versions are released. This option is enabled by default for new installations but can be modified at any
time to align with company policies or to schedule upgrades during planned maintenance windows.


https://www.cisco.com/c/en/us/support/docs/cx/cx-cloud/cx217693-supported-product-list.html

® Hunning

Replace Seed File :

Seed File Software Settings

Version Last Updated

Your CX Cloud Agent software is out of date and will be upgraded. Takes up to 12 hours to
complete the upgrade.

Automatic Software Upgrades °

Automatic software upgrades keep your CX Agent updated with the latest features and security. If disabled,
manual updates are required, You can change this setting anytime,

Automatic Upgrades

% Note: The automatic upgrades are disabled by default for existing CX Agent instance(s) but users can
enable them at any time.

Manual Upgrades
Customers who prefer not to use automatic upgrades and have not enabled Automatic Softwar e Upgrades

can choose to upgrade manually. CX Agent v2.4.x and above support a direct upgrade to v3.1 by following
the steps outlined in this section.

% Note: Customers on CX Agent v2.3.x and below should incrementally upgrade to v2.4.x before
upgrading to v3.1 or perform afresh OVA install.

Toinstall the CX Agent upgrade v3.1 from CX Cloud:

1. Login CX Cloud. The Home page displays.


https://cx.cisco.com/
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2. Select the Admin Center icon. The Data Sour ces window opens.
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Replace Seed File

Seed File  Software  Settings

Version Last Updated

Your CX Cloud Agent software needs to be updated. Takes up to 12 hours to complete the
upgrade,

Automatic Software Upgrades
Automatic software upgrades keep your CX Agent updated with the latest features and security, If disabled,

manual updates are required. You can change this setting anytime.

Choose a soltwane version o update to

3.1.0 o

View release notes

B install Now
Install Update

Manual Upgrades

4. Select the software version 3.1.0 from Choose a softwar e version to update to drop-down list.
5. Click Install Updatetoinstall CX Agent v3.1.

% Note: Customers can schedule the update for later by clearing the Install Now check box which
displays scheduling options.

Adding CX Agent

Customers can add up to 20 CX Agent instancesin CX Cloud.
To add aCX Agent:

1. Loginto CX Cloud. The Home page displays.


https://cx.cisco.com/
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CX Cloud Home page

2. Select the Admin Center icon. The Data Sour ces window opens.
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3. Click Add Data Sour ce. The Add Data Sour ce page opens. Displayed options vary based on

customer subscriptions.



Add Data Source
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Add Data Source

4. Click Add Data Sour ce from the CX Agent option. The Set Up CX Agent window opens.
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Adding CX Agent

5. Review the Review deployment requirements section and select the | set up this configuration on

port 443 check box.
6. Click Download on Cisco.com. The Softwar e Download window opens in another tab.

7. Download the “CX Agent v3.1.0 OVA” file.

% Note: A Pairing Code required to complete the CX Agent setup is generated after deploying the
“OVA” file.

8. Enter the CX Agent name in the Name Your CX Cloud Agent field.

i MName Your CX Cloud Agent

S-Et l.lp cx Ml o't Tl Fuel i oofaQes | Gl yiu Ci' el 6
Cloud Agent



Name CX Agent

9. Click Continue. The Deploy and pair with your virtual machine window opens.

Deploy and pair with your virtual machine

SEI Up‘ Cx -m-“'\..\.. o M O O Pl TR AR o, G T S B RS D008 PRk R T
Cloud Agent

Pairing Code

10. Enter the Pairing Code received after deployment of the downloaded “OVA” file.

11. Click Continue. The registration progress displays, followed by a confirmation message.

N Note: Repeat the steps above to add additional CX Agent instances as a Data Source.

Configuring CX Agent for BCSLCS

Cisco’s new Converged Collection feature streamlines CX Agent v3.1 configuration for BCS/LCS,
simplifying the customer experience.

% Note: This configuration is specific to Cisco Support Engineers responsible for Collector setup for
BCS/LCS customers.

BCS/LCS customers can visit the CX Cloud Community to learn more about user onboarding and other
related information.

Prerequisites

Support Engineers with Super User Administrator (SUA) and Administrator access can only perform CX
Agent configuration for BCS/LCS.

Configuring CX Agent

To configure CX Agent for BCS/LCS, contact Cisco Support.

Configuring RADKIt Capabilities


https://community.cisco.com/t5/cx-cloud/cx-cloud-guided-resources/ta-p/4763384

CX Agent v3.1 provides an optional RADK:it configuration designed to enhance remote management and
troubleshooting of Cisco devicesin CX Cloud. When enabled, authorized users can securely perform
operations such as data capture, configuration, and software upgrades remotely. These settings can be
enabled or disabled at any time based on customer’ s operational requirements.

For comprehensive details on RADKIit, refer to Cisco RADKIt.

Integrating RADKIt Client Through CLI

To integrate the RADKit client service, create an administrator account and enroll the service by completing
the following steps:

% Note: The following steps require root access to the CX Agent VM.

1. Open the terminal and Secure Shell (SSH) into aVVM using the appropriate credentials, for example:
ssh your _username@our_vmip
2. Run the following command to enable network connectivity:

kubect| get netpol deny-from other-nanmespaces -o yam >
/ honme/ cxcadm n/ deny-from ot her - nanespaces. yani

kubect| del ete netpol deny-from ot her-nanespaces

3. On the local machine, send a POST request to the manager endpoint to create an administrator
account. The request body should include:

admin_name (required): The username for the administrator account
email (optional): The email address for the administrator account
full_name (optional): The full name of the Administrator
description (optional): A description of the administrator account

The following example shows how to send this request using CURL :
curl -X POST \
http://<your_vm.i p>: 30100/ r adki t manager/vl/ createAdm n \

-H "Content - Type: application/json” \

-d
"adm n_nane": "adm n_user 123",
"emai | ": "adm n@xanpl e. cont',
“"full _name": "Adm n User",
"description": "Adm ni strator account for managi ng the systent
p

Upon successful creation of an administrator account, the server responds with a confirmation message
indicating that the administrator account has been successfully created. This response also includes a


https://radkit.cisco.com/

temporary password that must be changed upon the first login. However, if the administrator account
already exists, the server returns a 400 status code with the message “ Admin aready created”.

4. Open the web browser and navigate to the RADKIit web Ul: https.//<your_vm_ip>:30101/.
5. Log in using the administrator username (admin_name) and the temporary password provided in the
response.

% Note: Upon first login, users are prompted to change the password. Follow the instructionsto set a
new password.

6. Run the RADK:it client on the local machine to enroll the service.
7. After authentication, generate a one-time password by running the following command:

grant _servi ce_ot p()

8. On the local machine, send a POST request to the manager endpoint to enroll the service. The request
body should include:

* OTP (required): The one-time password string
The following example shows how to send this request using cCURL :
curl -X POST \
http://<your_vm.i p>: 30100/ r adki t manager/v1/ enrol | Service \
-H "Content-Type: application/json" \
-d ' {
"one_tinme_password": "PROD: 1234-1234-1234"
}

Upon successful enrolment, a confirmation message displays and users can manage the RADKit service
using an administrator account.

To disable network connectivity, run the following command:

kubect!| apply -f /honme/cxcadm n/ deny-from ot her-nanespaces. yan

Configuring Vault for Existing CX Agents

The optional Vault configuration feature enables CX Cloud to securely connect to a vault service for
accessing sensitive data, such as tokens and inventory lists, using the latest credentials. When enabled, CX
Cloud automatically uses the configured address and token. This setting can be enabled or disabled at any
time. Currently, only HashiCorp's vault configuration is supported.

The vault can be configured in two ways:

* Though CX Cloud Ul
e Through CLI

Configuring HashiCorp Vault in CX Cloud Ul



To configure the HashiCorp vault for an existing CX Agent:

1. Select the Admin Center icon. The Data Sources window opens.
2. Click the CX Agent data source. The CX Agent details window opens.
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Settings

3. Click the Settings tab.
4. Enable the Vault Configuration toggle.

# Running pd

Software  Settings

Vault Configuration °

The Vault Configuration feature lets the CX Platform securely connect to a vault service to access sensitive
data like tokens. When enabled, it uses the conhgured address and token automatically; when disabled,
manual access is needed. You can toggle this setting amytime.

Address Taken

n g Iz Submit )

Pliase enter a valid vault address Please anter a valid vaull 1oken




5. Enter detailsin the Address and Token fields.
6. Click Submit. A confirmation and the added | P address displays.

Customers can remove the configured vault by clicking Remove.

Integrating CX Agent with HashiCorp Vault Through CLI

This section outlines the procedure for configuring the connection between the Cisco CX Agent and a
HashiCorp Vault instance. This integration allows for secure storage and retrieval of device credentials,
enhancing the overall security posture.

Prerequisites

» cxcroot accessto CX Agent VM
* A running and accessible vault instance

I ntegrating with HashiCorp Vault

* To enable vault integration, run the following command:
cxcli agent vault on
» Todisable vault integration, run the following command:
cxcli agent vault off
» To check current vault integration status, run the following command:

cxcli agent vault status
Enabling HashiCorp Vault I ntegration

To enable vault integration:

1. Loginto the CX Agent via SSH using the cxcroot user account to access the CX Agent.
2. Switch to the root user to elevate privileges by running the following command:

sudo su

3. Run the following command to check current vault Integration Status:

root @xcl oudagent: /hone/cxcroot# cxcli agent vault status
vaul t integration disabled

4. Run the following command to enable vault Integration:

cxcli agent vault on

5. Update the following fields:

* Vault Address



* Vault Root Token

6. To verify, check the status of integration with vault. The response message should confirm that the
integration is enabled:

root @xcl oudagent: /home/ cxcroot# cxcli agent vault on
Ent er Hashi Corp Vault Address:
Ent er Hashi Corp Vault Token:

vault integration enabl ed root @xcl oudagent: /hone/cxcroot#
Disabling HashiCorp Vault Integration

To access the CX Agent:

1. Loginto the CX Agent via SSH using the cxcroot user account.
2. Switch to the root user to elevate privileges by running the following command:

sudo su

3. Run the following command to disable HashiCorp Vault Integration:

root @xcl oudagent: /hone/cxcroot# cxcli agent vault off
vault integration disabled

root @xcl oudagent: /home/ cxcroot# |
HashiCorp Vault Device Credentials Schema

Vault Credentials Schema: For detailed information about available options and supported fields for
device credentials, download the “Vault credentials schema’ file (vault-credentials-schema.json).

Example: The following isan example of a JSON credential based on the schema:

{

"targetIp": "5.0.1.%",
"credentials": {

"snmpv3": {

"user": "cisco",
"authPassword": '"#¥d&dddnlt
"authAlgorithm": "MD5",
"privacyPassword': "kt
"privacyAlgorithm": "AES-256"
1,

"telnet": {

"user": "cisco",

"password': "Rt
"enableUser": "cisco",
"enablePassword": "¥**

}

}

}


https://cx.cisco.onquip.com/-/blob/WPR9AAGW3GX/VPA1PnzpU-Ed_BxwNlkJpA?name=vault-credentials-schema.json&s=w9AlAcjCkiqc

% Note:Users can specify multiple protocols within a single credential JSON file. However, avoid
including duplicate protocols from the same family (e.g., do not include both SNMPv2c and SNMPv3
in the same credentia file).

Configuring Device Credentialsin HashiCorp Vault (First Time)

1. Loginto aVault instance.

Secrets Engines

jo

Enable new engine +

Secret
2. Create a new key-value secret using the following path: secret/seed/credentials.
3. Choose the key-value secret storage engine (secret/).

secret

i= Secret version 2

Secrets Configuration

Create secret +

Mo secrets yet

Key value secret

4. Click Create secret. The Create Secret window opens.



Creati

Create Secret

Path for this gacrol

afidlcredentials

Socret data
credentialMamel {
“targetlp®: *5.0.1°%,
“cregentials™: §
“snmpy3™: {
"UserT: "cleco®,
“authPasswond™: "¢
'.':ul|'--'-|-'_i:' thami™: “kA05
"privacyPasowond®™: * .
prvacyhlgorithm®™: "AES-256"
\
¥

1
I

A Thiz value will be saved as 3 string. If yow reed 10 Sawe 3 non-string value, pleass wia the JEOM edtor

w o Show secret meladats

Client Secret

5. Update the following fields:

» Path for secret: seed/credentials

» Secret data: collection of key - value secrets
 key: custom unique credential name

» value: credentials JSON

6. Click Save. The secret should now be stored in the HashiCorp Vaullt.
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seed/credentials =
Ohadrdigw Secret Metadata Paths Wersion History

0N Delete  Destroy
Koy Yalwe

i
“targetIp": "5.0.1.2%,
“credentials™: {
"snmpw3": {
“user": “cisco",

R | “authPassword™: ™
credon A = |
“authalgerithm™: “MD5"

“privacyPassword®:

Copy

ki

“privacyAlgorithm" . “AES-336"

Credentials

Adding More Credentialsto HashiCorp Vault

1. Log in to a HashiCorp vault instance.
1 eredenylatE

seed/credentials =

Overview  Secrel Metadata  Paths  Version History

JHON Daleto D siroy
Eay Walidi
crmdartialHams E i EEEEEEEEEEE
Add Credentials

Copy ~

2. Navigate to the already created Secret “ secret/seed/credentials’.

Wersion 1 w Creats new wersion 4

Version 1 oreated .

Vergion 1 ~ Crieato now wersien -+

Vrsion 1 oreatod Jun 04 2025 03:39 PM



Create New Version

Path for this secret

Version data

S e it

Create Version

3. Click Create new version.
4. Add new secrets by providing any number of key-value pairs as needed.

5. Click Save.

CX Cloud Seed Filewith Default Credentials

» Simplify Seed File: When using credentials configured through Hashicorp vault, smplify the Seed
File by omitting sensitive information

» Specify only I|P Address or Hosthame: Users can pass only the IP Address or Hostname in the Seed
File, leaving other fields blank
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IP or Hosthame

* Useboth HashiCorp vault and Seed File credentials: Provide credentials for some devicesin the
Seed File while relying on the vault to manage credentials for other devices

5.0.1.1,snmpv3, ,username,,,,,,,,clilser,cliPassword, ,enablePassword, ,,
25.9.1.2,snmpv2c,readOnlyPassword, ,,,,,,sshv2,,clilser,cliPassword,,,,
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IP or Hostname



Adding Catalyst Center as Data Source

Users with the Super Administrator User role can add the Catalyst Center Data Source.

To add Catalyst Center as a Data Source:

1. Select the Admin Center icon. The Data Sour ces window opens.
2. Click Add Data Source. The Add Data Sour ce page displays.
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3. Click Add Data Sour ce from the Catalyst Center option.

Which CX Cloud Agent Do You Want to Connect to?

Select oplio = m
el g "lh']“* .‘_
cisco i
.
Cancal
Select CX Agent

4. Select the CX Agent from the Which CX Agent Do You Want to Connect to drop-down list.
5. Click Continue. The Connect to CX Cloud window opens.

Connect to CX Cloud

Connect a Catalyst Center

IF Address or FODHN * Clity *
Selact option o
Usarname * Fassword *

Schedule inventory collection

Frequency Select Time

Frequ... 12200 =~ A w WEDT

ﬂ Run the frst collection now (this may take up to 75 minutes)



6. Enter the following details:

e Virtua IP Addressor FQDN (i.e., Catalyst Center IP Address)

» City (i.e., Catalyst Center’s location)

* Username

» Password

» Frequency and Select Time to indicate how often the CX Agent should perform network scansin
Schedule Inventory Collection sections

Note: Select the Run thefirst collection now check box to run the collection now.

7. Click Connect. A confirmation displays with the Catalyst Center |IP Address.

Adding SolarWinds® as a Data Source

Note: If thereisarequirement to add the SolarWinds® Data Source, contact Cisco Support for assistance.

BCS/LCS customers can now use the CX Agent capability to externally integrate with SolarWinds®,
providing greater transparency, improved manageability, and an enhanced user experience through increased
automation. The CX Agent collects inventory and other required data to generate various reports that are
consistent in terms of format, data completeness, and data accuracy to current reports generated by
Operational Insights Collector CX Agent supports integration with SolarWinds® by allowing aBCS/LCS
customer to replace OIC with CX Agent for collecting data from Solarwinds®. This feature, including the
Solarwinds® Data Source, is available exclusively to BCS/LCS customers.

The CX Agent must be configured in BCS Forwar ding before the first collection; otherwise, files remain
unprocessed. Refer to the section Configuring CX Agent for BCS or L CS for more information about BCS
Forwarding configuration.

Notes:

» Multiple collections from the same SolarWinds® instance overwrite previous files (later uploads take
precedence)

» Multiple sources are supported, but each SolarWinds® instance must have a unique IP and Appliance
ID

Adding Other Assets as Data Sour ces

Telemetry collection has been extended to devices not managed by the Catalyst Center, enabling usersto
view and interact with telemetry-derived insights and analytics for a broader range of devices. After the
initial CX Agent setup, users have the option to configure CX Agent to connect to 20 additional Catalyst
Centers within the infrastructure monitored by CX Cloud.

Users can identify devices to incorporate into CX Cloud by uniquely identifying such devices using a seed
file or by specifying an | P range, which should be scanned by CX Agent. Both approaches rely on Simple
Network Management Protocol (SNMP) for the purpose of discovery and on Secure Shell (SSH) for
connectivity. These must be properly configured to enable successful telemetry collection.

To add other assets as data sources, use any of the following options:

» Upload a seed file using a seed file template
* Provide an IP addressrange



Discovery Protocols

Both seed file-based direct device discovery and I P range-based discovery rely on SNMP as the discovery
protocol. Different versions of SNMP exist, but CX Agent supports SNMPv2c and SNMPv3 and either or
both versions can be configured. The same information, described below in complete detail, must be
provided by the user to complete configuration and to enable connectivity between the SNM P-managed
device and SNMP service manager.

SNMPv2c and SNMPv3 differ in terms of security and remote configuration model. SNMPV 3 uses an
enhanced cryptographic security system supporting SHA encryption to authenticate messages and ensure
their privacy. It is recommended that SNMPv3 be used on all public and internet-facing networks to protect
against security risks and threats. On CX Cloud, it is preferred that SNMPv3 be configured and not
SNMPv2c, except for older legacy devices that lack built-in support for SNMPv3. If both versions of SNMP
are configured by the user, then the CX Agent attempts, by default, to communicate with each respective
device using SNMPv3 and revertsto SNMPv2c if the communication cannot be successfully negotiated.

Connectivity Protocols

As part of the direct device connectivity setup, users must specify details of the device connectivity

protocol: SSH (or, alternatively, Telnet). SSHv2 should be used, except in the cases of individual legacy
assets which lack the appropriate built-in support. Be aware that SSHv1 protocol contains fundamental
vulnerabilities. Absent additional security, telemetry data and the underlying assets can be compromised due
to these vulnerabilities when relying on SSHv1. Telnet is aso insecure. Credential information (e.g.,
usernames and passwords) submitted through telnet are not encrypted and therefore vulnerable to
compromise, absent additional security.

Telemetry Processing Limitationsfor Devices

The following are limitations when processing telemetry data for devices:

» Some devices may show as reachable in the Collection Summary but are not visible in the CX Cloud
Assets page.

* If adevice from the seed file or IP range collections is also part of the Catalyst Center inventory, the
deviceisreported only once for the Catalyst Center entry. The respective devices within the seed file
or IP range entry are skipped to avoid duplication.

 Cisco IP phones are not supported in CX Cloud for data collection by CX Agent. Asaresult, Cisco IP
phones do not display in the assets list.

Adding Other AssetsUsing a Seed File

A Seed Fileisa.csv file where each line represents a system data record. In a seed file, every seed file
record corresponds to a unique device from which telemetry should be collected by CX Agent. All error or
information messages for each device entry from the seed file being imported are captured as part of job log
details. All devicesin a seed file are considered managed devices, even if the devices are unreachable at the
time of initial configuration. In the event a new seed file is being uploaded to replace a previous one, the
date of last upload is displayed in CX Cloud.

CX Agent will attempt to connect to the devices but may not be able to process each one to show in the
Assets pages in cases where it is not able to determine the PIDs or Serial Numbers.

Any row in the seed file that starts with a semicolon isignored. The header row in the seed file starts with a
semicolon and can be kept as is (recommended option) or deleted while creating the customer seed file.



Users can upload a Common Services Platform Collector (CSPC) Seed File in the same way as a standard
CX Cloud Seed File, and any required reformatting is managed in the CX Cloud.

For CX Agent v3.1 and later, customers can upload Seed Filesin either the CSPC or CX format; only the
CX format Seed Fileis supported for earlier CX Agent versions.

It isimportant that the format of the sample seed file, including column headers, not be altered in any way.

The following table identifies all necessary seed file columns and the data that must be included in each

column.

Seed File Column

Column Header / | dentifier

Purpose of the Column

|P Address or hosthame

Provide avalid, unique IP Address or hostname of
the device.

SNMP protocol version

The SNMP protocol isrequired by CX Agent and ig
used for device discovery within the customer
network. Values can be snmpv2c or snmpv3, but
snmpv3 is recommended due to security
considerations.

snmpRo : Mandatory if col#=3
selected as 'snmpv2c’

If the legacy variant of SNMPv2 is selected for a
specific device, then so mpRO (read only)
credentials for the device SNMP collection must be
specified. Otherwise, entry can be blank.

snmpv3UserName : Mandatory
if col#=3 selected as 'snmpv3'

If SNMPv3 is selected to communicate with a
specific device, then the respective login username
must be provided.

snmpv3AuthAlgorithm : values
can be MD5 or SHA

SNMPv3 protocol permits Authentication via either
the Message Digest (MD5) or Secure Hash
Algorithm (SHA). If the deviceis configured with
secure authentication, then the respective Auth
Algorithm must be provided.




Seed File Column

Column Header / | dentifier

Purpose of the Column

Note: MD5 is considered insecure, and
SHA can be used on all devices that
support it.

snmpv3AuthPassword :
password

If either aMD5 or a SHA cryptographic algorithm
is configured on the device, then the relevant
Authentication password needs to be provided for
device access.

snmpv3PrivAlgorithm : values
can be DES, 3DES

If the deviceis configured with the SNMPv3
privacy algorithm (this algorithm is used to encrypt
the response), then the respective Algorithm needs
to be provided.

Note: 56-bit keys used by Data Encryption
Standard (DES) are considered too short
to provide cryptographic security, and that




Seed File Column

Column Header / | dentifier

Purpose of the Column

Triple Data Encryption Standard (3DES)
can be used on all devices that support it.

snmpv3PrivPassword :

If the SNMPv3 privacy algorithm is configured on
the device, then its respective privacy password

password needs to be provided for device connection.

smpv3Engineld : enginelD, Theh SNM Pv3 rE]_ngl ne!D ISaunique ID representing

unique 1D representing device eacl device. T isengine ID issent as areference

I . . . " \while collecting the SNMP datasets by CX Agent.

specify engine ID if manually If th - he Enginel D Al

configured on device the customer configures the Enginel D manually,
then the respective Enginel D needs to be provided.
The Command Line Interface (CLI) isintended to
interact with the device directly. CX Agent uses

cliProtocol: values can be this protocol for CLI collection for a specific

. g At . device. ThisCLI collection datais used for Assets

telnet’, 'sshvl’, 'sshv2'. If ) : -

J empty can set to 'sshv2 by and other Insights Reporting within CX Cloud.

d efgu)I/t SSHv2 is recommended; absent other network
security measures, in themselves SSHv1 and Telnet
protocols do not provide adequate transport
security.

. ) If any CLI Protocol is selected, its respective port
K ﬁtm; CLI protocol port number needs to be provided. For example, 22 for
SSH and 23 for telnet.
Ccl;_LlJierserr?alFrllelleer na(::lg (()?ther The respective CLI username of the device needs to
passw be provided. Thisisused by CX Cloud Agent at the
L BOTH can be provided, BUT | . ) :
time of connecting to the device during CLI

both columns (col#=12 and collection

col#=13) cannot be empty.) '

cliPassword : CLI user

password (either CL The respective CLI password of the device needsto

username/password or BOTH ) - i

M . be provided. Thisisused by CX Agent at the time
can be provided, BUT both : : : )
of connecting to the device during CL1 collection.
columns (col#=12 and
col#=13) cannot be empty.)
N cliEnableUser If enableis configured on the device, then the

device' s enableUsername value needs to be




Seed File Column

Column Header / | dentifier

Purpose of the Column

provided.

If enableis configured on the device, then the

required)

O cliEnablePassword device' s enablePassword value needs to be
provided.
P Futu_r e Support (No Inputs Reserved for Future Use
required)
Q Futu_r & Support (No Inputs Reserved for Future Use
required)
R Futu_r e Support (No Inputs Reserved for Future Use
required)
S Future Support (No Inputs Reserved for Future Use

Adding Other Assets Using a New Seed File

To add other assets using a new Seed File:

1. Click Add Data Sourcein the Admin Center > Data Sour ces window.
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Add Data Source

2. Click Add Data Sour ce from the Other Assets by Seed File option.



Which CX Cloud Agent Do You Want to Connect to?

Select optior b =
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Cancel
Select CX Agent

3. Select the CX Agent from the Which CX Cloud Agent Do You Want to Connect to drop-down list.

Which CX Cloud Agent Do You Want to Connect to?

| OHC_Team_tesi_CXCagant_IP_104 ¥ IR 4 "
cisco i L
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Continue

4. Click Continue. The Upload Your Seed File page displays.



Upload your seed file

Dreroniboad the seed fle termplate dhd add youl evice information. Then attach th hle ek

Schedule inventory collaction

Upload Your Seed File

5. Click the hyperlinked seed file template to download the template.

6. Manually enter or import data into the file. Once complete, save the template as a.csv file to import
thefileinto CX Agent.

7. Drag-and-drop or click browse files to upload the .csv file.

8. Complete the Schedule inventory collection section.



Note: Beforeinitial configuration of CX Cloud is completed, CX Cloud Agent must perform
the first telemetry collection by processing the seed file and establishing connection with all
identified devices. Collection can beinitiated on-demand or run according to a schedule
defined here. Users can perform the first telemetry connection by selecting the Run the first
collection now check box. Depending on the number of entries specified in the seed file and
other factors, this process can take a considerable amount of time.

9. Click Connect. The Data Sour ces window opens, displaying a confirmation message.
Adding Other Assets Using a Modified Seed File
To add, modify, or delete devices using the current Seed File:
1. Open the previously created seed file, make required changes, and save thefile.
% Note: To add assets to the seed file, append those assets to the previously created seed file and
reload the file. Thisis necessary since uploading a new seed file replaces the current seed file.

Only the latest uploaded seed file is used for discovery and collection.

2. From the Data Sour ces page, click the CX Agent data source that requires an updated seed file. The
CX Cloud Agent details window opens.
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4. Drag-and-drop or click browse filesto upload the modified seed file.
5. Click Upload.

Default Credentialsfor the Seed File



CX Agent provides default credentials that customers can set up locally in Agent, eliminating the need to
include sensitive passwords directly in the Seed File. This enhances security by reducing exposure of
confidential information, addressing a key customer concern.

Adding Other AssetsUsing | P Ranges

I P ranges allow usersto identify hardware assets and, subsequently, collect telemetry from those devices
based on IP addresses. The devices for telemetry collection can be uniquely identified by specifying asingle
network-level |P range, which can be scanned by CX Agent using the SNMP protocal. If the IP rangeis
chosen to identify a directly connected device, the I P addresses that are referenced can be as restrictive as
possible, while allowing coverage for al required assets.

» Specific IPs can be provided, or wildcards can be used to replace octets of an IP to create a range.

» |f agpecific IP addressis not included in the I P range identified during setup, CX Agent does not
attempt to communicate with a device that has such an IP address, nor does it collect telemetry from
such adevice.

» Entering *.*.*.* allows CX Agent to use the user-supplied credential with any IP. For example:
172.16.* .* dlowsthe credentialsto be used for all devicesin the 172.16.0.0/16 subnet.

* If there are any changesto the network or Installed Base (IB), the I P range can be modified. Refer to
section Editing | P Ranges

CX Agent will attempt to connect to the devices but may not be able to process each one to show in the
Assetsview in cases where it is not able to determine the PIDs or Serial Numbers.

% Notes:

Clicking Edit I P Address Range initiates on-demand device discovery. When any new deviceis
added or deleted (within or outside) to a specified IP-range, customer must always click Edit I P
Address Range (refer to section Editing IP Ranges) and complete the steps required for initiating the
on-demand device discovery to include any newly added device to the CX Agent collection inventory.

Adding devices using an | P range requires users to specify all applicable credentials through the
configuration Ul. Thefields visible vary depending on the protocols selected on the previous windows. I
multiple selections are made for the same protocol, for example, selecting both SNMPv2c and SNMPv3 or
selecting both SSHv2 and SSHv1, CX Agent automatically auto-negotiates the protocol selection based on
the individual device capabilities.

When connecting devices using | P addresses, customer should ensure all relevant protocolsin the IP range
along with SSH versions and Telnet credentials are valid or the connections will fail.

Adding Other Assets by I P Ranges

To add devices using the | P range:

1. Select the Admin Center icon. The Data Sour ces window opens.
2. Click Add Data Sourceinthe Admin Center > Data Sour ces window.
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Add Data Source

3. Click Add Data Sour cein the Other Assets by | P Ranges option.



Which C¥ Cloud Agent Do You Want to Connect 1o?
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Select CX Cloud Agent

4. Select the CX Agent from the Which CX Cloud Agent Do You Want to Connect to drop-down list.
5. Click Continue. The Select Y our Protocol window opens.

1 g
e CX Cloud

< Back
Select Your Protocol

Al least one diacovery and coliection method ane requined.

Dizcovery opticns
B SMMP w3 (recommended)

SMIP w2

Collection options
B 55H v2 {recommended)

S5H w1

Tednet

Select Your Protocol

6. Select the applicable check boxes for Discovery options and Collection options.
7. Click Continue.



Provide Discovery Details Edit the protocols

Starting I Agdress Ending IP Address

SNMP v3 credentials

Lizername Engine |0

Authanzaton algonthm

Salect u
Privacy Algorithm Privacy Password
S|t o

S55HVZ credentials

Lsermame Password

Enatile mode (optional) ~

Schedule Inventory Collection

Fraquemncy Select Time

Frecy,.. 12:00 W AM e WEDT

B Run the first collection now (this may take up to 75 minutes)

Discovery details

8. Enter the required detailsin the Provide Discovery Details and Schedule Inventory Collection
sections.



Note: To add another 1P range for the selected CX Agent, click Add Another 1P Rangeto
navigate back to the Set Y our Protocol window and repeat the stepsin this section.

9. Click Complete Setup. A confirmation displays upon successful deployment.
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Confirmation Message
Editing I P Ranges
To edit an IP range:

1. Navigate to the Data Sour ces window.
2. Click the CX Agent that requires IP range edit in Data Sour ces. The details window opens.
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Data Sources

3. Click Edit 1P Address Range. The Connect to CX Cloud window opens.
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4. Click Edit the protocols. The Select Y our Protocol window opens.
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5. Select the appropriate check boxes to choose applicable protocols and click Continue to navigate
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back to the Provide Discovery Details window.
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6. Edit the details as required and click Complete Setup. The Data Sour ces window opens, displaying a
message confirming the addition of newly added IP Address range(s).



Note: This confirmation message does not verify whether devices within the modified range are
reachable or if their credentials are accepted. This confirmation occurs when the customer initiates
the discovery process.
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Deleting I P Range

To delete an IP range:

1. Navigate to the Data Sour ces window.
2. Select the respective CX Agent with the IP range that needs to be deleted. The details window opens.
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Data Sources

3. Click Edit 1P Ranges. The Provide Discovery Details window opens.
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Provide Discovery Details

4. Click the Delete this I P range link. The confirmation message displays.

F

Delete This IP Range

Any edits you've made won't be saved.
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Confirmation Delete Message

5. Click Delete.



£ o Provdichs Dise iy D

e B ek g | BB |

Yo 1P Renede o Bewnyg Procotsed o Daebetion

s TaROMKasOOR MARAA s ececBfalfaa

IP Range Delete

6. Click Save. The processing message displays.
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7. Click Open a Case to create a case to delete the assets associated with the IP range. The Data
Sour ces window opens, displaying a confirmation message.

About Devices Discovered from Multiple Controllers

If the Catalyst Center and Other Assets Collected by CX Agent (Direct Device Connection) are on the same
CX Agent, then it is possible that some devices could be discovered by both the Cisco Catalyst Center and
direct device connection to CX Agent causing duplicate data to be collected from those devices. To avoid
collecting duplicate data and having only one controller manage the devices, a precedence for which CX
Agent manages the devices needs to be determined.

» If adeviceisfirst discovered by Cisco Catalyst Center and then rediscovered by direct device
connection (using a seed file or an IP range), Cisco Catalyst Center takes precedence in controlling the
device.

» If adeviceisfirst discovered by direct device connection to CX Agent and then rediscovered by Cisco
Catalyst Center, Cisco Catalyst Center takes precedence in controlling the device.

Scheduling Diagnostics Scans

Customers can schedule on demand diagnostic scansin CX Cloud for eligible Success Tracks and their
covered devices to populate the Priority Bugsin Advisories.



Note: Cisco recommends scheduling diagnostic scans or initiating on-demand scans at least 6-7
hours apart from inventory collection schedules so they do not overlap. Executing multiple
diagnostic scans simultaneously can slow the scanning process and potentially result in scan

failures.

To schedule diagnostic scans:

1. On the Home page, click the Settings (gear) icon.
2. On the Data Sour ces page, select Data Collection in the left pane.

3. Click Schedule Scan.



Data Collection
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Scheduling Scans

4. Configure a schedule for this scan.
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Schedule History
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5. Inthe deviceslist, select all devicesfor the scan and click Add.
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Schedule Scan

6. Click Save Changes when the scheduling is complete.

The Diagnostic Scans and the Inventory Collection schedules can be edited and deleted from the Data
Collection page.
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Data Collection with Edit and Delete Schedule options

Upgrading CX Agent VM sto Medium and L arge Configurations

Once VMs are upgraded, it is not possible to:

» Downscale from alarge or medium to a small configuration
» Downscale from alarge to medium configuration
» Upgrade from a medium to large configuration

Prior to upgrading the VM, Cisco recommends taking a snapshot for the purpose of recovery in case of
failure. Refer to Backing Up and Restoring the CX Cloud VM for more details.

Reconfiguring Using VMwar e vSphere Thick Client

To upgrade the VM configuration using existing VMware vSphere Thick Client:



(5 VMware vSphere Client X
vmware

VMware vSphere
Client

'_L‘L All vSphere features introduced in vSphere 5.5 and beyond are
avalable only through the vSphere Web Chent. The traditional
vSphere Chent will continue to operate, supporting the same
feature set as vSphere 5.0.

To drectly manage a single host, enter the IP address or host name.
To manage multple hosts, enter the IP address or name of 3
vienter Server.

IP address [ Name:  |: i

User name: '

Password: |

[ Use Windows session credentials

vSphere Client

1. Login to the VMware vSphere Client. The Home page displays alist of VMs.
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Edit Settings

2. Right-click the target VM and select Edit Settings from the menu. The VM Properties window
opens.
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VM Properties

3. Update the Memory Size values as specified:
Medium: 32 GB (32768 MB)

Large: 64 GB (65536 MB)

4. Select CPUs and update the values as specified:
Medium: 16 core (8 sockets * 2 core/socket)
Large: 32 core (16 sockets * 2 core/socket)

5. Click Add. The Add Har dwar e window opens.
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Virtual Machine Version: 8

™| (3 Add Hardware

Device Type
What sort of device do you wish to add to your virtual machine?

Device Type Choase the type of device you wish to add,
Ready to Complete
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Floppy Drive: (unavadable)
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Device Type

6. Select Hard Disk asthe Device Type.
7. Click Next.
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8. Select the Create a new virtual disk radio button and click Next.
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Create Disk

9. Update the Capacity > Disk Size as specified:
Small to Medium: 400 GB, (Initial size 200 GB, increasing total space to 600 GB)
Small to Large: 1000 GB, (Initial size 200 GB, increasing total space to 1200 GB)
10. Select the Thin Provision radio button for Disk Provisioning.
11. Click Next. The Advanced Options window displays.
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12. Do not make changes. Click Next to continue.
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13. Click Finish.
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14. Click OK to complete the reconfiguration. The completed reconfiguration displaysin the Recent
Tasks panel.
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Note: Configuration changes take approximately five minutes to complete.

Reconfiguring Using Web Client ESXi v6.0

To update VM configurations using Web Client ESXi v6.0:



ESXi Client

1. Loginto the VMware ESXi Client. The Home page displays.

ESXi Home Page

2. Click Virtual Machineto display alist of VMs.
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Target VM

4. Click Actions and select Edit Settings. The Edit Settings window opens.
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& Edit settings - CXCloudAgent_2.2_ Build-DEV-build-7-10.126.77.243 (ESXi 5.0 virtual machine)
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Edit Settings

5. Update the CPU value as specified:
Medium: 16 core (8 sockets * 2 core/socket)
Large: 32 core (16 sockets * 2 core/socket)
6. Update the M emory value as specified:
Medium: 32 GB
Large: 64 GB
7. Click Add hard disk > New standard hard disk. The new hard disk entry displays in the Edit
settings window.



'@ Edit settings - CXCloudAgent_2.2_Build-DEV-build-7-10.126.77.243 (ESXi 5.0 virtual machine)
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Edit Settings

8. Update New Hard disk values as specified:
Small to Medium: 400 GB, (Initial size 200 GB, increasing total space to 600 GB)
Small to Large: 1000 GB, (Initial size 200 GB, increasing total space to 1200 GB)
9. Click the arrow to expand New Hard disk. The properties display.
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'@ Edit settings - CXCloudAgent_2.2_Build-DEV-build-7-10.126.77.243 (ESXi 5.0 virtual machine)
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10. Select the Thin provisioned radio button.
11. Click Save to complete the configuration. The configuration update displays in the Recent tasks.
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Reconfiguring Using Web Client vCenter

To update the VM configurations using the Web Client vCenter:
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VMware® vSphere
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vCenter

1. Loginto vCenter. The Home page displays.
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List of VMs

2. Right-click the target VM and select Edit Settings from the menu. The Edit Settings window opens.
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Edit Settings

3. Update the CPU values as specified:
Medium: 16 core (8 sockets * 2 core/socket)
Large: 32 core (16 sockets * 2 core/socket)

4. Update the Memory values as specified:

Medium: 32 GB
Large: 64 GB

CxCloudagent 2. 2 _Buld-DEV-busld- F-10.126.7 7 .24.3

WM Opiions

LS Ligegic Praralhel

WM Mebwork

o | ST ar

8

ADD HNEW DEVICE

.E.

-
B Connecied

CAMNCEL | oK
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Edit Settings

5. Click Add New Device and select Hard Disk. The New Hard disk entry is added.
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Edit Settings

6. Update New Hard disk memory as specified:
Small to Medium: 400 GB, (Initial size 200 GB, increasing total space to 600 GB)
Small to Large: 1000 GB, (Initial size 200 GB, increasing total space to 1200 GB)
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Edit Settings

7. Select Thin Provision from the Disk Provisioning drop-down list.
8. Click OK to complete the upgrade.

Deployment and Networ k Configuration

Select any of these options to deploy the CX Agent:

VMware vSphere/vCenter Thick Client ESXi 5.5/6.0

VMware vSphere/vCenter Web Client ESXi 6.0 or Web Client vCenter Installation
Oracle Virtual Box 7.0.12

Microsoft Hyper-V Installation

OVA Deployment
Thick Client ESXi 5.5/6.0 I nstallation

This client allows deployment of CX Agent OV A by use of the vSphere thick client.
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1. After downloading the image, launch the VMwar e vSphere Client and log in.

[E! Viiware viphere Client b4

vmware

VMware vSphere

Client

.—-1-“'-:. All wSphere features introduced in vSphere 5.5 and beyond are
avaiable only through the vSphere Web Client. The traditional
vophers Chent will conbinue to operate, supporting the same
feature set as vSphere 5.0,

To drectly manage a single host, enter the I¥ address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server,

TP address [ Mame: 10. 126, 77.60
Usar name: rat

Password: inininioi)

Login

2. From the menu, select File> Deploy OVF Template.
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vSphere Client

3. Browse to select the OV A file and click Next.
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(% Deploy OVF Template -

Source
Select the source location,

Source

OV Tierrga bee Dot
Mame and Location
Disk Format

Resdy to Comphebe
Deploy from & file or URL

' =l owse... |

Enter & LRL to downboad and install the OWF package from the Internet, or
mfrihnlmaﬂnmhhﬁwmm such as a local hard drive, @
network share, or & CDDVD drive

OVA Path

4. Verify the OVF Details and click Next.
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Template Details

5. Enter aUnique Name and click Next.




(& Depley OVF Template - m] X

Mame and Location
Spedify & name and location for the deployed template

MNarme and Location
P The name can contain up to 80 characters and it muzt be unegue within the irventony folder,

Mot Beoork MADDTs)
Ready bo Complete

Name and Location

6. Select aDisk Format and click Next (Thin Provision is recommended).



(<) Deploy OVF Template

Disk Format
Ir witich Bormat do wou want by shore the virtual disks?

i Datastore:

QUF Tempiate Detads ) atastore1 (11
Hame and Location Available saacs (GB): T
Disk Formak =)

Maztwerl; Mappeng

Rmsdy Gy Compiebe
™ Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
(¥ Thin Provision

4o | <o ||

Disk Format

7. Select the Power on after deployment check box and click Close.




(&) Deploy OVF Template - O 4

Ready to Complete
Are these the opbons you want bo use?

%LLEHHJM When you ook Finssh, the deployment task will be started.
tiame and Location Deployment settings:
r@u'-"%ﬂ OV file: Cr\Users\cocadminiDownloads\OvALCKCloudAgent 20,
g beorke Mapoa] Download sie 1.1G8
Ready to Complete Sizeondigk: 3168
Hama: CiClawdhgent_2.0_Build-144 DEMO
Hast Cluster |lacalhast
Diataskore datastorel (11}
Disk provisoeieg: Thén Provisien
Network Mappag: WM Network™ to "M Nebwork™

¥ [Pawer on after deployment]

_ o | _c<oox || emon | oo |

Ready to Complete

Deployment can take several minutes. Confirmation displays upon successful deployment.
(%) Deployment Completed Successfully = X

Deploying CXCloudAgent_2.0_Build-144_DEMO
Completed Successfully

=

8. Select the deployed VM, open the console, and go to Network Configuration to proceed with the next
steps.

Deployment Complete




Web Client ESXi 6.0 Installation

This client deploys CX Cloud OV A by use of the vSphere web.

1. Loginto the VMWare Ul with the ESXi/hypervisor credentials used for deploying VM.

vimware Esxi

VMWare ESXi Login

2. Select Virtual Machine > Create/ Register VM.
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Create VM

3. Select Deploy a virtual machine from an OVF or OVA file and click Next.
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Select Creation Type

4. Enter the name of the VM, browse to select the file, or drag-and-drop the downloaded OV A file.
5. Click Next.

Select OVF and VMDK files

St Tl OVF and VLECH Sie s o0 O Tor Bl 0 oas wigld liog 8o datpdiry

Ended 3 naarrel Ao Bt riul machane

Wirkwal maching nares can conkan up i 85 charads: ad Bty must be uskges wilhin sach ES0 inatanos.

Click to select files or drag/drop

OVA Slection

6. Select Standard storage and click Next.
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Select Storage

7. Select the appropriate Deployment options and click Next.
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Deployment Options

8. Review the settings and click Finish.
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Successful Completion

9. Select the VM just deployed and select Console > Open browser console.
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Console

10. Navigate to Network Configuration to proceed with the next steps.
Web Client vCenter Installation
This client allows deployment of CX Agent OV A by use of the Web Client vCenter.
1. Log into vCenter Client using ESXi/hypervisor credentials.
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Home Page

2. From the Home page, click Hosts and Clusters.
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Hosts and Clusters
3. Select the VM.and click Action > Deploy OVF Template.

Deploy OVF Template
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Deploy OVF



4. Add the URL directly or browse to select the OVA file.

5. Click Next.

Deploy OVF Template

2 Salect b nbme and {obder

Select a name and folder »
Specily & uniqué nameé and Eaget location
Wirtual machice nbme: RO gent_2 T _ Huld-Osiid]
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CAMCEL BACK

Name and Folder

6. Enter aunique name and browse to the location if required.

7. Click Next.

Deploy OVF Template

3 Selecl & CoMmpUte relice

Select a compute resource *
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e e

Compatindty

Compatibaly LRtk Tk cteoed

CANCEL BACK m

Select compute resource




8. Select a compute resource and click Next.
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Review details

9. Review the details and click Next.

3 Selech & oompule Nesource

4 Reveew Setals

5 Configuration

Deploy OVF Template Configuration
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Configuration

10. Select the the deployment Configuration and click Next.
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Configuration

11. Select Storage > Select virtual disk format from the drop-down list and click Next.
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Select Networks

12. Make the appropriate selections in the Select networ ks and click Next.
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Ready to complete

13. Review selections and click Finish. The Home page displays.
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VM added

14. Click thenewly added VM to view the status.
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VM Added

15. Onceinstalled, power on the VM and open the console.

A b B - 148 ~0her [ ¥ %

Open Console

16. Navigate to Network Configuration to proceed with the next steps.

Oracle Virtual Box 7.0.12 I nstallation

This client deploys CX Agent OV A though the Oracle Virtual Box.

1. Download the CXCloudAgent_3.1 OVA into the windows box to any folder.
2. Browse to the folder using the command line interface.
3. Unzip the OVA file using the command tar -xvf D:\CXCloudAgent_3.1 Build-xx.ova.



¥ gent_2.3 Build-69-1 SHAl1.m
W udAgent 2.3 Bu 11d-69 SHAL . caept
¥ CXCloudAgent 2.3 Bulld-69-1 SHAL1-diskl.vmdk
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5. From the menu, select Machine>New. The Create Virtual M achine window opens.
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6. Enter the following detailsin the Virtual machine Name and Operating System window.
Name: VM name
Folder: Location where VM datato be stored



I SO image: none
Type: Linux
Version: Gentoo (64bit)
7. Click Next. The Har dwar e window opens.
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Hardware

8. Enter Base Memory (16384 MB) and Processor s (8 CPU) and click Next. The Virtual Hard Disk
window opens.
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Virtual Hard disk
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Virtual Hard Disk

9. Select the Use an Existing Virtual Hard Disk File radio button and select the Browse icon. The
Hard Disk Selector window opens.
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Hard Disk Selector

10. Browse to the OV A folder and select the VMDK file.
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11. Click Open. Thefile displaysin the Hardwar e Disk Selector window.
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12. Click Choose. The Virtual Hard Disk window opens. Confirm the displayed option is selected.
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13. Click Next. The Summary window opens.



T Creste Wirtuad Machine

L]

Summary

14. Click Finish.
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15. Select the deployed VM and click Start. The VM powers in and the consol e screen displays for setup.



Open the console

16. Navigate to Network Configuration to proceed with the next steps.

Microsoft Hyper-V Installation

This client deploys CX Agent OV A though the Microsoft Hyper-V installation.
1. Login into the Hyper-V Manager.
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Hyper V Manager



2. Select target VM, right-click to open menu, and select Import Virtual Machine.
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Folder to Import

3. Browse and select the download folder and click Next.



Select VM

4. Select the VM and click Next.



ﬁ' Choose Import Type
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Import Type

5. Select the Copy the virtual machine (create a new unique D) radio button and click Next.



/P | Choose Folders for Virtual Machine Files
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Choose Foldersfor Virtual Machine Files

6. Browse to select the folder for VM files. Cisco recommends using the default paths.
7. Click Next.



Choose Folders to Store Virtual Hard Disks
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Folder to Store the Virtual Hard Disks

8. Browse and select the folder to store the VM hard disks. Cisco recommends using the default paths.
9. Click Next. The VM summary displays.




Completing Import Wizard

Foay e about s perform e folowing operalion.
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10. Verify al inputs and click Finish.
11. Once the import is successfully complete, anew VM is created on Hyper-V. Open the VM settings.
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Virtual Switch

12. Select the Network Adaptor from the left panel and select the available Virtual Switch from the
drop-down list.
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Sarting VM

13. Select Connect to start the VM.
14. Navigate to Network Configuration to proceed with the next steps.

Networ k Configuration
To set the CX Cloud Agent password for the cxcadmin username:

Cigcd ¥ Clowd Agent Conf iguration

Before you can log into Cizco CX Cloud Agent, you must set a mew password for
cxcadnin, which is the Cisco CX Clowd Agent username. The patsword mast neot

the Dol lowing Hequlrehents:
- Contalms a miniman of 0 characters
= Imclude=s:
= [t uppercase character
= [ne lowercase character
- e munber
= Dne of the following special characlers: T @ 8 G5 " @& » () _ »
= Ig mat a dictionary ward

2t Pazzianed ] Lt Gencrate Fassunsdy

Set Password



1. Click Set Password to add a new password for cxcadmin OR click Auto Gener ate Password to get a

new password.
Bet Fazouord

In the Pazzword and Conf irm Pazsword ficlds. enter and cosf irm & mew pazzword for
cecadmin, When o are Finizhed, zelect Seil Fasoword

(Use the Up frrowe and Dows frrow boeygs to savigate beteeen §lields.
Fresz the Tab ey to select Sct Fazoword. )

U p b | cucadnin
Paxxuord : —
Conf irm Pazsword : e |

el Fanmeeerd

New Password

2. If Set Password is selected, enter the password for cxcadmin and confirm it. Click Set Password and
go to Step 3.
OR

If Auto Generate Password is selected, copy the password generated and store it for future use.
Click Save Password and go to Step 4.

fmtogrocrated Pavsuord

Fassword | 300 RXOOINIOGT

Hake sare to store thiz pssseord ism a4 zafe place. Thizs pazsword iz required to log
inte Cisoo O Cloud Agent.

Mter you hawe ztored the pazsword in a zafc place. zelect Sawe FPassword, To return
to the previoms screen. select Cancel.

(Rave Faxoword? € Camce| *

Auto Generated Password

W

The strength of the wew password is Hedium.

To zave the pazsword, select Save Faszword, To configure a different pazsword,
gElect Cancel o relira to the St Pazsuord SCrech.

CEaue Pazzenrdd £ Cancel b

Save Password



3. Click Save Password to useit for authentication.

Hetwork Conf iguration

Fleaze enter an IPvi address and correspond ing network conf iguration
for the appliance.

(Use UpsDoun keys to navigate to next Field. Press Tab to jump to
Cont inue buttond

IF fddress: L]
Subnet Hask: I —
Gateway: e
DHS Servers: I ——
#Haximum 3 IPs with comna separator,

Chomt inuey

Network Configuration

4. Enter the | P Address, Subnet Mask, Gateway, and DNS Server and click Continue.

Conf i rmatl iom
Fleaze conf irm uhether the entrles are correct?
IF fddress:
Submet Hazk: Z55.7255.2595.0

G By e, 186.¥7.1
17 o 171 .78, 168, 183

cYes ., Cont inue> € Mo, Go Back >

Confirmation

5. Confirm the entries and click Y es, Continue.




B35 Cluster Conf lguration

By default Eubernetes will use subnet cluster-cide=172.16.16.0-25,
service-cidr=17£.16.9.0-£5 for installatiom.

Select Continue to proceed with defaunlt configuration.

If default conf iguration iz conf licting with network, then please

provide £ custon subnets For k3s instal lation seperated by comma.
For exanple: 8.0.0.0-25,0.0.0.0-25

Hote:
1. Hinimum <25 zubnet iz mandatory
£, Dustom submet should mot have same [P as m-:ﬁ:igl:n:.;l to UH

lﬂwtﬂ- Subnet - | ——

Llont inied

Custom Subnet

6. Enter the Custom Subnet IP for the K3S cluster configuration (if a customer’ s default subnet
conflicts with their devices network, select another custom subnet).
7. Click Continue.

Proxy Set Up Conf irmation

Do you want to add prowy details?

Yes, Set Up Proxy bl Mo, Continue to Conf iguratliond

Proxy Set Up

8. Click Yes, Set Up Proxy to set the proxy details or click No, Continue to Configuration to directly
proceed to Step 11.

Proxy Conf iguration
Flease enter proxy details for the network.

(Use UpsDoun keys to mavigate to mext field. Press Tab to jump to Setup
Prooy buttom)

Proxy Address: I
Fort Munber: e
Username : e —
Passuword : = -
L {Begin Conf igurationd £ Mo, Go Back >




Proxy Configuration

9. Enter the Proxy Address, Port Number, Username, and Passwor d.
10. Click Begin Configuration.

Conf lguration iz in progress...
Thiz step will take B-10 mimtes to complete.

o mol poweer of [ the sachine unilil thiz prooezs s conpletod.

I B I

CX Cloud Agent Set Up

Cisco CX Cloud Agent mlmtlnn 1

Validate the domains conmectivity. Please press Continue
and wait for a while. ..

{Conmt inued

CX Cloud Agent Configuration

11. Click Continue.



Cisco CX Cloud Agent Conf iguration

Following is the summary of CX Cloud Conmectivity
verification results.

Ensure all the conmections are successful for the
“opted in” region before proceeding.

Us:

cloudsso.cisco.con:
api-cx.cisco.com:
agent.us.csco.cloud:
ng.acs.agent.us.csco.cloud:

APJC:

cloudsso.cisco.con:
api-cx.cisco.com:
agent.us.csco.cloud:

agent.ap jc.csco.cloud:
ng.acs.agent.ap jc.csco.cloud:

EMER :

cloudsso.cisco.con:
api-cx.cisco.com:

agent .us.csco.cloud:

agent .emea .csco.cloud:

ng .acs.agent .enea .csco.cloud :

{Check Mgaind { Contime >

Configuration Continues

12. Click Continue to proceed with the configuration for successful domain reach. The configuration can
take several minutes to compl ete.

% Note: If the domains cannot be reached successfully, the customer must fix domain reachability
by making changesin their firewall to ensure that domains are reachable. Click Check Again
once the domains reachability issue is resolved.



The Cizco (X Cloud Agent Selup

The meluork conl iguration ki been seccesshul ly conpleted.

13 :

Subnet Mazk 1 255,255,255.0
[y—" : 10.126.77.1
S Server @ 171,70.168,183

Ta gemcrate Lthe pairing code PREESS koy (Regizler Lo OX Clowsdl

Register to CX Cloud

13. Click Register to CX Cloud to obtain pairing code.

Clzco X Closd Agent Setup
The network conl iguration has been meccesafully completed.

ir H
Sabeet Mazk =
EL R T B L e |

S Server I g s R L

The pairing code iz Theku?

Pleaze go to O Closd and enter thiz pairing code.
The Code will be walid for 5 missles,

Tine lefi in socosds. ..

Pairing Code

14. Copy the Pairing Code and return to CX Cloud to continue the setup.

CX Clowd fgent zetup iz complete. Fleaze go to CX Cloud to start uzing the

Registration Successful

waluable data provided by CX Cloud fgent.

Registration Successful

% Note: If the pairing code expires, click Register to CX Cloud to generate new pairing code

(Step 13).

15. Click OK.

Alternative Approach to Generate Pairing Code Using CL |




Users can also generate a pairing code by using CLI options.
To generate a pairing code using CLI:

1. Loginto the Cloud Agent via SSH using the cxcadmin user credential.
2. Generate the pairing code using the command cxcli agent gener atePairingCode.

B Eugll sl gunsigratoiladr gl s

Generate Pairing Code CLI

3. Copy the Pairing Code and return to CX Cloud to continue the setup.
Configuring Devices To Forward Syslog to CX Cloud Agent
Prerequisites

Supported Cisco Catalyst Center versionsare 2.1.2.0t0 2.2.3.5, 2.3.3.4 t0 2.3.3.6, 2.3.5.0, and Cisco
Catalyst Center Virtual Appliance

Configure Syslog Forward Setting

To configure Syslog Forwarding to CX Agent in the Cisco Catalyst Center, perform these steps:
1. Launch Cisco Catalyst Center.

2. Go to Design > Network Settings >Network.
3. For each site, add the CX Agent IP asthe Syslog Server.

L cd SR [ r FESTTRESN Al B N

IR TR

Syslog Server



% Note: Once configured, al devices associated with that site are configured to send syslog with level
critical to CX Agent. Devices must be associated to a site for enabling the syslog forwarding from the
deviceto CX Cloud Agent. When a syslog server setting is updated, all devices associated with that
site are automatically set to default critical level.

Configuring Other Assets (Direct Device Collection) to Forward Syslog to CX Agent

Devices must be configured to send Syslog messages to the CX Agent to use the Fault Management feature
of CX Cloud.

% Note: The CX Agent only reports syslog information from Campus Success Track Level 2 assets to
CX Cloud. Other assets are prevented from having their syslog configured to CX Agent and do not
have their syslog data reported in CX Cloud.

Existing Syslog Serverswith Forward Capability

Perform the configuration instructions for the syslog server software and add the CX Agent IP Addressas a
new destination.

% Note: When forwarding syslogs, ensure that the source | P address of the original syslog messageis
preserved.

Existing Syslog Serverswithout Forward Capability OR without Syslog Server

Configure each device to send syslogs directly to the CX Agent IP Address. Refer to this documentation for
specific configuration steps.

Cisco |10OS® XE Configuration Guide

AireOS Wireless Controller Configuration Guide

Enabling Information Level Syslog Settingsfor Cisco Catalyst Center

To make Syslog Information level visible, perform these steps:

1. Navigate to Tools>Telemetry.


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/configuring_system_and_message_logging.html

Discovery
inventory
Topology
Image Repository
Command Runner
License Manager

Template Editor

Telemetry

Data and Reportis




Tools Menu

2. Select and expand the Site View and select asite from site hierarchy.

Cisco

[
: Acticeny v £ Al
B paicry

Corv Pl Ackdrman Type T iy W Prosfie

Ste View

3. Select the required site and select all devices using the Device name check box.

4. Select Optimal Visibility from the Actions drop-down.

i
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Actions

Backing Up and Restoring the CX Cloud VM

It is recommended to preserve the state and data of a CX Agent VM at a specific point in time using the
snapshot feature. This feature facilitates CX Cloud VM restoration to the specific time that the snapshot is

taken.
Backing Up the CX Cloud VM

To back up the CX Cloud VM:

1. Right-click the VM and select Snapshot > Take Snapshot. The Take Virtual Machine

Snapshot window opens.
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Open in New Window... Ctrl+Alt+N
Remove from Inventory

Delete from Disk

Power »

lications.
Guest » PP
Snapshot » [ TakeSnapshot.. |
0"’“ Console [@ Revertto Current Snapshot
Edit Settings... I3 Snapshot Manager...

C lidat

Add Permission... Ctrl+P onsolidate
.Report Performance... |virtual machine
Rename

rirtual machine

chine settings

p_C¥Clnudbnent 79 Build-0 Witin 10 196 77110 T 11

Sect VM

—MName

[snapshot_Name <Provide_Snapshot_name >

— Description

<Description for "ef>

[ Snapshot the virtual machine's memory
™ Quiesce guest file system (Needs VMware Tools installed)

Take Virtual Machine Snapshot

‘ oK | Cancel

2. Enter Name and Description.

%‘ Note: Verify that the Snapshot the virtual machine’s memory check box is cleared.

3. Click OK. The Create virtual machine snapshot status displays as Completed in the Recent Tasks
list.
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What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
appications. An operating system installed on a virlual
maching is called a guest operating system

Because every viual machinge is an isolated computing
environment, you can use virual machines as deskiop or
workstation environments, as testing environments, or to

Conssle ' Permissions

close tab [x

Virtual Machines
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consolidate server applications.

Virtual machines run on hosts. The same host can run
many virtual machines.

127 Chaltr:

Basic Tasks wSphere Client

B Power Off the virtual machine

[l Suspend the virtual machine

{p Edit virtual machine settings

Recent Tasks

Mame, Tarpet or Status contins: ~ I Clear  ?
a5 | Detaik |Initistedby | Requested Start Time
Complatad VP 11/3f2022 10:55:31 AM
Complaed rock 11/3/2022 10:55:20 AM
Completed vpauser 1132022 10:58:41 AM
Complaad rook 11/3f2022 10:58:31 AM

Mame | Target
%) Download VM configuration
ﬂ Revert snapshot

%Y Download VM configeration
:’a Create viriual machine snapshot

aeeae ¥

§ OicloudAgent_2.2 Brild-35_122_Adiys test

@ Oiloudhgent_2.2_Build-35_122_diya_fest

Recent Tasks

Restoring the CX Cloud VM

To restore the CX Cloud VM:

1. Right-click the VM and select Snapshot > Snapshot M anager. The Snapshots of the
VM window opens.
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hré virtual machine
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: Build-¢ f
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- TR,

Sdlect VM window



Snapshots Window

2. Click Go to. The Confirm window opens.
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Confirm Window



3. Click Yes. The Revert snapshot status displays as Completed in the Recent Tasks list.
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Recent Tasks

. Right-click the VM and select Power > Power On to power on the VM.
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Security

CX Agent assures the customer of end-to-end security. The connection between CX Cloud and CX Agent is
TL S secured. Cloud Agent’s default SSH user is limited to perform only basic operations.

Physical Security
Deploy CX Agent OVA image in a secured VMware server firm. The OVA is shared securely through
Cisco software download center. Bootloader (single user mode) password is set with arandomly unique

password. Users must refer to this FAQ to set this bootloader (single-user mode) password.

Account Security


https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/cx-cloud-agent/217292-cx-cloud-agent-overview.html#anc32

During deployment, the cxcadmin user account is created. Users are forced to set a password during the
initial configuration. cxcadmin user/credentials are used to access both the CX Agent APIs and to connect to
the appliance over SSH.

cxcadmin users have restricted access with the least privileges. The cxcadmin password follows the security
policy and is one-way hashed with an expiry period of 90 days. cxcadmin users can create a cxcroot user
using the utility called remoteaccount. cxcroot users can gain root privileges.

Network Security

The CX Agent VM can be accessed using SSH with cxcadmin user credentials. Incoming ports are restricted
to 22 (SSH), 514(Syslog).

Authentication

Password based authentication: Appliance maintains a single user (cxcadmin) which enables the user to
authenticate and communicate with the CX Agent.

* Root privileged actions on the appliance using SSH.

cxcadmin users can create cxcroot user using a utility called remoteaccount. This utility displays an
RSA/ECB/PKCS1v1 5 encrypted password which can be decrypted only from the SWIM portal

(DECRY PT Request Form). Only authorized personnel have access to this portal. cxcroot users can gain
root privileges using this decrypted password. Passphrase is valid only for two days. cxcadmin users must
recreate the account and obtain the password from the SWIM portal post password expiry.

Hardening

CX Agent appliance follows Center of Internet Security hardening standards.

Data Security

CX Agent appliance does not store any customer personal information. Device credential application
(running as one of the pods) stores encrypted server credentials inside secured database. The collected data
isnot stored in any form inside the appliance except temporarily when it is being processed. Telemetry data
is uploaded to CX Cloud as soon as possible after the collection is complete and is promptly deleted from
local storage after it is confirmed that the upload was successful.

Data Transmission

The registration package contains the required unique X.509 device certificate and keys to establish secure
connection with lot Core. Using that agent establishes a secure connection using Message Queuing
Telemetry Transport (MQTT) over Transport Layer Security (TLS) v1.2

L ogs and Monitoring

L ogs do not contain any form of Personal Identifiable Information (PIl) data. Audit logs capture all security-
sensitive actions performed on the CX Cloud Agent appliance.

Cisco Telemetry Commands

CX Cloud retrieves asset telemetry using the APIs and commands listed in the Cisco Telemetry Commands.
This document categorizes commands based on their applicability to the Cisco Catalyst Center inventory,



https://swims.cisco.com/abraxas/decrypt
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
https://www.cisco.com/c/dam/en/us/support/docs/cloud-systems-management/Cisco-CX-Collector/cisco-telemetry-commands.pdf

Diagnostic Bridge, Intersight, Compliance Insights, Faults, and all other sources of telemetry collected by
the CX Agent.

Sensitive information within asset telemetry is masked before being transmitted to the cloud. The CX Agent
masks sensitive data for all the collected assets that send telemetry directly to the CX Agent. Thisincludes
passwords, keys, community strings, usernames, and so on. Controllers provide data masking for all
controller-managed assets before transferring this information to the CX Agent. In some instances,
controller-managed assets telemetry can be anonymized further. Refer to the corresponding product support
documentation to learn more about anonymizing the telemetry (for example, the Anonymize Data section of
the Cisco Catalyst Center Administrator Guide).

While thelist of telemetry commands cannot be customized and the data masking rules cannot be modified,
customers can control which assets' telemetry CX Cloud accesses by specifying data sources as discussed in
the product support documentation for controller-managed devices or the Connecting Data Sources section
of this document (for Other assets collected by CX Agent).

Security Summary

Security Features |Description

Bootloader (Single user mode) password is set with arandomly unique password.

Bootloader Password Users must refer to FAQ to set his bootloader (single user mode) password.

SSH:

Access to appliance using cxcadmin user requires credentials created during
User Access installation.

Access to appliance using cxcroot user requires credentials to be decrypted using
SWIM portal by authorized personnel.

cxcadmin: default user account created; User can execute CX Agent application
commands using cxcli and has least privileges on the appliance; cxcroot user and its

User Accounts encrypted password is generated using cxcadmin user.

cxcroot: cxcadmin can create this user using the utility remoteaccount; User can
gain root privileges with this account.

Password is one-way hashed using SHA-256 and stored securely.
cxcadmin password
policy - Minimum eight (8) characters, containing three of these categories. uppercase,
lowercase, numbers, and special characters.

cxcroot password is RSA/ECB/PKCS1v1 5 encrypted

cxcroot password -+ The passphrase generated needs to be decrypted in SWIM portal.
policy

The cxcroot user and password is valid for two days and can be regenerated
using cxcadmin user.



https://www.cisco.com/c/en/us/support/cloud-systems-management/index.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/index.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-5/admin_guide/b_cisco_dna_center_admin_guide_2_3_5/b_cisco_dna_center_admin_guide_2_3_5_chapter_010.html#id_122699
https://www.cisco.com/c/en/us/support/cloud-systems-management/index.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/cx-cloud-agent/217292-cx-cloud-agent-overview.html#Grub

Minimum of eight characters that contains three of these categories. uppercase,

ssh login p ord lowercase, numbers, and special characters.

policy Fivefailed log in attempts lock the box for 30 minutes; Password expiresin 90
days.
Ports Open Incoming Ports — 514(Syslog) and 22 (SSH)
No Customer information stored.
Data Security - No Device data stored.

Cisco Catalyst Center server credentials encrypted and stored in the database.




