Use Microwave ACM Signaling on ASR 920
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Background Information

Microwave adaptive coding modulation (ACM) is an ethernet connectivity fault management feature that
allows monitoring the behavior of microwave links[1]. When used together with EEM scripts, ACM allows
the router to dynamically change microwave configurations to:

* Optimize routing.
» Control congestions.
» Enableloss protections.

Suppose there is an active snowstorm and signal strength gets reduced. When ACM detects signal
degradation on amicrowave link, an EEM script configured on the IPMPL S access node can trigger these
actions[2]:

» Adjust the IGP metric of the microwave link to reflect the new (degraded) capacity.

» Change the QoS policies on the interface towards the microwave link to ensure expedited forwarding
(EF) traffic is sent.

* Remove the degraded link from routing, consequently forcing a path recalculation for loss protection.

Prerequisites

For ACM signaling to work, some key prerequisites to meet are:

* ASR 920 isrunning Cisco IOS® XE 3S, 16 or 17.

» The microwave transceiver in the network topology must support adaptive bandwidth modulation.

» The microwave transceiver must support the Ethernet CFM extension for microwave devices as
defined by Cisco.

 All devices connected directly to the microwave transceiver must support signal degradation (SD)



functions.

A full list of prerequisites can be found in section Microwave ACM Signaling Configuration and EEM
Integration within [2].

How to Configure ACM Signaling

ACM signaling is configured in two parts. Thefirst part is a set of global configuration commands, and the
second part is configured per service instance.

The service instance to be used with ACM signaling is configured within a physical interface or a port-
channdl.

Use these commands to configure the ACM. Replace bold text with custom values or names.
ASR920( confi g) #et hernet cfmi eee
ASR920( confi g) #et hernet cf m gl obal
ASR920( confi g) #et hernet cfm domain MyCf nDomai n | evel 3

ASR920( confi g- ecf nm) #servi ce MyCust oner Servi cel nstance evc MyEvc vl an
123 direction down

ASR920( confi g-ecf m srv) #conti nuity-check

ASR920( confi g-ecf msrv)#continuity-check interval 10s — Only predefined
options available. Use ? to see available options. This command is optional.

ASR920( confi g-ecf m srv) #exi t

ASR920( confi g- ecf n) #exi t

ASR920( confi g) #et hernet evc M/Evc

ASR920( confi g- evc) #exi t

ASR920(config)#int gig 0/0/0

ASR920(config-if)#no ip address

ASR920( config-if)#no shutdown

ASR920(config-if)#service instance 123 ethernet M/Evc
ASR920( config-if-srv)#encapsul ati on dotl1lq 123
ASR920(config-if-srv)#rewite ingress tag pop 1 synmmetric
ASR920( config-if-srv)#bridge-domain 123
ASR920(config-if-srv)#cfmnmep domain MyCf nDomai n npid 100
ASR920( confi g-if-srv)#end

Refer to [2] and [3] for descriptions of the purpose of each command.



For link degradation to trigger an event, hold-off timer, loss threshold, and wait-to-restore (WTR) timers can
be configured. These parameters are optional settings, and are configured at the interface (physical or
logical) level with these commands:

ASRO920(config)#int gig 0/0/0

ASR920(config-if)#ethernet event m crowave hol d-off 10
ASR920( config-if)#ethernet event m crowave | oss-threshold 15
ASR920( config-if)#ethernet event mcrowave wr 16

ASR920( confi g-if)#end

Hold off timer refersto how long the microwave link must be in a degraded state before declaring it as
degraded. The default valueis 0 seconds.

Loss threshold refers to the number of bandwidth notification messages that must be received by the ASR
920 from the transceiver to declare the link as degraded. The default value is 3 messages.

WTR timer refersto the time the router has to wait before announcing that the signal has recovered from the
degraded state. This prevents flapping due to intermittent recovery events. The default value is 10 seconds.

A detailed explanation of the timers can be found at [2] and [3].

Verify ACM Signaling IsWorking

Use these commands to verify if ACM isworking:
ASR920#show et hernet event m crowave status [interface gig 0/0/0]
ASR920#show et hernet event m crowave statistic

A sample output of the status command is shown here. This output is for ACM configured on three different
service instances within a port-channel.

ASRI920#show et her net event m crowave st atus

M crowave Bandwi dth Status for Port-channel 10

St at e: SI GNAL_ DEGRADED
Hol d Ti ne: 10 seconds
Restore Ti ne: 10 seconds

Loss Threshol d: 2

Total VSM Receive Count: 64
Total VSM Drop Count: 0
Total BNM Receive Count: O

Total BNM Drop Count: 0



Sender Address 3c4c. d0c8. 4705

St at e:

El apsed tinme in this state:
Nom nal Bandw dt h:
Current Bandw dt h:
Lowest Bandw dt h:

Last VSM Recei ved:
VSM Recei ve Count:
VSM Dr op Count:

VSM Per i od:

Last BNM Recei ved:
BNM Recei ve Count:
BNM Drop Count:

BNM Peri od:

Hol d Ti nmer:
Wait-to-Restore Tiner:

Peri odic Tiner:

Transitions into degraded state:

Sender Address 3c4c. d0c8.f2ch

St ate:

El apsed tinme in this state:
Nom nal Bandw dt h:
Current Bandw dt h:
Lowest Bandwi dt h:
Last VSM Recei ved:
VSM Recei ve Count:
VSM Drop Count:
VSM Peri od:

Last BNM Recei ved:

SI GNAL_ DEGRADED
00: 04: 11
598 Mops
114 NMops

114 Mops

Thu Jan 27 21:36:19. 992

27
0
10 second
Never

0

0

10 seconds
Not

runni ng

Not runni ng

23 seconds rermai ni ng

1

SI GNAL_ DEGRADED
00: 02: 53
598 Mops
114 NMbops

114 Mops

Thu Jan 27 21: 36: 18. 548

19
0
10 second

Never



BNM Recei ve Count: 0

BNM Dr op Count: 0

BNM Peri od: 10 seconds

Hol d Ti ner: Not runni ng
Wait-to-Restore Tinmer: Not runni ng

Periodic Tinmer: 21 seconds remai ni ng

Transitions into degraded state: 1

Sender Address 3c4c. d0c8.f2c6

St at e: SI GNAL_ DEGRADED

El apsed tinme in this state: 00: 02: 43

Nom nal Bandw dt h: 598 Mops

Current Bandw dt h: 114 NMops

Lowest Bandw dt h: 114 Mops

Last VSM Recei ved: Thu Jan 27 21: 36: 18. 596
VSM Recei ve Count: 18

VSM Dr op Count: 0

VSM Peri od: 10 second

Last BNM Recei ved: Never

BNM Recei ve Count : 0

BNM Drop Count: 0

BNM Per i od: 10 seconds

Hol d Ti nmer: Not runni ng
Wait-to-Restore Tiner: Not runni ng

Periodic Tiner: 21 seconds remaini ng

Transitions into degraded state: 1

How to Configurean EEM Script for ACM Events

When EEM scripts are used with ACM signaling, the script is triggered by two events, asignal degraded
(sd) event, or aclear signal degraded (clear-sd) event.

For the signal-degraded event, a bandwidth threshold must be configured. This threshold in the EEM script



is set to the nominal bandwidth value. If this value is unknown, the Cisco configuration guide recommends a
value of 1000.

There must be one SVI/BD per physical link. Also, one EEM script isrequired per physical link.
Thisis an example of an EEM script that triggers when the signal is degraded (sd):
ASR920( confi g) #event manager applet MEentcri pt _Si gnal Degr aded

ASR920( confi g- appl et) #event ethernet nmicrowave sd interface
gi gabi tethernet 0/0/0 threshold 400

ASR920( confi g- appl et) #action 1 syslog nsg "Any desired action to be
i mpl enent ed”

ASR920( confi g- appl et) #action 2 syslog nmsg "for exanple, adjust BW
QS policies, shut |ink"

ASR920( confi g- appl et) #end
Thisis an example of an EEM script that triggers when signal degraded state gets cleared (clear-sd):
ASR920( confi g) #event manager applet MEentcri pt C ear edSi gnal Degr aded

ASR920( confi g- appl et) #event ethernet m crowave cl ear-sd interface
gi gabi tet hernet 0/0/0

ASR920( confi g-appl et)#action 1 syslog nsg "Any desired action to be
i mpl enent ed”

ASR920( confi g- appl et)#action 2 syslog nsg "for exanple, restore to
original configuration”

ASR920( confi g- appl et) #end

For additional examplesrefer to sample configurations on [2] and [3].



