Upgrade Apache Tomcat Manually
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This document describes how to manually upgrade A pache Tomcat on CCE.
Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» Contact Center Enterprise (CCE) 12.6
» Apache Tomcat

Components Used

The information in this document is based on these software and hardware versions;

» CCE126
* Apache Tomcat 9.x

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Upgrade

In most instances, updating Tomcat using Cisco Upgrade Tomcat Utility resolves vulnerabilities. There are
times when upgrading Tomcat fails, configuration is corrupt, or a new person updates Tomcat using the files



they find Online.

Caution: Please take aVVM snapshot before starting this procedure. Contact TAC for any
assistance.

Before Upgrade

1. Download the Tomcat installer (apache-tomcat-version.exe) from the Tomcat website:
http://archive.apache.org/dist/tomcat/tomcat-9/.

2. Copy theinstaller onto the Unified CCE component VMs. In this upgrade, | used tomcat version
9.0.89.


http://archive.apache.org/dist/tomcat/tomcat-9/

Index of /dist/tomcat/tomcat-9/v9.0.89/bin

Name Last modified Size Description

Parent Directory -

embed / 2824-85-87 17:55 -
apache-tomcat-9.08.89-deplover.tar.gz 2824-85-83 28:31 2.8M

apache-tomcat-9.8.89-deployer.tar.gz.asc 2824-85-83 28:31 833
apache-tomcat-9.8.89-deplover.tar.pgzr.sha51? 2024-85-83 20:31 166

apache-tomcat-9.8.89-deployer.zip 2824-05%-03 28:31 2.8M
apache-tomcat-9.08.89-deployer.zip.asc 2824-85-83 28:31 833
apache-tomcat-9.8.89-deployer.zip.sha512 2824-85-83 28:31 163
apache-tomcat-9.8.89-fulldocs.tar.gz 2824-85-83 20:31 7.3M

apache-tomcat-9.8.89-fulldocs.tar_gz.asc 2824-85-83 20:31 833

apache-tomcat-9.8.89-fulldocs.tar.gz.sha512 20824-85-83 20:31 166

apache-tomcat-9.8.89-windows-x6d.z1p 2824-85-83 28:31 13M
apache-tomcat-9.8.89-windows-x64.zip.asc 2024-85-83 28:31 833

apache-tomcat-9.8.89-windows-x64.zip.sha512 2024-85-83 20:31 166

apache-tomcat-9.8.89-windows-x86.zip 2824-85-83 28:31  13M

apache-tomcat-9.08.89-windows-xB6.zip.asc 2824-85-83 28:31 B33

) (] o (o) o (0 o) o () () o () () 0 () R

1! apache-tomcat-9.8. 2824-05-03
L] apache-tomcat-9.8.89.exe.asc 2024-95-03 28:31 833

Inthislab, an AW server was used to upgrade Tomcat.
Uninstall the Current Tomcat

Step 1. Stop the distributor service:



| State | Startup
co ICM pcce Distributor Running Automatic

Step 2. Stop the Tomcat, 11S admin and World wide web service from windows services.msc.

Open Services.msc:
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Remove Apache Tomcat from your computer.

Apache Tomeat vl be uninstalled from the following folder. Click Uninstall to start the
g tall Bon,

Uninstaling from: | C:Yyomitomcat)
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Remove all files in your Apache Tomcat 9.0 Tomcat9 directory? (if you
have anything you created that you want to keep, click No)
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Uninstallation Complete
Uninstall was completed successfully.

Completed

< Back Cancel

Install Tomcat

Step 1. Copy the Apache Tomcat installer (the EXE file) to c:\Temp:

Application Tools
’ 1~| » ThisPC » Local Dsk(C:) » Temp » w ':-'|
-
Mame Saze Type Date modefied
k prcess
) y { KB Teut Diocymant 1009/ 2024 955 P
g.p. " 4 - "
[4] spache-tomeat-5.0.89.exe 1285 KB Application /2772024 3:20 PM
TS L4 - T TTY T
machineagent.oip BEEE  Dip Archine 61072024 413 A
wleads & B semeatConfigini KB Configuration sett .  10/24/2023 515 AM
ures * 1| BRED.AL0-372 Install 10-24-2023 051500 4KB  Text Document 1002472023 515 A

Step 2. From CMD as administrator run the installer using this command:



Note: Your version can be different: C:\temp\apache-tomcat-9.0.89.exe /s /D=C:\icm\tomcat.

Step 3. Proceed with the prompts to install. Thereis only one option you need to modify or search, and that
isfor the JRE folder.



#| Apache Tomcat Setup: Java Virtual Machine path selection — X
Java Virtual Machine %«:

Java Virtual Machine path selection.

Please select the path of a Java 8 or later JRE installed on your system.

| £:\Program Files (x86)\OpenJDK\jre-8.0,352.08-hotspot

< Back Next = Cancel

Backup Tomcat Folder to Delete Tomcat Directories

Oncetheinstal is complete, prior to beginning work the Tomcat Folder needs to be backed up in case the
need to start over.

Step 1. Backup the Tomcat folder created:

c:\icm\tomcat

Step 2. Delete the directory, ' C:\icm\tomcat\webapps\docs
Step 3. Delete the directory, ' C:\icm\tomcat\webapps\manager’

Step 4. Delete the directory,' C:\icm\tomcat\webapps\ROOT"
Copy Tomcat Files

Step 1. Open CMD as administrator and run these 4 queries :

copy /Y C:\icm\bin\setup.war C:\icm\tomcat\webapps\setup.war

copy /Y C:\icm\install\unifiedconfig.war C:\icm\tomcat\webapps\unifiedconfig.war

copy /Y C:\icm\install\cceadmin.war C:\icm\tomcat\webapps\cceadmin.war

copy /Y C:\icm\install\ccbu-common-shindig-server.war C:\icm\tomcat\webapps\ROOT .war



Step 2. From the command prompt, execute these steps:

1."% CCE_JAVA _HOME%\bin\java" -cp C:\icm\bin Unzip C:\icm\install\unifiedconfig-realm-
assembly.zip C:\icm\tomcat\lib

2."%CCE_JAVA _HOME%\bin\java" -cp C:\icm\bin Unzip C:\icm\install\shindig-cache-
assembly.zip C:\icm\tomcat\lib

Step 3. From the command prompt, execute these steps to copy the jar files from ICM to tomcat directory:

1. copy /Y C:\icm\bin\catalina.properties C:\icm\tomcat\conf\catalina.properties
2. copy /Y C:\icm\bin\icm-websetup-shared.jar C:\icm\tomcat\lib\icm-websetup-shared.jar
3. copy /Y C:\icm\bin\registry.jar C:\icm\tomcat\lib\registry.jar
4. copy /Y C:\icm\bin\jntservicesjar C:\icm\tomcat\lib\jntservicesjar
5. md C:\icm\tomcat\bin\i386 (M ake Directory)
6. copy /Y C:\icm\bin\isapi_redirect.dll C:\icm\tomcat\bin\i386\isapi_redirect.dll
7. copy /Y C:\icm\bin\web.xml C:\icm\tomcat\conf\web.xml
8. copy /Y C:\icm\bin\catalina-jmx-remote,jar C:\icm\tomcat\lib\catalina-jmx-remote.jar
9. copy /Y C:\icm\install\web.config C:\icm\tomcat\bin\i386\web.config
10. copy /Y C:\icm\bin\server.xml.l1S.custom C:\icm\tomcat\conf\server.xml



Add Missing Files

Step 1. In the next step, move over two files: uriworkermap.properties and workers.properties from a
working server, where the Tomcat install is working correctly.

1. Notice the two files are missing.

This PC » Local Disk (C:) * wem » tomcat * conf

catalina.pohcy
catalina.properties
legging.properties
context.omil
Jaspic- providers.xmi
seryeromil
tomcat-usersaxml
weeh il

& Jaspic-providers.xsd

& tomcat-users.xsd

2. Copy the missing files from aworking server.



This PC » Local Disk(C:) » wem » tomcat » conf
Mame Ie

catalina.policy
catalina.properties
logging.properties
urmvorkermap.properties
workers.properties 1KB PROPERTIES File
contextami
Jaspic- providers.xml
serveramil
tomcat- users.xmi
wieb.omil

2] jaspic-providers.xsd

&] tomcat-users.asd
Step 2. Add missing registry information for options in Apache tomcat Registry key.

Thisinformation is Specific for ICM and is not added by default:

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Apache Software
Foundation\Procrun 2.0\Tomcat9\Par ameter s\Java

Information added to options Key subsequent to the last line in Options. The subsequent string must be add
including the hyphens present:

-DICM_ROOT=C:\icm
-Dcom.sun.management.jmxremote.ssl.need.client.auth=false
-Dcom.sun.management.jmxremote.authenticate=false
-Dcom.sun.management.jmxremote.port=1299
-Dcom.sun.management.jmxremote.ssl=false
-XX:MaxPermSize=128m

-Dfile.encoding=UTF8

-Dclient.encoding.override=UTF-8
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Enable Inheritance and Start the Tomcat Service

Step 1. Last step before starting tomcat and 11S service is to validate inheritance for the folder. If you miss
this step, a 500 internal server error isreturned when 11S attempts to use the redirect isapi.dil file.

As 1S no longer has permissions for the Tomcat Folder:

1. Navigate to c:\icm\

2. Find the folder Tomcat.

3. Right click and select properties.
4. Choose Security > Advanced.
5. Click Enable Inheritance.

6. Click Apply.

The user rights inherited are from c:\icm.
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FRTCRIRTE IR 12_B_& W U 1Y _33 FIBE TOBEr O LV LU 35300 A
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For additional information, double-click a permission entry. To modify & permassion entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inhented from Applies to
BR Allow  SYSTEM Full control MNone This folder, subfolders and files
BR Allew  Administrators (CCEDATAVAD...  Full control MNone This folder, subfelders and files
BR Allow  LOCAL SERVICE Full control None This folder, subfolders and files

| Disable inheritance |

[[]Replace all child object permission entries with inheritable permission entries from this object
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Step 2. Verify the updated version isinstalled by running the ver sion command:
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Step 3. Start the distributor service.

Computer Name: ccedala Close

Sennces State Startup

] Cisco ICM pece Distibutor Stopped Automalic

.| Manual Help

Step 4. Start Apache Tomcat, 11S, and World wide web service from services.msc:



File Action WView Help

e D= Hm »enw

4, Services (Local) || Name = Description  Status Startup Type  Log On As
@}Aﬂiﬂx Installer (AxlnstSY) Provides Us... Manual Local Syste...
l;*i!.ﬁ.l.lwn Router Service Routes Allle... Manual (Trig... Local Service

Apache Tomcat 9.0 Tomcatd Apache To.. FRunning Manual Local Service
£, App Readiness Gets apps re... Manual Local Syste...

:ﬂﬁppdymmicsh'lulimﬂgc.,. Appdynami.. Running Automatic Local Syste...

File Action View Help
Bez B »enw
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#ANS Admin Senvice Enables this... Running Automatic Local Syste...
:ﬁ IKE and AuthlP IPsec Keying... The [KEEXT .. Running Automatic (T.. Local Syste...
"E.!l labarsrbmon Comarnr Mabardinm Coshlar qisa Mocaklad I msall Cosrtbm
&y Workstation Creates and... Running Automatic MNetwork 5...
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