Troubleshoot Hybrid Calendar with Exchange
Connector Error " Pending Activation by Admin"
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I ntroduction

This document describes how to identity and repair errors while enabling Scheduling with Hybrid Calendar
with Exchange for Webex usersin Control Hub.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

* A Webex Organization.

» Webex Hybrid Caendar.

» Microsoft Exchange Admin Console.
Components Used

The information in this document is based on these software and hardware versions:



» Webex Control Hub build 20240919-84b27¢c9
» Microsoft Exchange 15.2 (Build 529.5)
» Chrome browser 129.0.6668.58 (Official Build) (arm64)

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background

When enabling Hybrid Calendar with Exchange for Webex users in Control Hub, the status does not change
to Activated and is stuck in error: "Pending Activation by admin..."

Control Hub error

At Control Hub > Management > Users> User affected > Hybrid Services> Calendar Service, the
statusis stuck on "Pending Activation by admin ..."

9 Windows Client 3

® Active = winchent3@e " "= " " % -+ Member of WbXBasic

Summary  Profile  General Meetings Calling Messaging |Hybrid Services | Devices  Vidcast
—
Calendar Service To create a Webex meeting space, add @meet W the meeting invite. For meealings in your personal Webex space, add @webex.
Allow calendar service D

Calendar Type O Microsoft Exchafue/Office 365

Google Calendar

Status Pending Activation by admin on Sep 22, 2025 8:37 AM (EDT) ¥

Choose the user's assigned resource group. The Webex cloud will remove this user and assign them to their service resource group.

Resource Group Resource Group A (Stable) o

Control Hub error
Gathering logs

Control Hub

From your browser (preferably in incognito mode) :
Chrome: Open DevT ools > Networ k
FireFox: Open Web Developer Tools > Network.

Navogate to admin.webex.com > Management > Users > User affected > Hybrid Services > Calendar
Service.

Click Status and locate the Request URL which ends with & servicel d=squar ed-fusion-cal.



webex Control Hub .
€ Users A = y " Other
Windows Client 3
® Active - winclient3@vizeainovich.com - Member of WhXBasis
Summary  Profile  General Meetings Calling  Messaging  Hybrid Servi
£ Hybrid Services
Recent status updates
The latest 20 stalus updates 1o the calendar service are displayed below.
Time (EOT) Status Node Cluster Details
Sep 22, 2025 8. Service enabied Pending activation
Sep 22, 2025 6-... Service disabled
The conneclor fa,.
Sep 21, 2025 34, Errar
Received "notSp..
Sep 21, 2025 23, Error The conneclor fa,
Sep 21, 2025 10-... Activated
Sep 27, 2025 10, Error Mo operational ¢...
Sep 17, 2025 4:0... Activated
Mo operational ¢..
Sep 17,2025 35, Errar
L Tha usare raen
Request URL

Request URL

https://uss-a.wbx2.com/uss/api/vl/orgs/904cbfb5-0f49-4339-a40c-ad473ac7ab24/userJournal/45877071-3636-4

The userld appears after /user Jour nal/ and before the ?limit parameter. This identifier is needed to lookup
inside of the Expressway L ogs.

45877071-3636-473f-a6f6-c34€91514609



Tip: The fastest way to find the user 1D is by checking the URL in the address bar.



< Users

Q Windows Client 3

® Active WINCEEN 3 - - - = Member of WEXBasic

MONTORING

Summary  Profile eferal  Meetings  Calling  Messaging  Hybeid Services  Devices  Vidcast

To create a Webex meeting space, add @meet to the meating invite. For meetings in your personal Webex space, add @webex

Allow calendar service [ O]
MANAGIMENT

Calendar Type © Microsoft Exchongefaffice 365
= Googht Calendar

Status Pending Activation by admin on Sep 22, 2025 8:37 AM (EDT) »

Choose the user's assigned resource group. The Webex cloud will remove this user and assign them to their Service resource group

Rescurce Groug

Resource Group A (Stable) w

Address Bar
Expressway Connector

With the userld from Control Hub, proceed to enable Diagnostic Logging, deactivate and reactivate the user,
wait roughly five (5) minutes, and then collect the logs.

Navigate to M aintenance > Diagnostics > Diagnostic logging.



Caution: Make sure to set Log Levelsto DEBUG or WARNING to trap the required logs. Go
to Maintenance > Diagnostics > Hybrid ServicesLog L evels.

Ilclllslélf.;l Cisco Expressway-C T 1
T _ —
| seiectan]
Understanding Logging Levels
DEBUG Detailed information for diagnosing issues

INFO General operational messages




WARN Potentially harmful situations
ERROR Error events that still allow the app to continue running
FATAL Very severe error events that lead to app termination
The most verbose level, offering the most detailed diagnistics for in-depth
TRACE :
troubleshooting

Navigate to M aintenance > Diagnostics > Diagnostic logging and click Start new log button to initiate
logging. If Expressways are part of a Cluster, enable them in the primary node.

atlear]ns
CISCO Cisco Expressway-C m
Status » Systemn Apgiications » Users » Maintenance» = 7 Heolp ¢ Legoul
Diagnostic logging | ou are here: Mastenancs ¢ Dianosics © Diagneste lagging |
Logping status
Started logging 3t Monday 22nd of Seplember 2025 0536:04 AM (US/Easiem) lopging staried by 3amin172.166 27
Slopped logging at Monday 22nd of Seplember 2025 05 5519 AM (US/Easiem)

Maiked

Take Icpdump whis kgpng

Filles hcpdumg lby address

Mo log curmenily avalabie for download

Foelated tasks

Advanced Hetweek Log condguration
Sdvanced Supnod | og confguraiicn

Diagnostic logging

Deactivate the user affected from Control Hub and wait 4 -7 minutes, then click Stop logging button.

sl

CISCO  Cisco Expressway-C m
Sahs > System» Applications » Users» Mamienance » A /el o Legoul
Diagnostic logging hewm: Wt ' sies+ D

i Smecess: Logging has started

Logging sates

| status In progress |
Started logging al Tuesday 23d of September 2025 10.04:15 AM (US/Eastam] logging staried by sdmisg172 18.6.27
Stopped logging al

Maricer
At ke |

Take Kcpdump while bgging

Filer lcpdump by address

Filler lepump by podis

!swml 1oa| Anabvze k|

| Log collection s
B log currently available for downiload

Stop logging

Click Collect log to initiate the process of gathering and compiling diagnostic information into a
downloadable archive.



mmm
CISCO Cisco Expressway-C

Thia system has 3 slares
Status v System» Applications » Lisersy Maintenance » i 7 Help Os Logoul
Diagnostic logging Yiou are here: Mainlenangs  (ionmtics * Disgestic logging

i . Success: Logging has been siopped and saved

Logging status

Starled logging at Tuesday 2 of Seplember 2035 10:04:15 AM (US/Eastern) logging starled by adming172 16.6.27
Stepped legging al Tuesday 23d of Seplember 2025 10:06:30 AM (US/Eastem)
Mk

T

Ha log errantly svadabi for downlosd
Collect log

After the archiveis created, the Download log button appears, allowing the administrator to save thefileto
their local machine. Thisfileistypically uploaded to a Cisco TAC (Technical Assistance Center) case for
analysis.

CISCO  Clsco Expressway-C m
Saalsy Syatem> Applications » Ussersy Maintenance » A 7 Hele ou Logeut
Diagnostic logging You are heere. Myintengrcn ¢ [ggrovtes -

Legiging status

Started logging at Twesday 23rd of Septermbar 2025 10:04:15 AM (US/Eastern) kogging stared by sdming@ 172 168.6.27

Stapped logging at Twesday 23nd of Seplember 2025 10:06:30 AM (US/Eastern)

Mscicer
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Startmew log | | Gotectiog| Anatyeo kg

Download log
Expressway Connector log analysis

With the userld of the affected user collected from Control Hub:

Extract the Expressway logs locally and locate and open the file loggingsnapshot_<Expr essway-
HostName>_<Date>.txt

diagnostic_log_ccnp-expressway-hybridl_2025-09-22_12/58/19 > Toggingsnapshot_ccnp-expressway-hybridl_20

Filter out userld and locate the EW SSer vices.bindToCalendar request right after the discover event
containing the userld.

2025-09-22T08:38:08.654-04:00 Tocalhost UTCTime="2025-09-22 12:38:08,654" Module="hybridservices.c_cal"



2025-09-22T08:38:08.657-04:00 Tocalhost UTCTime="2025-09-22 12:38:08,656" Module="hybridservices.c_cal"

L og snippets show multiple attempts including usedid 45877071-3636-473f-a6f6-c34€91514609 pointing
out to the impersonation account used to commnicate between Expressway Connector and the Exchange
server showing thiserror :

The account does not have permission to impersonate the requested user.

Validation

Exchange server

Validate the impersonation account from the Exchange server running this Exchange Server PowerShell
command to list all Applicationlmpersonation role assignments :

Get -ManagementRoleAssignment -Role ApplicationImpersonation

B8 Machine: Srv-Xchge.vizcainovich.com = a X

Jesktop>Get-ManagementRoleAssignment ApplicationImpersonation

ge

ssignmentMethod

Confirm that the impersonation mailbox is using the Throttling Policy for Hybrid Calendar from Exchange
server running this Exchange Server PowerShell command:

Get -ThrottlingPolicyAssociation -Identity "impersonation account" | findstr "ThrottlingPolicy"

B8 Machine: Srv-Xchge.vizeainovich.com — [} X
A | findstr

Lookup at your Hybrid Calendar deployment records to identify the RoleAssignment given to the
impersonation account during the first time setup. In this scenario, the RoleAssignment is:



CalendarConnectorAcct

M SExchange Event Viewer logs

From the Exchange server, go to Event Viewer > Applications and Services L ogs > M SExchange
Management and filter out Information level events containing "CmdletLogs' and/or name of the
RoleAssignment " CalendarConnectorAcct if any.

] Event Viewer
File Action View Help
o2 m B

[ Event Viewer (Local
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Create Cumtom View...
Import Custom View...
Clear Log..
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Find...
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View

Refresh

Help

Event Viewer logs

Double click on the event to open its properties.

/ MiExchange Crdletlogs & General
97212025 3:06:2T PM M5Exchange Crdletlogs G Genersl
Error 9/21/2025 30518 PM M35Exchange Crdletlogs G General
WEmer 9/21/2025 0518 PM MSExchange Crndletl cgs 6 General
e Q2172088 30511 PM MSExchange Crndletlogs & General
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Event 1, MSExchange Cmaletlogs
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(Crnadlet suceeded. Cradlet R M [ ~Confiem “False” -Identity “CalendarConnectorficct™,
Log Mame: MEEschange Managernent
Source: MSEcchange Cmdletlogs  Logged: 942172025 E:57:19 PM
Event I0: 1 Task Category: General
Lewek Information Keywords: Classic
User N/A Computer: See-Nehgel RO B &
OpCode:

Evert 1, MSExchange CmdletLogs
[ EventProperties

g

Artach Task To This Event...
Copy

Save Selected Events...
Refresh

Help



@ Event Properties - Event 1, MSExchange CmdletlLogs

General Details

Cmdlet suceeded. Cmdlet Remove-ManagementRoleAssignment, parameters -Confirm "False” -

Identity "CalendarConnectorAcct”,

Log Name: MSExchange Management

Source: MSExchange Cmdletlogs  Logged: 9/21/2025 €:57:19 PM

Event ID: 1 Task Category: General

Level: Information Keywords: Classic

User: MN/A Computer: Srv-Achge.vizcainovich.com
OpCode:

[ More Information: Event Log Online Help

Event Properties
Exchange M anagement Shell

By using the build-in session history of Exchange Server PowerShell, commands used in the current session
can be tracked.

The history is not available to other sessions and is del eted when the session ends.
Using the PSReadLine history tracks the commands used in all PowerShell sessions.

The history iswritten to a central file per host. That history fileis available to al sessions and contains all
past history. The history is not deleted when the session ends.

In this scenario, the built-in session is showing this output after running this command:

Get-History

BB Machine: Srv-Xchge.vizcainovich.com = m} X

rarhcct™
orAcct

Confirm:§false




Root Cause

Exchange admin deleted the RoleAssignment for the impersonation account using this Exchange Server
PowerShell command:

Remove-ManagementRoleAssignment "CalendarConnectorAcct” -Confirm:$false

This action breaks the impersonation account role unable to subscribe users in Exchange server and causes
users and workspaces activation to fail.

Solution

From Exchange Server PowerShell, run this command to create a new ManagementRomeA ssignment with
name " CalendarConnectorAcct” and assign it to impersonation account hybridcal.

new-ManagementRoleAssignment -Name:CalendarConnectorAcct -Role:ApplicationImpersonation -User 'VIZCAINO

38 Machine: Srv-Xchge, = com - O X

[PS] C:\Users\xchge\Desktop>neuw-ManagementRoleAssignment CalendarConnectorAcct
ationImpersonation ! 1ybridca

Name Role RoleAssignee RoleAssignee

#’ Applicatio... . Use Direct

[PS] C:\Users\xchge\Desktop>_

From Expressway server, restart the Calendar connector to accelerate the activation process for the affecter
user(s) and/or workspace(s).

Navigate to Applications > Hybrid Services > Connector Management > Calendar Connector >
Enabled hyperlink.
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Connector Management

Inside of Calendar Connector, click the Enable to open the drop down menu.

! alua]n

! CISCO  Cisco Expressway-C m

Status» System > Applications» Users» Maintenance» 7, Hel 0 Loggut |
| Connector Management Im-mm-mm-n—mu-—:

|
|. Stalus. Running
—
| e
1| Mucrosed Exchasge servers onfure Microsed Exchirgs Senry
1| cinco Webe: Mestings saea 1Conbgurn Ciseo Conlenncing Senvoes
)
{ Cisco Conflerencing Services. 0Goniours Creco Conferencing Services (¢ lnast one Microsod Exchange sanwer or one Cisco TWS must be configuned for s senvice
fs B ‘Enabled)
: Calandai Connechor Stalus Chack Calerdys Corvaclin Slats
|
| Saws] Backiotrbad Senvees|
! 1
| 1nmm I
| Tormetversion ainnasags  Foling bock wllremore 81100031 and bock to reinstad
[
| monvea|
H
Enabled button

Select Disabled from the drop-down menu.
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Click Save button to apply the changes in the Calendar Connector.
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After changes are saved, it lands in Connector Management. Click Check Calendar Connector Status at
the bottom of the Calendar Connector service.
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Calendar Connector Status

Wait afew minutes until the Calendar Connector initializes.

] (T [

| CISCO  Cisco Expressway-C m

Status » System> Apphcations » Users » Maintenance»

Restarted

Once Calendar Connector initializes, Expressway connectivity shows Exchange address and users
successfully subscribed.

CISCO Cisco Expressway-C w

Connected

Return to Control Hub > Management > Users > Affected user shows Calendar service fully activated.



9 Windows Client 3
® Active - winclient3@vima's. « s s+ Mamber of WhXBasic

Summary Profile General Meetings Calling Messaging Hybrid Services Devices Vidcast

Calendar Service To create a Webex meeting space, add @meetfo the meeting invite. For meetings in your personal Webex space, add @webex.
Allow calendar service ()
Calendar Type © Microsoft Efehange/Office 365

Google Caweljdar

Cluster WbX Main

Status Activated by admin on Sep 24, 2025 7:51 PM (EDT) I >

Choose the user's assigned resource group. The Webex clowd will remove this user and assign them te their service rescurce group.

Resource Group Resource Group A [Stable) v

Activated

Expressway |ogs showing affected userld 45877071-3636-473f-a6f6-c34€91514609 getting avalid
subscription from Exchange server:

2025-09-24T20:03:55.984-04:00 Tocalhost UTCTime="2025-09-25 00:03:55,984" Module="hybridservices.c_cal"
2025-09-24T720:03:55.984-04:00 Tocalhost UTCTime="2025-09-25 00:03:55,984" Module="hybridservices.c_cal"

2025-09-24T720:03:56.049-04:00 Tocalhost UTCTime="2025-09-25 00:03:56,049" Module="hybridservices.c_cal"



Note: The alarm ‘ The account does not have permission to impersonate the requested user’ can
have multiple causes; however, al of them are related to the impersonation account configuration
or the Exchange server.

Related | nfor mation

Hybrid Services and Connector Troubleshooting
Collect Expressway/V CS Diagnostic Log for Expressway MRA

Chrome DevTools

Firefox DevTools



https://help.webex.com/en-us/article/nec4qs7/Hybrid-Services-and-Connector-Troubleshooting
https://www.cisco.com/c/en/us/support/docs/unified-communications/expressway/213360-collect-expressway-vcs-diagnostic-log-fo.html
https://developer.chrome.com/docs/devtools/device-mode/override-user-agent
https://firefox-source-docs.mozilla.org/devtools-user/

