Troubleshoot SAML Response Error in Directory
Connector.
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| ntroduction

This document describes troubleshooting error " Submit SAML response Data/Cannot connect securely to
this page" while Cisco Directory Connector login.

Prerequisites
Requirement

Cisco recommends that you have knowledge of these topics:

 Cisco Directory Connector
» Webex Control Hub

Components Used

The information in this document is based on these software and hardware versions:

 Cisco Directory Connector application on version 3.8.2000.64687
» Webex Control Hub

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background

This document describes how to troubleshoot " Submit SAML response Data/Cannot connect securely to this
page error”, while trying to launch the Cisco Directory Connector application. After entering the email ID,
the erroris presented.



Clicking the error message displays a blank page and it does not move past that.

Troubleshooting Steps

1. Ensure you are able to log in to Control Hub using the same admin credentials (which are being used
for Cisco Directory Connector application) using aweb browser on the same server/desktop where
Directory Connector application is running.

2. If thelog in works from the web browser on the same server however, thelog in still does not work
for Cisco Directory Connector application, then it could point to an issue with the Directory
Connector application itself.

3. Itisagood practice to check if the application is running the latest version. If not, kindly check for
available updates and ensure that the update is installed.

4. Reproduce the issue and collect Event Viewer logs.
L ogs Analysis

These warnings and information messages can be seen in the Event Viewer logs:

The operation cannot be performed on an offline Tibrary.
[sessionId: ] [DirSyncWorker DSWorker] DirSyncService waiting to be configured
The operation completed successfully

2023-12-14 14:20:58,515 [1] WARN Cisco.CoDev.Identity.DirSync.Update.Lib.UpdateUtil [(nul1)] - Failed t
These events are also seen in the logs:

[sessionId: ] [DirSyncWorker DirSyncWorker] 1 DirSync Plugin(s) Loaded.

[sessionId: ] [DirSyncWorker DirSyncWorker] Started DirSyncService version 3.8.2000.64687

The operation cannot be performed on an offline library.

[sessionId: ] [DirSyncWorker DSWorker] DirSyncService waiting to be configured

Cannot create another system semaphore.

[sessionId: ] [ CheckWebView2Supported] WebView2 runtime not being installed



Errorsrelated to WebView2 are seen in the Event Viewer logs, as shown above. These log lines also
indicate the same error:

<#root>

- <System>
<Provider Name="

Cisco Directory Connector

- Manager" />

<EventID Qualifiers="0">100</EventID>
<Version>0</Version>

<Level>4</Level>

<Task>0</Task>

<Opcode>0</0Opcode>
<Keywords>0x80000000000000</Keywords>
<TimeCreated SystemTime="2023-12-14T03:24:03.4691316Z2" />
<EventRecordID>106</EventRecordID>
<Correlation />

<Execution ProcessID="0" ThreadID="0" />
<Channel>Cisco Directory Connector</Channel>
<Security />

</System>

- <EventData>

<Data>[sessionId: ] [ CheckWebView2Supported]

WebVi ew2 runtine not being installed

</Data>
</EventData>
</Event>

Root Cause

WebView2 runtimeisrequired to be installed on the system running the Cisco Directory
Connector Application. The logs clearly indicate WebView?2 runtime not installed on the system.

Solution

Install the WebView2 Ever green Bootstrapper on the server running the Cisco Directory Connector
Application. It can be downloaded from this link.

After installing the WebView2 Ever green Bootstrapper, please exit the Cisco Directory Connector
Application(from the up arrow found at the bottom of the desktop) and then re-run the Cisco Directory
Connector Application as an admin and try signing in again.

This resolves the issue.

Related | nfor mation

* Deployment Guide for Directory Connector
* Directory Connector Release Notes



https://msedge.sf.dl.delivery.mp.microsoft.com/filestreamingservice/files/c1336fd6-a2eb-4669-9b03-949fc70ace0e/MicrosoftEdgeWebview2Setup.exe
https://help.webex.com/en-us/article/zqvufbb/Deployment-Guide-for-Directory-Connector
https://help.webex.com/en-us/article/nqvsbmq/Directory-Connector-release-notes

